afran]n
CISCO.

]
g
=
z
=
-
.
(-
[+
(+
=
it
]

CiscoDX ) —XEEBHA K. 1J1)—X10.2(5)
WIHR : 20154212 H 9 H
AR 2020427 H 13 H

LRAVRTLRBRSH

T107-6227 HUREBHE X ARIKI-T-1 [ v RE D v« X T —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15
of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio-frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of
the FCC rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If the equipment causes interference to radio or television reception, which can be determined by turning the equipment off and on, users are
encouraged to try to correct the interference by using one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
 Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

« Consult the dealer or an experienced radio/TV technician for help.

Modifications to this product not authorized by Cisco could void the FCC approval and negate your authority to operate the product.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2015-2020 Cisco Systems, Inc. All rights reserved.
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User-oriented documents are available at the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/products-user-guide-list.html

Administrator-oriented documentation is available at the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/products-maintenance-guides-list.html

The [Cisco DX Series Wireless LAN Deployment Guidel is available at the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/products-implementation-design-guides-list.html

Translated publications are available at the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/tsd-products-support-translated-end-user-guides-list. html

Open Source license information is available as the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/products-licensing-information-listing.html

Regulatory Compliance and Safety Information is available at the following URL:

http://www.cisco.com/c/en/us/support/collaboration-endpoints/
desktop-collaboration-experience-dx600-series/products-installation-guides-list.html

Cisco Unified Communications Manager

See the Cisco Unified Communications Manager Documentation Guide and other publications that are
specific to your Cisco Unified Communications Manager release. Navigate from the following
documentation URL:

http://www.cisco.com/c/en/us/support/unified-communications/
unified-communications-manager-callmanager/tsd-products-support-series-home.html

Cisco Business Edition 6000

Refer to the Cisco Business Edition 6000 Documentation Guide and other publications that are specific
to your Cisco Business Edition 6000 release. Navigate from the following URL:

http://www.cisco.com/c/en/us/support/unified-communications/business-edition-6000/
tsd-products-support-series-home.html
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Network Protocols

Cisco DX 2 U — & devices support several industry-standard and Cisco network protocols that are
required for voice communication. The following table provides an overview of the network protocols
that the devices support.

Table 6: Supported Network Protocols

Network Protocol

Purpose

Usage Notes

Binary Floor Control Protocol (BFCP)

BFCP allows users to share a presentation within an ongoing video conversation.

BFCP is autonr
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Network Protocol

Purpose

Usage Notes

Bluetooth

Bluetooth is a wireless personal area network (WPAN) protocol that specifies
how devices communicate over short distances.

The devices suppc

The devices suppor
Advanced Audio L
Human Interface L
Push Profile (OPP
Profile (PBAP).

Bootstrap Protocol (BootP)

BootP enables a network device to discover certain startup information, such as
the IP address.

Cisco Discovery Protocol (CDP)

CDP is a device-discovery protocol that runs on all Cisco-manufactured
equipment.

Using CDP, a device can advertise its existence to other devices and receive
information about other devices in the network.

The device uses C
information, such
per-port power ma
Quality of Service
information, with

Cisco Peer-to-Peer Distribution Protocol
(CPPDP)

CPPDP is a Cisco proprietary protocol that is used to form a peer-to-peer
hierarchy of devices. This hierarchy is used to distribute firmware files from
peer devices to their neighboring devices.

The Peer Firmwar
CPPDP.

Dynamic Host Configuration Protocol
(DHCP)

DHCP dynamically allocates and assigns an IP address to network devices.

DHCEP enables you to connect a device into the network and for that device to
become operational without the need to manually assign an IP address or to
configure additional network parameters.

DHCP is enabled |
you must manually
subnet mask, gate
each device locall;

Cisco recommend:
option 150. With t
the TFTP server IP
For additional supp
see the “Dynamic

Protocol” chapter a
in the Cisco Unifi
Manager System C

Note Ifyou cann

try using D

Hypertext Transfer Protocol (HTTP) HTTP is the standard way of transferring information and moving documents | Devices use HTTE
across the Internet and the web. troubleshooting pu

Hypertext Transfer Protocol Secure Hypertext Transfer Protocol Secure (HTTPS) is a combination of the Hypertext | Web applications v
(HTTPS) Transfer Protocol with the SSL/TLS protocol to provide encryption and secure | support have two |
identification of servers. that support HTTP

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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Network Protocol

Purpose

Usage Notes

IEEE 802.1X

The IEEE 802.1X standard defines a client-server-based access control and
authentication protocol that restricts unauthorized clients from connecting to a
LAN through publicly accessible ports.

Until the client is authenticated, 802.1X access control allows only Extensible
Authentication Protocol over LAN (EAPOL) traffic through the port to which
the client is connected. After authentication succeeds, normal traffic can pass
through the port.

Devices impler
by providing s
authentication
EAP-TLS.

When 802.1X
device, you shy
voice VLAN.

IEEE 802.11a/b/g/n

The IEEE 802.11 standard specifies how devices communication over a wireless
local area network (WLAN).

802.11a operates at the 5 GHz band, and 802.11b and 802.11g operate at the 2.4
GHz band.

802.11.n operates in either 2.4 GHz or 5Ghz band.

The 802.11 int
for cases when
or undesirable.

Internet Protocol (IP)

IP is a messaging protocol that addresses and sends packets across the network.

To communica
must have an a
name, gateway

IP addresses, s
identifications
you are using t
Configuration ]
using DHCP, y
properties to e:

The device sup
information, se
Guide for Cisc
ManagerJ , “I
(IPv6)” chapte

Link Layer Discovery Protocol (LLDP)

LLDP is a standardized network discovery protocol (similar to CDP) that is
supported on some Cisco and third-party devices.

The device suyp

Link Layer Discovery Protocol - Media
Endpoint Devices (LLDP-MED)

LLDP-MED is an extension of the LLDP standard for voice products.

The device suy
port to commu

* Voice VL
* Device di
* Power ma
* Inventory

For more infor
support, see th
Discovery Prof

http://www.cisc
technologies_v
paper0900aecc
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Network Protocol

Purpose

Usage Notes

Real-Time Transport Protocol (RTP)

RTP is a standard protocol for transporting real-time data, such as interactive
voice and video, over data networks.

The device uses th
receive real-time
phones and gatew:

Real-Time Control Protocol (RTCP)

RTCP works in conjunction with RTP to provide QoS data (such as jitter, latency,
and round-trip delay) on RTP streams.

RTCP is also used to synchronize the audio and video stream in order to provide
a better video experience.

RTCP for audio ca
RTCP for video ca
streams and video
enabled by default
RTCP on individu
Unified Communi
Administration.

Session Description Protocol (SDP)

SDP is the portion of the SIP protocol that determines which parameters are
available during a connection between two endpoints. Conferences are established
by using only the SDP capabilities that all endpoints in the conference support.

SDP capabilities, ¢
detection, and con
configured on a gl
Communications |
in operation. Somx
configuration of tl
endpoint itself.

Session Initiation Protocol (SIP)

SIP is the Internet Engineering Task Force (IETF) standard for multimedia
conferencing over IP. SIP is an ASCII-based application-layer control protocol
(defined in RFC 3261) that can be used to establish, maintain, and terminate
calls between two or more endpoints.

Like other VoIP p1
functions of signali
within a packet tel
allows transportati
network boundaric
provides the abilit;
an end-to-end call.

Telepresence Interoperability Protocol
(TIP)/Multiplex (MUX)

TIP/MUX is an IP protocol that is used to negotiate audio and video media
options between endpoints prior to reception or transmission of media.

TIP/MUX is invol
conferences and e

Transmission Control Protocol (TCP)

TCP is a connection-oriented transport protocol.

The device uses T
Unified Communi
access XML servi

Transport Layer Security (TLS)

TLS is a standard protocol for securing and authenticating communications.

Upon security imp
the TLS protocol
with Cisco Unified

Trivial File Transfer Protocol (TFTP)

TFTP allows you to transfer files over the network.

On the device, TFTP enables you to obtain a configuration file specific to the
device type.

TFTP requires a T
that the DHCP ser
identify. If you wa
server other than tl
specifies, you mus
address of the TF]]
Settings applicatio

For more informat
chapter in the Cisc
Manager System C

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| st

gnzet B
Network Protocol Purpose Usage Notes
User Datagram Protocol (UDP) UDP is a connectionless messaging protocol for delivery of data packets. UDRP is used o
signaling on th

==

= 12
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Additional Information About Power

The documents in the following table provide more information on the following topics:

* Cisco switches that work with Cisco Unified IP Phones

* Cisco IOS releases that support bidirectional power negotiation

* Other requirements and restrictions about power

Document Topic

URL

Cisco Unified IP Phones Power Injector

http://www.cisco.com/c/en/us/products/collaboration-endpoir
unified-ip-phone-power-injector/index.html

PoE Solutions

http://www.cisco.com/c/en/us/solutions/enterprise-networks/
power-over-ethernet-solutions/index.html

Cisco Catalyst Switches

http://www.cisco.com/cisco/web/psa/default.html?mode=proc

http://www.cisco.com/c/en/us/products/switches/index.html

Integrated Service Routers

http://www.cisco.com/c/en/us/products/routers/index.html

Cisco IOS Software

http://www.cisco.com/c/en/us/products/ios-nx-os-software/in
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Note  For instructions on deploying and configuring a wireless Cisco DX 3+ U — X device, see the [Cisco DX

Series Wireless LAN Deployment Guide] .

Devices with wireless capability can provide voice communication within the corporate WLAN. The
device depends on and interacts with wireless access points (AP) and key Cisco IP Telephony components,
including Cisco Unified Communications Manager Administration, to provide wireless voice
communication.

Cisco DX ' U — X devices exhibit Wi-Fi capabilities that can use 802.11a, 802.11b, 802.11g, and 802.11n
Wi-Fi.

The following figure shows a typical WLAN topology that enables the wireless transmission of voice for
wireless IP telephony.

When a Cisco DX 2 U — X device powers on, it searches for and associates with an AP if the device
wireless access is set to On. If remembered networks are not within range, you can select a broadcasted
network or manually add a network.

The AP uses the connection to the wired network to transmit data and voice packets to and from the
switches and routers. Voice signaling is transmitted to the Cisco Unified Communications Manager server
for call processing and routing.

APs are critical components in a WLAN because they provide the wireless links or hot spots to the network.
In some WLANS, each AP has a wired connection to an Ethernet switch, such as a Cisco Catalyst 3750,
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that is configured on a LAN. The switch provides access to gateways and the Cisco Unified Communications
Manager server to support wireless IP telephony.

Some networks contain wired components that support wireless components. The wired components can
comprise switches, routers, and bridges with special modules to enable wireless capability.

For more information about Cisco Unified Wireless Networks, see http://www.cisco.com/c/en/us/products/
wireless/index.html.
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Security for Communications in WLANs

Because all WLAN devices that are within range can receive all other WLAN traffic, security of voice
communications is critical in WLANS. To ensure that intruders do not manipulate or intercept voice traffic,

the Cisco SAFE Security Architecture supports Cisco DX 3V — X devices and Cisco Aironet APs. For
more information about security in networks, see http://www.cisco.com/c/en/us/solutions/enterprise/
design-zone-security/index.html.
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TKIP

WPA & CCKM IZ, WEP WL OO EENINZ vz TKIP B 5{b & #H L £9, TKIP
I, Ty DX =0k, BROES b SN L0 BWI~Z hr (V)
PR LET, EHIC, Avb—U%eTF =y s MIC) X, BEbEn/= 7y bR
EREINTWRWZ 2R LET, TKIP X, FAFED WEP 2/ L T WEP % — % fi#
e 9 D AREME A HEBR L £ 97,

AES

WPA2 FERECEH S DAL T2 Z ORFSALDENMRE L, W5k & ESEICRF T
F—a RO VT XLz LET,

KA b R OFEMIZ W TiE, [ [Cisco DX Series Wireless LAN Deployment Guide] | @
[ ['Wireless Security] | DIHZZM L T 7Z3 0,

AP Authentication and Encryption Options

Authentication and encryption schemes are set up within the wireless LAN. VLANS are configured in the
network and on the APs and specify different combinations of authentication and encryption. An SSID
associates with a VLAN and the particular authentication and encryption scheme. In order for wireless

client devices to authenticate successfully, you must configure the same SSIDs with their authentication
and encryption schemes on the APs and on the device.

\}

Note * When you use WPA pre-shared key or WPA?2 pre-shared key, the pre-shared key must be statically
set on the device. These keys must match the keys that are on the AP.

* Cisco DX 3/ U — X devices do not support auto EAP negotiation; to use EAP-FAST mode, you
must specify it.

The following table provides a list of authentication and encryption schemes that are configured on the
Cisco Aironet APs that the devices support. The table shows the network configuration option for the
device that corresponds to the AP configuration.

Table 12: Authentication and Encryption Schemes

Cisco WLAN Configuration CiscoDX 1) —X
Configuration
Authentication Key management | Common Authentication
encryption
Open None None None
Static WEP None WEP WEP
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WLANs and Roaming .

Cisco WLAN Configuration CiscoDX >1)—X
Configuration

EAP-FAST WPA or WPA2 TKIP or AES 802.1x EAP > EAP-FAST
with optional
CCKM

PEAP-MSCHAPv2 WPA or WPA2 TKIP or AES 802.1x EAP > PEAP >
with optional MSCHAPV2
CCKM

PEAP-GTC WPA or WPA2 TKIP or AES 802.1x EAP > PEAP > GTC
with optional
CCKM

EAP-TLS WPA or WPA2 TKIP or AES 802.1x EAP > TLS
with optional
CCKM

WPA/WPA2-PSK WPA-PSK or TKIP or AES WPA/WPA2 PSK
WPA2-PSK

For additional information about Cisco WLAN Security, see
http://www.cisco.comy/c/en/us/products/collateral/ wireless/aironet-1200-access-point/prod_brochure09186a0080117d0b.html.

For more information about configuring authentication and encryption schemes on APs, see the Cisco
Aironet Configuration Guide for your model and release under the following URL:

http://www.cisco.com/cisco/web/psa/configure. html?mode=prod&level0=278875243

WLANs and Roaming

Cisco DX 3 U — X devices support Cisco Centralized Key Management (CCKM), a centralized key
management protocol that provides a cache of session credentials on the wireless domain server (WDS).

For details about CCKM, see the Cisco Fast Secure Roaming Application Note at:
http://www.cisco.com/en/US/products/hw/wireless/ps4570/prod_technical reference09186a00801¢5223.html
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NZ72 0 F£9, CiscoCTLZ FA T 2 F2BU T TAZ B XFaT T— RNIIRETDH L.
HEPEGII BB TIIA IS0 8/ A,

FEMEIZ DWW T, T [Cisco Unified Communications Manager Bulk Administration Guide] | %%
LT 7EEN,

I

Cisco Unified Communications Manager @ 7 /\4 X B0

Cisco Unified Communications Manager 7 — % X — R |27 NA R & HBNIZEMNTEX 9, ZHic
I, FTET A ADMACT RV RAZEST H0LENH Y £,

FIE

ATY7T1 MACT7 RLAZINSELT7-5, Cisco Unified Communications Manager & H G, [T/A1 XD > &
5% (DevicePhone) | ZEIR L 97,

ATY T2 [HHEMN (AddNew) 1227V v 7 LET,
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ATvT3

ATvT4
ATy TH

ATvT6

—FEEY—LOBET I L— rEEALET A 20en |

BEES 4T (PhoneType) | Frny 7 X0 URXAMNLTNA A LA TERRLET,

(G¥) Cisco Unified Communications Manager 73— 3 2 &> CTi, CiscoDX v U —X 731
AZBNTHEXIZ, 77 =AU =T %A A R—/LT 5HIIZ Device Enabler %1 > A
M=V T DMERH Y 7,

[k~ (Next) 1%227 U v 27 LET,
FRARAEFEDRTGA—=F (FRARAT =, TRA A X2V T 4 FTudZrANLiRy) O
AR AT LET,

[#7F (Save) 1&7 VU v LET,

FEMIZ oUW CiE,  [Cisco Unified Communications Manager > A7 & HA K] @ [ 27 AR
M OREEZRMLTIZE N,

—EEEY— IILOEET VI L— FEFERLET/NA ADIEM

ATy
ATy T2
ATvT3
ATy T4
ATy TH

ATvT6
ATy 17

)27 78E

Cisco Unified Communications Manager —#E& P> —/L (BAT) &4 5 &, HEDOT /A A
DBEFRIR E DNy FEAEZFATTEE T,

— IR — )L DOFEHZ W TIE,  [Cisco Unified Communications Manager Bulk Administration
Guide] #ZHL T 7ZEW,

FIE

BTFNAL ADMAC T RLAETELET,

Cisco Unified Communications Manager 2>5, [—{&E I (Bulk Administration) ]>[E:E
(Phones) 1>[E&ET > 7 L—F (PhoneTemplate) | DIEIZEIR L £,

CHBLEM (AddNew) 1227 U w7 LET,
[EBFED X A 7 (Phone Type) ] Zi&IR L. [R~ (Next) | IR L 7,

A REGDINTG A =2 (TNRART = TRAA VX2 T 0 TudrANRE) O
MMEATTLUET,

[fRT7F (Save) |27 U w7 LET,

Cisco Unified Communications Manager ® [ (Administration) ]17>5. [T/V4€ X (Device) >
1[EEE (Phone) ][>[# 7B/ (AddNew) ] ZEIRL, BEfFO—fEEHY — L T 7L — &
FERHLTT A RZ2BMLET,

oaz=>y
vt Toeva=r itk 3B HEOT EBBLTCT AN, A2y T v
TEXEJ, BAT7T7ubeva = IRENI o TWAIEAE, 22— =T A 2Dk v b

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



|
B ciosoevazvysant

Ty TR A NEREATILET, T AD MAC 7 R L A8 L O OO RE #
. Cisco Unified Communications Manager —/3 & 35 X F 9,

v 77 ey g = 71i%, Cisco Unified Communications Manager U U — & 10.0 LAREAS 243
TY, sEMIC oW Tk, [ [Cisco Unified Communications Manager Administration Guidel J o
[ TenrrTFuneva=r7) ) OEZZRLUTIZS N,

I TDTAED I = EFME

FIE

AT 71 Cisco Unified Communications Manager & ¥ C, [1—H—&# (User Management) ]. >[1—
H—ETE (User Setting) ]. >[1—H— 7O 774 JL (User Profile) ] DIEIZER L £9,

AT T2 [BLvT7 e ya=r7 (Self-provisioning) ] % [H%) (Enabled) 1IZ3%EL T,

ATv T3 [2—H—EHE (User Management) | >[I > Fa—+— (EndUser) | IZBEL £,

ATy T4 [ENr 7P —E A 2—P—1ID (Self-Service UserID) ] % EL £,

ATw 75 [A—H—FE (User Management) |>[t/LT7TBEZa=>% (Sdf Provisioning) | IZBE)
L., #FEE— RE®IR L ET,

14Cisco Unified Communications Manager 00 1 —H —3&

Z DOt 7 3 TlE, Cisco Unified Communications Manager (2 — % —Z B9 % FIEIZ DU
THALET, ARV —TFT 4 V7 VAT A 2—F—%2BNTHHEIELT, ZoEZ V3
Y OWTNNDFINRIENE T,

Cisco Unified Communications Manager ~M 1—H D EEEM

LDAP 7 4 L7 MU ZMEH L TWARWEEIL, Cisco Unified Communications Manager (Z=—
P—ZEHEBEMTE £,

Y

() LDAP BRI TV DA, Cisco Unified Communications Manager (22— —ZB13 5 =
LiIITEEEA,

FIE

ATy 71 [2——EE (User Management) |>[ILY Fa—4H— (EndUser) | DIEIZEN L, [FEE
i (AddNew) 1 %27V v 27 LET,
[T K 22— D% E (End User Configuration) |V 1 > RUBRERINET,
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ATy T2

ATvT3
ATvT4

s LAP 7 ¢ Lo Fusso1—s—oiem [

ZDOY 42 RO [—F—IEH (User Information) ] %A > T, ROEHRE A LET,

o [2—HW—1ID (UserID) ]: > K —¥F—Di#54 %= AJ) L E7, Cisco Unified
Communications Manager Cli, {E#E O —¥F—ID OEFEZFALEHA, HHTES
FRRSCTIE, =0+ <0 >0 # 0 \L WBXIOZEATY,

¢ [NAT— R (Password) | BLWN[NAT— ROMEFE (Confirm Password) ]: =2 N =—
P—=D/ AT — & LT, 5 XFUEOFERFEITRELFEANLET, EHTES
FRRSCTF T, =0+ <0 >0 # 0 \L WBXIOZEATY,

o [# (LastName) ]: = R 2—H—DlEZ A LET, HHTE DR, = +.
< >0 #,0 N\ YN BRUZEATY,

o [#EFG% > (Telephone Number) |: =¥ K 2—H—D 77 4 <~V BEEHZEZ AT LET,
Ty N a—H—E, T REROERRE B TE £,

[fR7F (Save) |27 U w7 LET,
TNRA AT IVOREE (46 X—) (TR FET,

SNEBLDAP T4 L FYD LD 1—H—DEM

ATy I
ATv T2

ATvT3

ATy T4
ATy TH

ATvT6

LDAP 5 4 L2 VU (Cisco Unified Communication +—/% 5 4 L' 7 ~ U LIA}) 12— —%iB
MUGE, =0T 4127 v &, BLa—V—L&F /31 Z%&iBIT 5 Cisco Unified
Communications Manager (2, LA FOFIECTT ICFEM S5 Z ENAIEETT,

FIE

Cisco Unified Communications Manager O EEIZH A 4 > LET,

[ RF L (System) ]>[LDAP]>[LDAP 5« L% k1) (LDAP Directory) ] ®IEIZ=R L %

—§—O

[#8F (Find) | R"ZZFEHLTLDAP T 4 L7 FU & RO E9,

LDAP 7 4 V7 N U4 &I Y v 7 LET,

[se 2R %243 <FEhE (Perform Full Sync Now) 127 VU v 7 L9,

(G¥) LDAP T « L2 kU & Cisco Unified Communications Manager & O [RIH#] & B IZ 131772
WA TX, [LDAPT « L7 hU (LDAP Directory) ]V 4 > KU ® [LDAPT 4 L7 KV
R A 47~ = —/L (LDAP Directory Synchronization Schedule) ] C. &[alo> HEh[FEH A 7
Va—WRRESNET, LEL, Il —Y =273 RICEEAT 51213 £ 0w
WRIIZE T L TR BERH Y 7,

TNA A ETIVORFE (46 X—) ([ZERET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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A ETILOEE

E |

FINA R ETILDIEE

(B0 #%

ATy T

FIE

Cisco Unified Communications Manager & 22 C, [T/34 X (Device) |>[&EiE (Phone) | Zi®R
LET,

ATy T2 [HHEM (AddNew) 1227V v 7 LET,
ATv T3 [BER2A4T (PhoneType) | Ky 7 X7 URARNLTNAL R BT /LEFIRL, [RA

(Next) 1227V w27 LET,
[EFEDRE (Phone Configuration) |V 14 ¥ RUNBREREINET,

ATy T4 ARG EORER (46 2—) (TR T,

B TEDIERL

ATy T

ATy T2

ATvT3

ATv74

ATy TH

[BEDNRE (PhoneConfiguration) 17 4> KU T, 1ZEAEDT 4 —V RIZT 7 4V Ml
EHEACTEET,

FIE

[EBEEDEKE (PhoneConfiguration) |7 4> RUT, U4 RUDESAL ZH 5 [EI#RL (Line
D 1%&227Yv7 LET, [EiFESORT (Directory Number Configuration) |7 o« > K7 23R
INET,

[T4 L% +1)ES (Directory Number) ] 7 4 —/L R T, [EEES (Tdephone Number) ]
74—V R T ([Aa—%—#R (User Configuration) |7 4 > RUN) IZE RSN TWSIELE
FEANLET,

[JL— k /8—F 4 3> (RoutePartition) | Ky 77X JRA ML, BifETNET D
NR=T 4 a v EBRRLET, BEE T ~OT 7B AEHIRLARWES, =T 1 ¥ a3 ioxt
LT [<72L> (<None>) |&##IRLET,

[2—1 U THmEAR—R (CalingSearchSpace) | Kuy7# v U2k ([Ta4LP B
S0 (Directory Number Configuration) |V ¢ > RUD[F 4 L2 U &FESOFHE (Directory
Number Settings) ] 31 >) 25, @liea—U v FTRBASL—ZZRINLEST, 2—Y 7
P—F A= L, ZOEFEENDL AN ERETELIESEMBZTEH-0D, N—F 4
varOYANTHEEINET, BIRLIMEIT, ZOEFEFESEZHEHT 5T XTOT A1 AT
WA SET,

[T« LY ) B SR (Directory Number Configuration) 1 7 ¢ > K7 ® [2—)LERIXERTE
(Call Forward Settings) ] ~— T, HHH ([R1E#sik (Forward All) ], [FEHHRZE (WD)
(Forward Busy Internal) |72 &) & ZRUTxfInd 5 a— /L OEELLZEIR L £,
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| =6

ATvT6

ATy 17

ATvT8

mgszoEn [

1 -

BV EEEZE LIENBB L OMEDEE 2 — %2 ZOEFEDORA A XA —VlizkT 556
&, [ —/VEEIEERE  (Call Forward Settings) ]34 D[R4 X A —)L (VoiceMail) | F = v
TRy I A AT LET,

[T4 LY b)BEBSDHERL (Directory Number Configuration) 17 (> KU D [T /34 A
(Device) 1A > @ [EI#R 1 (Linel) ] 7 4 —/L R T, RO L IR L ET,
a) [&T (R#EFKIEHID 7 +—/L F) (Display (Internal Caller ID field)) ]: Z DT /31 AD
:L—*j‘ DL LB ANTILET, AN LTEARNE, TRXTORRa— RTINS LD
WD ET, ZOT7 4=V REEHIZLT, BilfONRESZ2 AT AIERIEDH 2
EHTEET,
b) [IMREZEE S~ A7 (External Phone Number Mask) ]: ZDEIEMN L a— L& REF L1- L
W2, BEFH IDHFROEHICHEHN SNLEFEES (A7) ZfELET, &KX 24 D
T LT IX) ZANTEET, XITEFEFEZEZRL, ~NF—VORRBIHENT 2 HE
N ET,

B -
72 & ZIE, A7 555902XXXX ZHETET D & PR 6640 205 DM 2 — W Zid, BIEE
ID D% & LT 5559026640 NFomRm I E T,

c) [rRfF (Save) 127V v 7 LET,

GE) ZoOREE, ARICHD [RBET/NA ARENEH (Update Shared Device Settings) ]
AN LT EIRMN R E KM (Propagate Selected) | R %27 U /7 L72WR D |
BUEDT A AZoBh@EHINET, (FOF =y 7Ry 7 AL, ZOEFEESEM
DT NAALIFLTWDLEEDOARFRRINET) .

B SN TV D ERIC 2 — —Z2BE T 512, v RO FIChD [Ty R aA——0

BEE(+(+ (AssociateEndUsers) 1 %7V v 27 L£7,

a) —Y—%RKET DI, [BRFE (Find) |74 —L FELEBHIC[HFE (Find) | RZ &
ALET,

b) 2=V —ZORICHLT = 7Ry 7 A4 LT, BRIREHDEN (AddSdected) ]
BERLET,
a—H—4 L a—Y—ID X [BFEESDER (Directory Number Configuration) ] 7 1 > K
v O [[EFRZ BEEAT T H 40Ty % — % —  (Users Associated With Line) ] ~3A IR R S 4L
e 8

c) [RTF (Save) 127V w7 LET,

INTa—HF =2 T A0 VIZEEAMA T biE LT,

TNA A2 FAOEBRYH DHE T, B2 ZRELET,

ATV T 2—WF—LF oA ZOERT (48 X—) (TEHRET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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B -7 1 zomaEn

1—HY—¢&

ATy T

ATy T2
ATvT3
ATy T4

RATvTH
ATv 76
ATvT1
ATvT8

ATvT9

TINA ZADBEEST T

FIE

Cisco Unified Communications Manager D& 5, [2—H—DEE (User Management) ]>
[TV Fa—4%— (EndUser) | Z3R L £,
[1—H—DBRFRE—ERT (Findand List Users) | 7 1 > RUNRERENET,
BUZRRRGEE A AT L, R (Find) 1227 U v 27 LET,
KREINHLaA—ROYART, 22— =DV 7 #RINLET,

[T/31 ADOBEESR I+ (Device Association) ] 23R L £,

[A—Y T/84 RE|Y HT (User Device Association) | 7 1 > RUBNFEREINET,

WY RS AL, 3R (Find) 122V v 27 LET,

TNAZADLEEN DRy 7 A A LT, 22— WIZBHEMN T 57 A A2 BIRL 7,
[RIN/AHEOLRTE (Save Selected/Changes) | RN L T, 7 /34 A% 2 —WIZBERMIT E 7,
[B9:E!) ¥ (ReatedLinks) | RKey 74y JRAMC[A—H—DHREICES (Back to
User) | Z#3#INL, [BE (Go) |27V v7 LET,

[Ty Fa—H—0O#EaL (EndUser Configuration) ] 7 « > K738 &, 3B L 72 BEfS
SNT=T A AW [HMET 257 731 A (Controlled Devices) | A SNZFERSNET,

[BR/EH OLRTE (Save Selected/Changes) | Z IR L 77,

Survivable Remote Site Telephony

Survivable Remote Site Telephony (SRST) I3, #l##9 % Cisco Unified Communications Manager
EOBEVPUOWENTHETH, BANRI—AHERBICT 7 EATELLIICLET, 2OV
FTUFTIE, 7L RTETHOa—NVET 77 ¢ TIREBICHERF T & | = — X ATRE 20 6%
ROV Ty MIT 7 BATEET, Vo=V A—"=0RgETL L, 2—F—DTF /1 R
7T AvE—UNRRRINET, SRSTITIL, CiscolOS /N— = > 12.4(20) LARE DS LELT
R

\)

(GE)  SRST X IPv6 #H AR — kL TWHEHA,
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e CiscoDX > — X F 4 ZDHE (49 ~2—)
e A ¥ L ALAN OFRE (50 2—)
Ry MU= RIEWK (52 =)

HEE) TR (66 2—)

o EENIERR22-02-2018 09:42 (68 ~X—7)

CiscoDX ) —X T/ ADKXE

Cisco Unified Communications Manager 7 — & ~X— A |ZT NA ZAZBMLTZ L, T8 ADA
ANV ESETCEET, FHE (Fida—W—) X, ==V DT M AZHET
TET,

\)

CE) FTARAAREREBTIAENC. FTILOWT AL A THATH, TAMNARAEBEFOT 7 —2 72T A

A=V T v T —RLEd, 7y 77 b— ROFEMIZOWTIE, ROEGHZHDHT A A

® Readme 7 7 A VAR LT 7ZE0Y,

http://software.cisco.com/download/release.html?mdfid=284721679&flowid=46173 &softwareid=282074288

TNA A%y NT—7 8T DL, 73 AOREN 7 1 & AD[IG S, 7 734 A7) Cisco
Unified Communications Manager (Z 58k SALE T, 731 ADOFREZ5E T3 5121, DHCP #—
ERAEHEICT 2MEI NG LT, TAA A LTRy b= REMEERL E7,

HEMREAEH L7258, 7 22— —ICBEMT L, T4 L7 FURSEEETD
APN T/\%XOD%E@%J&TF;?&%? > T — F?‘é%%?ﬁ%@ £75

WDOTFNATIL, CiscoDX TV —XFTNA ZADFEBEH A7 OWELTF =7 A NERLET,
ZOFIETIE, TA AORELEHET HIAFEZRLET, —HOXAZIL, VAT LABIW
=P =D ==X Lo TUIEM TZ £,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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2
B o rizxmnozz

FIE

ATy BREROF LR ET,

o SR EE DR
» [Cisco DX650-7 %] Power over Ethernet (PoE)
(GE) PoE+802.3at Tik, ¥V ARF—AHR— KR EDT A RHEHINTNWDLT 7 &Y
UVNEhExIYz— N LET, 778 VI HoREB NS STV RngS
I, =7 — A=Y REEICERINET, TN 2% WLAN BREECERH T2
Graix, SMNBERN LI TT,

ATV T2 FARAAEBMEBNET, Xy NT—27 r—T AN 52EE L E T, WLANBE CTF /N1 252 {4
LA, AT v 5 EBRLTLIEE N,
ZOFEIBETEH, *y FI—FTHDOT A ZAEFBDTTA A =1 LET,

AT T3 TARAADERE Vo AE2ET=XLET, ZOFETEH., 774~V D o XIDT LY
MVEES, BEXOT 4 L7 M) BZICEEA T AHEEEZ T A A TBIML., T8 ANIELL
ERENTWAZ 2R LET,

ATYTE DAY LA Ry NT—=T T A AERETHIHAIE. AT v 7 5 1R TS,

IPRry NU—ZIZXH L TT A AT, —H 3y b Xy NI R EEHKT 584G, DHCP
AT A0, IPT7T FLREZFEBTANLTCT AL RADIP T FLAZRETEET,

ATYTE VALY LARy NU—Z 2T, A& ERT 25613, ROFIEEZETTLLERDY £,
cTAXYVLA Ry hT—7 ZRLET,
+ Cisco Unified Communications Manager ¥ T7 /N1 AD T A ¥ L ALAN ZH L E T,
T NAATIATYLVA Ry NU—7 T 77 A VERHKLET,

CE) A=y b TF—TNABT N A RERINTWBEE, 73 ADT A ¥ 1L A LAN
X7 7T 40 T2k R AL

ATFYT6 TRAABEALTa—LEZREL, a—LT 7 r— g EENERICEETS L %
R LET,
AT TT1 = R a—P— kLT, T1 ADFEHHFER IO EZ@Em L £,

74 LXLAN DEE

UA YL ZALAN BNEA SN TWAEFDO Wi-Fi I L » PR EF B L ONEFE Ny F Dk
BICRETHDHZ & 2R LET,

TAY LAy NT—7 O5RRBE[FRICOVTIL, [ [Cisco DX Series Wireless LAN
Deployment Guidel] | &ML T Z &0,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| 1>vzxF=n
Cisco Unified Communications Manager E¥ 0 7 1 ¥ L X LAN % 7E .

Cisco Unified Communications Manager M 7 4 ¥ L X LAN X7

Cisco Unified Communications Manager T, 7 /3A A®D [Wi-Fi] EFEHINDH /T A —F ZH%)
\ZT B0 NH Y £9, Cisco Unified Communications Manager & FL DR DT I DIGHT T,
DRI A=ZEHRPITEET,

HFEDTNAATUA ¥ LVALAN Z AT 2IT1E. FEDT /A 2D [BLELE A OFRE
LA 7w & (Product Specific Configuration Layout) ]2 3 > ([T/34 X (Device) | >
BEE (Phone) ) TWi-Fi/ N7 A—%®D [H%) (Enable) | Z#3#IRL, [XEHREDA—
INA—5 4 K (Override Common Settings) ] Z4 12 L%,

TR ADIN—TITH L TIA VL ZALAN ZENCT 51T, [RBOBETO 774
LR (Common Phone Profile Configuration) 1 v 1> v ([[T/34 X (Device) |>
[T/ RE&E (DeviceSettings) |>[#BENEZE T O T 7 4 /L (Common PhoneProfile) ])
TWi-Fi/X7 A—2 O A% (Enable) | ZEIR L, [HBEHREDA—/A—F 4 F (Overide
Common Settings) | &AL Tonb, T34 A ([T/31 R (Device) 1>[EEE (Phone) ]
EEOIEOBIE T 1 7 7 A ZBEEM T T,

e Xy NT—ZHNOTXTOWLANXGET 3 ATUA VP LALANZGNZTHICE, [T
VA —TF54 XEBEE DMK (Enterprise Phone Configuration) 17 1 > R ([ AT L
(System) 1> [Z2 2 —T 54 XEBEDHER] (Enterprise Phone Configuration) ]) T,
Wi-Fi/ N7 A—2 D [HA#IE (Enable) | 4 #INL ., [HBEREDA—/\—F4 F (Override
Common Settings) 1 A4 1L £,

Y

((¥)  Cisco Unified Communications Manager % ¥ ([T/34 X (Device) |>[EiE (Phone) ) @ [EBiE
¥rX (PhoneConfiguration) 1 7 > KT, MAC 7 FLAZMERT 5 & &2 —F R v b
MAC 7 KL 2% H L &9, Cisco Unified Communications Manager O % §% Cld, HEH MAC 7
FL 2R LEEA,

JAYLALAN A7/ )LD TAED 3=V

FIE

AT 71 Cisco Unified Communications Manager H G, [T/34 X (Device) 1>[EiE (Phone) 1>[74
YLALAN 7O 7 74)L (WirelessLAN Profile) | Z3R L £,

ZFv T2 ULYLALAN 707 7 A LEHK L, 1R (Save) |22V v 7 LET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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B o rixunTosraLs—TFoToEvazuy

JAYLXALAN 7O 774 )L T )IL—TOTaESa=2 s

FIE

AT w71 Cisco Unified Communications Manager ZE T, [T/ANf XA >FEFE > T4/ VYL ALAN A7 74
JL &' )L—7 (DevicePhoneWirelessLAN Profile Group) | &R L £,

ATY T2 DAYV ALAN 707 7 AV I A—T% %L, [RE (Save) 127V v 7 LET,

RAT9T3 [VATFL >FT/N4 R T—)L (System DevicePool) | ZIR L, VA YL ALAN 7’027 7 A
N IN—TH TSN A T—MSENL, R (Save) 1427V v LET, £/, [T
R >8EEE (DevicePhone) | #IRL, YA YL ALAN Y BT 7 A )V T )—T R EEEDT /34
ZIBMLT, [RTE (Save) |27V v 7 LT,

— HER e
2y I —DRERER
F v FU—27 CTDHCP A L CWRWEE, £y NU—FJ TT XA XA VA =L LT
B, TXAATINGDX Y NI =V RELZERTIHINLERNH Y £,
sIPT7 FL A
«IP V7 % v ME#H
«IPv6 7 KL A&
« TFTP — "D IP 7 K1 &

VBTG LT, FAA 4 & DNS P —"REMEHRETE 7,

IPVA) % E

FIE

ATY 1 [RE (Settings) |77V r—1 3T, [4—Y2Ry b (Ethernet) ]>[IPv4#&RL (IPv4
configuration) 1 &% v 7 L7,
ATv72 [BMIPEFERAT S (UsedaticlP) | 24 IcLET,
AT T3 ROAT v a v ELET,
«[IP 7 RL A (IP Address) ]
= bhU=A
D e
s RAA U4
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| 1o2xk=n
TSN |

GE) A7 a 152 HHLT, O RAA A 5T A ATEETEET, KF KX
A VHIIANR—ATREIDMER Y £F, B~ EOMOT Y I Z TR —
SNTWERA, P T RLAZEHA L TWAEEIE. FAAS 4% TEHTA
NTHZEbTEET, BVBELETD, AN—RIME-DOHARRT ) I 57T,
BE, A7 ar 1193V R—brE&hTWhEEi,

* DNS 1
* DNS 2

IPv4 DE T

FIE

WRET TV r—varT, [4—3 2y b (Ethernet) 1>[IPv4A DE$ (Renew IPv4) | &4 v
7 LET,

IPv6 %% €9 5
£

ATy F1 [RE (Settings) 177V r—arT, [A—H%y k> IPv6 L ( EthernetlPv6
configuration) 1 2% v 7 L7,
ATy T2 [BMIP2EAT S (UsedaticlP) | 241 LT,
ATV T3 ROF T arE2RELET,
«IP7 KL X
« T 7 FI/ K N—X
LT 4 I RAE
s RAL A
GE) A7y a 152 HALT, BHORAAL LA ET AL RTEHETEET, H A
A VBIFAR—ATRUAMENDHY £, ho~REDMOT Y I X TR — 1k
ENTWETA, FHIPT RLAZHEAL TWEHEEIE. FAAS LA E%FHTA
HTdr2 b TEET, BORLETE, AX—RFME—DHFR2T Y I X TT,
BAE, A7 ar 1193 R— ST EREA,

* DNS 1
* DNS 2
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2
B reo=Es

IPv6 0D 5 %t

FIE

WET TV r—a T, [A— %y b (Ethernet) ]>[IPv6 DE#H (Renew IPV6) | 2 % v
ZLET,

A4A—H %y kWeb 7OFS DR
FIE

ATy TN BET TV r—2a T, [4—%Fv b (Ethernet) |>[FTBFFE (Proxy settings) | %
2y LET,
RT9T2 TaXUREXA TEBRLET,
a) FEIZaXLARETIHIL., 7aXFPORRA N, TuXxy R—h BLXOFoXy
NANRREANNLET, 4T 2561, [FTAFDIEEBIAEHLIBE (Proxy require
authentication) ] # A IC L %7,

b) HEIZaXF U EHETHITIE, PACOEFTIE 7 ax v N RXAZ AN LET, %4755
AlE. [FTaXTIEEAENBE (Proxy requireauthentication) | & 412 L £,

‘EIE VLAN D& E
I

ATy T [EE (Settings) | 77V r— 3T, [4—YFv b (Ethernet) ]>[EE VLAN (Admin
VLAN) 1247 LET,

ATy T2 FHEVLANID Ofiz AL, [OK] &2 ¥ v 7 LET,

SWR— hDEEDERTE

FIE

ATY 1 [RE (Settings) | 77V r—va T, [4A—HFRy b >SWHR— LEE (EthernetSW port
speed) | X v S LET,
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ATy T2

PC R— hDiE

ATy T

ATy T2

pci— tozEoRE [

R— FOHEEEIRL 7,

TNA ANAAL v FIERIN T DAL, A v TF EOR— 2T 34 A LR UHER X
OZHEGARUTHER T 20, WMAFEZEBR T == a VICRELET, ZOFT v a oK
EEEEET 55613, [PCA— hO#E (PCPortconfig) 14 7Y a & Ui EMEICEE
TOHUENDY FT,

EDKTE
FIE

[BXE (Settings) ] 77V —va T, [41—Y%y k (Ethernet) ]1>[PC R— &EE (PC
port speed) | =% v LET,
R— NOBHEZEIRL £9°,

TNA APAA » FITHERINTODLEEIL, A vF EOR— &7 31 2 L [H UdER &L
OCEmL T RUTHER T 20, W2 HEI Ao — g IR ELET, 2047 v a0k
EMEEEET 5551, [SWAR— FOH#EEL (SW Portconfig) |47 a v 2R UREMEICER
THLERHY £,

Wi-Fi v kT —9 ~D#kR

AT T1
ATvT2
ATvT3
ATvT4

FIE

BRET 7V r— 2> C, [Wi-Fi (Wi-Fi) |24 U0 Bz £,
[Wi-Fi] % v 7 L7,

HHRAAEER R Yy hT—Z DY A MBIV LA Ry NU—7 ZRIRLET,
FREEE WA A L. [#Ef (Connect) 124 v 7 LT,

FERTRD Wi-Fi *y kT —7 [ZHE#

&M
ATy T2

FIE

RET 7V r— 3T, [Wi-Fi (Wi-Fi) 12420 &z £4,
[Wi-Fil 2% v 7 LET,
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B wiriwes 7o o

ATV T3 [H 22Xy T LET,

ATY T4 2y FU—=7SSIDEASL, X2 VT4 XA T al AR GER4T5858) 23R
ESc

ATv 5 [R1F (Save) 12X v 7 LET,

Wi-FiWeb 70X DR
FIE

ATV TN RET SV r—2a T, [Wi-Fil 2% v 7 LET,

ATy T2 (EHFRERRY NT—J DU AIMBIALFYLA Ry hU—7 5 RHLLET,
AT T3 [*ry b= %ZEE (Modify Network) | % v 7 L £,

ATy T4 [FMA T3 DERT (Show advanced options) |2 F = v 7 LE7,
RATYTS TaXUREXA TR ET,

a) FEIT X TERETAICNE. TuXFTDERA N, TauXxyR—h BLOToxy
NANRAZANTLET, U THHG61E. [TEFDIERENLE (Proxy require
authentication) ] # A IC L %7,

b) HEIZoX T ZRET DHITIE, PACOGITE TYaX s NA N2 AN LET, %755
Aix. [TRFUIXEBIELSBHE (Proxy require authentication) | & A iz L4,

ATvT6 [IR1FE (Save) |24 v 7 LT,

Wi-Fi IP 527 D& Rk
FIE

AT TN RET SV r—a T, [Wi-Fil 2% v 7 LET,
RATv T2 FHARER R Y NU—F DIV A INLUALTLA Xy NU—JEEMLLET,
AT T3 [*y bT—0%ZEE (Modify Network) | Z % v 7 L %7,
ATy T4 [EFHA T arDRT (Show advanced options) & F = v 7 LET,
ATYTS IPREFA T EHBRIRL, LT 2L ET,

*[IP7 F LA (IP Address) ]

cF—hU=A

Xy NU—7 TLT 4w AR

«DNS 1

« DNS 2
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ATvT6

wi-ri gsss rosz ]

s RAA U4
[fR1F (Save) 1 &% v 7 LET,

Wi-Fi BliR#/ N> FDETE

&M
ATy T2
ATvT3

FIE

WET SV r—a T, [Wi-Fil 2% v 7 LET,
[LJEZy 7 LET

[Wi-Fi BliE#H# (Wi-Fi FrequencyBand) | 2% v 7 L, RT&EIRLET,

Re
i

Mobile and Remote Access Through Expressway

Mobile and Remote Access through Expressway requires Cisco Expressway 8.6 or later and Cisco Unified
Communications Manager 10.5.2 SU2 or Cisco Unified Communications Manager 11.0 or later.

Cisco Expressway provides a way for remote workers to easily and securely connect their Cisco DX Series
devices into the corporate network without using a virtual private network (VPN) client tunnel. Expressway
uses Transport Layer Security (TLS) to secure network traffic. For a DX Series device to authenticate an
Expressway certificate and establish a TLS session, the Expressway certificate must be signed by a public
Certificate Authority that is trusted by the DX Series firmware. It is not possible to install or trust other
CA certificates on DX Series devices for authenticating an Expressway certificate. See
Wwwicisco.comvcen/is/supporticollaboration-endpoints/desktop-collaboration-experience-dx600-series/products-technical-reference-listhtml

for the list of supported CA certificates.

To ensure that the users are able to use the Problem Report Tool, you must add the Problem Report Tool
server address to the Expressway HTTP server allow list

When logging in to Expressway, the user is prompted for a Service Name, User ID, and Password. On
first boot, off-premise users are prompted to log in to Expressway by the Setup Assistant. For devices that
have previously been deployed, either on-premise or off-premise, you must convert the device to use
Expressway.

With the User Credentials Persistent for Expressway Sign | n parameter set in the Product Specific
Options on Cisco Unified Communications Manager, the device stores a user's login credentials so that
users do not need re-enter this information. User credentials stored on the device are encrypted.

For more information, see Unified Communications Mobile and Remote Access via Cisco Expressway
Deployment Guide.

Mobile and Remote Access Limitations and Restrictions

* DX Series devices connected through Expressway cannot access web browsing, or email services
hosted inside the enterprise network.

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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¢ The Off Hook/KPML Dialing, Mobility, DND, Call Back, and drop conference participants features
are only supported with Expressway 8.6 and later.

* Busy Line Field features require Cisco Unified Communications Manager 11.0 or later.

* A device connected through Expressway cannot download APKs from an APK server inside the
enterprise network. The device can download APKs from an APK server on a public network as long
as the host is accessible.

* You do not have SSH access to the device from the corporate network.
* You do not have access to the device web page from the corporate network.

* Self-provisioning is not supported through Expressway.

Expressway la1—H%— 05 4 VIFHROAMIE

FIE

AT TN BT ANA AOHRL Y« R ET [HRBDEZE T O 7 74 )L (Common PhoneProfile) ]
U4y Koo B EARER LA 7 7 & (Product Specific Configuration Layout) ] fEISIZ ) L
\iﬁqo

ATwT2 [Expressway A A4 VAA—H I LT v IL/IS—YXTFT Uk (User CredentialsPersistent for
Expressway SignIn) ] A4 12L&,

Expressway ' L TTNA REENAILE Y E—F PO ERIZEMR

588 BRI
FNRAADT 7—AT =T 13 102(4) LIETHDLMLERH Y £,

FIE

AT TN BET TV r—a T, [##ll.. (More.) 12¥% v 7 LET, o

ATY T2 [xy hU—73FEDY > | (Reset network settings) |1 % ¥ v 7 L £,

ART9T3 [A—HIL TLI+=—DOEEREEEMIZT S (Enableautomatic local telephony discovery
)1&A7IZL, [ty b (Reset) 124 v 7 LET,
Xy NI—=J8E )y NLET, T30 ARHEHRR Yy MU =7 ICEH STV A4,
HEWICEER SNE T, 70 ARTA VLA TEAINTWDEEIE, Wi-Fi xy U —
TIZHERET DHERH Y ET, T ARy NT—2 128k T 5 &, [TFTP Y —/\DAA

(Enter TFTPserver ) | WA ERRIINET,

AT w74 [Expressway] % v 7 L7,

ATY s [H—ER FAA 2 (Servicedomain) ], [2—%—% (Username) ], BLO[/IRT—F (
Password ) | 7« —/L RIZAS LET,
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Expressway 7 /31 X % VPN I[ZZ .

ATy T6 [mF7 A4 (Signin) [ Z#¥ v 7 LET,

Expressway 7 /%1 X % VPN [ZZ#t

FIE

AT TN BET TV r—a T, [##l.. More.) 1 2%y 7 LET,
AT T2 [Fy hT—IFEDY £~ b (Reset network settings) | %% v 7 L E 7,
ATy T3 2y bU—Z 1B LET,

ATy T4 TFTP h——DOFEE AN LET,

ATvT5 VPN u 77 A /LB L THERE L £,

ATTLIRTFNAANSLA LV TLIRIZEH
FIE
FNRARLT U A =T TG4 A Fy NI =7 1T LET,

¥Ry NU—7 B S, EEEED Cisco Unified Communications Manager (2 1F & |2 8¢ ik
ET,

Expressway HTTP £Fa] 1) X M ICRREERE Y — /L Y —/\—®D3E N

FIE

AT v 71 Expressway C. [#m (Configuration) ]>[Unified Communications] > [#&8 (Configuration) ]
ICRBENLET,

ATFY T2 [HTTPH—/N—FHA YRk (HTTPserver allowlist) 1227V v 27 L£7,
AT v 73 Problem Report Tool HTTP ¥ —/R—D7R A M4 E/ZIXIP 7 LA ZRER L £,

A EHRAL) VTR b L— FDERE

THRAZADEANANVBLOY F— b 77 BAGRAEDO L— ME, T 7+ P THIlSET, 7
T4V FEREIL, 300F0 T3 FEAETY, Expressway $—/3—23 HTTP 429 [Too many Requests ]
TT—%ERITLTVWDHHEAIL. ZOL—FalEOT I EtnTEET,
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FIE

2

AT v 71 Expressway C. [#mX (Configuration) ]>[Unified Communications] >[#R (Configuration) ]>

[G¥# (Advanced) ] IZE®EIL 9,
ATw T2 [BEEL— M (Authorization Rate Control) | Z#%E L £,

KETFP Y —/\DER1L

FIE

ATy TN RET TV r— 27T, [ (More) | 24 v 7 LET,
AT Y T2 [TFTPY— O E (TFTP Server Settings) | %% v 7 LE T,
RTY T3 [RETFTPHY—/DOEA (UseAlternate TFTP Server) 1 24 v 7 L7,

TFTP H—/\1 DEFE

FIE

ATy TN BET TV r—v a2, [ (More) 1 2% v 7 LT,

AT Y T2 [TFTPY— D% E (TFTP Server Settings) | %% v 7 LE 7,

ATy T3 [RBTFTPH—/N—0DOFERA (UseAlternate TFTP Server) | 24 v 7 L ¥,
ATy T4 [TFTPH—/A—1 (TFTPServerl) | 2% v 7L %7,

ATFY TS TFTP ¥ — "7 RFLZA&EZ AN L, [OK] %% v 7 LET,

TFTP H—/\— 2 D HRE

FIE

AT TN BET TV r—a T, [3## (More) |24 v 7 LET,

AT w72 [TFTPH— D% E (TFTP Server Settings) | %% v 7 L ¥,

ATY 73 [RETFTPHY—N—0DEH (UseAlternate TFTP Server) 1 2% v 7 L7,
ATy T4 [TFTPH—/A—2 (TFTPServer 2) | 2% v 7 L %7,

ATy TS TFTPH— 7 KL A& ANL, [OK] %4 v 7 LET,
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AnyConnect VPN .

AnyConnect VPN

AnyConnect is a VPN client that provides remote users with secure VPN connections to the Cisco 5500
Series ASA running ASA Version 8.0, and later (with AnyConnect Mobile License) or Adaptive Security
Device Manager (ASDM) 6.0 and later.

For more information about ASA, see https://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

VPNE&HETO 7 74 ILDEMN

FIE

AT TN BET TV r—a T, [3## (More) |24 v 7 LET,
ATw 72 [VPN (VPN) 1 &## v 7 L%,

ATv 73 [VPN 7a 77 A /L8 (Add VPN profile) 1% % v 7 LE7,
ATV T8 =T RL2AOHHAEASLET,

RT9 TS [fR1F (Save) 124 v T LET,

VPN ~ D 1Efx

FIE

ATy TN BET TV r—v a2, [ (More) |22 v 7 LT,
ATFw 72 [VPN (VPN) 12 % v 7 LET,
ATY T3 VPNEfia X v 7 LicEFIZLET,
ATy T4 LEIZSUT, @7 er 7 FangE L L TROWTDEITVET,
I LT UV NEANLET, ANEROONTES, CEHBGEEYAR— 58 F Y
07 A UERO A LET,
s [REBIEZEUS (Get Certificate) | 2% v 7 L, WRICT AT AEEIZ X0 2k X 5500
TFREROBFENG A AT LE T, AnyConnect 1%, FEIEARAFEL, VPN EF =27 77— b
VoA ZEERE LT, RREICE OREAEEAEH L E T,

ATy T5 [##i (Connect) | &#X v 7 LET,

VPN #2H®DOETHA 20— /LIABRD &1L

ET AR ORELZFHEL T, VPN 2N L7z T4 a—)L =7 2 = 2 &b L E
T 720p D ET AMHEEEIZIE. 1.5 Mbps OFIKIE NS LB T, HIRIEORELXIK T 5 &
T A EE PR 720 £,
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\)

G AL—Tv bMI, Fy b= ETHEINTWAMD T 7 ¢ v 7 RREZI 722 EOFERIZ X
D, BEHORBEEBIZBLLET, bR Z—2 g3, EF A 2 =R |T
AR B Z DAREMERH D FT,

FIE

AT w1 VPN OEGfiERR L E 3,

ARTYT2 THAAADRET A MEFEITL, TAMEROT v 7 m— FlEZAELET,
Speed AL IZX DA v —Fy FHET A N EOMET XA N 77V r— 3 i, Google
Play "B AFTE £,

RATw 73 VPNIZHHR L ET,

AFy T8 WET TSV r—varT, M axy TS LET,

ATy TS5 [RE (Settings) | 2#¥ 7 LET,

AT 76 [EhEFHENE (Video bandwidth) 1% ¥ v 7 L £,

RT9 T HET A NOEROT v 7 a— FHE XD IR0 BT A HHE 2 2RI L £,

Cisco Unified Communications Manager T VPN D&k
[VPN #% & (VPN Settings) ] A ==—"TI%, Secure Sockets Layer (SSL) #f##f L C VPN 7 7
ATV MNEREANCT D ENTEET, TNXAMAREECTELR Y NT—7 DINICH D
YA, E£72137 734 A & Cisco Unified Communications Manager O % >~ NU—2 ~F 7 4 v 7
MMETERWVWRy N =7 Z BT 208N H 55613, VPN ERAMHEH LET,

INEDAT v U, VPNT' B 7 7 A )L LE T, SV Tid, [ [CiscoUnified
Communications Manager Security Guide] J 3 X O° [Cisco Unified Communications 4L —7
YT UATLERITAR] 2BRLTIIZEN,

FIE

AFYT1 VPNF— T2 Af ZTLICVPNav B FL—42%2®y T v 7 LET,
AT w2 VPN EFHHEZ T LV Phone-VPN-Trust IC7 v 72— KL £,
ATY T3 VPNF— U =AU £,

a) [Hh3RH#ERE (Advanced Features) 1>[VPN]>[VPN 4 — k™S A (VPN Gateway) ]| % &R
L/jzj«o

by FY—hrr=A4, W, BEIRURLEZATLET,
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RTv74

ATy TH

ven iR [

GE) VPNZ—h U= A I3 KI10EOFFHEZE VY CH T Ed, £7—F
T ARl 1 ODFEAELZE Y BCET, FHAEE/: VPN GEBAEY X k
12, VPN 10— UZRBHEAT T BN ZEHEO LN F RIS NE T,

VPN — 7= URLIZ. ¥— hNT=2A DALY 2ty N —FHTT,

VPN 7 L—7F %Rk L9, [#h3RH#EAE (Advanced Features) |>[VPN]>[VPN %' /L—7 (VPN
Group) | &R L £7,

GE) 1D VPN ZNL—FIZ3 5D VPN A — K7 = A ZBITEXE$, VPN Z L —FHNOIF
HEOEFEIX 10 L FIZT 4R HD 9,

VPN 71 7 7 A Va4 U E T, [HhR#EEE (Advanced Features) 1>[VPN]>[VPN 7B 77
4 )L (VPN Profile) ] 3R L £,

GE) [y FT—VEGEOBEFBREEEMICZT S (Enable Auto-Detect Network Connection
) I BEDTI > TODHE, VPNZ I 72 M, ¥xy NV —70MIhD L
ERHHE L EAICOBIITINET,

[(RAMIDFTv% (HostIDCheck) | WA/ >TWHGE, VPN — U = A FE
HEOIEBA I, VPNI T4 7 2 FREHSNTWHURL & —ET 20E R H Y £5,

[/XRA T — FDk#{LEH*NZ9F % (Enable Password Persistence) | A7z > T
L6, 22— — XAT—=RidF v v a2 ENET, [VPNRRAT — K& T /31 AR
1% (Store VPN Password on Device) ] AN/ > TWAHEGAE, 14 A U RERBT 2
T, AP =AU = FRF AL RURFSNET,

AT w76 VPNIEREZHMER L £d, [#h5R#EAE (Advanced Features) ]>[VPN] >[VPN #8et&r (VPN

ATy 71

VPN 18R E

Feature Configuration) | Z3R L 9,

(@O ERE 7 1 7 7 A4 /L (Common Phone Profile) | # %IV % T 9, [T/34 X (Device) |>
[T/34 REXFE (Device Settings) |>[#BMDEEFE TR T 7 4 JL (Common PhoneProfile) ] DJIF
WBRLE,

R DFIZ, Cisco Unified Communications Manager T7 734 A D VPN {47V a U &FH] L &
D

= M4:VPN#ERA T3>

v A B EEDFIR

BEEN IO EY g =27 | VPN )L— T CVPNIAE N 72 - T [ [FoRDF (Display Only) ] :

L7ZVPNF— T = A S

/%lﬁi
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AT ay

B

EEDFIRE

a—H%—EFE VPN 7'z
77 A

T a UBNEDE R L ET,

{52 OF A AR 4 > KT
BE IO 774 )L (Common Pho
U Ry (B A O L -
(Product Specific Configuration lay
T, [ —EE TR 77 AL
User Defined Profiles) % [4 2 ((
(47 (Off) [IZRELET,

GE) ~ T LR Tl C
PREIL, TN A, HE,
B =TT A X LYLTEH
Cisco Unified Communicatio
TZ OREN N 725> T
a—P—EFHKD VPN 712
FRA ZDY Z G HI
LV VPN DB ( Add
Connection ) ] 13N 72

HZ VPN S AEE

T a UBNEDE N ER L ET,

[T/31 R (Device) 1>[T /31 A}
Settings) | > [HBEDEFE T O T 7

(Common Phone Profile) ] ®DJIE|
R

BHRIOZ7 07 7 A VAR LFET

[FIZVPN2ILEL (Always Require

[+ (On) 1FE7=iX[A7 (Off)

—a—o

GE) [®I1Z VPN 23482 (Always
VPN) ]&EIZL Y., enabl

autoNetworkDetect {3 True
nET,
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venzit [l

TF7oay

B EEDFIR

[7 /34 A _EIZ VPN /XA
U — R%&{&fF (Store VPN

Password on Device) ]

FT v a A ED AR LET, [T/ R (Device) [>[T/\4
Settings) | > [H£EDEFE T O
(Common Phone Profile) | %
(Device) ]>[%E&E (Phone) ]
(PhoneConfiguration) [ %7z

[T /34 A EIZ VPN /8A T — |
VPN Password on Device) | % |
FIE AT (Off) ]IcaE LE

GE) [VPN /RRA T — R&EF
(Store VPN Password on
Mipk &7z VPN 7’1 7

U — RDKFEAbLDA 2hi
74T v NRFEF R
L /32T — K (Userand
F721k [[RRATU— K@
only) 11 OHHEITDH

\}

GE) Xy NT—IHEROEFTIX, 77T 4772 VPN EftlC 8% 52 5 /HEERH  £7°,
VPN BN > TWABIEE, 7Tufd il s, VPNIHEH SN EE A,

VPN 323

Cisco DX ¥ U —X 534 %, RO VPN iBGEHEEZVR—FLET,

c o4 LA T R

FERAE D A

INAYT — KD

GE) R RU—RFOROBIAOHLE, THAA A D N2—HF—4 L LTHRNICANESNET, Cisco
WX 2T 0 TS I9A4 T2 A (ASA) Na—HF—L 5B ELET,

Cisco Unified Communications Manager THi/E STV D F8GEIL. ASA TRIE SV TV D RRE &
—HToMERDHY ¥, FRIEDS ASA DRBFEL — ﬁzuoew%é\ 2 —HF— VPN 35| Efee & #F
AISVETA, /NAT— ROkt & BBkl i S EE A,
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2 7O0tX

2

oy N — 7 Z T D & CiscoDX Y — X F RS 2 IEEORE) ot A2 FITLET,
EEOR Y N7 OFREIZL>TE, WOTFNED S B, T3, ATERITIND DIL—H720T
R DG ENH Y F9,

1

AL FINLDEIOELE, T35 ARIEEIRZHEH LT RWEGEE, T /35 1 A28
MENTWAAL—H Ry N —T MR TAAL v TFNEDA T4 2 U —DHEE N
F7, [EE)H... (Startingup...) ] &K 30 EFRINLET,

TNA ANFA =Y 2Ry MEROBINZRAZET, 4 =Ry MERDABRE SN2, 1P
T RLARED B TEATOHRWEGE, 2—F—3FHEECHNEDED LIk b
NET, =¥y MERPRONLRWGEE, T/ AIXVA Y LA Ry hU—T 4%
Fe DML %2 7T F 5,

(VLAY LALANDR) TIVEBARALA LV FDAF Y, TAAL AL, REANRNL vy
V7 %A%y LET, T, RATIR Y NT—27 Ta 77 A VERK L, —BT 5 Service
Set Identifier (SSID) & §BAEY A T2 &G T 7 ¥ A KAV FEAX Y U LET, T30 A
. Xy MU= T T 7 A VERIC—ET 57 7 B ARA  MIBEEMT O ET,

(VAFVYLVALAN O&R) T 7R KRA L MOBFE, T35 ANTBIAET 2B A 2B L
i‘é—o

RIFEINTWELTNRAL AL A=V —RLET, T RAIRFEBET T v o A
EFEURDY, 77 LU xT A A=V =P —EROREMPRFINET, EHEHFF
W2, A RFIT— AN T v a—F—%2FT LT, 77y va AEVIRFINT
WABT7 75— xzT A A=V —RLET, TOA A—VEFEHLT, T35 X LY
T hyxeT EN— =T 2L ET,

VLAN O E, 7731 RAe % Cisco Catalyst AA v FITHERE L TWAEE, A v F i,
AL v F LITEFRESNTWDHRA X VLAN 27 3 @M L ET, 7751 AL,
Dynamic Host Configuration Protocol (DHCP) ZRZfEH L TIP 7 N L X DHG % BRLET
BTl VLAN A=y FERZH P LR L TV HRERH Y £,

IP7 RLADOESS. 7 /34 ATDHCP #H L TIP 7 RLAZRSGT 86, T/3 A
IZDHCP #r—_—2 /7 = U ZRITLTCT RLAZERELET, *v U —27 N T DHCP
EEHLZRWEGAIE, 7 RACAZT 4 v 7 IPT R A% —VZE 0 4T HL%
ERHY 7,

TFTP Y— " ~D7 7 & A DHCP ¥ — 3%, IP 7 L Z&E Y Y4 THLSMT, T /31 &
Z TFTP — NIZ#ZE L E T, T3 ADIP 7 RURAZFHMIZER LI2HaIE, 7354
AN®H HYFTT TFTP Y — N—Z R T 2L ENRH O 3, kT2 &, 734 X%
TFTP H— NICEET 7 A L ET,

TFTP H— RO B R WEE . — W —|X Expressway (ZH A > A 325 K HITRD
bILET,
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\}

(¥)  DHCP CTH|W 4 ToHNDLY— DbV, VB TFTP — "—%2F 0 Y CTHEHTIZ LY
TEFET,

8. (Expressway |2t SV TCNDT AA AL ZDOFIEE AT v 7 LET)

CTL 7 7 A VDER, TFTP — N2, CTL 7 7 A ABRE SN THET, 207 7 A
JVIZIE, T 734 A & Cisco Unified Communications Manager & OB & % = 7 7o Bk &
ST AT DI ERFEHENE TN TWET,

Q. (Expressway (Bt SN TWET A AT ZOFIEEZ AF v 7 LET)

ITL 7 7 A VOFER, T34 A, FFTCTL 7 7 A VEERL, RICITL 7 7 A V&5
RUES, ITLT 7 A /UIT A ANEETED T 47 4 OiEHEZEZATVET,
AEHEN T — =L D X o THR O, F2Xh— "= X2 T VX NVEAH DR
W &4 E 9, Cisco Unified Communications Manager 8.5 LA Tl ITL 7 7 A /L34
AR—FENTWET,

10. WETZ 7 A NVOER, TFTP —"—(F, W7 7 A VERFFLTWET, 20771
JLIX, Cisco Unified Communications Manager (28553 5720 D/XT A — X TNz, T
A AT 2 ZOMOEHREZERZL THET,

11.  Cisco Unified Communications Manager (ZE W& 723V, #7714 Vi, T/
A A & Cisco Unified Communications Manager & O O@(E HiE, 8L Ue— RID %7
A AT D HEEEZLET, TFIP b — =007 7 A VARG L%, U A b
TN 23 B\ Cisco Unified Communications Manager (28558 & 7k A & 77,

TNRAZADEX 2T 4 777 ANNEX 2T 255 (B 2ILE8GE) ISRk &
HU. Cisco Unified Communications Manager 23 Z ¥ =7 £— RIZRESNTWDHHE, T
NA AL TLS #f 2 1TVE T, LALSOEEIEL, 731 213t F =27 TCP #fii &
FEITLET,

TINA ANRT —HRX— A ZFETEBIM S 7286 . Cisco Unified Communications Manager
WETNA RN L ET, TAAART —F X=X FHTEMENTE ST, Cisco
Unified Communications Manager C H BB Gk N H N 72> TW DG, 7734 A% Cisco
Unified Communications Manager 7 — % ~~— A~ H# Gk A2 R IT L £,

GX)  CTLZ A7 bPaRELTWLEHE, ABREKITENICZR>TWET, ZOHE. 731 A
% Cisco Unified Communications Manager 7 — % X — A | FEI CIBMT 20 E R H Y 77,

12. FALAEYDTHRBT 258, [£3 2% (Wecome) | Biliiz®RrL, £y 7 v
T TYAL Y M EFTLET,
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EEIRD TFTP 4 —/N\—Z FE)THKTE

FIE

ATy 1 EEZ (E#F... (Starting up...) ] EFERENTWDENIC, BRIOL A 3 B H v
TLET,

ATFw 72 (EEP. .. ( Starting up... ) ] OKRRBIZENOE Y A RRENENR, F— v —F A
PEHENTZZEERLET,

AT 73 TFTPHEKEHNF RINET, TFTP ¥ —— 7T KL 2% AL, [#R (Confirm) | &% v
7LET,

FC B £5122-02-2018 09:42

TNA ANEFRICHEGR SN D S RERZE T a2 2B L, RO—EOTFIREZETLET,

1L EBHOIFEFIEREMT, TXAANN—RU 2T 52F =7 LTW5HE (Cisco DX650
DI N Ry FOTA FEIa—F REUPNREBEL, ~v Ky h RZU LR
BT — R UMNRRICEIE L ET) | 7y 7 /B (Lock/Power) | R U RAT LET
(H) .

2. [ (Phone) 17 A IV INAT—H A N—=[ZERENET,

TNRAANINSEDAT =V EWMUNITE T2, EFICEEIL, [ v 7 /&R (Lock/Power) ]
RE BRI LImEFITe £,
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EHE ST

o BEE— RROERE LB I OT s L7 FU (69 —2)

o I — HI)LDERESE (69 RX—)

cHNT L7 BU (70 =)

« HE SRR (71 =)

« 7SV r—a v XA YL L—/L (Application Dial Rules) (72 ~=—)

BEE—FIDERESIVOTA LI MY

EREY—R NIy E—FK BEE—F RERE—F
T INA ATIERR =LA EIA BN
Bluetooth 7> 5 A1 > AR — [ {Z\> = A
N

Cisco L —H— 5 —& | [T\ A ER
#—t 2 (UDS)

Jabber NAY4 NAY4 o
Exchange 7' 12— /3L | W2 ANAY-4 °

T RLVAURXR

Google IAYAY-4 IAYAY-4 o
VA At als e A AV d [ATAY4 °
UVir—vayv

O—AhILDEHK I

0 — VR, o — =03 DX T3 A TR T A& T, v — I VeI,
Bluetooth #H CHEREFENDO A VR— P ENTEHEEEZEDHZ L TEET,
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e |

Z—F—E, 200 EBLAD A H T hEAYER— N LARWI EEBEIDLET,

JLIRE— R CiE, m— /O EIZ1X, Jabber, Exchange 7 7 W b, Google 7 WV b,
FF Y — =T /T 7Y = a U LR SN ER L LGB LR TEET,

Bah ko E RO — VKSR, a— L TS Y r— g o [ (Contacts) 14 7 CE
ATEET, T_XTOr—H/VEREEIE, People 7 7Y r—r g U TCHATE LT,

HATALI MY

HANT 4 v7 MU T 5L 2= XRABOEREFRET L LN TEET, 20
BREZ VR — M3 2123, T 4 V7 b 2T D LERH Y 7,

Cisco Unified Communications Manager %, Lightweight Directory Access Protocol (LDAP) 7 1 L
27~V %4 L T Cisco Unified Communications Manager® . — % —{ZBH4~ B [ &2 (R 17F L.
Active Directory (AD) &R L ET,

Cisco DX ¥ U —X 534 AL, Cisco User Data Services (UDS) #%fi#iffl L T Cisco Unified
Communications Manager (ZftNT « L7 MU iF#REZBRS L ET,

LDAP D% E DFEMIZ W TIL,  [Cisco Unified Communications Manager Administration Guide ]
EHRLTIEEN,

RBEFRY— —DBE

ATy I

ATy T2

1R B
RARBEREY — X—Tld, UDS BLHTTPS &2 h a/LDOHLB3 Y R—FEET,

Expressway % /I L 7= Mobile and Remote Access Zffi [l L T\ 5418, (VERERGIRY — %
Expressway $—/N—® HTTP #F Al U X MZEM L, UDS #—/3—@ CA FEH#E % Expressway
P—R—OfFFEHY X NMZA A — b LET, Expressway (il L DRBEEFEEO VAR — F Tk, 2
KiZ 256 SLFICHIR =L E T, 2l RATEGERY —X—DAR A M, APICFS, B X
VCa—P—RBAN LR 2V ARG ENET,

FIE

T INA AD [T 31 AHER% (Device Conﬁguration) 174 RUo B EAORR LA 7T~
(Product Specific Configuration Layout) ]#43C., [{XBEFEIIRY—/\ 24 T (Alternatephone
book server type) ] % [UDS] _nx”ébiff

[REEFERES——DT FL A (Alternatephonebook server address) | 7 1 —/L RIZEEE
P—="—=@OURL ZASJLET, URLIZKR—FZEGORWGE, 735 ZIZHBIICT 7 41
FOR— K (8443) ZEEHLET,
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TREETALY M)DEE

2—PF—NUDS ZHEA L THAT 4 L7 N EZHBRLEZE X, BLO=2—PF—nNno— ﬁzvi&i
WHRELTEBMLET L7 PURBHERICHFLTT 427 N OEEEZFERTHIZE, 20
NI A—=HEZELET,

)

GE) 2stoBEF L Mfi TJLT oyl (=P —ZRRATU— K72 ) 1Lk 5RGEE
FOR LTI £H A, BIERREREET ¢ L7 NI ZHEELESGE, 74 V7 NV EHEE
DX T/3A RAZERINFE R A,

FIE

AT w71 Cisco Unified Communications Manager O H T, IROWTNNDT 4 v R BIR L TLEE
AN

«[T/N4 R (Device) | >[EEE (Phone) ]

s [T/NA4 R (Device) |>[T/314 RDELE (Device Settings) | > [HBOEFE IO 771/l
(Common Phone Profile) ]

«[VRTL (System) > [T A —T 54 XEFE (Enterprise Phone) ]
BED T 4 ROINRT A—F ZRE LA, BERIBMIZKROEBY TT,
1. [T/8 R (Device) | >[&E&E (Phone) ]

2. [T/AM R (Device) | >[T/31 AMERE (Device Settings) | > [HBEDEFET O I 7ML
(Common Phone Profile) ]

3. [YRTL (System) [>[T22—TS54 XEEE (Enterprise Phone) ]

ATy T2 SHDEET 4 LY k') % http://<servername>/<path>/%%uid%% I[ZRELEFT .
<image file extension>,

ATy 73 [REBEREDA—/\—F 4 F (Override Common Settings) | #4112 L%,

EHEERER

CiscoDX vV —X a—HF—{X, B —I/IRGFE SN TV DG, [JERE (Recents) ], B &
CtHRNT L7 B (UDS) MR TEET, HLREET— FTDX Y U —X7 A 2 & {EL T
W5 —H—|%, Jabber DEAESES° Exchange 72 EDA T A T4 L7 N ERBETH L
HTEET,

A== FROFHFTHRRTE £,
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B 77u5—v3> #4vn L— (Application Dial Rules)

7T r—
Rules)

« # (First name)
« Itk (Last name)
s BT
o P-4
Z—HF =N [z2—)L (Calls) | ¥ 7TIZEZEANTDHE, T35 AL [1@EEERE (Recents) | D

FERBELET, 22—V —N[a—/ (Calls) | TIZTHFAEANTIE, T30 ZHEH
ARE/R T RCO Y — A MATHRELET, EET 2 HEELIIRBEENOHIBRINLET,

2—H—ix, [T 42 bV (Directory) ] ¥ 7 CTtHWNT 4 L7 M EABETEET, N7 «
SZ )*ﬁ—ﬁ L R 25 HORERNFETRENE T,

B RERICIE, BE (ERATRERSA) . ALk, BXOURI £ EEFEEFNFRENE
T, MBERERIC URL & EBEEESOW NG ENH5HE1E. URIBNFREINET,

a3 A4+)LJ)L—JL (Application Dial

T r—ay 574%7/» M=V, S OEEREFROME L K Y U — 2 THA YA

RRFEFTICERT 5720 ﬁﬁﬁ LET, 77V r—vary XA r—id, =—nEs
%?@JT&%?/I/ Liza, £l —Ra— &2 5(E T 2R E 50 e S =56 130
HanE®i,

TV r—a v XA Y b—uid, Cisco Unified Communications Manager (Z5% € &AL E T,

A XV N— )L DFERINZOWTIE,  [System Configuration Guide for Cisco Unified Communications
Manager)] @ [Configure | | Dial Rules] ®&E &S L T 7E S0,

TFIV5r—2320 54YVILIIL—ILDETE

FIE

AT 71 [Cisco Unified CMO4EHE (Cisco Unified Communications Manager Administration) ] T, [2—JL

IL—TF 4 2% (Call Routing) [>[# 4 ¥JLIL—/L (Dia Rules) |>[7FUHr—Larsi4y
JLIL—JL (Application Dial Rules) | (IZB&E) L £,

RTY T2 FHEM (AddNew) | Z&IRLTHHOT 7V r—ya v X4 ¥ —VaERT %0,

BFOT7T 7V r—yay X4 b— L E@RRLTENEmRELET,

RATYT3 DT 4= FEANLET,

« [4HT (Name) 1: 2D 7 4 —/L RiZid, FA YL AL—LDO—EDOLETE AN LET, 4
AN K20 LFDOHBT T, A=A, VUL F (), M7y () . BXOT 4 —
27T () OEEOMAEGDLEELEDL LN TEET,
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o [ (Description) ]: 2D 7 4 —/L RIZiX, ¥ A Y/L— L OMHRFHHEZ AT LET,

o [B46%& 5 (NumberBegins With) |1: 2O 7 7V —var XA YL — L&A T57 «
V7 U RSO S OB T EANTILET,

« [#7%c (NumberofDigits) ]: ZDMET 41—V R, 77V r—va vy XA YL i—u
% 3 2 EaEE T DRI O AT L ET,

o [HIBRd 5 AFHHTE (Total Digits to be Removed) ]: ZDMHET 4 —/V Rk, 77V 7r—
a v XA YN V— VYT 5 EREE 57 B Cisco Unified Communications Manager (&
Lo THIBRT oM E= AT LET,

s [FVT 4w 7 AE— (Prefix With Pattern) | : ZDMET 4 —/V RiZix, 77V r—
a v BA YN =V D ERER ORI N = 2 AT LET,

[TV —a o EA Y — U ESENANL (Application Dial Rule Priority) ]: 2D 7 o —
VR, [PV 7 4 v 7 A8F— (Prefix With Pattern) | (2158 & AT HEICFEREN
F9, TOT7 44—V RETIE, 77V r—ar XAV = VOELIEN 2R ETE E
o

AT w74 Cisco Unified Communications Manager % FF2E) L £ 7,
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TILTD T R—2ILDEE

i

11l

e BT T R—FEJLOWE (75 2—)
s X NNT T R=ENA~DaA—F T I ADTy T v (76 2—)
cBNT T R—BNVDERDOH AL AR (76 2—)

LILTD T R—R2ILDEE

Cisco Unified Communications B/V 7 77 R—Z )L TiL, —V 13 EiEHEOMEE URRIE
HAR<ARXLTZVHIE L= T2 LR TEET,

BHET, BT ST R=EZN~DT 7 AEFIELET, /-, 2—RvLT T R—
HNZT 7 BATED L), HERERLETAMLERH Y 77,

2 —#—|Z X o T Cisco Unified Communications ¥ /v 7 7 7 iR —Z VT 7 & A A[REIZT B i
|2, Cisco Unified Communications Manager Administration % L C, = ——% %%k Cisco
Unified Communications Manager = > K2 —H#— 7L —7 12BN L £,

Ty R a2—WiZiE, T, BT 7T R—FVICETLIROERERIEL T EE N,
T AV — g NIT VAT ATSHDOURL, 2O URLIZ, IROEEBY T,

https://<server name:portnumber>/ucmuser/, server name (X, Web ¥ —/3—73
AVAR—=LENTWSARART, portnumber ZDHE A hDR— FFESTT,

TN =g NIT VAT AREOO—TID EFT T 4k XA T— K,
e L —YPRR—FNVEHEH L TEITTEELH AT OWE,

NGO EIL, 2 —H—% Cisco Unified Communications Manager (ZiB /1 L 72 FFIZ A J) L 72
LRI TY,

SRR DWW TCIE, R E D Cisco Unified Communications Manager UV —AD~ =27 LA B L
TLIEEY,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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B oor7k— 014720ty b7 T

LI T HET R—=BILADI—HF 7HELADEY FT v

J

ATy T

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

BT T R—EZNMCT I BATHIZIE, FHICT 7 EAEZTFA L TCEBMLERNDHY £97,

FIE

Cisco Unified Communications Manager Administration T, [1—H—&# (User Management) ]>
[TY Fa—4— (EndUser) | DIFIZEIR L 7,

=Y ERBLET,

a—YDID] V27 %27V v7 LET,
2—HPFONAT— L PINRRESNTNDZ L AR LET,

[7 7 B AFFA{EH (Permission Information) &2 > 3 > C, [Z/—7 (Groups) ] U A T
[fEYECCM ™ > K= — (Standard CCM End Users) | NE&ENTWA Z & 2R L £9,
[PR1F (Save) ] Z3EIRL £,

LILTDHT R—BILDRTODAZIIAR

CNT T R=FIREZEAEDF T a U RFERINET, L, ROFT v a Ui,
[Cisco Unified CM®D 4B (Cisco Unified Communications Manager Administration) ] C[Z> ¥ —
TTA AT A—HFTE (Enterprise Parameters Configuration) ] D% EE A H L CiET 54
ERH Y ET,

o MEHHERRE DR (Show Ring Settings)

s [EFROT XA R T UL EDF R (Show Line Label Settings)

\}

GE) ZOBREMIT. VA FOTRTOEBLT 7 R—F )L _XR—JIC#EAINET,

FIE

AT w71 [Cisco Unified CMDEHE (Cisco Unified Communications Manager Administration) ] T, [ R T

L (System) 1> [T VA2 —T 54 X/85 A—4 (Enterprise Parameters) | Z8R L £7°,

ATY T2 [T 7 R—%/L (Self Care Portal) |FHIK T, [R/L 77T R—=F VDT 7 5Lk H—

(Self Care Portal Default Server) ] 7 4 —/V REHEL 7,

ATYT3 R—ANTa2—VPNRT I BATEEIRTA— B oA F—TNVEEEFT 42— NI LET,
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* Bluetooth 7 7 %1 (79 _X—2)
=7y (81 R—)

I AT (82 X—)

A =D —B IO~ a7 5 (828—Y)
e~y Ry b (83 X—)

cBETH T4 AT LA (8T =)

» Cisco DX650 BERL Y £f1F % >~ K (87 =X—7)

Bluetooth 7 =4 1)

Z—P—ix, ~v Ry b, F—FR— K, EFEERLEO Bluetooth 7 7 241U % DX ~ U —
TR NIRRT Y I TEET,

Z— P — X2 D Bluetooth 7 /3N A% X7 U o 7 TEETRN, —FIIXT V7 TX
% Bluetooth A —5 (4 T /314 A% 1 272 T,

Bluetooth # M2 THE, VA YL A Ry MU= MR T T A ABEMERH Y 9, U A
YL A Ry NT—=T ORI p—< 0 A&l EEEHI12iE, i LTV Bluetooth & 4512
T2, VLAY LA Xy MU —J7 86 5 GHz #1220 B R H Y 97,

Bluetooth 7/N\( X JO27A4)L

[T/34 A 777 A NVEE (Device Profile Settings) ] H& (21X, X7 V> 7 SNi=T /34 A
THEHARER T 7 7 A VPRERRENET, o7 7 ANEBRTDHE, T 770
XA 7R, 2=V —FZ0T a7 s A L EAMITEEE A,

NVRX2Y—AazrA)L

CiscoDX TV =X T NRA RIS EIER/N ATV =T a7 7 A )UEE Y R—F L TED,
7 7% U (Bluetooth VA ¥ L A~ Kt hE L Bluetooth X hiniEHr fEaG /2 &) T
HZLT, TRAREBRET DI ERSEDX A B FITT D ENMTEET, Bz,
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B ==r-07stx 707740

2P IT A A LTIV XA YNV EL v TTHOTIEHRL, ~y Ky hOA =T —DfR
- T, Bluetooth VA YL A~y Rty hIOBEEEZIV XA YLTHIENTEET,

Bluetooth 7 7 4 VIZid, RO NV R 7 U —FERENEH S v E 7,
* Bluetooth HFP D #5t/ Ui 2 77— % A 2 ALBE L £ 7,
* Audio Gateway (AG) TEHEHFEZEZFX ATV L TCa—LERBELET,
o I—LPNWOEER E L IFUIM SRR L ET,
s I ANRERFELELECT IV A= a i@ LE T (R RERTE)
AN REREANELITEDNCLET,

 BEEFHROAT —H 2 (BEEHID, EHHRE, Xy 7 U LUl AG D) ZHELE
‘ﬁ—o

WA INE FTITEST LE T
RIEHFID 2Eea— 1S EmMEZELET,
« I ERBICLT, FETOa— Wil B £,

CAGBLVa— VT 7V r—va T METOa— VT T 4 T ia— L EY X

£7,
c HREAEWNEHICOVRZ, BRANV AT ) —a=y MZRELET,
grE O —L U A b RGLET,

NS RT Y= TFTNA AL, BEEDT 7T 4 N— b ERRRDGENRHY T, T34 2D
A=R =N, FUHREZET & SICRRDMFREZEHN L TV L WREE S H Y £77, FHEMICON
T, A= D —D~=a2T7 VEBRLTIEEN,

BEBEADT7HIERX TJAT7A4IL

Bluetooth EFGMET 7 €A 7107 7 A )L (PBAP) #fEHTH L, =2—HF— 3TV i
HEMS AL/ D Cisco DX ¥ U — X T80 A g LR a g c& £4, 2—¥—I%,
a7 Y 7T H e E T, WKL L EERIEL FE T U e — R 5, BEINIC
Fyoa— RRTHENERIRNCTEET, o, #ELEET A ARG TDHZEHTEET,

FINA R TAT7ALILOEE

FIE

AT 71 Cisco Unified Communications Manager D& H T, [T/34 XM > EEE (Device Phone) | % 3#R
L. BETLHFAL 2% GO T, 2OF A 2D [BEEOHER (PhoneConfiguration) |7 «
YRV LET,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| #E&

ATy T2

ATy T3
ATy T4

Bluetooth 7 7 24 1) DA77 1) LY .

[BEEDHER (Phone Configuration) ] 7 ¢ > K7 C, [Bluetooth (Bluetooth) ]5%7E T [H%h (
Enable) ] 3R L £,

TNARA T T 7 A NVERMNLET,
EEEHRFLET,

Bluetooth 7 7 5 ) OXRF7 1) U4

ATy T
ATy T2
ATy T3

FIE

FNA ADRET 7V /r—3 3 2 C, [Bluetooth] 4 2810 Bz 9,
HERFRERT AL ADY R MPSRT VU IF 57, 2% 2 v 7 LET,
NAF—ZMERLTHD, [NT&ET D (Pair) 2% v 7 LET,

BluetoothZ #EX(Z9 5

ATy I
ATvT2

ATvT3

FIE

[Cisco Unified Communications Manager Administration] C, [Device] > [Phone] Z 3R L £79°,

[BFEOREL—ERT (FindandListPhones) 17 1 & KU T, BET 57 3A ADODRKFHESE

a2 AN L, [#8F (Find) 1227V v 27 LET,

[EEED#EM (Phone Configuration) | v 1 > RO [BL[EA OO LA T 7 & (Product

Specific Configuration Layout) | fEI C, [Bluetooth] K1 v 7% 7 U A K KRy 7 A0 [HEEN
(Disabled ) ] Zi@IRL £7°,

F—J)Lawvy

TSN r—Tnav I EEALT, T AT A7 My FICEETEEST, avs
BTN ADOHEEZHLEHE M X2V T 4 ax 7 ZITHEGL, 77— NVET AT My
WZHEETEET,

X2 UT 4 Amy MAUATREKR 20mm OOy —7 NV E2fHFATEET, ARMEOH LT v
by 7 =7 my 7 L LT Kensington D Z v 7 by T =T vy 7 O, T AD
HHEICHLEX 2T 4 Ary MIEATH2EDMDA = —R-T v T vy T r—T71 1y
InRHY ET,
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NERA A S

Cisco DX650 iX. 7 R4 Logitech C920-C Webcam F 7= (% Logitech C930e M5 A Z & LT
YPR—=FLET,

HNETRA T HT S, AT AL, 2—PIIRA L MY —FRA L bOETHa— )L EF{ET
EFET, MO AT HERESE DL, BT L @R L USB T35 RGN T 205N H Y
i—a_o

\}

GE)  Cisco DX650 73 Power over Ethernet (2 X » TEIRMALE SN TWBEA. M0 A Z 1214 802.3at
NI TY, EEEED Power over Ethernet |2 L » TEIREE S TW R WA, MDA F1Z
VXAV EBIR S LB T,

NERH A SERTE
HNETI AT HT A AT B L, a—P—3 I A T ORELZHIF X £4, NERD A
FEVXELRY AN AT OHEDL IKEITHETEETA,
NEBHDASTHRERDODF T VvI DE
F|ig

ATV T I H AT SN E LT~ (External Camera Connected) ] EW9H A v —IURNFHE
REINDETHELET,

ATy T2 @ET SV r—varT, N EE T LET,

AT T3 [BLrT7Ea2— (Selfview) 12X v 7 LET,

RTY T8 THRARENEA AT %, HEFNITHD VDR AL 2V EICEEN L ET,
ATY TS 2=V —RNEHEHNOBLEIND LI, T AENBOIATEBELET,

NERE—HA—BXU~TA4 7071+

A= —BI W~ r7a7x 03, 77277 F7vAKRo7 784 ) T, 4 A
mﬁ/y/i%ﬁﬁbf EPCH A T v A VRBRAE—T— (T 7fFE) 2734 R
Wt T A Z M TEET, AN~ A7 n 7+ 28T D ENEi~A 7 a7 4+ N7
D, SMNBAE—H— %8t T D ENEBA L — I —B /20 £,
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CE) (KB A—T 4 AT AL AR LTI FAY— I — &2 kR EETHA LD,
~A a7 %T 0 RAE— =D ICHRELTZVTDHE, AY—H—T 3 DA
PR AT a—DREZ 2 25803H 0 F7,

ANy Rty kb

Cisco CidH— K X—F 4 ~v K&y NORFT A & FEITLE T2, Ciscold~> K& v b
Flolid~y Py h XU -G EREE LIV AR —FLTWVERA,

TNARE, ~y Ry bORA 7 BBNT 5y 7 7500 R ) A Xae—EMER L £33,
Ny TT90 R )A XSO L TRFENLERLELZR ESE25813 /A4 Xxy
VT ~y Ry befEHLET,

Cisco Tld, REARMLE WL (RF) (553 X OREEE S (AF) FE 42T 2~y Ry
R X, EAE RN T R ADOMHAERHERE L ET, ~y Ry FORESS, HEHESESONT
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®, permissive E— FDFE FIZ72 Y £9°, permissive T— K Tix, SEAndroid|TT > RARA > b
DRI EL 52 £/ A,

CiscoDX650 B3PI I Y £ b &Ed &, E— FIZABIIHEHE— M2 b v £7,
ZOT 7 aili V., SEAndroid (RIENT 7T 4 TN RV —ITERTHT 7V a v
DEGBEMG S IVET,

Enforcing &— RiX, T34 A8 102Q) LVHIO 77— 0 =T VU —RIX T T L— &
NRWIRY . A EE T, VU —RZ102Q) LIICT v 77 L— R4 5 & ¥R E~D
Uty RBREITEINDE T, 7734 AL permissive E— FIZRY £,

Cisco DX70 35 £ U Cisco DX80 7 /31 A%, WIHIEREDH H1Z enforcing E— NIZ72 > TUWVE
97, Cisco DX70 35 X T Cisco DX80 7 /31 A % permissive T— F|ZT 5 Z LIXTEEHA,

SE Android kST a—F 425

RY—iF, 77V —va v NEITCELZE2BELTRESNET, 2L, b
VIR HAEENRRY =Ko TEIEINTWAEERH Y T, R —xF—DIEIRIT
. MOEO22b0R3H 0 £,
o — RNN—=F 4 F7TZFOMOT 7Y NEEFE 7 ITFATHRIC= T — 2R R LET,
« TV r—a U ETITHEEEIX.  Cisco DX650 72 & D permissive E— KD KA > b
TIEEME L £ 908, [ARRICHER S N2l — ROT A A TIIEEL £ A,
* SE Android X HIFRB OERETH v . FEE OB TIZIZH Y £ A, BULGTORBELZ
Wri., Kias LTHETDIRENRHD 77,
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B seandroiaky o —opEDBE

SE Android7R 1) > — DB D Z WK

FIE

AT Y71 SE Android E— RZREL ET,
a) WET SV r— 3T, [HEKRIZTDLT (Aboutdevice) 1>[SELinux R 7—#4 X (SELinux
status) | =% v 7 LET,
b) Debugsh 72>5, =~ K show selinux statusz A7) L £,
E— K73 permissive D354, ML SE Android [ZB3E# L TWEH A,
RTw T2 F— R enforcing DEEIL, permissive T— RDT /A ATHT A MLET,
&7 permissive E— R THILTE 2WIGE, EIE SE Android [ZBFE L TV % ATREMEDS E W
<Y,
ATy 73 [ SE Android IZBHH# L T 57y, FFETERWEAIT., n 7 2 IEL THE LE T,

ADB Shell #I|fE

T KR A > h A enforcing E— RDF4A . Android Debug Bridge (adb) = /LiXiliR &%
T, IsKpsEDa~ Ly RTIHE, BEBMEDFERINLWGERH D 77,

SERIAEREZGDHITIX, debugsha~ > REFEHLET, 72& 2L, v=AhbpsDOffb vz
debugsh show process i i L £ 7,

Enforcing E— RTIL, < DT 4 V7 NINBRMEBAVEIETHBD, 774V VAT A%
HHEIZSIRTLZ L TEEREA,

SE Android O 7' IR
A HET DI, ROEFREZNEL ET,

- MEOMHE I (EAERZ 2 & L)
ORI Y —rvay b (ARG A)
» debugsh show sdinux all =< > FOH /)

* Problem Reporting Tool (PRT) D Hi/)

O—AIITOEEZELIRAEDEY F 7V T

188 BRI
WD EEFXT, AR D Cisco Unified Communications Manager 35 X UGRRE/R 7' 1 &% 2 B%K
(CAPF) OtXx =2 U T A MR ETLTNAZ EEMHERLTIIEEN,
«CTL 7 7 A /VETZIXITL 7 7 A /VIZ CAPF iEFHENR G EFNTNDE Z &
« Cisco Unified Communications 42 —F 4 7 3+ AT LDOEF~N—C, CAPF iFHAEN
ALVAP=NLENTNDEZ EEHERLTLIIZEN,
« CAPF [ IETB LU ESNTWET,
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ATy T
ATvT2

ATvT3

RTvT4

sHA-256 Wi T VR h—LahpinE [

FEAMIZ WX, [Cisco Unified Communications Manager Security Guidel 2 LT 7230y,

FIE

CAPF DRERR4ICRRE S iz CAPF BiE2— RE AF L ET,

[%E (Settings) 177V r—arT, [EFaUT«4 (Security) |> T8 —T534X &
Fa)TAERELERRLET,

[LSC] =% v LET,

PRELTHN B FER T DT 0 T IR TN ACEREINET,

RORESCTF A AL, [ (Submit) 1 &% v 7 LET,

CAPF OFERRIZISE LT, T3 ATLSC DA A h—/b, HH, EITHIBRDBHG SN E T,
ZOEEDR], —HEORX v E—UNEREINDIOT, HEERNEET=F) 7 TExET,

GE) LSCOA A b— v, BH, FIFHIRT v 21X, 52T T 2DICERRD Z &0
B ET, [FrotIb (Cancd) |2y T7T5HL, WOTHLTBEAZEILTEE
7

A VAN NVFEREFIZETTDE, T4 AL (A A M—L#HEH ( Installed) ] &
FTRENET, T/ A2 [RA4 A b=/ (Not Installed) ] EFERINLHAEIT, #
RESCTFHNCTRY o DDy, T/ ADT v 77 L— RISEENZ2 > TOWZRWATREMED B 1 F
3, CAPF T‘S&T’F“C LSC MHIBEE L, T /34 AT [KA A b—/L (Not Installed) ] &F
RENTHE, ZIUTEERRII L2 L 2R L TWET, QWF%%AT%WémtI7%
A /JZP—*‘/%’:%EL L., @YR7rr7yarezFZTLET,

GE) LSCHBA VA=), T o7 T VL—R, FRFHIRESND &, T3 ARFHEE L E
j—O

SHA-256 85&E ST T, VA F— LS BEERE

Cisco DX70 33 X UF Cisco DX80 |%, RSA 2048 F—Z i/l L 72 SHA-256 D> 7 3xF % T/
A LEERAT G T TS VA b= EN5EE MIC) ##EHLEYS, v/ xF v T
Y X LIZ1X,  Cisco Unified Communications Manager, Cisco Secure Access Control Server (ACS) .

B L U Secure SRST OH AR — hBMLE T,
SHA-256 MIC F&REIZ I3, ROV R — MR H Y £
* Cisco Unified Communications Manager U U — 2 9.1(2) L[ :

¢« ACS U U —252LI%,
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tFa Tt |

\}

X1 THE

GE)  ACS 5.2 LIFETI%. EAP-TLS W#BJ7 XA L 7= EAP-FAST I3
R—hEZHFEH A, EAP-TLS Zffi 4 220>, EAP-TLS P73
2 L7- EAP-FAST OEASIXISEIZBAITLE7,

« 10S 12.4(15)T1 LAKE

« Cisco Identity Services Engine U U — &% 1.1 LAF&C3, EAP-TLS Wil i & i L7
EAP-FAST I, ISE Y U — R 12 LI THAR— F ST ET,

D) —XDEFEED MIC 236479 5 CiscoFRAEFIL. BT 7V rr— g UAMER &,
INHDOT T r—a VINEFEND MIC ZFRRET AXLENH LA, ROV 7 B E
HTEEI,

* http://www.cisco.com/security/pki/certs/cmca2.cer
* http://www.cisco.com/security/pki/certs/crcam?2.cer

TV r—3a M CiscoDX v —X T34 2D MIC ZFBFET 5121E, 2B D Cisco 3RIE
J(ET TV r— g A R— T AMLERHY £,

EEa—)L

CiscoDX ¥V =R FTN_A Z2Dtx 2 VT 4 %34T 5121, Cisco Unified Communications
Manager Administration ® [EEEDHER (Phone Configuration) | 7 « > KU T [fR#ES =T N
A A (Protected Device) | /X7 A—FZHMMILET, X2 U7 o NEEINTWDIEA.

a— AT TV =gl [tX 2T 3—/b (Secure Call) | 7 A 2 NERINTWDLEA
W, EX a7 REREE R LET,

X aTRa— L TE, TRTOa— L T TV T AT 07 AN — A0S LS E
T BEXaTha— VTRERLIVOEX2 VT ¢ 2L, a—MIIESEE T T AN
it L E T, EBITHOa—AREE LS TW DS, [RE (Settings) 1 77V 7r—
YarvD[IUA—TS54X X2 T4 (Enterprisesecurity) 1O [EF =7 4 £—K

(Security Mode) | A7 —# A3 [K5 51t (Encrypted) ] & &RRSNET,

)

GE)

T— VR PSIN 72 EDIEIP a—)L Ly T EFEH L COV—T 4 7 ENDHAE. 2—/L 1P
Sy T =7 NTHESILENTEBY, #OT7 A a U REEMTOATHTE, TOa—Ldtk
X2 T TN ERNHY FT,

X 2T a— T, a—ADBK S EE, WHOT A ABRESNTZT A AL LTHRE
SN TWDHHA. B LU Cisco Unified Communications Manager CZ & = 7 b — U HEREDN IS
o TCNDEGE. 2BRIO =0 Ra—F—ICBHENET, 20—, a—ABRES
nic L&, AL ENOmE I L THAESRET, 20—, B EEROE ST DT
AAMEEINTNT, BRENOEB(LAT 47 ETa—i3Mibii- & & TRIFIUTHAES
NEFA, T—NABEALIN TN RWNE VAT AP LIRS, T3 R3FHFEEX2TE
RRh—y (68 —7) ZHAL, a—AMEESH TN k%::'-*”j‘ \ZEET S, BXa
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| &F2y7 e

txa7nBEa—LoBs |

T b — U HEEE R X U R E ORI 72 #BRIC oW T, [Cisco Unified Communications
Manager Security Guidel] ZZ&MR L T 7Z3W,

\}

GE)

FREETATEXF27 L LTHETEEIN, LBy T —va Pkt xa7 L LTERE
éh&ﬁ;[ﬁ%méhtnvb(Emwmmmm)]74nym\?7¢wa7vfy?~
varvEFEHLa—cERInNET, [VATL (Sygem) [>[H—EX /NS A—4 (Service
Parameter) ] @ Cisco Umﬁed Communications Manager DB|DA 7> 2 12, [Fa7 3—IL
FAAURTRKRY —HLE (SecureCall Icon Display Policy Required) ] %T%EBZT% £, 7
74 R T, [BFCPB&EUIX FSURKR— FLUSADE AT 4 7 EEEEILTRE (All media
except BFCPand iX transports must beencrypted) ] IZEE S TWVET,

X2 T7HEEFEI—ILDFER

CiscoDX v U —X TNA X EMHPMOT A ANREX 2T 23— /WIERINTWBEEGE
X a T a— AR SNE T, WHFOT A A, [AU CiscolP xy hT—27HIZH-> T
t, CiscolP Fv hU—JDHNDF Y NT =712 THENENERTA, BX 2T REHDE
X, RO T mt AN THESLSIVE T,

1.

2.

A—PF—RE X2 T RTFAL 2 BEEALEXF2) T 4 F—F) Ta—AzBBLET,

TNA AL, [RE (Settings) 1| 77V r—va D[ Z—TF7A4 X X2 T ¢
(Enterprise security) ] T [F5 51t (Bncrypted) | A7 —X A& R LET, TORT—H A
I, ZOT AL AREF 2T Ra—VHICRESNTND Z L 2R LETA, #Hid S
DEFEDEF 27 THLEVWIFERTIEIH Y XA,

A= NBPDEF 2T T A, AR SN LD HE, EX a2V T4 P—rABRAESE
T, AT, SEEOMEAE SIS EX 2T THLZ AR LET, TSNS
X, X 2T PR HEINET,

GE)

Y& 27 h—10X, Cisco Unified Communications Manager CA ZhiZ72 > TV DG A I DA FHA
SINFET, BEF 2T F—rPRNEHIR->THDLIEE, a—AREF2T7 ThoThbEFaT
b= EHAE SR ER A, FEMIZOW T, [ [Cisco Unified Communications Manager Security
Guide] J @ I TEXaT7BIOHEFaT7RR M=V ORE] | OEEZSRLTIZSN,

X1 T7EREI—ILOBEA

X aTRhEHEa—NVERBL, SINEOEX 2T 4 LV EE=XTHI LN TEET,
X T REESEIL. ROT e RIS THN.SNET,

1

2.

2PN F T RTF A, ZATRHELHBLET,

Cisco Unified Communications Manager (%, EF¥ 277227 ) v V& a—/WZE Y HTE
D

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



tFa Tt |
B o erauromsmEenREE

3. BIMEFEMIBIMEILD &, Cisco Unified Communications Manager (X, &&EEDOEF 2 T 1
T— RERIEL., BXFaT7 RSBmO LUV EHERF L £9,

4. TRAATEHEEFE I —NDEX2U T4 LYULRERINET,

SEISERhAET I ay, HR, BLOHIENS, 2IMEOT A ZADEX=2U T 4 E—F
X a7 REHETY vy VORI TIRESNIRE I —LDEX 2 U T 4 LU
BLFET, CiscoDX VI =X FARA AT, X a7 el TAa2gia— 12V R—
]\ Liﬁ‘@

BRLETHIEX 2T L LTERTEETR, LB T—va iddktexa7 e LTEE
SNET, [BEBIE (Encrypted) |22 T A aid, T 74V RN TCT LBV T—Ta A&
DEFHEI—WICERRINET, [PRATL (System) > [H—EX /85 A—4 (Service
Parameter) ] @ Cisco Unified Communications Manager ®B|DA 7> a 12, [Fa7 a—JL
TAaAVRTRRY O—HIBE (SecureCall Icon Display Policy Required) ] ##kc& £, 7
74V R TIE, [BFCPE LUV IX FSURKR—FUNDEAT 4 TEESIETRE (All media
except BFCP and iX transports must be encrypted) ] IZi%E I N TWET,

A—J)LEFal) T« DEEERELHIEEE

Cisco Unified Communications Manager |%, i DN T NA ADE X2 VT 4 AT —H A
iR L, RO EX 2 VT A RREEHET L0, EllEa— VO ET vy 7 LTI AT
LOBEMLE X2 T 4 2R LET, RORKIZ, FIVABKEREIZ L Da— X2 T4
LUV DOERICET D ME R LET,

R16:23—)L X)) T4 LB YRAHEREDEIEENE

HEMEFXROL |EFRAITLHHE |2—LtEFa)T1 L |BEHER

FalTqa LR ~)L

Htxa7 AL BEfbshizca—n |a—AREVAEN, FEF2T a—1E
(Encrypted call) BMEb

X a7 A - ot hizca—n | a—ApEDAEh, EF27 a— e U
(Encrypted call) b

WOFRIL, BEROEBFHOEX 2T 0 LUV, ZIEFOEXF2V T 4 LV, BLOE
X2 TREHET) vy VORI Lo TRESNTZ, 20X T 4 LoYLOEF TS
HIERER L TWVET,

R17:2F3—)\LDEF1) T 1 DFHREE

REMBEHOL |[FRTSHEEE ([ SMBOEXI) T4 LRN)L | FEHER
FalTa LR

X7 ik bt x=2U7 4 FErXaTREET) vV
(Conference) I
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YE—FTOFAAR X2 )T EROFz oo ||

RIEQEEHKOL
FalTa LR

ERY HHEE

smEOEX21L) T4 LRI

BERER

V74

DI FEF T,

mihEn-txa | S5 DR EBIBEDAUNRN=NIE | bXaTREET) v

T 4 (Conference) | X =7, e

mihIni-txa | &5 btV 74 X2 T RBETY vV

VT4 (Conference) B o T AL UL DA

FexaT Meet-Me BABOEXF=2 YT 4 Loyb | BEME MU T 0 Loy

N [ Ao T—MIHEGEEINE L (Do

Security Level, call rejected) | &V
ZATHY £97,

ik N7t & = |Meet-Me BNBOEXR2 T 4 LUV | X aTReEmT ) oY

DT TN TOaT— L EZ T AN

T 27 72 B 7 40 VPN 35 L O8 Cisco Virtualization Experience Client (VXC) VPN % 4p L CTff
HENTWaEE, i — b & DR KHHEE X 320 kpbs T,

T 734 A Cisco TelePresence & 21— /L 9§~ 5454 H o RKHHkIEIX 320 kbps T3,

JE—FTODTNA R X2 TFA4EROF VY

FIE

ATYT1 TAALAOEX 2V T 1 FHE U E— b CTHEET HIZ1EL. 7734 A2 Cisco Unified
Communications Manager — /NI Gk STV D DLARNCBER SN TR Y . 7 /31 AR~ —
DT Web 7 7B ANENNC 2> TWDHMLENDH Y £77,

RATw T2 Web 77U T, http:// ITBELET, <deviceip>7 A A0t X2 U T 1 1FHfERRT

% /SecurityInformation |

Z XML X CTERLET,

FYRAHD-HDEESE

TNA ARG GALDHERL ST TV WG l**f
TEEHA, ZOHE, FIVIARITRET S &

f—>r GEWVWEY—F) Nz Z2FET,

T AL DOBRGRAI DT /3 A AT
e T A X?%%"Z#:?’“Ciﬁb\:v—/w VAT Z ENTEET,
Cisco Unified Communications Manager |3 D 2 — /L &3 F 27 =2 “—/W\_ SHELET,

AL S TV DA, I

CiscoDX ) —XEEBHA K.

F 7213 http:// /SecurityInformationX : 7 /34 ADEFx = U 7 ¢ [HH#

ISt I e 2 — M CHEIVIAT Z &%
K%L#F'fﬁ#éﬂtT/vl’ ATY F——

ﬁ?%@ﬁﬁﬁl‘ﬁﬂ I SfEshn
FIVIABDBRAEST D &

1)) —210.2(5) .



tFa Tt |
e

E ) SAFH DB DT /3 A ARG AL FER STV D GAE. BV IAZDBIMANIRF 5k &
Tma— UZE VAT Z EXTE, TS RIEFDOa— B b ENTNWEZ 2R LET,

802.1x SR Y 7R—

Cisco DX U —X 534 R & Cisco Catalyst A v F &, fEHKA>5 Cisco Discovery Protocol

(CDP) ZfH L CTHAZMAI L. VLANEID Y TOoA T A U RU =B ED/IRT A—4
ZRELTWET, CDPTld, B — /WIS Y — 7 AT — a3 dail S EE A,
CiscoDX 2 U — X F 31 21X, EAPOL/SAA)L— A B = A LEE L E T, ZORA BT =X L
BT DE TS RSN T —27 AT — 3 »id, LAN 2 v FI2H 5 802.1X
F—trT 4 —ZIZEAPOL A vt —VZET ZENTEET, NAAL— A=A LT K
D, TRALRFRY NI—DIZT 7B ATBENZT —H T2 RARA > b EFEIET 5 LAN &
Ay FELTEELEREA,

CiscoDX Y V=R F NS AdFE/m, 7uXTEAPOL R 747 AW =X A b L4, n—
HINCHEG SIVTZPCINT A ALY SN72HETH, LANAA v F LT A4 AoV~
TIIHEFFSNA DT, LAN A4 v F I v 7 OEELZEHR L EHA, 2y NU—7 D5%

B ERFFT 5720, T AFH T AR —LPCORDVIZEAPOL B 747 A vt—
TEhEAAL vy FITEY £F, ZhiE, LANAA v FICE T A NY —APCOFRFE=Y U &7
V7 Ex¥ET,

CiscoDX ' U — X T34 AL 8RAX BTV H v hbEERTWET, 2OV TV b
ERLT, *v NT—2FHEEFIIT A AL LAN 2 vF R— hoOEgRLEfl#EcEEd, 7
NRA AZEHEEND8RIXP T B FOBAEDOY U —ATIL, F v bU—278FFZ EAP-FAST
F 7 arl BEAP-TLS A7 v a UAaMER &SN TV ET,

By FID—9 aViR—22 b
CiscoDX 2 U — X F XA 2D 802X FIEDO VR — MZlE, kDO L HRa iR —Ry FNNE
T, L, LR EERET,

« TNRA ZABERMN82IXH TV FELTHEEL, XY T =7 ~D7T 7 & AFER %
HBUET,

°Cisco Secure Access Control Server (ACS) (FE72IXF DDV — KoX—F ¢ FEEF—)
s AEY— N I, 7/\4’ Z%nunﬁjﬂéiﬂ\:ﬁ@é% %{%;ﬁ L C§ E‘Té%gbﬁ% n i@—

Cisco Catalyst A v F (E72TEOMDY— K X—=FT f ®AA v F) , AL v FIL, A—
v T =2 LTHREL, T A LFEE — RO TA v — VR EST LN TE
X902, 802X EHAR—FLTWOARENRSH Y £9, ZOLKMWNET Lictk, AL vTF
TRy NI ~DTNRAADT 7B AL E LET,

Best Practices

The following list describes requirements and recommendations for 802.1X configuration.
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* Enable 802.1X Authentication: If you want to use the 802.1X standard to authenticate Cisco DX */
) — X devices, be sure that you properly configure the other components before you enable
authentication on the device.

* Configure PC Port: The 802.1X standard does not take into account the use of VLANSs and thus
recommends that only a single device should be authenticated to a specific switch port. However,
some switches (including Cisco Catalyst switches) support multidomain authentication. The switch
configuration determines whether you can connect a PC to the PC port of the device.

* Enabled: If you are using a switch that supports multidomain authentication, you can enable the
PC port and connect a PC to it. In this case, the devices support proxy EAPOL-Logoff to monitor
the authentication exchanges between the switch and the attached PC. For more information
about IEEE 802.1X support on the Cisco Catalyst switches, see the Cisco Catalyst switch
configuration guides at:

http://www.cisco.com/c/en/us/support/switches/catalyst-6500-series-switches/
tsd-products-support-series-home.html

* Disabled: If the switch does not support multiple 802.1X-compliant devices on the same port,
you should disable the PC Port when 802.1X authentication is enabled. If you do not disable
this port and subsequently attempt to attach a PC to it, the switch denies network access to both
the device and the PC.

* Configure Voice VLAN: Because the 802.1X standard does not account for VLANSs, you should
configure this setting based on the switch support.

* Enabled: If you are using a switch that supports multidomain authentication, you can continue
to use the voice VLAN.

* Disabled: If the switch does not support multidomain authentication, disable the Voice VLAN
and consider assignment of the port to the native VLAN.

~ N o)
EHERAOYIVELUVBEEAYIEY R T VD

[Wifa v 7 %A 2577 b (Screen Lock Timeout) | OfEIZ, HEAA 7220, Hi@ma v 7 23
TIT A TR EEDBEEDT NA AT A RVEALT T MG LET, 2L, 1~
60 53 DHIH THER TE £ 7,
[HEho v 7 (Automatic Lock) J1E. T4 AT LA BKEL 2o 72 DT L2 T 5R1C, T4
AT VA PRI Ukt 2R 2 L 9, 7734 A AlwaysOnE— ROEE, 7734 A%
B0 EF, THA APEENE— RiZ>o TV DAL, BRICAZIZRD 3, BEN
F— FOFEMIZOWTIE, TEDHE (12°—2) | 2ZRLTEEN,

[HEhe >~ 27 (Automatic Lock) ] DffEIX, &K 10 2k Cx 4, AEin v 7HEEZRET D
Wi, [E%%E (Settings) [>[tFa T4 (Security) 1>[BEBOv%Y (Automatically lock) ]
DNEIZEIR L F T,
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tFa Tt |
B ==0ocvssB 20— Frouty FoEE

RIB:EEAYI A LT NEBEO YV EQER

&% S

Wy 72 A L7 MENHBI 2 v Z7ELY |[WE2 v 7 XA L7 7 & (Screen Lock

HhESL o TVET Timeout) ] DEIZET 2 &, HEHEITHRKOH S
SOFFITRY T, vy 7 SHICHEENFRR
SNET,

Hfja v 7 OENREmEme 7 DX A L7 7 ME|[BEia v 27 (Automatic Lock) | DfEIZEET 5
XV H/hEloTVnET LMD 2ODFERNEZ bIVET,

« FAL AN [EITA Y (Always On) | E—
NO%E, BEha v ZEISET D L T34
AIFHES RV ET, [HER Yy 7 2 A LTV
I (Screen Lock Timeout) ] DAEIZEET 5
EL TR ANRE YT S, MBRRRSI
TEFITRDET,

« T ANEENET— OGS, [HEIR v
7 (Automatic Lock) | DfEIZET 5 &7 /N
AADBT Y 7 SH, BN TIZ00 F
7, [HEER Y27 XA LT 7 & (ScreenLock
Timeout) ] DEIZET 5 &, TNLL EOE
HIMThnEE A,

[BEmw >y Z ZA4 L7 7k (Screen Lock ZOEICET S L, BHEITRANOHALIDOEE
Timeout) ] DfEIX. [HEI = >~ 2 (Automatic W0 ET, vy SNEEENIERINE
Lock) 1 OfE & [F U T, R

EEOA Y EERISAT—KDOUty FOETE

COMREEMEMNT L L, BIOw v 7 2T HOIMEH SO PINASAY —RE2 £y b
T&%J, =—%#—|%, Cisco Unified Communications Manager & 7= |34 1% 7D Google™ 7 71
vy hou A NEREMEN L TPINVASAY — K& Yy N TEET, Cisco Unified
Communications Manager Z ] L CPIN//XATU— RFZ Ut v T 25121%, ROFIRZFEH L E
R

FIE

AT 71 Cisco Unified Communications Manager D& HE> 5, [2—H—DEIE (User Management) ]>
[TY K a—4%— (EndUser) | ZiEIRLE7,

ATy T2 [HHEM (AddNew) 1227V v 7 LET,
ATw T3 N —Y—FREATLET,
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ATvT4

ATy T5
ATy 7T6

ATy 717

ATy T8

srcoges 27— rozz |

[T/314 R1E$R (Devicelnformation) 1 7 1> KU T, =W —%E#EAT 5T /34 A Z5RIN
LET,

[fR7F (Save) |22 U w7 LET,
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Plus) |V A N ARy 7 ATHMBBEBIRINTWRWES, T35 A& A4 71T
OFeRITER SN E 9, 2 OHIZ, [Unified CMO4EHE (Unified CM Adminis
X, EnergyWise N A —/"—F 4 RZFE LA TH, A7 Va—n L
DVET, ERE [TAAT VA %A 7127 5] (Display Off Time) ] 7
10/E) ICRESNTWDERETDHE, [T A AT VA AT HEEL (T
74—V ROfEIX 06:00 (FFaiT61F) & 720 [Power Save PlusZ BN 5
Save Plus) ] Cid 1 HLLEDS®IRS LTV ET, 20:00 (5 8 EE) 12T /3
% X 91T EnergyWise THiR L7256, ZOHETRIE, [Eifz A4 1CT 54
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ARG A =L THRIESNICRE L R0 D £7, G722 BLUSAC =—
RARZ A X LET,

o [#7%h (Disabled) 1: 23—/ T 7V r—va IV KRRV Ra—FT v 7 &
Communications ManagerlZ 7 R/3N% 4 XL EH A,

cEHRa— N TV r— g IV A RN K a2—F v 7 % Cisco Unifie
Communications Manager|Z 7 R/3% f XL &£ 7,

[T 4 =—/ (Video
Calling) ]

BT DE, TRALARETF a—LIBMT 52 LERLET,

T 74N BB

FTRAAUI 777 A
JL (Device Ul Profile)

TNAADZ—P— L Z—T oA ZAFMEEZER LT, ERETAREE ([
(Simple) 1E—FK) . 72— a7 RL—ra v 2—H— ([JLiE (Enhanc
&L FED—Y—DHREN GO TRt LET,

T 74/ b 7L (Simple)

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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Wifi

FRA A LD Wi-Fi NEN TH D, R THLIMERLET,

G¥) [ % —7T7 AKX (Enterprise) | &L [Hi# (Common) | 7% E Tl
A—2NT 74V ME ([F%) (Enabled) 1) IZF%ESH, [FHEBERE
4 F (Override Common Settings) | &= v 7 R > 7 RANA U173 =

GE) [F34 % (Device) |i%ETIL, Wifi /85 A —Z 357 7 /L M ([1
(Enabled) ) OFFTTN, [HBHREDA—/3—F4 F (Overrid
Settings) | F= v 7Ry 7 RIA N> THERA,

Er b R¥BIOEE L~V ORMERE DT 7 4 /L MR ED %) (Disabled
TRTOT A A LT WIifi OF 7 4V b % [#%) (Disabled) ]2
MAEZERY) —THIOEEERE, Wifi /87 A —X % [£%) (Enable
TT A ZADOFH LWHEERE 7' 7 7 7 A VEAERT 5 2 L 2 BEID L

STV B

[PC 7"— k (PC Port) ]

PC AR— M AN E R L ET,
T 74V K : [A%) (Enabled) ]

[PC R— F~D AR
(Span to PC Port) ]

TNA ATPCAR— N TCEZFEENDNT Y MEHET 2008 5 InaFRRL

GE) ZWEBMCHERASNIE=X V) V7 LB A OT 7V r—v 3 %0,
NTFy "Xy T TFx V=Nl TNRARARNT T4y ITDE=LY
THT TV r— a3 NPCAR— b ETEITENTWEEAR. [B%
ZRINLET, ZOMEAMHT 5I12IL, [PCOFE R VLANSDT 7 -
VLAN Access) | AT H2MERH Y £7,

T 74V ko [#%) (Disabled) ]

[PC D& 7 VLAN ~D 7T
7+ A (PC Voice VLAN
Access) ]

PC R— MR I NTZT /31 A2, BRA A VLAN ~DT 7 A% a4 5
LE9,

GE) AAAVLAN 7 78R 2T 5 &, B Ii7z PC IR A A VL
B DOEZENTEX RV ET, o, TAL AL - TEZE S
PC TEFETHZLbTE RV ET,

T 74/ K [A%) (Enabled) ]

[PC H— RO U £ — L&

7 (PC Port Remote
Configuration) ]

FNRAADPCAHR—FDEELT 27 Ly 7 ADY) T— MERZZF AT LET
T 74V b [#%h (Disabled) |

[(AA v F R—FDY
E— FERiE (Switch Port
Remote Configuration) ]

TNRAADAAL v F R— b DOHE LT 27 Ly 7 A0V T— MERZFFA
. T A L TOFERELY bEELESNET,

T 74V b [#%h (Disabled) |

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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[Unified CM #f¢ i &
i (Detect Unified CM
Connection Failure) ]

ZD7 4= FTIE, 23y 2 7 v 7 Unified CM/SRST ~DF /34 2D T = —/L
AT DHRTORAIO AT » 7T 5, Cisco Unified Communications Manager (U
~OEGEEEZRET 2 O OBEOBE 2R E LT, Aohleiiik, [EYE
(tRH#ED T A7 I L— | T Unified CM #éf5i = 7 — DR &2 341T)  E 7213 [EE
(FEHE X 0 9 4 {538\ L — | T Unified CM $5f5¢ = 7 — DR 2 324T) T, Ul
ft 7 — O EEEFR O 72 DITIE, [fEHE (Normal) ] 23R L 3, B4 ik
T HTDITT 2= A — =%/ LIELESH551E, [Delayed] i8R L F
(Normal) ] & [ZE (Delayed) ] D#&ft—™ 7 —fRHOIERMEREFMOZEIL, I
BOEHIIE U TRV £F, 2, AA — 2y MERICOZEH S

F 7V b [E%E (Normal) ]

[#£f8 ARP (Gratuitous
ARP) ]

F A AP Gratuitous ARP JHZ 035 MAC 7 RLUZAZHBT 50 E 5 ER L)

(G¥) Gratuitous ARP #32{5 957 /31 AREREA ST D & 2 DA %A
ARV —2DF=X Y U TBXOREEIT O T 7 r—a U HRE L
7,

T FN b )

Cisco Discovery Protocol
(CDP) : Switch Port

BHEIT, AL vF R— ks L TCDP #HRhE I-ITERNC TE £,

Waming 5= /31 Z /3 Cisco ASRD A A FITHER SN TWDEAITDI, F v BT
N CCDP A8 LEd, ZEMIc oW TiE.  [Cisco Unified Communicatic
Administration Guide] #ZM L T 72 &0,

FIT I B

Cisco Discovery Protocol
(CDP) : PC Port

PCAR—FTCDP RHYHR—FEINTWEINEIDERLET,

T 74N BB

Link Layer Discovery
Protocol - Media Endpoint
Discover

(LLDP-MED) : AA
7 A"— b (Link Layer
Discovery Protocol - Media
Endpoint Discover

(LLDP-MED) : Switch
Port)

BEHEIX, A v TF K- LETY 7 EBRET 2 Fai (LLDP-MED) % H7%)
IZTEET,

F7HI kB

Link Layer Discovery

Protocol (LLDP) : PC
Port

EELE X, PC AR — b _E T Link Layer Discovery Protocol (LLDP) % H%h % 7213
EJ e

77 #/V bk [F%) (Enabled) ]

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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[LLDP 7% v k ID
(LLDP Asset ID) ]

BHRE 1L, Link Layer Discovery Protocol O 7%~ M ID 5% E T £ 7,
BRE 32

[LLDP &8 5
(LLDP Power Priority) ]

EELE X, Link Layer Discovery Protocol | O EEIFELE 2R ETX £,
774V b [AB (Unknown) ]

[EhxIv=—Tg v
(Power Negotiation) ]

EEHEIL, BRI vy a v RS EIIESIC TR ET,

GE) [EBHIxr=Tx=— 3 (Power Negotiation) |HiElx, EHxr T =
B—= R LTNWDAAL v FITT A AN IND EHMRD 5,
Ay FNENRTV = a L EPR—FLTOWRWEERIZ, 77t
PoE+ THRAT LA, BT — g VR ERIZLE T,

ST B

[H B AR — A
(Automatic Port
Synchronization) ]

Bt CPCAR— MBI SWAR—FERICEE LT 27 Ly 7 2T %
LET, BT = — 3 VHICHEINTWASR— FORDHEEZ LT

F7 4Lk

802.1x FRFIE

802.1x FRETHEFED AT —Z A HFEE L ¥, A7V a v

«[5%h (Enabled) 1: 7 /%A A%, 802 IXFFEEMHAL Txry hU—7 7
LET,

* [ (Disabled) ]: 7 7 #/V ha&iE TlX, 734 AL CDP # i L T
Xy NT—0 T 72 ETRELET,

F 7 Vb —P

FIPS Mode

TG A—=HE, TANA AOHERIERLBEAE (FIPS) E— REFE LS
a VBENIREE . T3 AL FIPS 140-2 LU 1 HEHLD T /84 2T,

TNV ET, T 4= NI TWET,

[# IZVPN (Always on
VPN) ]

HAZT 734 A7) VPN AnyConnect 7 7 A 7> k% ##) L, Cisco Unified Com
Manager OFERLE A VPN '8 7 7 A VTt ML T 5008 9 namR Lo

F 74V b [W iz (False) ]

[773A A LIZ VPN /32
U — RZ{R{F (Store VPN
Password on Device) ]

ZDIRT A—=HIIVPN/NAT — RRT S ZREFTE D008 D D il i
[F/RA T — RAKFEEDEEETE D LI ICRESN TV AHEAICORFEH ST
Ba., 22— —DVPN/RAT — REAE VIS, LIRS T H A
9, 72770, TS AOFRENIRFIL, VPNRRAT— REF AT D037
hOEGE, 22— —DVPN/RAT — RIT /31 R RAE S, FREhRF ¢ 1

F 74V b [W iz (False) ]

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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[—YEZVPNT 1 7 7
A VDA (Allow
User-Defined VPN
Profiles) ]

2 —H%—|L AnyConnect VPN 77 7 A 7 > h i L T VPN 7' 12 7 7 A /L & {EJk
IMERIELET, BT DL, 2—FIXVPN 17 7 A L AE/ERTE £+

F 74k [ (True) ]

(A7 V—rnmy 7 WIH
(Require Screen Lock) ]

TNNAALTCHER v 7 BRENEIDERLET, 7 a v
o — B — il
o [BFREE S (PIN) |: ZFDO/RAT—RTC, D7 EH 4MiDORE SINMET
«[/S2T— K (Password) ]: I FD/RAT— KL, D & b4oDHEE
. 2026 1 DIFHFUNDOLF, I DIFRKRLFTHLLENDH ) £F

T 7%V b [EREE S (PIN) ]

BRAZV—r a2y
EA LT TR

T AN K-> THEABEIZE v 7 SNDE TORKT A RV 2R H
T HEAT Yy 7 ENDE, BEOR Y 7 2R OIS N T — R
‘a‘o

F7 4Lk ;600

=

B/IME

KA : 1800

[T 4 AT LA DA DI
LN = 7 %58l
% (Enforce Screen Lock

During Display-On Time) ]

Z DT A—H X, Cisco Unified Communications Manager Ci% & S AU7- #fH#%
Wu oy 7 SNIRNE D 7R 22— FREFFHERTINDDT /A 2% 3 A
72 e > 7 R o—% R L E T, 1F¥E%. 730 RIFR Y o —DERIC

7L, RO NA—=YRT 7 AT L a3, 730 A, 2T
DO D2—FHIEOFE O v 7 A7 ar (BRKRZ L) 2HICHER—FL
TN AL, 2= FRROBEHAKFICPINSAA T — REANTHETr v 7 &
DET, [F (ON) ]: T3 ATEBREM P ETIELT 4 A7 LA RUTREZ O

éﬂiﬁ(?7¢w%&ﬁ)ow7(m®] TNA AL, T A AT LA A
EBRHEB O, RIORENTH D FA/RZREICES T vy 7 SuE

77 F )V B [1EV (True) |

GE) ZONRTA=ZEENTDHE, THAA R VA F—=LENTVD
DEA LT T MIBEEST LT XTOY— FX—=F ¢ fWF /S ZEHR Y
TSINET,

[A—TF 4 A a—nAHicT
A ZDnr w7 (Lock
Device During Audio
Call) ]

TA APFERIET, 77T 4 TIaRA A A=V ETHORE | EEE
V—r vy VERER 5Ok X A ~—% 4 —"—F 4 RLT, =T 44 a—
BTV TATREFICTHIENTEET, AV V—rv vyl ZA~v—F, >
TI—VRFET L, XA ~—ORM &R L% TaEIZR £7,

T 74V K [ (Disabled) |

[Kerberos $—/x
(Kerberos Server) ]

Web 7' 1 % 3 Kerberos D FRFET— /3,
RARE 1256

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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[Kerberos L /L A
(Kerberos Realm) ]

Web 7' & I Kerberos DXl realm,
KR E 1 256

[2— R #—, (Load
Server) ]

FTONA AN, BEFESIN TS TFTPH— Tl R — 2 HHL T,
T ue—RET T T —RERSETHIEERLET,

TN == RNDKRA N EITIPT KL A
mAE : 256

V7 7y —AhA T

Y7y NNOBE—DFTRA ANA A= T 57— xT 77 AT HE
WEAATE DL HICTHEDIC, BTV =T A A —VRAfa A2 E 2134

T 74/ b [FA%) (Enabled) ]

[2 2 %—N (Log
Server) ]

O AyvE—VOREEXRERBZVE—R VATLADIP T RLALER— 4%
TIT7FNE: VE—F VATLDIPT KL A
RRE 32

=N A= %
(Log Profile) ]

FREZESINTET Ay S a<wr FE2)E— FCEITFLET,
F7x)k: FUEy b (Preset)

Web 77 & X

FNA AN Web 77 UV ETILIFDMOD HTTP 7 T A 7 2 b0 b Ok 53
IMERLET,

F7 L ko )

[SSH 7 7 & # (SSH
Access) ]

TDINTA—=ZIE, T AW SSHERLZZ T ANDINE S &R LET
SSH H— HEREAMERNC T A & . FARAL A~DT V7RI T 0 v 7 S E-

F7 4k

Android Debug Bridge T INA AD ADB AN FE IS L ET
(ADB) [6%) (Enabled) ]. [M%)) (Disabled) ]. F72i% [ —H —Hl4# (User Contrc
TEET,
FT7 L b L)
L F o N F D — BT AL AT B v, BT % AT LT

(Multi-User)

F7 L ko )

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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[T DT 7

U/or—3a v OFFA]
(Allow Applications from

Unknown Sources) ]

URL 5, HDOWVEETF A=, AV AZ N AvtE—Y OIM) | F720F Se
(SD) 51— FfH TZITE->7= Android 7V r—y a0 Rolr—2 77 A)
M5, 22— = Android 7 7V r—3 a3 VET AL A LA VA =L TE
L E9,

[£%) (Enabled) ]. [#%h (Disabled) ], F72i% [=—H —Hlf#l (User Controllec
TEET,

T 7 F b )

Google Play 725D 7 7Y
—a v EFEE]

Google 725 2 —H—7% Android 7 7'V 77— a V& A VA M=V TELNED
£
(G¥) Google Play |[Zd % —ED 7 7V r— 2 ZiE, GPS OB H A A T/ &
DX U =X F AL ATIHEMTERVN— R T = 7 EEN D 5550
VAAIY = FR=FT 4 DY A IO F T = REINTT S r—
ZIRFIETE £ H A,

57 %)V I : False

[Cisco UCM 7 U /r—
var s I47 v NOK
71t (Enable Cisco UCM
App Client) ]

TV =g JIAT RIRTANA A ETEWET D08 ) ZHIE L £
F—ary JIAT v NBREREA. = — % —I1Z Cisco Unified Communicati
MHA VA=V TET IV r— g o B@EIRCE £,

7 4L I : False

[(E¥TET L7 b
(Company Photo
Directory) ]

TNRAANZ—Y—% 7] L, ZO2—W—|ZEEMIT BTV 5 E{§ % Y
MNTEXSURL ZHELET,

% : http://www.cisco.com/dir/photo/zoom/%%uid%%, uid IXHEHE D= —H%— 1D
T7x/V bk BET 427 MU URL
KR 256

[RA A A=A —(F
Z4<1) (Voicemail
Server (Primary)) ]

TIA =Y EVa2TIVRAARA—=)L P —=NOFAMLELITZIPT FL A,
FIHIE  FIAY EVaTIVRARAA =)L B —N_"DOIPT KL A
mKRE : 256

[RA A A —)LHP—

R T v
(Voicemail Server

(Backup)) ]

NI T o T ET2aTIVRAAA— F—RNOFRARLEIZIP T KL A,
FIFNVE RN I T EDaT I RAAA—)L HF—_"DIPT KL *
AR ;256

TLEBUABLIOTF v v
=T T4 ~=1V)

(Presence and Chat Server
(Primary))

TIA=) TR A P = NORAMLEITIP T RV A,
FTIFIIVE  TITA<Y) TLEBS AP —RDOIPT RLA
AR 256

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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[TLEBABIOT Y | T ABMERTHED U TLEVABEINIM — DX A 7 %157
AV

(Presence and Chat Server
Type) ]

Cisco Unified Presence ¥ 7= Cisco WebEx Connect |Z5X/E CT& 77,

5 7 # /L b : Cisco WebEx Connect

[FLERAEF v bD
TN A A
(SSO) K A A > (Presence
and Chat Single Sign-On
(SSO) Domain) ]

SEITHT DAY A A (SSO) FWALE EfET A7~
THERASNZZ L Z—TF T4 X RAA

F7 4 ZE
BRE 256

Z Cisco Webe

D7 4—IL R

~/)LF 22— URL
(Multi-User URL)

TONRTGA—HF, T AT ary FEUT 4 — "0 URL 2T LS
ARE 1256

Expressway 2 2 1 H
= LTI
N—= ATk

ZDRT A—=R1X, Expressway 7 LT ¥y VT NA RTRAFTE DN
i‘a‘o

T 74V K [#%) (Disabled) ]

[ AZ~— P R—=TFD
7 v 7'm— K URL
(Customer support upload
URL) ]

i, 22— =Nz KRS > T TEREY —) O RERE 7 5
XA —NRT RLAEZRELET,

BRE : 256

I w2 Li—NDH
7 v Sa— K

TDZURRA LIS T Ty abR—EHEIZT v Fr— R4 51
A LET

T 7 b k)

REFERRIR S — /30 5 1
s

?71»%? Iny4ybi%%%wUmwt®mB#—ﬂ—%ﬁ%1

EAGEY— =D HE2HLT 25815, 20T A —H B RRBEFRIRD 7
BEbET, I/FT%/F@T7¢w%mﬁ%ﬁ~ﬂ—§4Fbiﬁomm
M A 7% UDS & LTHRELET,

57 /v bk : UDS

1&%%%3@%»—/\@7 N
LA

F 7 )V F T, T2 RiRA v MIBESED UCM £ UDS — 3% ff ] L -
FEMR — SOEHEHFLT H5E81E. ZO/NRT A= 2 RFEFEREO X 1~
T, T RRA L MOT 74NV IEREEA—N—F4 FLET, 74—/ I
ANO5EATR URL 3LEETY, UDS $—/SURL O : hitps://uds-host-name:844"

AR 256

BINOFRERL DFEAZ DUV TIL,

<EEV,

['Cisco DX Series Wireless LAN Deployment Guide] % &/ 1L T
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CiscoDX & U — X 534 AiF, BEIED~ LT 5 v F 15— LCD & Wilh A F12 k5 EF
Fi@FEE AR — L TCWET, T A TET A ZEZET HI21E,  Cisco Unified
Communications Manager C 7 A HREA AN T 2 MLERH Y 7,

\}

(¥  [ET4 22—/ (VideoCalls) A7 a B[4 7 (Off) [WCHESINTWDLEA.
H#125{5 (Auto Transmit Video) | REIX/ L —FRENET,
Product SpecificConfiguration Layout) ] v 4 > K7 CET 4 a— LN EIZ /2> T DA,

[ —/LE%E (Call settings) | A =2 —DT X THOETAREILS L—FRENET,

R 22: ETHRIEDRGE & ¥Rk

ETXA44F EFAferE FPS ET4HEvY b DX650 S} &R H A S
L— hEE (| DY R—
&)

240p 432 x 240 15 64 ~ 149 kbps v, 272U
Logicool C930e X
424X 240 DET
AR EE AT L
7

240p 432 x 240 30 150 ~ 299 kbps | IE\y, 7272 L
Logicool C930e X
424 X240 O BT
AR AR L
e

360p 640 x 360 30 300 ~ 599 kbps | IEW>

480p 848 X 480 30 600 ~ 799 kbps | X\, 7275 L
Logicool C920-C
1% 864 x 480 Dt
T ARG 2
LET,

576p 1024 X 576 30 800 ~ 1299 kbps | X\

600p 1024 X 600 30 800 ~ 3000 kbps |\

720p 1280 X 720 30 900 ~ 1999 kbps | I\

1080p 1920 X 1080 30 2000 ~ 4000 kbps | 1\

CIF 352X 288 (4:3) |30 64 ~ 299 kbps =LA

VGA 640 X 480 (4:3) |30 400 ~ 1500 kbps | (F\>

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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AVRBU R A=V ETLEVRDEE .

\)

GE) MBI AT, ZNOOMGED—ER (600p72 L) ZHAR— KL TELT, SN A T HEME

T& 5,/ FL— M 64 kbps TT,

\)

(F)  Cisco DX650 2% Logicool C920-C Web 7 A Z i L C\W b a—aAdich v, UVE—h T34
ANy MEE— R0 DOHREYR—F LTS, kKEEMREEIT 640x360 T, /3

v MEE— R 1 26T 356, RAEEMBEIX 1920x1080 T,

GE)

A1 2RZY

77—

DOHIRNE DA, T /34 AT w360p 55 LET,

CiscoDX ¥ U — X 731 2D VGA % 2 % feciid 78 il % 21X w360p T3, 400 kbps ~ 999 kbps

o~ » O N =JL =
N AYE—DU0ETLEVCARDERTE
AVAB U N A=V T ET VB REFERATLE, 2= —FOTH, EZTH, &
DFNA ATHIBETEXET, CiscoDX ¥V —X 5,31 A%, Cisco Unified Presence ¥ 7-1%
Webex /3w 7 =2 K H— DWW F T JabberIM Z VR — M LFET, X2V 7 0 EOBERB
NH, TR_RTCDIT T T RR—ADA VAL N A= T T VLB RA NTT 470
TaXURHTL—T T ENET,

AVABU N A=V T T LB RIE, TS A0 [REEHRDOER (Product Specific
Configuration) 17 4 > KU T, TRA A, I N—7 FHFIT X —T T4 X L~YLTHEK
LET, 7VECVZBLOMY—RN (FT74<V) BLOT VLBV ZABLOIM Y — (N
IT7 ) DRARNGEIZIPT FLAZASL, LBV ABIRIMY— DX A 745
ELET,

~ =

EMIOE 3

A=W X7 SV r—varEFura— RKLT, 714 AOWREE 1A X~ A XF L OPLE
T& %9, 77V —3 3 1% Google Play "H % 7 v — R T& £9°, Cisco Unified
Communications Manager 5 EEClx, (Hx DT NA AEEY 4 R L [REDEE IO
774 )L (CommonPhoneProfile) 17 1 > Koo [ELEA O LA 7 » K (Product Specific
Configuration Layout) ] fHIKT) IRONRTA—=F ZMRTHZ LT, 77V r—a 77
EATEET,

« [RAR Y =207 7Y r—3 3 %7 A (Allow Applications from Unknown Sources) ] :
2 —H—73 Google Play LIS D Y —ANLT 7V r—yal A VA R—LTEL0E D
yARY i 12 N S

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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. [CiscoUCM 7 T U r— 3> 547> h®OFEZME (Enable Cisco UCM App Client) ]

* [Google Play 225 D7 7'V sr—3 = % FF A (Allow Applications from Google Play) ] : =—
W—7 Google Play 2267 U r—ya A VA M=)V TELNEI0EHIEL 77,

«[CiscoUCM 77U r—a > 794 7 v FOA%NE (Enable Cisco UCM App Client) ] :
BELE )Y Cisco Unified Communications Manager 257 7V 77— a V& 7 v o = HH4HE
ZHIE L E7,

UCM 7 7'V r—< a3 1%, Cisco Unified Communications Manager C/E% & 4172 Android
TV = a R E IR T 2 DI TE LT AL A LD T AT b
T, ZDZ 747 ML, Cisco Unified Communications Manager 7> 5 Android 7 7"V
r—=2arm Y TR ITATERLBY T AT T TRERT L0 LA Ui ARt L £
ML TN ANS ZIEAT O FHEMER BN S IV E T,

[CiscoUCM 7 T ) 5 — 39547 FOENE (EnableCiscoUCM

App Client) ]

&

ATy T2
ATvT3

FIE

F A ZAD [TI8L A#AL (Device Configuration) | 7« > Ko [ EA O LA 7 7 b
(Product Specific Configuration Layout) |43 C, [CiscoUCM 7 7 U7 — 32 934 F7 2k

DAL (EnableCiscoUCM App Client) | F=v 7Ry 7 2% A LET,

[fR1F (Save) 127 Vw7 LET,

[BREDERA (Apply Config) 1227V v 27 LE7,

ZOT I vasli0 TARALRZUMTY TV =2 ar 77347V MRA VA =L &

\i—g«O

UCM T 7 U r—2a >y 74T MIRT AL A, VA b=V STk, T8 A 2—H—

. UCM 7 7V r—yar 747 MiuZ A 952 & T, CiscoUnified Communications

Manager CERK SN2 7 7'V r—3 a v Bk E I3 MR T 7,

IV RFaAa—4Y—ZERLTUM T FTYIzasgq Y

ATy T

BHAL, = Fa—F—2EKL, = Ra—F =27 2ZHEdffF, = Fa—3—
ETNAZFAE L LTRID Y THRERH Y 7

FI&
T Fa—H—%{E LEJ, (CiscoUnified Communications Manager & ¥ C, [1—H—EHE

(User Management) 1> [T FaA—H— (EndUser) | Z& R L CH LWV Ra—HF—%
ERRLE9) o

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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ATy T2

ATvT3
ATy T4

uem7 7y ca—s—nzi [

TNA A%y Ra—P—CBEMT T, 70 AR Fa—H—0 [FEFGET A X
(Controlled Devices) | D FIZFEREINDH LI LET,

BR#ECCM = Ra— WY — R A4 T Fa—H =20 B TET,

F A ZAD [T A#ERL (Device Configuration) | 74 > KU T, ZOxy Fa—H¥% [fiA
FH1—H—ID (Owner User ID) 1 7 4 — L RIZEID ¥ TE,

UCM 7 7Y T1—H—DEH

ATy T

ATy T2

ATv7T3

FNRA A =P =T, TAAALEDOUCM 77V ZfH LT, Cisco Unified Communications
Manager CIERR SN2 T 7'V rr—3 = U B ARG E I I3 EMR L £,

FIE

T Ra—P—ou A AFREFEHLT, XA ZADOUCM T 7V r—vaiiuas 1L
ij‘o

07 A AR5 L. Cisco Unified Communications Manager CYERL S 41729 C D Android
TV r—=2aryBUCM 7 7Y r—va LCFERENE T,

TN r— g VEBET AL, TV = a S ADORICHDTF v IRy I A AT
L/iﬁ—o

TOTIaATEY TR ANDT ) =g DF T ra—REAL VA R—)LBR KT
HENET,

GE) —H o7 7V r—raif, isiitEREs 2 — @R LET, Ry 7 X240 T5
M TN = a v EERRTSE 2HREOEERERINET, N7 Y r—
Ta AR DI, 2EBOEEOTF = v Ry 7 Ak F LT, [RS (Back) ]
AT LET, ZTOTI7va ALY, A A M=AR NI TEINET,

TN r— g COBBERERT LI, TV =g VADORBICH DA TF e IRy I A
F 71 LET,

Cisco Unified Communications Manager Z 9t L T Android
APK 774 IVETviad b

Cisco Unified Communications Manager 7> 5 Android APK 7 7 A V&7 > ¥ a3 512X, £37
TV r—vareEEt— AL LTHL, RICT A A2 —ERTRELET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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. Cisco Unified Communications Manager &£ T Android 4 —E X ZBMT 3

ATy T

ATy T2
ATvT3

FIE

KD apktool Z i L T, APK %*5 AndroidManifest 7 7 A /L& fhH L £ 9,
http://code.google.com/p/android-apktool/

Cisco Unified Communications Manager & 21 C Android —E 2 B L £,
T /34 A% Android % — B R IZEER L E T,

Cisco Unified Communications Manager & 2 T Android H—E X #1809

%

ATy T

ATy T2
ATv7T3

ATvT4
ATy TH

ATvT6
ATy 17

Cisco Unified Communications Manager % ¥ C Android —E X ZBIF 5 I2i%, RO PJEZEFE
ITLET,

188 BRI
Z OFEIX, APK 2>5 AndroidManifest 7 7 A L& L7212 ERH L £ 9,

FIE

Cisco Unified Communications Manager &L T, [T/34 X (Device) |>[T/3/ REKZE (Device
Settings) | >[BEEH—E X (Phone Services) | Z#R L £,

[EFEEMN (AddNew) 1227 U v 27 LET,

[U—E X% (ServiceName) | 7 « —/L KIZ, APK 75 4ilifti L 7= AndroidManifest 7 7 - /L ™
Ny lr—=V4 e —HT 5402 AT LET,

[U—EX AF731 (ServiceCategory) | kv 7% 7 U X iRk 7 AT, [Android APK] %
BER L £7,

ZOY 4y RUDMD T 4 —)L RiZA 7L a2 > TF, AndroidManifest 7 7 A /WIZFR SN A TS
WEASTEET,

[B%) (Enable) | F=v /Ry 7 AxF Iz LET,
[*1F (Save) 127V v 7 LET,

Android EEH—EXADT /N A D&}

458 HHEIIZ

TN A DOEREY— B AR ET HAE1IZ,  Cisco Unified Communications Manager O BT
Android i —E X ZEMTHLENH Y £,
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ATy
ATwT2

ATvT3
ATy T4

ATy TH

ATvT6
ATy 17

Android 5 —E 2~0 731 2028 [

FIE

Cisco Unified Communications Manager & P2 C, [T/34 X (Device) |>[&Ei& (Phone) | Z &R
LET,

FoREND [BEMBREL—ERT (Findand List Phone) ] 7 1 > K7 C, Android EafH—
RS DT AN R ERBLET,

BIRLT2T A AD [T/34 A4 (DeviceName) | = FU %7 U w7 LET,

T A ZAD[EEEFERK (Phone Configuration) | 7 1 > KU T, [BE&E) > (Related Links) ]
Koy 7Ho JARRy 7 ANEG [H—ERADEER/ZERER (Subscribe/lUnsubscribe
Services) | IR L £7,

<device name> 7 o » R TR Gk S 472 Cisco IP B —E AN E £,
T AD [k A Cisco IP &G —E A (Subscribed Cisco IP Phone Services) |7V o« > K7

T, [W—EXM:&R (Sdectaservice) | Fev 77Xy YA N Ry 7 ZA&2H LT, 1Ek
L7 —ERZ@ERLET,

TOTIva Atk BELEY—EAADT AL ZADOY TR ) g N NI HERE
-gAO

[k~ (Next) 127U v 7 LET,
[&% (Subscribe) 1 %27V v 27 LET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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HRZ2<TA X (Customization)

cUA R R a—=Fy7#E (145 2—2)

cBEE—F (146 ~—)

« 7 7 4V FOBERL (147 _X—2)

*SSHT 7 &2 (149 ~<—2)

« Unified Communications Manager = K" A >k @7 —/L 4 A h—7 (150 ~—2)
cEHEEm—LouX L FOYR— K~ (150 =2—3)

T4 BRY R a—FyoHE

T 74N N TIE, G722 2—F v 7 ) Cisco DX ¥ U — X T34 R ZxF L THENC /> TV E
9, Cisco Unified Communications Manager % G.722 Z {92 L 2 IR I N TE 0 | @akk
NGI2 =y RARA Vb a¥R—FLTWDEE, G711 ORDVIZ G722 2—F v 7 il
LCa—a#i LET,

ZOWREF, 2—YFNRTA KRR Ay Ry hERITZTA RV R AV REY 2D
LTWanEInEMbTRAELET, ~y My ERIEFIANY ey EBRFEITR>TND
Bit, 22— ixa— A HoEFORER LIV ESECLNET, BERENEWS Z &, &
FOPREN LM ETHZ E2ERLETN, ESOMFIZIE, BENTY TV 55000
SDOEFERE, FVELOER /A AP IZDZEE2EKRLET, VA RNV Ry Ry
FEFIFIAV Ry FRRWEAETH, GTI2R2OEWEREZHED LKL 2 —F—H U\ ET,

fh D —H—1%, G.722 DEMEENED L E LD AREENRH Y £,

[G.722 2 —F v 7 DT RAAZ A X (Advertise G.722Codec) |V —E A /XT A —H [T, /T A —
X D3R S AU TUW 5 Cisco Unified Communications Manager 4 BEIZ L > T, Z @ Cisco Unified
Communications Manager " — 3% 72 (X R E D EFEE I B SN2 TR TOT A 22 LTY
A RN IR R—=RFENTWDENE I NITEELET,

2 [G.722 a—TFT v 7 DT K3 A X (Advertise G.722 Codec) ] 7 4 —/V K : Cisco Unified
Communications Manager EHL/N 5, [ AT L (System) > [TV —TS5 A4 X NS A—4
(EnterpriseParameters) | IR LET, ZOZ L F—FTFTA X NRFGA—=Z DT 7 %)V

MBI True T3, ZHix, Z O Cisco Unified Communications Manager |Z 8 &k STV 5
F_TD Cisco DX U — R 7 /34 A3 G.722 % Cisco Unified Communications Manager] (Z
T RREARXTHZEEERLET, a2—/LIZBW Tl E L ONEEE I O E S B EE

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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BIEE—FK

CiscoDX VU =X TN, AT EESERE— RN THEELE7,

H XA A4 X (Customization) |

v FTG722 WA — K L TW5HE ., Cisco Unified Communications Manager (3 7] G272
RO a— iz pa—7 v 7 ZBIRLET,

FEEDT A ANGT2R2 2 —T v 7 %7 RNNZ A XL %ET, Cisco Unified Communications
Manager B EEDN D, [T/34 X (Device) 1>[EEE (Phone) | AR L 7, ZORGHEA
DIXTA=BZDT 7+ MEIZIL, ZoZ =TT A XNFGA—ZPEET HEEZHEH L E
To TRAAZTELICINE EEXTHEAX. [BEDER (PhoneConfiguration) 17 ¢
v Roo [ EA ORERK (Product Specific Configuration) | fEIR D [T K3 A X G.722
a2—7 v 7 (Advertise G.722 Codec) | /37 A —% T [H% (Enabled) ] £7-1% [£EX)

(Disabled ) | @R L £,

e AT s E— R

cfliSE—F

«YLRE— R
7T 7 4/ NI [f%E— F (Simple Mode) ] T3,
ROKIZ, KFE— FTa—F =M T oL~ LET,
Hae NIT)vy E— |BBE—F WERE—F

~

a— )TV r—a v EA EA A
2y 7 [T AV ° (=
F v NT—7 OFRE VA4 ° =N
A — I W] |AVAY-4 o A
VA4V hea—b Uy FOB WX ° (A
IES e ]IRS
BTV IRA A A=) Ay o A
Cisco User Data Service A v EA
Bluetooth A A A
H AT & BRI DRRE [AVAYd ° EVN
REER LT 7V r—va ol [z o (EA
A b
SERA N L— TR A A\AY-4 A\AY-4 °
Jabber IM A AY-4 A VAY4 o
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I HXB<T A X (Customization)

FiL—7+425 2—rogz |

HEE NITYywy T— BHHEE—F ViR E— K
N
Android 77U rr—33 v [AIAY-4 [AIAY-4 o

ARL—F 405 E— ROBRE

ATy T

ATy T2

ATvT3

1R BHEIIZ

VTN = RERIFARTY v T F— ROT/NA AT, Android Debug Bridge (ADB) % %
T HeEBEOLET, MHE—RERIFINNTY v I E—RTEHEFA—NT T Fr—
varNEIR b, 22— —IMEL AR — Y=L EFEH L CEBEERICe S BB A —
NWTIHETHZEIFTEEEA, v 7L, M Web X—=UnbIET DUENDH Y £,

FIE

Cisco Unified Communications Manager $— /NZHGHT DT NA A N 7 A VA M—/L LET,
TNA ANy T DA VA N—)VOFEMIZOWNTIL, [CiscoDX v U —AD YUY —R J—F}]
BB TIIEEN,

[To3—T 54 XBEDW#M (Enterprise Phone Configuration) ] 7«4 > K7, [#EDEE
78774 )L (Common PhoneProfile) 17 1> K, 721X [BEDHEK ( Phone
Configuration) ] 7 4 > KU T, [T/SM AUl A7 74 )L (DeviceUl Profile) 1 % HHD
EF—RNIIRELET,

[HBEHREDA—/A—S 4 K (Override Common Settings) | #4 2L £,

JERE— RO AT — RELEIMHET— ROV EZS &, TS ARHEEHSH L E5, o
T NELIIMSET— RPOIEE— NIV XL, 7L AL HEBLET, AE—
NEfSE—REZUDELXTH, 751 ALHES L EHA,

T4 ~DEELR

7 73A A @ [Cisco Unified Communications Manager 4 ¥ (Cisco Unified Communications Manager
Administration) | X—Y b, BOELIEZ—F—NRNT A ADOT 7 4 )V N ORERZ K ETE

HINE I IEHRHITCEET, DX VU =X TFNAAL ADZ AT TLIT, 5 ODFR—LBHIZE -
M5 RT2 D A XORERE G S LB T,

B FO—)LDEIY YT

T H N TR, 2= =TT ZAOBEREZ AR TE LT,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



Hh X5 <A X (Customization) |
B =7+ ro=miEE ©0x0 550 DxX80)

FIE

ATYF1 [T/IAM R (Device) |>[T/31 RERTE (DeviceSettings) |>[HB@EEZED FO0 7 74 JL (Common
Phone Profile) | I2BE) L E£7,

RTw T2 BEROGIEZEHEFICHIRT 2120F, [T FA—F—HDNEEOBERA A —VREICTIER
TE5&5129 % (EnableEnd User Accessto Phone Background Image Settings) | 24 712 L
e 8

T 74U FDEEKIETE (DX70 & &k UF DX80)

Cisco DX70 3 L T DX80 D AEHLIZ L., 2985x1080 O E{G ARG EE ZHeAE L £9, BEARIL 5 DOH
ENCE TP > THRAR S, AEE O 1920px TY,

FIE

ATY T TFTPH—EREFITL TN DHTXTD / — RO Desktops/2985x1080x24 7 o /L 4 | Z BERK | {5 %
Ty 7u—RLET,
AT9FT2 TFTP #F4TL TCWHTRTH /) — KT, TFTP V—E A2 HEHL £,

AT 73 CiscoUnified Communications Manager & ¥ [DX70 33 L ONDX80 L@ EZE 7' 1 7 7 A /L (DX70
and DX80Common Phone Profile) ] iZBEIL, AT EZEE L E T,

a) [BRAA—VERE~NDT I EXDE#IE (Enable End User Accessto Phone Background
Image Setting) | #4712 LET,

b) [E=mA *— (Background Image) | (ZHERRDEIE Y 7 A V42 AL ET,
¢) [HBHRENA—/\—F 4 K (OverrideCommon Settings) | #4112 L 7,

ATy T4 fRERAL, EBOEFE T 07 7 A VB LET,

RTYTE BIHETNAADR—UT, B AR — RT 57 A ATRELHEH L ET,
TV RRA Y FORBERR Y MU= BHLGEIE. TXTOT A AR Z BT %
7>, Cisco Unified Communications Manager % — /3% FiL#) L C, X TO= 2 RARA M3 A
A—=VERGTLLIICLET,

T 74U FDEEKIETE (DX650)

Cisco DX650 OHEERKIZIX, 1569x600 O HI{R R4 L 2 HELE U £, BERRIX 5 DO 2 F 7223
0. AEiEOIEIL 1024 © 2 AL TY,
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I HXB<T A X (Customization)

ATy

ATy T2
ATvT3

ATvT4
ATy TH

ssi7otz ||

FIE

TFTP —E A& FEITL TS T _XTD / — RO Desktops/1569x600x24 7 A /v X | ZBEMRE 14 %
Ty Fu—RNLET,

TFTP #E(TL TV 2T X TH/ — T, TFTP #—E A& HEH L £7,

Cisco Unified Communications Manager Administration @ [DX650 $:iE&ERE 7' 7 7 7 A /L (DX650
Common Phone Profile) JIZBEIL, U TEZEFLFET,

a) [BRAA—DRE~ADTIEADOESE (Enable End User Accessto Phone Background
Image Setting) 1 #4712 LET,

b) [Em:=A A— (Background Image) | ICEEROWER T 7 A V4 E AT LET,

¢) [HBHRENDA—/N\—F 4 K (OverrideCommon Settings) ] 4 12 L %7,
LIBOEE T 07 7 A KR Z R L CEHALET,

AT A ADR—U T, BEfRA T — R 57 31 AR EZHEH L ET,

T RARA V FORBIE Ry MU =7 R H5H1E, TXTOT /A ATHERZ#EHT 5

D, FTRTOTY RRA R A A=V ZHAFT 5 X 912 Cisco Unified Communications Manager
Y= —ZEEE L ET,

SSH7 7R

R—=F2%L7ZSSHT —F L ~DT 7B AZHNEZIFENCCTEEST, A— 22 25
WEFFICLTBL L, T3 23— RS (DoS) WEEZZIToT VREEIZ R D F 9,
F 74 N T, SSH 7 —F U1 7e > TWET,

SSH7T 7EATIE, 2y FOZ LF oY VEIBRICANTALERNH Y £,

1. Cisco Unified Communications Manager #% ™ [£ & = 7 3 = /L1 (Secure Shell Information) ]
vt varclRREENEZER AT vt a—P—LtEXaT Vel RRAT—F
2. TNy a—%—ID LNRAT—F

[SSH 7Y A& (SSHAccess) | 7 4 —/L Fidk, IROU 4 FUIZHY £,

«JLEOEFET 1 T 7 A VO (T34 X (Device) |>[T/31 RE&TE (DeviceSettings) 1>
[#@BEE TS0 774 J)L (Common PhoneProfile) ])

- BAEEAR ([T/31 X (Device) | >[&5E™V « > Ko (Phonewindows) ])

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



H XA A4 X (Customization) |

[ unified Communications Manager T2 KA > k O —)L 4 VR F—3

Unified Communications Manager T> K7R4 > b O4—JL

A1 2R =7

T 7N NTIE, T RFEGE CRE) orr— LV HICRESNET, Tnlistorr—1u
TT A RAEMHT DX, Eorr—/VEAO/3— 3 @ Unified Communications Manager
T RRA U M= A AN—=F% 7T AZHND% Cisco Unified Communications Manager
Y= VA=V FTDRERDY £F, T — A VA =T TEFROZ—Y— 1
S —7 = A A OERFIMOFRT ¥ A B LI OERIOEEE h—r 2 AT AMIA VA h—/b
L. TAATHEHTEL LI LET,

FEDY V=R Rxunr— A VA =27 7B AF 5IZ1E, http:/software.cisco.com/
download/navigator.htm1?mdfid=286037605&flowid=46245 27 7 B A L, BEVDOT A R EF

JVIZF#E) L C, Unified Communications Manager =2 KR4 > f a4 —L f VA h—F DY

7 EEIRLFET,

ZEMIZ-OW T, [Cisco Unified Communications AL —F 4 7 L 27 LEH T A R @
[Te—hN A A =T ] OEZZRLTIEIN,

)

GE)

BHoalr—n A A =BT ICHATE 2 LIRS, Web A b D2k
BHNCHER L T IZ &V,

Ea—ILonX>dngR—

THEM OB AT LATEHEEa—r0r X7 EEMOERE) NRESHLTHLIHE, @
SEEIE. VAN, a— L F LY L)@%i/%) (CHERESITOER T2 =7 3 —F
ERT [+ | EAEREIND BB ET, EFAT LOREICL>TE, [ [+
A TR ELVWEERS A YL 23— FRFRENLDHERH Y 3, EERF A YL a—F

DERINRWNGEIX, HBEIOSCT, [ I+ | BEE@EEIOEBKRT= X r—7 a— R

FEITEIMNLE CEEERELARBICAA YL LES, FF-. 2—1 g lRF 417 M) =
VRV E -V OREREREEE S NI IN, BEIEOT 4 AT VA ITEE 2 —
K (EFEE) DA INTZENAOEWESRNERINIHELH Y F9,
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513 =
ATT VA

e TNAADY Y b (151 =—)

A Fvarol)key N T T T L —FRor—RK (153 X—)
cUE—bhrvs (153%—=)

s UE—RTAT (154 X—7)

* Cisco DX70 O 7 — MEHA A— (155 <—7)

* Cisco DX80 O 7 — MUHA A — (155 <—)

* Cisco DX650 D7 — MUHA A— (155 —)

T —HDOBAT (156 X—)

e Tua T ANDTF NS (156 2—)

o 2—HP— PR—F (157 X—)

TINAAD) vy bk
FTNRAADOY vy MI, SEIFEFLREEBLIO X2V T 4REZV By NEHRIIETLT DN
B, FRET AL AT —DRELEGEICT A A2 EET B HFEZRE L E5,
WOFNETIL, FITTEBVEY hOFZAFIZTHOWTHHALET,

\}

CE) 350Uty bHEZTANT, $XTO2—Y—F =2 BHlERES I, T3, A5 TN TOR
ERY Yy bEET,

Uty NEFEITTHE. THALATROZ EDBRELET,
o [ —Y—1EE%E (User configuration settings) ]: 7 7 4/ MEIZ V&> M LET,

s [F v bU— 7GR E (Network configuration settings) ]: 7 7 4/ MEIZY v L ZF
—gqo

s [=—/VEIE (Call histories) ]: #HE SN E T,

o [2 7 —LiE# (Locale information) |: 7 74+ /L MEIZU &> N LET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



B 7 zoutyr

rvsroz |

s [BEX¥ = U T 4 8%E (Securitysettings) ]1: 7 74V MEIZY >y FLET, ZiZiL, CTL
77 AVOHIERE, [802.1x T /N4 AFEIE (802.1x Device Authentication) ] /37 A —4 D
[#%%) (Disabled) ] ~DEENREGENET,

\}

GE)  PIMREBIC Y By 57 mEARNETTLETT A ADERE A 7IZLARNTLIIZENY,

FIE

ZNLDOEIEONT NN EMEA L TT A 22Uty hTEET, RIS C THEDI a8 Ex
EIRL X7,

« 734 1 : Cisco Unified Communications Manager & ¥ Web GUI

L T, AERY 4 > Roo [BEERO#E LA 7 7 b (Product Specific Configuration
Layout) ]fEIK T, [T/NA RDT A 7 (WipeDevice) | #HhZLET,

2. FELGUI G kO H (Apply Config) ], [FHELHE) (Restart) |, £72iX [V kY b
(Reset) 1 2~ REHITLT, VAT T A AT vaLET,
« 2 RET TV r—va v

1. RET SV r—rarT, [Ny ITF7yvTF&)ty kb (Backup & reset) |> [#1EAIKEE
(2 4ty b (Factory datareset) | #8R L £,

GE) T34 ATPINF/2IIRAT = BRI NTWEEGEEIEL, VEy bakiTT
DENCANTDHENSH Y 7,

s HE3 XTI r—r R

ZOHFEFE, TARAL ANPINELIFI AT —Fo o7 TREINTWHWT, PINXRAT— R
ER LTSGR T20ERH D 97,

WOFNEIZHEVS, CiscoDX70 U+ b LTEEI L £,
1. AL ZOEFEE AL, I 2— M LED BNERTAETELET,
2. [Sa—Ft (Mute) | RZ U PREIZEITTHET, [BET7 Y7 (VolumeUp) | A%

CERMLEETET,
3. [BE7v7 (VolumeUp) | AR¥ v &fikL, [Ea—Fk (Mute) | A% % 3R L
el ET,

WOFNEIZHEVS, CiscoDX80 # U b L TlEEIL £,
1L BET Yy REUEHLEEFICLT, SAALADEBRY A I LET,

2. Ja—PMARFUPRAICRIT LD, BRT v 7 RE 2L, Ja—bRZ %
MLES,
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| »>75vz
t*7vavoueyteryvIvi—ron—r |

WOFNEIZHEV Y, CiscoDX650 2V v ML CEEIL 9,
1L [HAF—%2FLEFEFIILT, TS AOEREA I LET,

2. AvE—UREA V=2 (MWD PRECTERIRL TOHLRMT LIZEEITR-
oo, [#H F—ZHLET,

O & ~ O N AN >
A7 oty breT7yvITL—F0A—F
Cisco DX ¥ U — & 7734 A X Cisco Unified Communications Manager 7> H K2 A 525 L
Ty 77— FReEa—RNLET, RO v b, 73 APNERIERZWHT 5 5715550
kL ET,
[Utw b (Reset) 11E, 77747 a—ABNETTDHETHELET,

« FRA ZOEENF N> TWDESIE. TBF L HREIOMLEICOWTERET 5K v
TT T BATAT Ry JANKRRINET, ZOXAT T Ry 7 A2, ROFT
varnbh T,
o [FFEE) (Restart) |: Ry 7T w7 XA Tl Ry 7 AL, T35 A& FHiZE) L
FT (TN Ty,
¢ [AX—X (Snooze) |: Ry T T v F XATa Ry 7 A% | FFHPACET, =—
P—lt, R 24 FEHAX—=XFTDHLICT A AEZRETEET, AX—AKIET
INA AN FEEN L £,

G R ToFEA4TaTRy 7 AL, 0Oy vE T
AA~—NHYE£T, 22— —NEIELRWEES. T 74D
T varyRNBtkENnE T,

=P —NTNA A AX—RIERET D E, 22— —F@mY
A RINPBWDSDTHLTFEINTT NS AZ Yy hTEET,

« TNA ZADEENA T DYe, T 7T 4 7T IRE TR A Lt £7,

JE—FBYY
ZORREE M T 5 &, Cisco Unified Communications Manager® [7 /31 AL (Device
Configuration) |V 4 ¥ RUMNLTNA A% v 7 TEXET,
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rvsroz |
B v=—rovs7iqx

FARAABYE— b 0y VERERFT DL, TAAALT V747 -k EEBICKT
L. AL 2088 v 7 SHET, BRIFICF A, 2R AT ARSI TR VNS, 7
A AFTRED AT DTRES N EIlny 7 Sk,

\}

GE) UVE—bryZZREREITLEZRIT, EREXFY U ELTEEE A,

JE—FOYYT TINAR
FIE

ATY T T, 20 [BEDHER (Phone Configuration) | Vs> Kvc[Av%S (Lok) 1227V w7
LET,

ATv7F2 [AvyY (Lock) |27 Vv Z7 LT, By OMERAYE—V%%ZITANRET,

0y ) AT —=FRE, T AD [BEDHER ( Phone Configuration) ] 7 4 > KU D [F3
ARy /UAT A7 —H4 A (Device Lock/Wipe Status) | £ 7 2 a > TR T ET,

o

JE—FJA4 D
ZOREA T % &, Cisco Unified Communications Manager @ [7 /34 A% (Device
Configuration) ] 7V 4 & RUMNDLT NA ZADT —F HEETEET,

TNRAAF, VE—MNUASTEREZETDE, 77T 47 a—NawEHIC&TL, T2
A AT =X EHELET, BERIFIZTANA ARV AT AIBEGFINTWORWEES, T—X 3K
T NA ANV AT MRS N E ZITHEESNET,

\)

GE) UE— b UATERERITLIZZIT, BRESr 2L TEERTA,

JE—+F DA T TINM R

FIE

ATy T T4 20 [BEDHER (Phone Configuration) 17 4> RO T[4 7 (Wipe) 227V v 7
Lij—o

ATvT2 [T47 (Wipe) |22 Vw27 LT, VA TOWRA v E—V%ZIFANET,
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| »>75vz
ciscoDX10 » T — h A1 2 —2 [

TA TAT =B AL, T3 A0 [BEDEHRE (PhoneConfiguration) 17 1 > KU D [T /34
A vy 7T A7 A7 —% A (Device Lock/Wipe Status) | Z7 v a2 » THERTE £,

CiscoDX70 D 7 — XA A —

FIE

ATV TN TNRAZAEA LT, 22— FLED BNAT 2 E TRHBET,
RATY 72 [Ta—Fk (Mute) | RZ U BRAICEITTLET, [BEF V> (VolumeDown) ] % > % #f

Uil £97,
ATv T3 [BEFAVY (VoumeDown) | A& &L, [Sa—k (Mute) | A& % 3 BRI L)
\i—aqo

CiscoDX80 ) 7 — F{XHA A —

FIE

ATy T [BEFXAVY (VolumeDown) | RZ U # M L7=EEIZLT, T34 AOEREA I LET,

RT9T2 [Ta—MRXUBREAIZRITLEES, [BEF > (VolumeDown) [ ARX &L, [Ea2—
F (Mute) | R¥ o m#HLET,

CiscoDX650 ) 7 — FXRAA A —2

FIE

ATV TN TALADEREZA 72T 5L, BIRZUIM L ET,
ATy T2 *F—%MLI-FFIcL T, BREERLET,
ART9T3 AvbE—VLIED BRI THET, *F—2MLicEEICLET,
RT9T4 2yE—YLEDB3EAHLIEL, * F—%BEL £,
TNA RIRBA A=V EFEHLTT—MLET,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



B =—sons

rvsroz |

T—3DBAT

T—HBATHRREIC KD . 77— LU =T DT v T L— FRICT — % OIS 555
BT LGB E~D Y &y FAREIZRY £7,

\}

(

) T =AU 2T DOURIOY V—RIZEZ T T L —RKThHE, T—=EZNELKONATAHREND Y £
T, HLWT7 77— 07 V) —RIT7 v 77 Lb—RTBEEIT. T—F&2RbTIZLHIOV
U—RZRTZENTERWGEANDY £7°,

PRIOZ7 77— A0 =2 TIZHE DT L— KL, T ANT —ZEBITTCERWERIE, 77—
ANRREINET, 2=V — T —F 2RI T v7THN TAXAADYE— K VA THHE
TT5E9I 02— =R LET, T34 & Cisco Unified Communications Manager (2 %5 $%
Ehd &, T RILHOUHRE~DO Y By FERHL, BT, FUo 7 L—F, BIW
V7 =& EEELET, TNXAMABFRITILE, XU T L= RENT 7 —L T =T N
n— RFENET,

O JAJ7AILDTINY Y

THARAETNEIT AR T N—=TOF NNy a7 Fua7y A NVE)E—FNCTEHIAITEET,

— N

BEEIBIZCT/\Nv S O A7 74 ILEETE

ATy T

ATy T2
ATvT3
ATvT4

FIE

TERNT S ADHERLY 4 &~ R U £ 23 [l DERE 7 = 7 7 A /L (Common Phone Profile) 17
Y Roo B EAMER LY A 7 7 & (Product Specific Configuration Layout) ] fEIZEE) L £,
[B45 7B 774)L (LogProfile) | 242 L, [T L7 4 =— (Telephony) ]ZHER L £,
EEERFELET,

TRy 7 aX TP TN D T ENERBEMIC R RENES, 2= —FA v b=V
ZREMAL CHRMZMEE CE £, BMmEHALL Z LIXTEERA,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| »>75vz

— N

FRvsay 7arraneEFIraricyty k]

TNy a5 JAaJdrAILETIAI MY Y F

FIE

AT EBT A ZADWHER Y « > RO X BEEDOEE 7 2 7 7 A /L (Common Phone Profile) 17 «

Y Roo B EAHEER LY A 7 7 & (Product Specific Configuration Layout) | fEIIZREE) L £ 97,

ATFwF2 B FaTdr74 )L (LogProfile) | 42 L, [TZ4J/ k (Default) ] Z#R LT, I

TOT Ny 7 hT7xNVMEIZY Y FLET, ZiUZiL, Android Debug Bridge 7> & F#h T
RESNIZT Ny IREENET,

ATy T3 AR L TRELET,
ATYT 8 BHEDT Ny 7 LV i T 51203, [FUty b (Preset) | 3R L 7,
ATy TS EHEEGRFLET,

A—H—HR—F+

TNA A THREO— AWMU T 512X, =2 —F—xdbRiz, FLEFHEORY hT—2
F— N OIEREZITID ), TR — NI H R HEE TEDL LT HILERH Y F
T ZIEERD HEEOEAE S OMYFOL4H, BLOENL OMYFIEKET 5 FIlEEZ = K
Z—P—ZRE L B LERH Y T,

Cisco Tix., NV R —F ¥ A M Web XR—PZERL L T, T3 AT 2 EE R EHR A
a— P THRHETH Z E A BEID L E T,

Fl:ﬁ% D7R_ I‘ =)l

= PREELVR— FERET LT, MELAR— Y — VB AL ET,

\)

GE) MEONTF TN a—T 4 75T E . CiscoTACIZEL AR — N Y —vona /&g e

L9, EadamiEs oL, n/i3mEshEd, Bl BEs T 5anc, v 7 20Uk
LET,

a—PRMEL R — FERITT DI, BELAR— N Y — 7y 78 AL, BERBAELIZH
&, REOFEMZIEALET,

Cisco Unified Communications Manager @ [ A % <—47R— k7 v 71— RURL (Customer
Support Upload URL) | 7 o —/L RIZH— N7 RLAZBMT 20BN H Y £3,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



B rxsx—v#k—r7yTo—ruRozE

NRBZI—HR—F 7vTH0—F URLDERE

P—=RTT v Fu—RK A7 U7 a2 LTPRT 7 7 A VEZETHHERHY £, PRT
iZ. HTTPPOST AN =R LEHEH L, RONRXTA—F%T v7Fua— R (w/LF,3— | MIME
Tra—FT 4 T EER) IZEDET,

« devicename ({5 : [SEP001122334455] )

* serialno

(f5] - TFCHI12345ABC) )

« username (Cisco Unified Communications Manager CiXE S 415, 7 A A H O 2—H

%)

e prt_file (i : [probrep-20141021-162840.tar.gz] )

WIZH TN A7) FhE2RLET, ZOZXZ7 ) FMIHL ETEREH T, Y AaTiE, B
BRROYV—NIA VA M= NVENEZT v 70— R A7 V7 e R—KFLTWERTA,

<?php

// NOTE: you may need to edit your php.ini file to allow larger
// size file uploads to work.
// Modify the setting for upload max filesize

// I used:

// Retrieve
S$filename =

upload max filesize = 20M

the name of the uploaded file
basename ($_FILES['prt file']['name']);

// Get rid of quotes around the device name, serial number and username if they exist

Sdevicename
Sdevicename

$serialno =
$serialno =

Susername =
Susername =

// where to

= $ POST['devicename'];
= trim(Sdevicename, "'\"");

$ _POST['serialno'];
trim($serialno, "'\"");

$_POST['username'];
trim($username, "'\"");

put the file

S$fullfilename = "/var/prtuploads/".S$filename;

// 1If the file upload is unsuccessful, return a 500 error and
// inform the user to try again

if (!move uploaded file($ FILES['prt file']['tmp name'], $fullfilename)) {
header ("HTTP/1.0 500 Internal Server Error");
die ("Error: You must select a file to upload.");

2>

FIE

ATFY 1 PRIT 77— R A7V NEFETTELIF—R"ERELET,
ATV T2 =—XZADLET, ORI A—=FEZUFLTEEA7 ) 7 M 2ER LY, AESH TV
P TN AT )T N ERELTZY LET,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| »>75vz

ATvT3
RTv74

ATy TH

ATvT6

Web 759 9mbRy U—>oay bxmE [

Y= VT &7 v Fu—FLET,

Cisco Unified Communications Manager C, {Hl4 DT /A AREY 4 > KU, FEOEZE 7 1
7 7 A /v (CommonPhoneProfile) 1V 1> R, ElL [ Z—7 T A XEFHEDOKE (Enterprise
Phone Configuration) |V 1 > K@ [7F'm X 7 KNEAOFKE (Product Specific Configuration
Layout) ] fEIICEEN L £,

[ AB~—HR— D7 v 7 m— RURL (Customer support upload URL) | ZA 2L, 7 v
Tr— RN Y —NURLZ AN LET,

11
http://example.com/prtscript.php

EHERGFLET,

Web 75O X0 1)—2 3y FEEG

FIE

TV EFHLT, WO URLIZT Z7EALET, http://http://<Endpoint IP
Address>/CGI/Screenshot

AEE RO DT r T I RFRESNET, BEM T N —F—ID 4 LA T — REFH
LET,

TINAZADBLRY )= 3y bERE

FIE

[BEE4 > (VolDown) | R¥ & [BIR/AYY (Power/Lock) | A& 2% 3R L £,

T7I)gr— a3 yR—F

RIEN T SNA ZORER O, 77V r—2a o ORERONZEME L 4, RERT 7Y
= a ICEHELTCWAEEE. 77—y ar iR — bk B = EERBEWE DY
<TZEVY,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .
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ETIVEBRRAT—2 A E L VHRETHRER

o =5 LR (Model Information) (161 ~X—3)
o TINA ADAT—H A (162 X—)

E57)LIEEHR (Model Information)

BT IUERE FRT DI, [BXE (Settings) 177U r—3 a3 > T[T/34 RIZDLVT (About

device) | IR L £7, [ET/LEH (Model Information) | HEHIZIX, ROFIRTHEHA NS

TN TCVET,

% 23:CiscoDX ') — X T8N ADETIVIER

IHH

B

AT —H A

T RS DB IE R AR 5 T A =2 —,

Cisco +—H— HA K

REa2 X b~ 7 ML E T,

TER TR

F =T =R TA R REERET,

EFLER

ETNE S,

Android /X— g v

Android D X—2 5 VAR LET,

H— R R—T 5

Linux & —3 V&5,

/L K% 5 (Build number)

WEDY 7 hu=T ELR,

SELinux A7 — 4 &

enforcing & 72 1% permissive &7~k L 97,

[Cisco A— Ki&#R (Cisco Load Information) ]

TIT 47— R

BHEA VAR L EINTWVWA T 77— AT =T ON— 7 0,

giEOT v 77 L— K (Last
Upgrade)

A7 77— L0 =27 %7 v 77 L— R L7z HfY,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .




ETIERRT— % B L UHEHER |
B 5 zxox7—5xz

IEH BL)]

GE) TRAART v 77— FhofEik, [Ciscorn— RiE#R] ZVv—70OFIC 7y 77
L— RO A v —UNERENET,

Cisco Unified Communications M anager

T 7T 47 Y—3 (Activeserver) | T /3N ANMBEINTWDH Y — X—DDNS F/-I1XIP 7 F L
XO

A M INA s AR N = 3D DNS £72IT 1P 7 FL A,

Y23 a5RL—2 a3 VREAERSEY—IL

VAa aZRb—a VEHRE | B RET D00y —, Xy LT, B REZL R
Y —)L BOT 7Y r—ya Y OMEOHE, BXOIAZ~—

A= DEFA—NVT RLVAZBRBNLTANDLET, [EF
A—JLLR— FDER (Createemail report) 1 4% v 7 L

Tr7HERENEL, PR— MNIEELET,

2= WP X 2 T RELIRIF A — A= ITER LTV A BA, ST T A2y (ay
7 EITEER) IR —ABEEOY—N_R—F T g VOFICERENET, 22— R X T F
TTEREFE DOV —NICHEE L CWARWES, 7TA 2 idFrEnEd A,

FINA ADAT—H R

TNAAAT —H AERRTHINE, RET TV r—v a2 T[T/84 RIZD2LT (About
device) | >[RT—R R (Status) | Z#INL £,

RUTFTNAADAT—HE R

IER Bl

AT =LA A y— [AT—H# A A w&— (Status Messages) | Mg &K~ L E
T, Z2WE, BEERVAT A Ay E—YOa S BRENE
R

MDN T ZADENA NVEFEGERLET,

IP7 KL% THRAADIP T RLAZRLET,

Wi-Fi MAC 7 R L A BIFED Wi-Fi #5650 MAC 7 R L 2 242k L £,

A —%%v hMACT KL= BUEDA — P v MERO MAC 7 FL A &R LET,

Bluetooth 7 K 1- & Bluetooth v 7 v b MAC 7 FL A&t L £,

DHCP % [DHCP {&# (DHCP Information) ] [Hjfi% #1~ L £,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| EFIVERRT—42 X6 & UHHEHER

25—452 2vt—9 |

IHH

B

Up time

T NA ADFATIEH,

BIEDOT 78 A RA v

NI DA, [BIEDT 7B A R4 ; (Current Access
Point) | B ZF R~ L E T,

A =% v MR

[ —H %> R (Ethernet Statistics) | fi &~ L E 77,
T2, A=Y Fxy b b T T g v I EBEREINET,

WLAN # a5

WM APEA L. WLAN EHEEHEZ R LET,

a—LOfEEHEHR (EFH)

BHED a— VO EFEEF O T & LFEHERZ AL L E
‘d‘o

2 — /L ORERHE

BAEOa— VO EF IO H 72 L ERA R L F
7,

V)

a—/UEEH (LB T—

D=

BAEOI—=LDTLE LT — g VEDH T & LEHE
WARRUE L E9

AT—BRA Ayt—Y

[AT—H A A »E— (StatusMessages) |EAIZIL, T /54 ANARK L 72 BT SO D A7 —
BARAYE—VUNRERRENET, WORIZ, RARSNDAREDHDLAT —F A A vtE—T
ERLET, ZORIITE, =TT EEDIFETTEAT 7 arbaEnTtnEd,

[AT—HF A A vE— (Status messages) | EE xR RT DHITIL, [RT—FR AvyE—
(Statusmessages) | &% v 7' L £7,

BEOAT—H A X v—VEHIBRT D12, [PU7F (Clear) 1 2% v 7 LET,
[AT—H% A A vE— (Status Messages) | BE A& T T 5I21E, [OK] 2% v 7 LET,

RB:RAT—RR Ayt—

Ayt—

B

EAbNBINR EMUTE

CFGTFTP 14 X =T —
(CFG TFTP Size Error)

Tr AN VAT KL | T ADERE —E > ThHhLHEBRALE

T, W7 7 A NVOY A X
DREFTEET,

Frv YA xTT—
(Checksum Error)

Hoyrnma—RKLzY 7 b FRAADT 7 —AT =T OHF L a " —%
U7 T AN LT |TFTPPath T 4 L7 MU ICEXES, 771/

WET,

7 hUIZae—=T& 201, TFTP Y —3 Y
Vx Y MU CENTND EEEITTY, £
At —45L. 77 ANHBHRT D ATREMED

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



B x7—szx1ve—v

ETIERRT— % B L UHEHER |

Ayt—o

B

EAbNBINR EMMFE

DHCP # A A7 U b
(DHCP timeout)

DHCP %— N LE L 18
ATLT,

e Xy hU—Z BV~ ZOZTT—E, Fv
DR SN D &, BEIICHRIELET,

« DHCP Y — "L &EiEE Oy hT—2 %
Fv MU — 7 B AR L T IEEN,

« DHCP $— "3 %7 LT\ % : DHCP -
R L TL 72 &0,

s T =i  AXT 4y IPT KL A%
ZEERELTLIIEE N,

DNS ZA LT 7 K
timeout)

(DNS

DNS — SN GE LEHA
TL7,

Xy FT—=T EV— ZOZT =, R
DR SN D &, HERIZARR L ET,
«DNS — L EFHEOMICR Yy N — 7 #
Xy NU— 7 E AR L T EN,

¢ DNS r— "R H 7 LTV 5 : DNS P—3
BLTL &N,

DNS A~ 2 (DNS
unknown host)

IPv4 DNS 75 TFTP #—/3F
721X Cisco Unified
Communications Manager
AATE R CEEHATL
77

TFTP #—/ 3% 72 1% Cisco Unified Communicat
DIRA M4 73 DNS THTNIHER S TN D
TLEE,
RANGTIEARS IPT RLAZMHT 52
TLEEW,

IPREELTVET
(Duplicate IP)

T A AZEID HTH T
IP7 KL AL, BT A
ADMEHAP T,

TNA RNZABT 47 1P T RUAREY
WAHGEIE, EETLIPT KL AZEID Y
ZEEMREL TN,

DHCP ZfiH L T\ 5 5A 1L, DHCP #—~
BLTLEEN,

1=V OE T —
(Error update locale)

12U Eovr—h)¥— 3
v 7 7 A LI TFTPPath 7 «
L7 RN TR -
e, ERITEHTIEHY
FHATLEE, vr—LiX
EHEENEFHEATLE,

Cisco Unified Communications Manager 2> 5, ¥ 7
[TFTP~ 7 A /L& EE (TFTP File Management) |
V7 MUICHET D2 Z L 2R L TS EEN,

« kv hT—7 mir— L LA LANIOYT T
FHETH7 7 AL

* tones.xml
C e m L LR ARV T T 4 L
THT7 7 A

* glyphs.xml
* dictionary.xml
* kate.xml

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)
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25—452 2vt—9 |

Ayt—o

B

EAbNBINR EMMAE

77 AN FHA
&lt;Cfg 7 7 A /V&gt; (File
not found &It;Cfg File&gt;)

TFTP $—/3C, £HE[<— A
DT T HIVEDFRET 74
JIVINEOMNY FHATL
7=,

a7 4 Xal—ar T a0t TNA
Communications Manager 7 — & X — A [ 218/l
NE9, FEIEHED Cisco Unified Communicatio
B R— AN AFAE L7204 TFTP H— 3%

RO A (CFG File Not Found
THERLET,

o 5 /34 A M Cisco Unified Communications

SNTVERA,

TSN AD HBEEERZ TR LR WA
Communications Manager (27 /N1 A % F

ERbHY £,

« DHCP Zf#i [} L T\ 534 1%, DHCP ¥
TFTP —_ZHHEE L TWD Z & 2R
CALT 4y IPT RLUAZMH L TU
P—RNOFELHERL T TEE W,

IP 7 KL A fEh (Ip
address released)

FRA AL, IPT RL A%
T DL OICRESINE
Er

FNA AL, BEE L 7/ NTT D0, F T
LA&ZY 'y hTBHFT, 74 F/VIREED F

ESESNZHC Or— R
(Load rejected HC)

gyra—REnl7r7)
=g UiE, T A
& DHEIMENDH Y X A,

ZDFTNA ATON— R = TEE L R—
N=Pav DY T =T %A VA =L
ﬁzbiﬁ‘o

T ZZHID B THR-r— R ID &R
Unified Communications Manager’> &, [T /34
[EEE (Phone) [1ZEIRLET) . T/31 A
Hr—REHmANLET,

T 7NV N—ENEHY
F4H A (Nodefault router)

DHCP £7- XA %7 4 v/
HETT 7+ /L kN L—EZR
BESNTWERHATL
7=,

c TNARZAZT 47 IPT KL ANRE
WAEAIE, T 7 4V b —Z B E
R L T B,
« DHCP %l L TW 54 1%, DHCP ¥
kL—& 28 LT\ EH A, DHCP Y
LT EEN,

DNS — NP R3H Y £
A, (No DNS server IP)

ARNIEES N TWE L
23, DHCPE 213 AZT 1 v
7 IP §% % T DNS $—/3D
T RUABNRESNTVE
HATL,

FTONA ANZART 47 IP T KL AN
WD EATE, DNSH— _—3 ks
LTL7EEW,

« DHCP % f# /il L TW A 8341%. DHCP %+
NEEME L T ERA, DHCP Y —0
<TEEWY,

CiscoDX > ) —XEEHA K, ') —X10.2(5) .



B x7—szx1ve—v

ETIERRT— % B L UHEHER |

Ayt—o

B

EAbNBINR EMMFE

84 A M A VA F—)L
SN TWEHA (No Trust
List installed)

CTL 7 7 A )V F 721 ITL
T 7 A IVINT A AZA
A R—=LENTWVERA,

{248~ 7 A /L2 Cisco Unified Communications Ma
INTWERFA, ZHNIET 740 TlEER =2
A—FLZEEA,

fEHEY A hOFEMIZOWTIE,  [Cisco Unified Co
Manager Security Guide] #ZM L T 7E &0,

Cisco Unified
Communications Manager (Z
Ko THEENER S LE
L7z

Cisco Unified Communications
Manager 7> 5 D ERIZHEESH
TT /A ANFEE LT
ESc AN

Cisco Unified Communications ManagerPN D7 /N A
E AT AR B 0 . [EA (Apply) ] %
A LE L,

TFTP 7 7B A =7 —
(TFTP access error)

TFTP % — 303, fFAEL 720
T4 L7 M) EFETELTW
£,

« DHCP %[ L T\ 5541, DHCP H—

TFETP +—RZHETELTWVD Z L 2R LT
cAXZTFT 4w IPT RLAZEHL TS
= NORELZMHERL TIIEEN,

TFTP =< — (TFTP error)

F A ANTETP Y— 33—
bifgftahiz=I— a—FK
ERELCOEREA,

Cisco Technical Assistance Center (TAC) (ZHfE L

TETP % A A7 v + (TFTP

TFTP — "B HE LA

Ry RU—Z EV— 2T —E, Fv |

VY a v EETLED
ELELERD, —k»
T A= AP LR
OIZHA LT T M0 FE
L7,

timeout) TL7, B I NS &, BRI L £,
s TFTP - — "— L &EiG L OFlIc Ry N — 7§
Ty MU — 7 B AR L T IEE 0,
¢ TFTPH— 3% 7 LT 5 : TFTPH—~
R LT EEW,

2A LT TR BB RN 802.1X b T | EIL, 802 AX BN AA v FITERE S TUaE

ZA LT RLET,

fE4E U A M OFEHITHRIL
F L7z, BREICRRLEL
7=

CTL 7 7 A VB L VITL
77 A NVOEHFNTR L F
L7,

TS —RRELFIBASICERINDEA vE—,

N—=T g 77—
(Version error)

=R 77 A VOLHIDBAR
IEVC“j—o

FRAZADOE— R 77 A LBIELWARITH D
TLIEENY,

TS RALITHRST D
XmlDefault.cnf.xml, F721%
.cnf.xml

a7 4 X2l — gy
7 7 A VDL,

L, ZOary7 4 Xal—ray 77AWT
Xl —ar 77 ANVDLARIERTHERA
LET,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)



| EFIVERRT—42 X6 & UHHEHER

1 =3y MREHFER

[f —Y% 3 v bHiRE (Ethernet Statistics ) | BE X, T3 ABILNFR Y NI —7 D7 4 —

WLAN #f&t

T RCETOERBFIRENE T, UFORITIE,

£

e N |

Z OB TER SN DR ZHHA L T

A =%y MEsHEREZ R TRT DI, XE (Settings) | 77V r—rarTlA—HFRy b
e > fFHICDULVT >  (About deviceStatusEthernet statistics) ] Z3&R L 97,

[Rx Frames]. [Tx Frames]. 33 X O'[Rx Broadcasts] Dftita 02U &y b9 212, [ZU7
(Clear) |24 7 LET,

[ —% > v b#Eit (Ethernet Statistics) | HiMH & T3 2121, [OK] 2% v 7 LET,

®26:14—H2y MRt A vE—DER

I5H

aEA

Rx Framesrx 7 L — A

ERVERS

Tx 7 L — A

%
EENT v MK

Rx Broadcasts

ZELie7r— Ry X b X7y b0k

Feh1 AL v F R—FDOWELT 2T L7 A
R—F2 PCAHR—FOHELT 27y 7 A

CDP A7 —X& &

BI{ED CDP A7 —# A

[WLANHEEHE# (WLAN Statistics) ] H/[H 21,

ShEd. UToRICE,

F3A A & WLAN ([ZE 2 S =R
ZOHEETERRINDEREZTAL TWOET,

[WLAN #t5t (WLAN Statistics) ] Hiffi % &9 5121%, [T/34 XIZDUL T (About device) |>
[RT—% X (Status) ] >[WLAN #f5+ (WLAN statistics) ] =R L £7,

WLAN #Eat i 2 #& 79 5121%, [OK] &% v 7 LE7,

= 27: WLAN #f&t

IHH

B

Tx 73 M (tx bytes)

P ST MK

Rx /XA | (rx bytes)

FlEENAA MK

Tx 737w & (tx packets)

EEEINTT—% Ry MK

Rx /3 M (rx packets)

SR ENTT =5 7y MK

CiscoDX > ) —XEEHA K, ') —X10.2(5) .




EEEFEOMEIER

ETIERRT— % B L UHEHER |

IHH

B

Fay 7SN/ Tx 7y b
% (tx packets dropped)

Ry ZSNEREERT— 4 7 v b

Ry 7SN Tx/7 v b
% (rx packets dropped)

Ky P SNTEZEEAT —F Ny MK

Tx "> b =7 — (tx
packet errors)

RAGHHT =4 "y b T8

Rx N7 v b =7 — (x
packet errors)

TAFHHT—H 7y b =T K

Tx 7 L —2X (Tx frames)

EEINETL—A0

Tx~v/VFF¥ AR TL—LA
(tx multicast frames)

Tu—RFFy 2 FELFVATHRY X PELTERFSNET L—2A
e

Tx U 74 (tx retry)

AT /XA R L - THERBINE SN2 1 BIOFEE A v B2— U8

Tx~v1VF U T4
retry)

(tx multi

RS % F TOREHFRITHEE

Tx Z&BX (tx failure)

EEINEPoTT L— A

RTS k) (rts success)

*Ied D CTS #xfg LE L-

RTS 2= (rts failure)

ZEINRNoT- T L— AL

ACK %F& (ack failure)

TIRARA L MPMEEEHEGELEEATL

RxEHE 7 L —24 (x
duplicate frames)

EESNEZEE~LVFXY AN X7y MK

RX 7T 7 A KXy b
(rx fragmented packets)

SZEINTETITTA N ATy RO

o—=3 7

HWIEOT 78 A RA L b —3 7 IR

===z = =1 1=
FEEEEDMETIEEHR
EAED [ — L O#EE (Call Statistics) [ HHIZT 7 ¥ AT 5 &, FDOIT—NLDOH T H |
Mat, BIOEFRWEA N v 7 2 RRTEET,
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| EFIVERRT—42 X6 & UHHEHER

\)

srgzositEs [

6=

Web 77 U EEM LT, [A Y —2L0OfE (Streaming Statistics) ] Web ~—3IZ7 7 & X
L. VE—MIa—HHEHREERTEET, TO Web X—VIZiE, T35 ATIFFERT
X 7pUBMO RTP #7224 (RTCP) #EHNEENTWET,

H—Da—LPEEOFFRA N —LE2ERT 5808560 308, HEOFHFA MU —AIZ
Mt 7 =2 0RFy 7 FrEnEd, BFA N —AE, 2002 RiRA > MEDO 7
FNARY—=ATE, —HOZU RRA 2 MBMEEICRD L, a—RG EE#ERIN TN D
BAETH, BFA N —AIEIELES, a—ARHFHINLE, FTLOWEFR 7> B A b

U—2aWfissih, DAioa—L F—=2 3 Lna— L F—2ItkoThEZINET,

BHOEF AN — NI T DG HRO 2 —/LfEE (FF) 28R T 251203, [EE (Setings) 1>
[T/34 RIZDUVT (About device) ] >[RTF—H R (Status) |>[3—/L#EE (EF) (Call

statistics (audio)) & 3®IR L F 7,

LIFOERTIE, = —/VE!

* 28: 0—I)LEREHIER

HA) EE RS 5EA 2 RIS L TR LET,

IHH

Bl

ZfEa—7v7

ZREENEZEFA N —L2DOX AT RTPA M) — 7 F—F 4 4
DEETLZ—T v7) . AAC-LD, G.722, iSAC, G.711 u-law, G.711
A-law, iLBC ¥ X 11 G.729,

EEa—7v7

EEENEEFA N —2DXAT (RTPA N — 07 F—F 4 F

(Sender Codec) DEETaT—T v7) . AAC-LD,, G.722,iSAC, G.711 u-law, G.711 A-law,
iLBC and G.729.
ZETAX ZREFTOEFARN)—A RTPA M) =07 F—F 14) OFFN

o b HAZ (RUB)

EEY A X (Sender
Size)

EEFOEFA N —LOEEry A X (2 U)

Z{Er > b (Revr
Packets)

B AN —AOBMLIRIZZE L7- RTP &5 /37 v b D%,

GE) Zo¥EIX. LT LLa—LORRELLIEICSE L7~ RTP &5 3%
T FOBELELWEIZRY T, ZIE. I—AREPT
REAENDZENHHNETT,

EIEX7 > b (Sender
Packets)

HAE AN — AR CUABRIZIEE SN2 RTP BN v O,

GE) ZO¥iEE. WP LELa— LOBELIERIZEE S RTP S5
Ry "OFEELWEZRY A, 2L, =—03Ed
THREBENDZENH LB TT,
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EEEFEOMEIER

ETIERRT— % B L UHEHER |

IHH

B

W)Yy Z— (Avg
Jitter)

ZEPOHEHE A b Y — BB S AT BBIE ST, RTP /< b
Uy = DRI Sy MRy b U= &R T B BOBI7
SEAE) (3 U BDEEAD)

KT v ¥ — (Max
Jitter)

ZETOEFA N — LIRS T LRIIE SR RY v 2 — (R
URPHAL)

AR HIER

ZAERDOFFEA RN — LA THRIESNZRTP X7 v b CRER 7y
k. BEORBEREIZLD)
GE) T8 AlE, CiscoX'— b oA DAERTHIA a—RK 247

19Dary 74—k JAX NNy MEFEELET, ZNIZE-
T, 2O T EARESENET,

ZAFEI Ny b
(Revr Lost Packets)

b= RTP 347w b (fngspicsEs) |
RELTWD RTP Ny NOEIGH T aIZEHERENET,

BT L— Bk
(Cumulative Conceal
Ratio)

BEf 7 L — DO A, B A N — AOBIMGLIRICZE Shi-EE 7
L — L OfHE THE - T fH,

ERIR AN =L &=
(Interval Conceal
Ratio)

TIT 4 TR EFICIATT 3B OBRICB TS, HF 7 L— ATk
THREIM T V—LDR, FFET 7T 4T 4 (VAD) ZfH LT
WABEAIE, T/ T4 TR EFREIWEDLDIC. bolEVEN
VB2 D Al RetER 0 £9,

BARK7L— A%
(Max Conceal Ratio)

EHHA DY = AOBRLUEE, &b e\ O ROBRKER,

7 L— MARIEER R

(Conceal Secs)

BHAA N — AOBIRLIRE., BhA <> b (7 L—2a48K) BhHotB
B (A 72 7 L— AR AEFDE (Severely Conceal Secs) | D% &
ie) o

TR 72 7 L — BB RTE
HEFVEC (Severely

Conceal Secs)

TR A N —ADOBRRLIE, 5% 82 DFEmA < b (71 —2448
5 N TR,

PRIE Xy NU—Z7BEOHEEM (T VRHEA) , U RN v 7 BIEDHE
TP OEBEEZELET, 2, RICPZELER—F 7 a v 7 D%E
FRCHIE S ¥4,

X(E4 DSCP EEMISIP > 7V 7 %4> k@ DSCP fE

12D DSCP (Receiver
DSCP)

AEH SIP >V v 784w @ DSCP &
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ot

mazositan ]

IHH B

%{23 RTCP DSCP E(E4 RTP /X4 k@ DSCP &

%{g#1 RTCP DSCP {53 RTP /3%~ k@ DSCP fi
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Web ~X—

ATy T
ATy T2
ATy 73

RTv74

ATy TH

5 19

JE—FEZZYYT

i

* Web ~—7 7 B ZDFRME L EHME (173 ~—)
¢« T A Web R—T~DT I A (174 %—)

o TA AFH (175 _X—)

Xy b=ty T v (176 X—2)
X2 UT o HEH (183 X—)

o A=Yy MEEHER (184 X—)

* WLAN OFE (188 ~<—)

s TS A BT (190 X—Y)

¢« Z MU —LDfEER (190 _—)

7Ot ADFEME EENE

X2 VT 40 FOBEBENS, T8 AD Web RX—U~DT VB ALT 7 4V b TTENZ 2o
TWET, 2k, ZOTFTHHIN TS Web X—VBIVEALT 77 R—F LT
TRHATE 2720 FT,

FIE

Cisco Unified Communications Manager 7> 5. [T/34 X (Device) |1>[E&ZE (Phone) ] Z#IR L
£7.

TNA ADRBEMEEELTCHRE (Find) 127V v 73250, X [RER (Find) 1%
7V w7 LTINTOEFD e TR LET,

TNRAARZLEZ T Vw7 LT, T3 ZAD[BEEDH#EM (PhoneConfiguration) 17 1 > K7 %5
TET,

[F'e X7 NEAOHERK LA 7 7 & (Product Specific Configuration Layout) &2 3 > & T,
THECAZ =)L LET, Web TP R (WebAccess) | Fuvy 74U 2 Ens, [B
%1 (Enabled) ] 23R L T Web X—T7 7 A HCT 57, [EX (Disabled ) | %384R
LT Web = 77 EAZWHZLES,

[fR7F (Save) |27 U w7 LET,
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yE—FE=SYVY |
B 52 Web —Sn0F 52

(3¥) Cisco Quality Report Tool 72 & D—HOFEREIL, 7 /31 AD Web X—UIZT 7 A L2
WEELLSEMELETA, F72. Web 7 7 BRZHINNIT L L, Web 7 7 & AKTF
THh—ERTEYV T 4 TV r—va T hgBLET,

FINA AWeh R—SADT7 1R

FIE

ATFYT1 ROWTNNDHFEEFEH LT, TAZDIPT FLAZEEL X,

« Cisco Unified Communications Manager C7 /3 A Z# &3 5 121%, [T/31 X (Device) ]>
[EEE (Phone) | %R L £9, Cisco Unified Communications Manager {25 #k ST 5
TNAATE, IPT FLAR, [BEMERE—ERT (FindandList Phones) 17 ¢ > I
TEB IO [EBEDOHERK (PhoneConfiguration) |1 7 > RO EEICERESNET,

« TNA AT, [RFE (Settings) | >[T/\1 RDORXT—4 X DHCP 1&#R (About device) ] >
[RT—A R (Status) |>[DHCPI&E# (DHCPInformation) ] 23R L, Wi-Fi £72131 —
Yy hOIPT RLAZRELET,

ATV T2 Web 77 UHEBANT, IROURLEZASNLET, 2T, <IP address> [X7 /34 ADIP T R
LV ATY,
http://<IP_address>
TS ZD Web _X—UIZiE, RO PE Y ZPNEENTVET,
o [T /31 A1E# (Device Information) | : 7 /34 AR E & BEEHREFHAET,
s [*v T —75E (Network Setup) ]: v U —7 OFEFREGHET,
s [B¥ =2 VT o 1EH (Security Information) |: B¥ =V 7 WA RM L £,
o [ —V % MEEHEHR (Bthernet Statistics) 1: %y NI —27 v 77 ¢ v 7 BT HEH%E
T D2RDONA NRN=Y I PREENET,
o [4 —H %> MEBH (Ethernet Information) ]: A —V v b T 7 4 v 7T H1E
WERRLET,

[TZ7EA (Access) |: TRAALDOEDOFR Y hT—2 T 7 4 v 7T H1E#RE
Bk L £,

o[y U= (Network) 1: T XA ALDOMOR Yy NU—2 T 7 4 v 72T 5
HmERt L E3,

« WLAN DR E
« [BIAEDAP (Current AP) |: BAEDT 7 & & RA v MBI HIE@RERIEE L £,
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| vE—FrE=SUYLY
Friqzmg I

« [WLAN #aH5# (WLAN Statistics) ]: WLAN b7 7 ¢ v 7 ([CBT B IR AR L £
‘g_o

[T A7 (DeviceLogs) ]: b7 7 a—T 4 v ZIE M AT R/ @ A R 5 L
TONANR—=Y T BERHEzT,

e[z Y —/b 17 (ConsoleLogs) |:MlxDus 77 A N~DNARX—V 7 nGE
hij—o

s [=27 X7 (CoreDumps) |: fllx DX LT 77 A N~DNAN—=Y 7 REEIE
‘g_O

o [RT—H A A vt— (Status Messages) ]: 7 /NA ADRERRITEE L THHARS
NIZEHDAT —Z A Ay E—UHERKI0EREENET,

o [Ty ZDFER (DebugDisplay) |: N7 7Ny a—TF 4 7OV R— NEAKET D
BEIZ. Cisco Technical Assistance Center (TAC) (A HRT Nv 7 A v —VhEHRE
—g—O

o [A MU —ALODHEE (Streaming Statistics) ] : [FF & BT 4 DOftEr (Audio and Video
statistics) ]. [A b U—21 (Stream1) ], [A b U —2A2 (Stream2) ]. [A b U —2A3 (Stream
3) . [AhVU—2A4 (Stream4) ]. [A RV —2A5 (Stream5) ]. BLP[A I —L46

(Stream6) ] NA/N—V 7 &R, SEIERAN) —ADOHFHERNPERINET,

TN AR

T AD Web ~<X— D [T /34 AfEH  (Device Information) | fEIKIZIZ, T /34 AF%E L B
HERE S ET,

£ 29:[T /51 R1EER (Device Information) ]tEEDIER

EHE Bz

A —=¥xy b Xy |[A—=FxRy bRy hU—7KE
ARFE NI

Wi-Fi & > U — 7 IRBE | Wi-Fi X v U — 7 JKEE

[MAC 7 KL A2 (MAC | A —H% %> FMAC R L %
Address) ]

WLANMAC 7 R 2 |Wi-Fi##:D IP 7 F L&

NN MAC 7 RL A ZEDSNTT A ZICHBICE Y Y THN D —E D
EE =4I
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yE—FE=SYVY |
. FYbrI=U Y bTYT

I5H EHEA
Wanias s (Phone DN) |7 /34 AIZHIY K THN TV D Eahid 5
N—=Pa v THRAATEITL TS 7 7 =LA77 D ID
N=Ry=TVEYa [T/ ADN— T =7 OEEAE
Ve
U TNES (Serial |7 /3A AEFGDTY TIEE
Number)
ETNEE TNA ADET IVE
Ay —U%F TNRAADT TA<VERETREL TVWDEIRA A A v E—URHLEINE
IMERLET,
UDI T34 ZZBIF %D Cisco Unique Device Identifier (UDI) {&# % /R
l_/i ‘a‘o
[TNA A Z AT (Device Type) |: N— K77 ¥4 T hHRLE
7
o [T 34 ZADFB  (Device Description) ] : /REIIZET IV XA ST
BT 5N TND T A A4 RIERRLET,
o [V 7 )vES (Serial Number) |: 735 AD—FED LV T IIVE S
ERELET,
IRF ] T3 A3 ET 5 Cisco Unified Communications Manager @ H £}/B§%] 7
JL—T b B L7 R
N T8 ADET % Cisco Unified Communications Manager ¢ H f+f/8¢%] 7
N—=T NG INTZZA LY —
H f+ T3, ANET 5 Cisco Unified Communications Manager @ H £f/B§%] 27
N—T BB Lz B

2y I — Yy T VT

TNRA ADWeb_X—NZH D [Fy hT—27 Dty b7 v 7 (Network Setup) ]fEIKIZIZ, v
T — 27 OREFH & EOMOREICET HIHFMAERINET, ROKIZ, ZNHOHA %

~LET,
INBHOHEEDEL X, T AD [%E (Settings) 17 7V 77— a U bERBLORE
TEET,
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R30: 7y bT—UDHREEEB

Y bIT—=U Y TV .

I5H

Bl

Wi-Fi 1§

Wifi DHCP #—/3—

TA AD WifiIP 7 R U AHfS5C & 72 % Dynamic Host Configuration
Protocol (DHCP) #—/ XD IP 7 KL A&,

WiFiMAC 7 R L A

FRAAOWIiAT 4T T77EA a3y re—1 (MAC) 7 RL &,

Wi-Fi IR 2 M4

DHCP H— 33T 3 A ZE Y 4 TlahR A MM,

Wi-Fi KA A 4

FNAANFIBT D RAAL L X —Lb AT 5 (DNS) RAA D4
ﬁleO

Wi-FiIP7 R L&

5 73A A ® Internet Protocol (IP) 7 KL A,

Wifi 7%y b v A7

THRAATHER SN 7Ry F A7,

Wifi & 7 4L k JL—4&

TNNAABERT DT 740 b —4,

Wi-Fi DNS % —/3— 1

T, ATHH &5 77 A~ U Domain Name System (DNS) H—

N

Wi-Fi DNS H#—/3—2

TNRARATHRAIND AT > a DNy 7T w7 DNS r—r3—,

Wifi EAP 583E

EAP 8GERR E &~ LE T,

Wifi SSID

HAED Wi-Fi SSID 7 L £

Wi-Fit %=V 7 ¢ E—F

BEOWi-Fit¥a U7 4 E—RErLET

Wifi 80211 £— K

HIAED Wi-Fi 80211 F— R&RLET

A =%y M

A —% %>~ ~ DHCP #—

IN—

TS ZADIP T KL ARfGIT & 72 5 Dynamic Host Configuration
Protocol (DHCP) #— 3D IP 7 FL X,

A —Fx v FPMAC KL &

FNRAZDATF 4T 778 A arke—i (MAC) 7 RL A,

A =Ry b RA M

DHCP H—/ 337 /31 ZZEIY B TR R M,

£ =%y b RAL 4%

FRAL ANFET D RAA L X —2Lb AT 5 (DNS) FAA D4
ﬁﬁo

Ethernet IP Address

T34 A D Internet Protocol (IP) 7 KL &,

A—=FFy b ¥FTxy b
~ AT

TNRAATHHEIND Y TRy b vA 7,
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yE—FE=SYVY |

IHH
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A —H %> k DNS #—
1

T, ATHH &5 77 A ~ U Domain Name System (DNS) H—

IN—

A —¥% %> b DNS #—

I)N— 2

FRAAZATHEHENDL T T a Dy 7T 7 DNS H—3,

Hefot S VLAN ID
(Operational VLAN ID)

TIRA AP A X— |72 5T 5, Cisco Catalyst A A FITHEAK S
NIMighfEe — A =7 v U —2 (VLAN) ,

Admin. VLAN ID

FORA AP A L N—|Z72 5 TV DB VLAN,

PC VLAN

PCIZRE(E &7 v Ry 802.1P/Q & 7 il LHIBR T 5 7291
i S+ % VLAN,

SW AN— k DHEE

AL o FR—=FOHE LT 27y 7 A, IROWTANIRY ET,
‘[A]: BRI T —T 3
* [10H] : 10BaseT/}: &
* [10F] : 10BaseT/4:
* [100H] : 100BaseT/*> "
« [100F] : 100BaseT/4:
* [1000F] : 1000BaseT/4
[V mH EHA (NoLink) ]: AA v F R— b ~DOHEN
HYFEHA,

PC R— d

AL o FR—=FOHE LT 27y 7 A, IROWVTANZ/RY £,
c[A]: HEIR T =— 3 v
* [10H] : 10-BaseT/¥-
* [10F] : 10-BaseT/4 1
* [100H] : 100-BaseT/Y: &
* [100F] : 100-BaseT/4=
* [1000F] : 1000-BaseT/4x &
[V mbyEHA (NoLink) |: AA vF HR— b ~OFHN
b EHEA,

IPv6 |5 3R

IP7 KLy s E—FR

IP7 KLy o7 £—ReRmLET,

IP % EE— R

IP BRI E— REZ/R L E 9,

IPv6 B &K

IPv6 HEER A R D EN 2 R L E T,

HHET R AR

HET B VAR R L ET,

. CiscoDX V) —XEEHA K. ') 1)—X10.2(5)




| vE—FrE=SUYLY

Y bIT—=U Y TV .

IHH

B

[VAA VLT N Ave—Y
% A (Accept Redirect
Messages) |

UEA VT kA= O%F ANKAIDEN ) Z R L ET,

[vVTFFxy A DT a—
BURIZINZE (Reply
Multicast Echo Request) ]

YNFF Y R b A —BRADISENFNED DR L ET,

IPv6 7 R LA

BaiDA L H—F v b Fahan =326 (IPv6) 7 KL A,

IPv6 L7 4 v 7 A

IPv6 V7 4 v 7 AEERLET,

IPv6T 7 4 )L hjL— &
(IPv6 Default Router)

T 7 F Ik N—HERLET,

IPv6 DNS #—/N1 (IPv6
DNS Server 1)

R CHA S5 774 < ) DNS #—5,

IPv6 DNS ¥—,32 (IPv6
DNS Server 2)

FNRAATHBAENDEA T 2Dy 7T 7 DNS —r3—

IPv6 3 TEFTP (IPv6
Alternate TFTP)

T ADRREE TFTP =2 L TN E I nE R LET,

IPv6 TFTP #—,31 (IPv6
TFTP Server 1)

FNRAATHEHEIND, 7T A~ Y @ Trivial File Transfer Protocol
(TFTP) H—/,3—,

IPv6 TFTP H—-X2 (IPv6
TFTP Server 2)

FTNRAATHERENS, /Ny 7 T v 7@ Trivial File Transfer Protocol
(TFTP) #—/3—,

CUCM DO E
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yE—FE=SYLY |

IHH

B

CUCM Y—"—1~5

T NA A %X AT HE 7R Cisco Unified Communications Manager 5 —/3—
DAAMEIZIPT FUA (BJEEIE) o BRIE Sz Cisco Unified
Communications Manager ##g 4 21t T % 2 SRST/L— & H3Mf F FIRE 72
e, HAIZZOL—FDIPT RLARRRINLZLHHY F
R

i ATRE /2 — R — DWW TIX, Z DIEH T Cisco Unified
Communications Manager % — 3D IP 7 R L X & IROREDO T
MRFRINFET,

[7UT 47 (Active) | : EifHENBIE 2 — VILELY — B X %%
IF TV % Cisco Unified Communications Manager H—/3—,

« [RB2NAL (Standby) ] : BIFEDO T — " —03MEHARRRIZ R > 72
Baz, T B 2 5 Jed Cisco Unified Communications
Manager % —/3—,

«[FZ 2% (Blank) ] : Z ® Cisco Unified Communications Manager
PR —~DOBIEDOHE I H W £ A

THHZIX, Survivable Remote Site Telephony (SRST) fRELEH D =
ENTEET, T, BRE X HL7z Cisco Unified Communications
Manager FEREZ Rt T&X 5 SRST V— X 245 E LT, ZDL—4
X, T TP Cisco Unified Communications Manager H#—/3—7)3
BERREIC R > T2 5A1IC, a— /L O A 5| Z#kX £4, SRSTCisco
Unified Communications Manager (X, 727 7 4 7 Th->ThH, WIZHh—
W=D U A NDO%RIZFE R EIET, CiscoUnified Communications
Manager EELD [T /3A A 7 —/L (Device Pool) ]V 4 > K CSRST
N—HF T R AZ LET,

Information URL

T OBEEEIL. CiscoDX U — R T34 ZADji fFCHHRE— FZhTWn
EH A

74 L2 FVU URL
(Directories URL)

Z OBEREIE. CiscoDX vV — X F N4 2Dl THAE— ST
A,

A w—TURL (Messages
URL)

Z OKEBEIL. CiscoDX ) — X F AL ADWFTHFE— RS T
FHEA,

#— ¥ X URL

Z OFEREIL. CiscoDX U — X T34 ADFTHAR— I T
FHA

fREDIERE (Forwarding
Delay)

V2= T BLIRT—=0 0 25— FTESL I A FRE,

7 A K/ URL

Z OREBEIL. CiscoDX vV — X FNRA ZADOWFTHHR—FIhTH
FH A,
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URL DT A RV (Idle
URL Time)

Z OMEREIX. CiscoDX ¥ U — X T34 ADM )T THR—F I T
FH A,

7'a & Y% — 33— URL

Z OREBEIL. CiscoDX vV — X FNRA ZADHFTHHR—FIhTH
FH A,

HEE URL (Authentication
URL)

Z OHEREIT. CiscoDX 2V — X F AL 2D FTHR— X TW
FH A,

TFTP ¥—/,3 1 (TFTP
Server 2)

FRA ATHERENS,. 754~V ® Trivial File Transfer Protocol
(TFTP) H—/ 3—,

TFTP ¥+—/32 (TFTP
Server 2)

FTNRAATHERENS, /Ny 7 T » 7@ Trivial File Transfer Protocol
(TFTP) #—/3—,

% TFTP (Alternate
TFTP)

TN ZPRIETFTP I — =2 LTV E D hERLET,

a—W 14— (User
Locale)

FNRS A a—P—CBEfF O TS a—F—asr—iL, ik,
Zx v b, AfFEEAOER, BLOERFEF—AR—FOT XX b
B Y, 2=V —%2 YV FR— 5200 - HEHOFEMEFREZ R LE
7,

S hT—27 alr—)v
(Network Locale)

TNRAAFy NU—=ZIZEEMITF O T Db 2—Y—alr—, 7
NAZAPMERT 5D b= Wi OERR & FEDGITICH 5
FTNRA AP R—= 1T D22000—HOEMBFREZ R LET,

—Y— 1 r—)L N—
Tayv

TNAA AZe— RESffca—Y—alr—LoN—T 3,

Fy NU—27 alr—)L
Ne—T g

TNRAR B — RENTZRy NT—7 alr—LONR—T 3,

PC "— h & HZhi2 35

FA AD PC R— M IEPED R LET,

GARP %1 9 A A3 Gratuitous ARP JHE DS MAC 7 RL R ZEET 2089
MWERLET,
v A RERE Al O FTNRA ANETF a—)VIIBIMTEDINEINERLET,

RAAVLAN 7 7 2%
Ak

T INA AD PC R— MBI NTZT A ANEHEF VLAN ~D T
B RABHRTHNE I MERLET,

EEDpESNET

TNA ZADHERIREFRPZ AN 2> TN E I ERLET,

BEEHIE O DSCP

o— LI 7Y > 7> DSCP IP 4334,

7% & H Dscp.

T NA A DR ERDE D DSCP IP 434,
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H— "2 i} DSCP

F R ZAR_R—Z DY —E 2D DSCP IP 435,

%=y 7(E—F
(Security Mode) ]

FTNRARAHKEENTWD X2 T4 E— K,

Web 77 & &

TNAAZAD Web 77 B AR ([IFE (Yes) ) ML) (Wi
(No) ) & RLET,

PC R — b D AR

TNAATHRYy NU—7 R—=PFTCEZEINLI XNy NaT 7k A
WCHRET AN E I TR LET,

PC 7"— b ko CDP

PCAR— R TCOPBYR—F SN TWDEMEI NERLET (T 74
VR TIEAR)

CDP 73 Cisco Unified Communications Manager CH#%) 72354 PC AR —
N CDP Z #2325 & CVTA BEME L 72 < 72 5 T L AVRTEENR
TRINET,

PCR—h & AA v F R— D CDP ICBT A BIEDMIL, [RE
(Settings) | 77V r—a VZERREINET,

SW R— k = CDP

AA v F R—FTCDP BNV R—FINTWENE I DERLET
(T 7V N TIHED) .

TNA AR, BRI — 3, QoS EH, BIU802.1x X =
U 412 VLAN 2%V 4 THEAIEX. AA vF R—FTCDP 24
Mz L ET,

T AW Cisco AA v FIlEEmINDI L X, AAf vF KR— K TCDP
AN LU ET,

CDP 3 Cisco Unified Communications Manager CHEZNIZ /2> TV 5 &
XL, T3 A% Cisco AA v FLSND AL » F I8 L= HEICR
D, AA v F KR—FTCDPEINIT 5D Z L a2nTEBERRRIN
F9,

PCR— bk & ZA vF R— @ CDP I 2 BAEDMIL, [RE
(Settings) | 77V r— a VZERINET,

[LLDP] : MED SW 7" — |

AA »F 7"— T Link Layer Discovery Protocol Media Endpoint
Discovery (LLDP-MED) AN/ > CWANE I MhE R LET,

LLDP PC #~— k

PC 7" — b T Link Layer Discovery Protocol (LLDP) 723 ZhiZ72 > T\
LHMEIMERLET,
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S TTUESI T N |

BB EREA
LLDP Power Priority TN ADBINEREE AL v FIZEIL, ZHICED AL v TFN
BHEZBENCT A AR TE DL LI LET, ROREDRH Y
i‘a—o
« [RBH (Unknown) ]: 7 7 4/V k
. K
=
e 7 UT 4 I
LLDP Asset ID EEEBDTZ DT NA AZED B THEN TS Ty MDD &5 L

£

Switch Port Remote

BHF X, Cisco Unified Communications Manager & ¥ 2 f# ] L T,

Configuration TNA R T =T )V R— N OHE LHREL ) £ — M TR TE E7,
PC Port Remote BHELE X, Cisco Unified Communications Manager & Hi A fiff i L C.
Configuration TN AT =TV R— b O LERER Y T — P TRETE £

X2l T 1R

TS AD Web X—T D [Ex =2 U7 11§ (Security Information) ] fEIKIZIZ, CTL 7 7 A /L
EITL 7 7 A /b, BERO802AX FEFEIZRET 2 IEMA R R SN E T,

R3M:tXa)T 1 EROEE

HE Bl

ITFV TR\ T TV X2 VT B RERLET,

X2 VT7 4 E—

ke

LSC LSC BT/, RNZA VA =L ENTNDEINEINERLET,

(IPv4)

CAPE #—X  |IPv4 ® CAPF +—_— 7 FL A& LET,

(IPv6)

CAPF ¥—/3— [IPv6 ® CAPF #—/RX— 7 RL 2 &R LE7,

CAPF R— k CAPF R— FZ/m L E7,

CTL 7 71 v

CTL Z4 CTLEZ4%2FRLET,
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B vy rastEs

A4A—HxRy

yE—FE=SYVY |

IHH HlL:l

CUCM H— CUCM/TFTP #——0D7 KL 2 %R LET
Z3/TFTP H—

IN—

TV =g | TV =gy = RN—E R LET
o=

CAPF #—/3— |CAPF #—"—Z R L £

ITL 7 7 /L (ITL File)

ITL 4 ITL B4 % F=mx

CAPF #—"— |CAPF #——%Z R LET
BHEMEEY—E |TVS 7 RL2&Z R LET

2 (TVS)

CUCM #¥— CUCM/TFTP —R_R—D7 KL A&/ LET
/3—/TFTP ¥ —

IN—

RIET 7 AN

ITLAERR 7 7 A IVINT A ZZA VA =L ENTWVWEMNE I A& R LET

802.1X 787

F N A3 802.1X T /A AFEFERAIINI I o TWEME I ERLET,
Transaction 8R2AX KT H gy AT —FANEIMNE I AR LET,
Status (b7 v

Yrar A

F—H )

A=l =YV 802.1X 7 u ha vz LET,

F 34 2 ID TNARID HRRLET,

M EIRIE:

T AD Web N—=UIZHHIRDA = F v EINA =D 713, £y hY—=7 b7
T4 v 7T OERNFRINET, Ry MU= RET Y T 2FRT DIIE, TN AD
Web N—IZT7 /A LET,

o [ —Y% %> ME#H (Bthernet Information) |: 4 —% x>y b T 7 4 v 7 IZET21EHRE

FoRLET,

RADOETIE, ZOEMOEBFIZOWTHH L £,

T VBRI AL ALEDOMDOFR Y FU—27 NT T 4 v 7T AR RAREEL E9,
2EFRHEDOETIE, ZOEBOERIZOWTHAL 9,
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[Ry hU—7

el |

(Network) ]8Ik : T NA AL DOMDOFy NT—2 FF7 74 v 7IZHT 5

HWAERMELET, 2FBAOETHE., ZOEBOEBIZOWTHALET,

= 32:[4A —% % +ER (Ethernet Information) ] DIEH

IHH

B

Tx Framestx 77 L —
N

TNA AWIEE LT - OEL

Tx 72— K& ¥ A
I (Tx broadcast)

FRAANREELET e — Rx v X kN N7y FoRE,

Tx~/LFF ¥ X |
(Tx multicast)

TONA APREFE LT T Xy 2 b Xy hOBRE,

Tx +=%F ¥ A |k
(Tx unicast)

FTNRAANEE LTz =F ¥ 2 b X7 v s DB,

Rx 7 L — A

T INA AW LT3 > S O#EL

Rx 7o — K&y
Ak (Rx
broadcast)

FALAREE LT B— RFx 2 b Sy FORK,

Rx ¥ /LT F ¥ A
I (Rx multicast)

THAAPZIE LT VT H ¥ A b 3Ty FOBEL

Rx =% % A |
(Rx unicast)

TNRAAMZELT2=F % A b %7 S OB

Rx PacketNoDes

Direct Memory Access (DMA) FCib F 2372 W e DI CTeBEFE S N2 v b
Dtk

x33:7UVEAERERY FT—VIRE

]| B7L:L]

Rx totalPkt TN ANRZAG LTy S OfREL,

Rx crcErr CRC NREA LTz, =5 & NT=N7r > b O,

Rx alignErr TV —ATF vy =l A (FCS) NEHHTH K I 64 ~ 1522

AL RO

Rx v/ FF ¥ A |k
multicast)

Rx |THAANZIFE LT~V TF v A b X7y hOfRE,
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Rx 7o — R¥ ¥ A b
(Rx broadcast)

FRAARZIG LI T m— R 2 | 37y b ORE,

Rx =%+ ZA  (Rx
unicast)

FoA ABRIE LI =% v A b STy hORE,

Rx shortErr

ZE LT 6434 FRIMDFCS =T — Xy "EFRIFT 940 =T —
2y b ok

Rx shortGood

YA XD 64 A BRSO ZAES NG b OREL

Rx longGood

1522 34 "EBBX DA ZXOBFN/Nr v b EZE LTz

Rx longErr

1522 31 NEHR DY A RADFCS =7 — "y bETET 74 2 =
7=y D ERAR LTcREK

Rx size64

M2y FaED, A B0~ 643, NETOZEI NS
F N O

Rx size65t0127

BRIy NG, A XR65~ 1273 M TOXRAE &7z
Ty kO

Rx size128t0255

N2y NEED, A X128 ~255 34 NETOZESNT-
IRy N DR

Rx size256t0511

BN 723y M@, A X8 256 ~ 511 A M ETORAE S
RV BNDL Y

Rx size512t01023

BN 2Ny RaEh, A X512~ 1023 314 FETOZE S
AaRNAY e s

Rx size1024t01518

M2 RaEDh, A XN 1024 ~ 1518 XA FETOZEIN
T3y b Ok

Rx tokenDrop

U Y —2ZARE (FIFOA—"—7n—74Y) BNEKTRey 7EniX
oy DR

Tx excessDefer

ERHFPCH D Z EDRRRTHEEDEL L7 v b Ok

Tx lateCollision

Ry NERIEDBRAATE 512 B MRFENE & T HEFZENE 2 o 72 [B1

Tx totalGoodPkt

THRAATRBE LA Ry b (v FFr A b, 7r— ¥y
A b, BELUR2=Fv 2 F) Otk

Tx Collisions

2RI N OFBPITE U B2 Ofe s

Tx excessLength

Ny S OEREN 16 RIEIT SN DR E SN 2723y b D
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Tx 7a— K%y R K
(Tx broadcast)

FRAARRIE LI T m— Ky 2 R 37y b ORE,

Tx v /LF ¥+ X b (Tx
multicast)

F L ABEIE LT~ VT8 b Sy FOREL

LLDP FramesOutTotal TN, AMBEEEINTZ LLDP 7 L — A D#EL

LLDP AgeoutsTotal XY v a2 THA LT Y MIRo72 LLDP 7 L — LD,

LLDP VZHTLV OWFT DN T, KELTWD, HFIZEY RS D, £
FramesDiscardedTotal

T E B 2 2 LFHENRE TN TWAT-OICFEE SN LLDP 7
L — A DRE,

LLDP FramesInErrorsTotal

ZfELEZ7 V=095, BiHARER 1 DL EOT T =N FELY
L — LDtk

LLDP FramesInTotal

TR, AT L1- LLDP 7 L — A D#EK

LLDP TLVDiscardedTotal

EFEE 7~ LLDP TLV O#a %k

LLDP
TLVUnrecognizedTotal

TR AT E N2 03> 72 LLDP TLV O#a%k

CDP A /X— T34 A
ID (CDP Neighbor Device
ID)

CDP TR &=, ZOR— MIEBEHRINTWET /3, 2D ID

CDP * A "—1P 7 KL
A (CDP Neighbor IP
Address)

CDP THHENT-XA/N—=FTNA ZADIPT KL A

CDP A 73— 7R— h
(CDP Neighbor Port)

CDP TR SN, 7734 ADHERES TV D HA 75— T3 2D
A b

LLDP 5 A /N— 554 &
ID (LLDP Neighbor
Device ID)

LLDP TR &Nz, ZOR— MIEEHRENTWDET XA A0 ID

LLDP RA /X—1P 7 KL
A

LLDP T SN/ A N—= T NAL ZADIP T KL A

LLDP %A /N— A— 1

LLDP TR iz, TAL ARFER I N TNDRA N— T /XA ZAD

(LLDP Neighbor Port) A=k
R— MEH WELTF2 Ly 7 XA E—FR

CiscoDX > ) —XEEHA K, ') —X10.2(5) .




B wanome

WLAN O

=L ==

axX AE

yE—FE=SYVY |

T3 AD Web ~X—UIZdH HIRD [WLAN 3% E (WLAN Setup) | /~A/3—U 27 2iF, VA
YLUA Ry bU—7 OFREMNHREZDOMOREICET HERPERSINET,

« JIFED AP

« WLAN #:3t

% 34 :HED AP

IEHH B
AP Name BEDOT 78 A KA v M EFRLET,
[MAC 7 FL A |AP ® MAC 7 KL AT,

(MAC
Address) ]
WIEDTF v 32/ | 2D AP THIE ENT-HEFTOF ¥ XL,
Ai[El > RSSI Z O AP THIE S 7= # D RSSI,

(Last RSSI)

= [l

E—a OB EAL O, BB EALIE 1.024 msec T,

\;

/N b— b AP BB LT HRNT —4 L— |,

A L—h AP BB LT HRRKT —4 L— |,

WMM B R—k |Wi-Fi vV TF AT 4T 27 ATy a DY R— |,

F

UAPSD #7"— | AP |Z Unscheduled Automatic Power Save Delivery # % 74A~— s L £7, WMM
FEA (UAPSD | 3 YR — F SNLTWAGEZ T HERFIEETT, I OMRRIT@EERFR & &K
Supported) I — VI DERKIC & > TEETY,

Noise HED ) A X L_VERLET,

=ty BEDOAMZRLET,

e BEEMEERLET,

% 35: WLAN #i 5t

I5H

Bl

NetDevicest it 15 #H

Tx XA b

T AREIET D BF A ML

Rx Bytes

TN AMZIET HEFH A M
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WLAN D% E .

HH SRER
Tx Packets TR, ANREET D37 v FOKRER,
Rx Packets FONA ANZET HEEH > N

ey 7En=
Tx 737> MK

TNA AN KRR v T LIZRERFA/ Vv DO,

[N=EA =V dWie
Tx N7 v b

FAL AR KT YT LIRSy b OREL,

Txi?b‘/\o

7y MK

BEINEZT— 2y OB

Rx =7 — /X

7 b

ZEINT-ZT— Ny NOEEK,

77— L= T HEHE®

YNTFx AN | TAALAPREFE LT LTF X X b X7y SO,

Tx 7 L— XA

PN 0 N7y MOEEITRILE LT,

Retry BRFERITEE O T H,

BEOHFRIT |7y FPOFEIZIE, REIT 2 ETIZ 2 B EOFERITHAMLET LT,
TVU—LEHE | TN ARZE LIEE T Y FOR,

RTS {2 KIS d % CTS 55 LE LT,

RTS Kk KIST % CTS WEZfEShEHATL,

ACK KK AP PEEEMRLEEATL,

Rx7F 7 A b

FNRAAWZAZE LT T T A b Xy O

YNNTFHRXY AL NTAAAPZEFE LISV T XY AN Ty O,

Rx 7 L — A

FCST 7 — ZELZMPDU T7 L —A F v 7% 5 (FCS) =7 —2HmHEhs L
%Liﬁ—o

Tx 7 L — A TN AMEE LTy M,

0—3 v RRE

BAE/ & F BEOn—I U JE/AGF e —I U 7 (R U
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yE—FE=SYVY |
B 7zxns

FINA R O

F IS AD Web L=V HIRDTNA A BT DA R—=Y U 7 I2E, FAL ADE=HF L
N TNy 2—T 4 TR DEBRNFERINET, T4 A 0 JHEEBICT 722351
X, TR AD Web R—IICT7 7 ALET,

e[ Y— v r (Console Logs) |: A DH T 77 AN ~DNAN—=V T PNEENE
T, ary—inal 7y AL, BED syslog, TV T 4Tl —ROT—hAT
oy, gEO)7—ronl BEOR—RNKOT—hA7 s, BIXOWMELE—FY—
ANERTDEMEN-nrOar sy a NaERET,

s [27 #v7 (CoreDumps) ]: flx DX LT 77 A NA~DNAIR—=V I RNEENET,
a7 X7 (tombstone xx) 121X, 77U —var 77y aDr —2REENET,
ANR 7 7 A )V (traces.txt) (21, T/5 ADEE L TWRWEHWT L, 2—HF—=n7 7Y
=3 a O TEERLEET 7V r—va b OF =2 BREENATVET,

s [AT—H A X yE— (Status Messages) |: 7 /3 ANRZITEE L TOBAERS N
BHIDAT —H A XA ye—VRKSOEREENE T, ZOFRIZ, 71 AD [AT—
A A A wE— (Status Messages) | B CH iR TE £,

s [Ty 7 DFER (DebugDisplay) [: T 7Ny a—T 4 7DV R— N EIKIET DB,
CiscoTACICHMZRT Ny 7 A vt —VaEdhEd,

A b —LD#HET
TNA AL, a— A FREEFCT — X OEZET—EAOERTIC, HREA R —3
Y7 LET,

TNA AD Web X—TIZH D [A U —LDOH#E (Streaming Statistics) ] fEIKIZIZ, A R U —
AIZEHT D ERPERINET,

[A b VU —3 > 7 #GF (Streaming Statistics) | I Z R 9 DL, T34 AD Web ~<— VI
TIEAL, [AR)—L (Stream) | A /X—=V 2% 27V v 7 LET,

WDFIZ, [A NV —ALDHi5F (Streaming Statistics) | fHIKDIEE 2/~ L F 97,

£ 36: A M) —LOEHHEEDIER

15 H & BA

VE—F7 RL R AN —=LDFEHDOIP T KL ABILOUDP R— k,

Local Address THNAADIP T R A& UDP AR— bk,

Start Time Cisco Unified Communications Manager 7 /A A3 /347 » kD%
ERMAZER LR M AR TNE S A b 22 7
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2ty —sotEt ]

IHH

B

ARNY =L AT —H A

ALY =X ITNT I TATNE I IERLET,

WA

MACT7 RL A ASWTTF AL X CHEWIZE D Y THNRD—

B OMEE S 400,

%1534~ & (Sender Packets)

ZOER ARG L TINDT A ZADREEFE LIZRTPT — % N7y
~ DKL, RS ZEFIRESN TS 5HE, HIF0TY,

EfEA 27 7~ b (Sender T OER AR L TS TN, ANRRIPT —#% X7 v N TEE

Octets) LA a— R A7 Ty ok, EmnZEHERICRESN
TW2%5E, %0 TT,

*fFa—7 v 7 (Sender EEAN) =D ENTE-TFE LD Z A 7,

Codec)

BELERELRE— s
)

RTCP 3515 L AR — R 2VEE Sz B,

5 L72E LR — MR (TR
=L M)

B2 RTCP 2515 L AR — R38R E SR 2 RN 2 A A
AH T

TAFHL T

OB CTT — X DZIEEB L THERDIIZRTP T — 4 /)
Ty oS, TSNy MR ORESNTZT v b
¥amLsIWEE LTERSNET, ZENT7 » MR
BEFIIEE Yy b EENTT, BN EEERICHK
SNTWESHA, X0 LTERREINET,

OB T — X OZEERIE L ThHhHERDONZRTP T —# /3
Ty hDONR—t T =Ny aNIZERRINET,

WY v 2 — (Avg litter)

RTP 7 — % /37w s ONERBIFE e O RAOHEEE (2
PEAL) o S EEHIICRE SN TWEE, HiTo & L
TERESNET,

[ZfE=2—7 v 7 (Receiver
Codec) ]

ZEA M) =LA SN BRSO 2 AT

EELEREELVA—F Ex
Z M)

RTCP Z{E LR — M 3E{E S 7= 1%,

HE LT3 LAl — M (T

=2 M)

RTCP Z{ELR— FREE ENTHMZRTNEZ A L A X

7,
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B =+v—rowst

yE—FE=SYVY |

IHH

B

ZAE A b

’-@Fﬁ‘fJLVCT 2Dz fm%ﬁ“ﬁﬁAbe\ﬂ% 7“/\/1)?(75‘ 1%1/7"1
RTP 7 —% /N7y FO#E, a2— AN~ LTFy A ~a—iLo
HBlE, SESEREELNOZE LAy EREENET,
BN EEERICRESIN T ESA, X0 & LTERER
ESc e

EWMA27 T > b

ZOHHR CREERM LTl T ANRRTPT — & /X
FCZELT_Ae— R 47T v hOKRE, a—1R< LT
Xy A b a— LD, SEIEREETHOEE Lt/\
Ty MREENET, ERPAEEHERICRES N TV
iz 0o & LCHRRINET,

BT L — LMASH

(Cumulative Conceal Ratio)

ik 7 L — 2 DOAF S E, EFA M) —20BMBE»bZE LR
HE 7 L—LDORFHETE->T-b D,

EHir 7 L—A#E5%E (Interval
Conceal Ratio)

TIT 4T REFEIEATT H3WMEOMBICRE TS, BET L—
’T?é@ﬁ7v A®w$0%m7774t74&m
(wm)%ﬁﬁbfw Blx. T2 T 4T REFE 3IHED

L1z %ok%wﬁmmﬁgmﬁéﬂ%ﬁﬁ%@iﬁo

R 7 L—AHEE (Max
Conceal Ratio)

FHAEA N —LORIGLIRE, b @O EEORRR,

7 L— L IFEEREL (Conceal
Secs)

FHAEA MY = AOBBGLIRE, il N> b (7 L—LK) 2
ol ([RA72 7 v — LRI AEFE (Severely Conceal
Secs) | DfE&EETe)

VeS| 72 7 L— DRI AERVER

(Severely Conceal Secs)

LEFEA Y —LORRLELLM,
LK) BN o TR,

5% &2 DRRMA N~ (71—

BIE (EEZ W)

Fy NT—JEBIEOHEEME (S VMEN) , UMY o7
PIEDEITH O EEF L ET, T, RTICP Z{E L HR—
k7 vy 7 OZAERHAE S LE T,

Max Jitter

gy > 2 — D K (2 U RHALD)

%594 X (Sender Size)

EEARN)—LDORIP N7y k¥4 X (I VBN

ZE LIk EE VA — (Ex
ZM)

RTCP X L AR — 32 E N7,

ZAE LB EE LA — MEFR
(=% 5MR)

RTCP 65 LA — B EZIT2AE S LTz RRRE,

[ZfEH A X (Receiver Size) ]

ZEANY—=LDORTP X7 v b %A X (I VEND)
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z ry—snoit [}
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B

[ fEH%3E (Receiver
Discarded) ]

Xy N = NBZE LNy 7 7 I BEFEIES LT RTP /%
7 b

ZELEREELVR—F (Ex
ZM)

RTCP %A5 VAR — h 3% f5 S iz bl¥k,

ZAE LI 3 H LR — LI

RTCP 3253 L AR — b DRI 32458 S AT Ref,

ERHN L

ZEHEA N —APE AL SN THWDNE S a R LET,

SR eye

EEMA R = ARSI SN TN DN E I aRLET,

EEHET L—A

EFA A b U — AR S VT DTS AREIE LI EF A
7 L— LD,

BIREMT 7 L— LA

BT A AP Y — 2B THDLT S ZAPREE LT P 7 L—
A@ﬁo

E{EF IFrames

EFA AR — AR T T AL AREELET 7 L—
N} &

EEEHEZ7L—LA L—F

BT F 7L —AREEENSL—F BBV D T L—A
) .

AF A TR EEINZETA A M) —AOHEIE (kbps (Fr B> MED)
HBAL)
HEIEE MG THRAZABREETLETA A U — L OfMGEE,

ZfFE 7 L= A

ETA AN —ARHEPNTHDLT AL ANZE LT 7
L — A%,

BT A AR —AREPNTNLT AN, ARZELTZP 7 L—
LD,

%157 IFrames

BT 2 b ) — ABEAR TS T A AREIE LI T L—
A@ﬁo

{57 IFrames Req

EFA RN Y = AR TRET A, A3 ) E— b2y KK
A MIZIE(E L72 IDR Bk,

ZEFTL—LA L— ]

ETF T ARZESNL L= U BHEYDOT L—A
¥ .

227 L — AL (Receiver
Frames Lost)

EF4 A R — AR TS BT 4T a—FNHE L1
K7 L—20¥,
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yE—FE=SYVY |
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B

ZEH7L—L T—
(Receiver Frames Errors)

EFA R R —AREINTOHLET AT a— ANt 7-x
ﬁb—@ﬁo

AR R ZELETA A MY —2 e (kbps (Fr 'y M) H
fr)

AR RGP HagN YV E—h T RSV M OZELIZET A AN —
D DFFZ L,

RAA % RAL B ZRLET,

EEESBM TN ANWA MY — AOE(E B L7z B

ZAEEZM TA AP A Y — LDRAF A BRSh L 7213

BYE (Byes) TN ZPA MY — ADEFEAE L LTz B

E{EBAMAFH  (Sender Start
Time)

®PID RTP 737w hi3WO Ry MU= IR E SN0 ERT
HAIAR LT,

A5 O B AR IRFH] Xy NT =T DBIIRYIO RTP N7 v N &5 LT Rg 2or 3 ¥
ALARET,

%{5# DSCP PEAEM SIP >V 7 237~ b DSCP fE

A5 D DSCP (Receiver DSCP) | %54 SIP ~ 7 U 7 /3w k@ DSCP &

(5% RTCP DSCP HE(E# RTP /X7 » F @ DSCP fH

5% RTCP DSCP #{E# RTP /X7 v F @ DSCP fE

ZOET AT ETrAd a—LERLET,

T T—2a TR

FLEyTF—v gy a— L ERLET,

EEET VT 4T

BEENT 7T 47 THLZEEBRLET,

ZEET VT4

SEENT 7T 4T THDHT EERLET,

)

GE)

RTPHIHEI 7' 7 s 2 VRN > TWDEHEE, TDT 4 — )V ROT —HIFER SR T2,

0 NFRSNET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



