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FIE

ATy BREROF LR ET,

o SR EE DR
» [Cisco DX650-7 %] Power over Ethernet (PoE)
(GE) PoE+802.3at Tik, ¥V ARF—AHR— KR EDT A RHEHINTNWDLT 7 &Y
UVNEhExIYz— N LET, 778 VI HoREB NS STV RngS
I, =7 — A=Y REEICERINET, TN 2% WLAN BREECERH T2
Graix, SMNBERN LI TT,

ATV T2 FARAAEBMEBNET, Xy NT—27 r—T AN 52EE L E T, WLANBE CTF /N1 252 {4
LA, AT v 5 EBRLTLIEE N,
ZOFEIBETEH, *y FI—FTHDOT A ZAEFBDTTA A =1 LET,

AT T3 TARAADERE Vo AE2ET=XLET, ZOFETEH., 774~V D o XIDT LY
MVEES, BEXOT 4 L7 M) BZICEEA T AHEEEZ T A A TBIML., T8 ANIELL
ERENTWAZ 2R LET,

ATYTE DAY LA Ry NT—=T T A AERETHIHAIE. AT v 7 5 1R TS,

IPRry NU—ZIZXH L TT A AT, —H 3y b Xy NI R EEHKT 584G, DHCP
AT A0, IPT7T FLREZFEBTANLTCT AL RADIP T FLAZRETEET,

ATYTE VALY LARy NU—Z 2T, A& ERT 25613, ROFIEEZETTLLERDY £,
cTAXYVLA Ry hT—7 ZRLET,
+ Cisco Unified Communications Manager ¥ T7 /N1 AD T A ¥ L ALAN ZH L E T,
T NAATIATYLVA Ry NU—7 T 77 A VERHKLET,

CE) A=y b TF—TNABT N A RERINTWBEE, 73 ADT A ¥ 1L A LAN
X7 7T 40 T2k R AL

ATFYT6 TRAABEALTa—LEZREL, a—LT 7 r— g EENERICEETS L %
R LET,
AT TT1 = R a—P— kLT, T1 ADFEHHFER IO EZ@Em L £,

74 LXLAN DEE

UA YL ZALAN BNEA SN TWAEFDO Wi-Fi I L » PR EF B L ONEFE Ny F Dk
BICRETHDHZ & 2R LET,

TAY LA Xy hT—7 D528 RREBRICOVWTIL, [ [Cisco DX Series Wireless LAN
Deployment Guidell | #&MR L T Z &0,
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Cisco Unified Communications Manager E¥ 0 7 1 ¥ L X LAN % 7E .

Cisco Unified Communications Manager M 7 4 ¥ L X LAN X7

Cisco Unified Communications Manager T, 7 /3A A®D [Wi-Fi] EFEHINDH /T A —F ZH%)
\ZT B0 NH Y £9, Cisco Unified Communications Manager & FL DR DT I DIGHT T,
DRI A=ZEHRPITEET,

HFEDTNAATUA ¥ LVALAN Z AT 2IT1E. FEDT /A 2D [BLELE A OFRE
LA 7w & (Product Specific Configuration Layout) ]2 3 > ([T/34 X (Device) | >
BEE (Phone) ) TWi-Fi/ N7 A—%®D [H%) (Enable) | Z#3#IRL, [XEHREDA—
INA—5 4 K (Override Common Settings) ] Z4 12 L%,

TR ADIN—TITH L TIA VL ZALAN ZENCT 51T, [RBOBETO 774
LR (Common Phone Profile Configuration) 1 v 1> v ([[T/34 X (Device) |>
[T/ RE&E (DeviceSettings) |>[#BENEZE T O T 7 4 /L (Common PhoneProfile) ])
TWi-Fi/X7 A—2 O A% (Enable) | ZEIR L, [HBEHREDA—/A—F 4 F (Overide
Common Settings) | &AL Tonb, T34 A ([T/31 R (Device) 1>[EEE (Phone) ]
EEOIEOBIE T 1 7 7 A ZBEEM T T,

e Xy NT—ZHNOTXTOWLANXGET 3 ATUA VP LALANZGNZTHICE, [T
VA —TF54 XEBEE DMK (Enterprise Phone Configuration) 17 1 > R ([ AT L
(System) 1> [Z2 2 —T 54 XEBEDHER] (Enterprise Phone Configuration) ]) T,
Wi-Fi/ N7 A—2 D [HA#IE (Enable) | 4 #INL ., [HBEREDA—/\—F4 F (Override
Common Settings) 1 A4 1L £,

Y

((¥)  Cisco Unified Communications Manager % ¥ ([T/34 X (Device) |>[EiE (Phone) ) @ [EBiE
¥rX (PhoneConfiguration) 1 7 > KT, MAC 7 FLAZMERT 5 & &2 —F R v b
MAC 7 KL 2% H L &9, Cisco Unified Communications Manager O % §% Cld, HEH MAC 7
FL 2R LEEA,

JAYLALAN A7/ )LD TAED 3=V

FIE

AT 71 Cisco Unified Communications Manager H G, [T/34 X (Device) 1>[EiE (Phone) 1>[74
YLALAN 7O 7 74)L (WirelessLAN Profile) | Z3R L £,

ZFv T2 ULYLALAN 707 7 A LEHK L, 1R (Save) |22V v 7 LET,
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FIE

AT w71 Cisco Unified Communications Manager ZE T, [T/ANf XA >FEFE > T4/ VYL ALAN A7 74
JL &' )L—7 (DevicePhoneWirelessLAN Profile Group) | &R L £,

ATY T2 DAYV ALAN 707 7 AV I A—T% %L, [RE (Save) 127V v 7 LET,

RAT9T3 [VATFL >FT/N4 R T—)L (System DevicePool) | ZIR L, VA YL ALAN 7’027 7 A
N IN—TH TSN A T—MSENL, R (Save) 1427V v LET, £/, [T
A >TEEE (DevicePhone) | #EINL, YA YL ALAN /07 7 A )L T )L—T & HEDT /A
ZIBMLT, [RTE (Save) |27V v 7 LT,

— HER e
2y I —DRERER
F v FU—27 CTDHCP A L CWRWEE, £y NU—FJ TT XA XA VA =L LT
B, TXAATINGDX Y NI =V RELZERTIHINLERNH Y £,
sIPT7 FL A
«IP V7 % v ME#H
«IPv6 7 KL A&
« TFTP — "D IP 7 K1 &

VBTG LT, FAA 4 & DNS P —"REMEHRETE 7,

IPVA) % E

FIE

ATY 1 [RE (Settings) |77V r—1 3T, [4—Y2Ry b (Ethernet) ]>[IPv4#&RL (IPv4
configuration) 1 &% v 7 L7,
ATv72 [BMIPEFERAT S (UsedaticlP) | 24 IcLET,
AT T3 ROAT v a v ELET,
«[IP 7 RL A (IP Address) ]
= bhU=A
D e
s RAA U4
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GE) A7 a 152 HHLT, O RAA A 5T A ATEETEET, KF KX
A VHIIANR—ATREIDMER Y £F, B~ EOMOT Y I Z TR —
SNTWERA, P T RLAZEHA L TWAEEIE. FAAS 4% TEHTA
NTHZEbTEET, BVBELETD, AN—RIME-DOHARRT ) I 57T,
BE, A7 ar 1193V R—brE&hTWhEEi,

* DNS 1
* DNS 2

IPv4 DE T

FIE

WRET TV r—varT, [4—3 2y b (Ethernet) 1>[IPv4A DE$ (Renew IPv4) | &4 v
7 LET,

IPv6 %% €9 5
£

ATy F1 [RE (Settings) 177V r—arT, [A—H%y k> IPv6 L ( EthernetlPv6
configuration) 1 2% v 7 L7,
ATy T2 [BMIP2EAT S (UsedaticlP) | 241 LT,
ATV T3 ROF T arE2RELET,
«IP7 KL X
« T 7 FI/ K N—X
LT 4 I RAE
s RAL A
GE) A7y a 152 HALT, BHORAAL LA ET AL RTEHETEET, H A
A VBIFAR—ATRUAMENDHY £, ho~REDMOT Y I X TR — 1k
ENTWETA, FHIPT RLAZHEAL TWEHEEIE. FAAS LA E%FHTA
HTdr2 b TEET, BORLETE, AX—RFME—DHFR2T Y I X TT,
BAE, A7 ar 1193 R— ST EREA,

* DNS 1
* DNS 2
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IPv6 0D 5 %t

FIE

WET TV r—a T, [A— %y b (Ethernet) ]>[IPv6 DE#H (Renew IPV6) | 2 % v
ZLET,

A4A—H %y kWeb 7OFS DR
FIE

ATy TN BET TV r—2a T, [4—%Fv b (Ethernet) |>[FTBFFE (Proxy settings) | %
2y LET,
RT9T2 TaXUREXA TEBRLET,
a) FEIZaXLARETIHIL., 7aXFPORRA N, TuXxy R—h BLXOFoXy
NANRREANNLET, 4T 2561, [FTAFDIEEBIAEHLIBE (Proxy require
authentication) ] # A IC L %7,

b) HEIZaX U ERET DI, PACOEFTE 7 axy XA X222 AN LET, #%4T255
A, [TRFVILEIEHSBE (Proxy requireauthentication) | & A L,

‘EIE VLAN D& E
I

ATY 1 [RE (Settings) | 77V r—arT, [4A—H2xy b (Ethernet) ]>[EHE VLAN (Admin
VLAN) | &#¥% v 7 LET,

ATy T2 FHEVLANID Ofiz AL, [OK] &2 ¥ v 7 LET,

SWR— hDEEDERTE

FIE

ATY 1 [RE (Settings) | 77V r—va T, [4A—HFRy b >SWHR— LEE (EthernetSW port
speed) | &2 X v 7 LET,
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ATy T2

PC R— hDiE

ATy T

ATy T2

pci— tozEoRE [

R— FOHEEEIRL 7,

TNA ANAAL v FIERIN T DAL, A v TF EOR— 2T 34 A LR UHER X
OZHEGARUTHER T 20, WMAFEZEBR T == a VICRELET, ZOFT v a oK
EEEEET 55613, [PCA— hO#E (PCPortconfig) 14 7Y a & Ui EMEICEE
TOHUENDY FT,

EDKTE
FIE

[BXE (Settings) ] 77V —va T, [41—Y%y k (Ethernet) ]1>[PC R— &EE (PC
port speed) | =% v LET,
R— NOBHEZEIRL £9°,

TNA APAA » FITHERINTODLEEIL, A vF EOR— &7 31 2 L [H UdER &L
OCEmL T RUTHER T 20, W2 HEI Ao — g IR ELET, 2047 v a0k
EMEEEET 5551, [SWAR— FOH#EEL (SW Portconfig) |47 a v 2R UREMEICER
THLERHY £,

Wi-Fi v kT —9 ~D#kR

AT T1
ATvT2
ATvT3
ATvT4

FIE

BRET 7V r— 2> C, [Wi-Fi (Wi-Fi) |24 U0 Bz £,
[Wi-Fi] % v 7 L7,

HHRAAEER R Yy hT—Z DY A MBIV LA Ry NU—7 ZRIRLET,
FREEE WA A L. [#Ef (Connect) 124 v 7 LT,

FERTRD Wi-Fi *y kT —7 [ZHE#

&M
ATy T2

FIE

RET 7V r— 3T, [Wi-Fi (Wi-Fi) 12420 &z £4,
[Wi-Fil 2% v 7 LET,

AA =L .



2
B wiriwes 7o o

ATV T3 [H 22Xy T LET,

ATY T4 2y FU—=7SSIDEASL, X2 VT4 XA T al AR GER4T5858) 23R
ESc

ATv 5 [R1F (Save) 12X v 7 LET,

Wi-FiWeb 70X DR
FIE

ATV TN RET SV r—2a T, [Wi-Fil 2% v 7 LET,

ATy T2 (EHFRERRY NT—J DU AIMBIALFYLA Ry hU—7 5 RHLLET,
AT T3 [*ry b= %ZEE (Modify Network) | % v 7 L £,

ATy T4 [FMA T3 DERT (Show advanced options) |2 F = v 7 LE7,
RATYTS TaXUREXA TR ET,

a) FEIT X TERETAICNE. TuXFTDERA N, TauXxyR—h BLOToxy
NANRAZANTLET, U THHG61E. [TEFDIERENLE (Proxy require
authentication) ] # A IC L %7,

b) HEIZoX T ZRET DHITIE, PACOGITE TYaX s NA N2 AN LET, %755
Aix. [TRFUIXEBIELSBHE (Proxy require authentication) | & A iz L4,

ATvT6 [IR1FE (Save) |24 v 7 LT,

Wi-Fi IP 527 D& Rk
FIE

AT TN RET SV r—a T, [Wi-Fil 2% v 7 LET,
RATv T2 FHARER R Y NU—F DIV A INLUALTLA Xy NU—JEEMLLET,
AT T3 [*y bT—0%ZEE (Modify Network) | Z % v 7 L %7,
ATy T4 [EFHA T arDRT (Show advanced options) & F = v 7 LET,
ATYTS IPREFA T EHBRIRL, LT 2L ET,

*[IP7 F LA (IP Address) ]

cF—hU=A

Xy NU—7 TLT 4w AR
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ATvT6

wi-ri gsss rosz ]

s RAA U4
[fR1F (Save) 1 &% v 7 LET,

Wi-Fi BliR#/ N> FDETE

&M
ATy T2
ATvT3

FIE

WET SV r—a T, [Wi-Fil 2% v 7 LET,
[LJEZy 7 LET

[Wi-Fi BliE#H# (Wi-Fi FrequencyBand) | 2% v 7 L, RT&EIRLET,

Re
i

Mobile and Remote Access Through Expressway

Mobile and Remote Access through Expressway requires Cisco Expressway 8.6 or later and Cisco Unified
Communications Manager 10.5.2 SU2 or Cisco Unified Communications Manager 11.0 or later.

Cisco Expressway provides a way for remote workers to easily and securely connect their Cisco DX Series
devices into the corporate network without using a virtual private network (VPN) client tunnel. Expressway
uses Transport Layer Security (TLS) to secure network traffic. For a DX Series device to authenticate an
Expressway certificate and establish a TLS session, the Expressway certificate must be signed by a public
Certificate Authority that is trusted by the DX Series firmware. It is not possible to install or trust other
CA certificates on DX Series devices for authenticating an Expressway certificate. See
Wwwicisco.comvcen/is/supporticollaboration-endpoints/desktop-collaboration-experience-dx600-series/products-technical-reference-listhtml

for the list of supported CA certificates.

To ensure that the users are able to use the Problem Report Tool, you must add the Problem Report Tool
server address to the Expressway HTTP server allow list

When logging in to Expressway, the user is prompted for a Service Name, User ID, and Password. On
first boot, off-premise users are prompted to log in to Expressway by the Setup Assistant. For devices that
have previously been deployed, either on-premise or off-premise, you must convert the device to use
Expressway.

With the User Credentials Persistent for Expressway Sign | n parameter set in the Product Specific
Options on Cisco Unified Communications Manager, the device stores a user's login credentials so that
users do not need re-enter this information. User credentials stored on the device are encrypted.

For more information, see Unified Communications Mobile and Remote Access via Cisco Expressway
Deployment Guide.

Mobile and Remote Access Limitations and Restrictions

* DX Series devices connected through Expressway cannot access web browsing, or email services
hosted inside the enterprise network.

AA =L .
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¢ The Off Hook/KPML Dialing, Mobility, DND, Call Back, and drop conference participants features
are only supported with Expressway 8.6 and later.

* Busy Line Field features require Cisco Unified Communications Manager 11.0 or later.

* A device connected through Expressway cannot download APKs from an APK server inside the
enterprise network. The device can download APKs from an APK server on a public network as long
as the host is accessible.

* You do not have SSH access to the device from the corporate network.
* You do not have access to the device web page from the corporate network.

* Self-provisioning is not supported through Expressway.

Expressway la1—H%— 05 4 VIFHROAMIE

FIE

AT T HRT A AOHKRY > R E X [HBDEFET B T 7 4 )L (Common Phone Profile) ]
U4y Ry o B EAH#EMR LA 7 U & (Product Specific Configuration Layout) | SEISIZ 8 L
\iﬁqo

ATwT2 [Expressway A A4 VAA—H I LT v IL/IS—YXTFT Uk (User CredentialsPersistent for
Expressway SignIn) ] A4 12L&,

Expressway ' L TTNA REENAILE Y E—F PO ERIZEMR

588 BRI
FNRAADT 7—AT =T 13 102(4) LIETHDLMLERH Y £,

FIE

AT TN BET TV r—a T, [##ll.. (More.) 12¥% v 7 LET, o

ATY T2 [xy hU—73FEDY > | (Reset network settings) |1 % ¥ v 7 L £,

ART9T3 [A—HIL TLI+=—DOEEREEEMIZT S (Enableautomatic local telephony discovery
)1&A7IZL, [ty b (Reset) 124 v 7 LET,
Xy NI—=J8E )y NLET, T30 ARHEHRR Yy MU =7 ICEH STV A4,
HEWICEER SNE T, 70 ARTA VLA TEAINTWDEEIE, Wi-Fi xy U —
TIZHERET DHERH Y ET, T ARy NT—2 128k T 5 &, [TFTP Y —/\DAA

(Enter TFTPserver ) | WA ERRIINET,

AT w74 [Expressway] % v 7 L7,

ATY s [H—ER FAA 2 (Servicedomain) ], [2—%—% (Username) ], BLO[/IRT—F (
Password ) | 7« —/L RIZAS LET,
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Expressway 7 /31 X % VPN I[ZZ .

ATy T6 [mF7 A4 (Signin) [ Z#¥ v 7 LET,

Expressway 7 /%1 X % VPN [ZZ#t

FIE

AT TN BET TV r—a T, [##l.. More.) 1 2%y 7 LET,
AT T2 [Fy hT—IFEDY £~ b (Reset network settings) | %% v 7 L E 7,
ATy T3 2y bU—Z 1B LET,

ATy T4 TFTP h——DOFEE AN LET,

ATvT5 VPN u 77 A /LB L THERE L £,

ATTLIRTFNAANSLA LV TLIRIZEH
FIE
FNRARLT U A =T TG4 A Fy NI =7 1T LET,

¥Ry NU—7 B S, EEEED Cisco Unified Communications Manager (2 1F & |2 8¢ ik
nEJ,

Expressway HTTP £Fa] 1) X M ICRREERE Y — /L Y —/\—®D3E N

FIE

AT v 71 Expressway C. [#m (Configuration) ]>[Unified Communications] > [#&8 (Configuration) ]
ICRBENLET,

ATFY T2 [HTTPH—/N—FHA YRk (HTTPserver allowlist) 1227V v 27 L£7,
AT v 73 Problem Report Tool HTTP ¥ —/R—D7R A M4 E/ZIXIP 7 LA ZRER L £,

A EHRAL) VTR b L— FDERE

THRAZADEANANVBLOY F— b 77 BAGRAEDO L— ME, T 7+ P THIlSET, 7
T4V FEREIL, 300F0 T3 FEAETY, Expressway $—/3—23 HTTP 429 [Too many Requests ]
TT—%ERITLTVWDHHEAIL. ZOL—FalEOT I EtnTEET,
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AT v 71 Expressway C. [#mX (Configuration) ]>[Unified Communications] >[#R (Configuration) ]>

[G¥# (Advanced) ] IZE®EIL 9,
ATw T2 [BEEL— M (Authorization Rate Control) | Z#%E L £,

KETFP Y —/\DER1L

FIE

ATy TN RET TV r— 27T, [ (More) | 24 v 7 LET,
AT Y T2 [TFTPY— O E (TFTP Server Settings) | %% v 7 LE T,
RTY T3 [RETFTPHY—/DOEA (UseAlternate TFTP Server) 1 24 v 7 L7,

TFTP H—/\1 DEFE

FIE

ATy TN BET TV r—v a2, [ (More) 1 2% v 7 LT,

AT Y T2 [TFTPY— D% E (TFTP Server Settings) | %% v 7 LE 7,

ATy T3 [RBTFTPH—/N—0DOFERA (UseAlternate TFTP Server) | 24 v 7 L ¥,
ATy T4 [TFTPH—/A—1 (TFTPServerl) | 2% v 7L %7,

ATFY TS TFTP ¥ — "7 RFLZA&EZ AN L, [OK] %% v 7 LET,

TFTP H—/\— 2 D HRE

FIE

AT TN BET TV r—a T, [3## (More) |24 v 7 LET,

AT w72 [TFTPH— D% E (TFTP Server Settings) | %% v 7 L ¥,

ATY 73 [RETFTPHY—N—0DEH (UseAlternate TFTP Server) 1 2% v 7 L7,
ATy T4 [TFTPH—/A—2 (TFTPServer 2) | 2% v 7 L %7,

ATy TS TFTPH— 7 KL A& ANL, [OK] %4 v 7 LET,
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AnyConnect VPN

AnyConnect is a VPN client that provides remote users with secure VPN connections to the Cisco 5500
Series ASA running ASA Version 8.0, and later (with AnyConnect Mobile License) or Adaptive Security
Device Manager (ASDM) 6.0 and later.

For more information about ASA, see https://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

VPNE&HETO 7 74 ILDEMN

FIE

AT TN BET TV r—a T, [3## (More) |24 v 7 LET,
ATw 72 [VPN (VPN) 1 &## v 7 L%,

ATv 73 [VPN 7a 77 A /L8 (Add VPN profile) 1% % v 7 LE7,
ATV T8 =T RL2AOHHAEASLET,

RT9 TS [fR1F (Save) 124 v T LET,

VPN ~ D 1Efx

FIE

ATy TN BET TV r—v a2, [ (More) |22 v 7 LT,
ATFw 72 [VPN (VPN) 12 % v 7 LET,
ATY T3 VPNEfia X v 7 LicEFIZLET,
ATy T4 LEIZSUT, @7 er 7 FangE L L TROWTDEITVET,
I LT UV NEANLET, ANEROONTES, CEHBGEEYAR— 58 F Y
07 A UERO A LET,
s [REBIEZEUS (Get Certificate) | 2% v 7 L, WRICT AT AEEIZ X0 2k X 5500
TFREROBFENG A AT LE T, AnyConnect 1%, FEIEARAFEL, VPN EF =27 77— b
VoA ZEERE LT, RREICE OREAEEAEH L E T,

ATy T5 [##i (Connect) | &#X v 7 LET,

VPN #2H®DOETHA 20— /LIABRD &1L

EF A RHRIE O EATE LT, VPN Z N LT 4 a—)L =7 2 = 2 b L E
+, 720p D BT ARG EIZIE, 1.5 Mbps OHHISIE S LB T, BIEOREALIEKLS 75 &
ET ARG EDMEL 72 0 5,
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\)

G AL—Tv bMI, Fy b= ETHEINTWAMD T 7 ¢ v 7 RREZI 722 EOFERIZ X
D, BEHORBEEBIZBLLET, bR Z—2 g3, EF A 2 =R |T
AR B Z DAREMERH D FT,

FIE

AT w1 VPN OEGfiERR L E 3,

ARTYT2 THAAADRET A MEFEITL, TAMEROT v 7 m— FlEZAELET,
Speed AL IZX DA v —Fy FHET A N EOMET XA N 77V r— 3 i, Google
Play "B AFTE £,

RATw 73 VPNIZHHR L ET,

AFy T8 WET TSV r—varT, M axy TS LET,

ATy TS5 [RE (Settings) | 2#¥ 7 LET,

AT 76 [EhEFHENE (Video bandwidth) 1% ¥ v 7 L £,

RT9 T HET A NOEROT v 7 a— FHE XD IR0 BT A HHE 2 2RI L £,

Cisco Unified Communications Manager T VPN D&k
[VPN #% & (VPN Settings) ] A ==—"TI%, Secure Sockets Layer (SSL) #f##f L C VPN 7 7
ATV MNEREANCT D ENTEET, TNXAMAREECTELR Y NT—7 DINICH D
YA, E£72137 734 A & Cisco Unified Communications Manager O % >~ NU—2 ~F 7 4 v 7
MMETERWVWRy N =7 Z BT 208N H 55613, VPN ERAMHEH LET,

ZIBDAT v FIHEV, VPN T B 7 7 A )V Z R L ET, FEic OV TiE, [ [CiscoUnified
Communications Manager Security Guidel J # X O° [Cisco Unified Communications 4= L —7
YT UATLERITAR] 2BRLTIIZEN,

FIE

AFYT1 VPNF— T2 Af ZTLICVPNav B FL—42%2®y T v 7 LET,
AT w2 VPN EFHHEZ T LV Phone-VPN-Trust IC7 v 72— KL £,
ATY T3 VPNF— U =AU £,
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