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Note  For instructions on deploying and configuring a wireless Cisco DX 3 U — X device, see the [Cisco DX

Series Wireless LAN Deployment Guide] .

Devices with wireless capability can provide voice communication within the corporate WLAN. The
device depends on and interacts with wireless access points (AP) and key Cisco IP Telephony components,
including Cisco Unified Communications Manager Administration, to provide wireless voice
communication.

Cisco DX ' U — X devices exhibit Wi-Fi capabilities that can use 802.11a, 802.11b, 802.11g, and 802.11n
Wi-Fi.

The following figure shows a typical WLAN topology that enables the wireless transmission of voice for
wireless IP telephony.

When a Cisco DX 2 U — X device powers on, it searches for and associates with an AP if the device
wireless access is set to On. If remembered networks are not within range, you can select a broadcasted
network or manually add a network.

The AP uses the connection to the wired network to transmit data and voice packets to and from the
switches and routers. Voice signaling is transmitted to the Cisco Unified Communications Manager server
for call processing and routing.

APs are critical components in a WLAN because they provide the wireless links or hot spots to the network.
In some WLANS, each AP has a wired connection to an Ethernet switch, such as a Cisco Catalyst 3750,

B WiFixy -0ty b7V T



| WiFiky bo—o0ty b7y T
WiFity ko—2 avk—3o b |

that is configured on a LAN. The switch provides access to gateways and the Cisco Unified Communications
Manager server to support wireless IP telephony.

Some networks contain wired components that support wireless components. The wired components can
comprise switches, routers, and bridges with special modules to enable wireless capability.

For more information about Cisco Unified Wireless Networks, see http://www.cisco.com/c/en/us/products/
wireless/index.html.
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Security for Communications in WLANs

Because all WLAN devices that are within range can receive all other WLAN traffic, security of voice
communications is critical in WLANS. To ensure that intruders do not manipulate or intercept voice traffic,

the Cisco SAFE Security Architecture supports Cisco DX 3V — X devices and Cisco Aironet APs. For
more information about security in networks, see http://www.cisco.com/c/en/us/solutions/enterprise/
design-zone-security/index.html.
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AP Authentication and Encryption Options

Authentication and encryption schemes are set up within the wireless LAN. VLANS are configured in the
network and on the APs and specify different combinations of authentication and encryption. An SSID
associates with a VLAN and the particular authentication and encryption scheme. In order for wireless
client devices to authenticate successfully, you must configure the same SSIDs with their authentication
and encryption schemes on the APs and on the device.

\}

Note * When you use WPA pre-shared key or WPA?2 pre-shared key, the pre-shared key must be statically
set on the device. These keys must match the keys that are on the AP.

* Cisco DX 3/ U — X devices do not support auto EAP negotiation; to use EAP-FAST mode, you
must specify it.

The following table provides a list of authentication and encryption schemes that are configured on the
Cisco Aironet APs that the devices support. The table shows the network configuration option for the
device that corresponds to the AP configuration.

Table 4: Authentication and Encryption Schemes

Cisco WLAN Configuration CiscoDX 1) —X
Configuration
Authentication Key management | Common Authentication
encryption
Open None None None
Static WEP None WEP WEP
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Cisco WLAN Configuration CiscoDX >1)—X
Configuration

EAP-FAST WPA or WPA2 TKIP or AES 802.1x EAP > EAP-FAST
with optional
CCKM

PEAP-MSCHAPv2 WPA or WPA2 TKIP or AES 802.1x EAP > PEAP >
with optional MSCHAPV2
CCKM

PEAP-GTC WPA or WPA2 TKIP or AES 802.1x EAP > PEAP > GTC
with optional
CCKM

EAP-TLS WPA or WPA2 TKIP or AES 802.1x EAP > TLS
with optional
CCKM

WPA/WPA2-PSK WPA-PSK or TKIP or AES WPA/WPA2 PSK
WPA2-PSK

For additional information about Cisco WLAN Security, see
http://www.cisco.comy/c/en/us/products/collateral/ wireless/aironet-1200-access-point/prod_brochure09186a0080117d0b.html.

For more information about configuring authentication and encryption schemes on APs, see the Cisco
Aironet Configuration Guide for your model and release under the following URL:

http://www.cisco.com/cisco/web/psa/configure. html?mode=prod&level0=278875243

WLANs and Roaming

Cisco DX 3 U — X devices support Cisco Centralized Key Management (CCKM), a centralized key
management protocol that provides a cache of session credentials on the wireless domain server (WDS).

For details about CCKM, see the Cisco Fast Secure Roaming Application Note at:
http://www.cisco.com/en/US/products/hw/wireless/ps4570/prod_technical reference09186a00801¢5223.html
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