DRATFL Ay

COETIE, SEIERFATOaX U TICEH#ET H T AR ERET D HIEE, TONE
EFERRTDHHECOWTHALET, IRIIROLEEBY TT,
« FEREOME L L AT B (1 ~—2)

VAT ARTDEAT (3R—Y)

e AR IR F T NRTA—HORE (43—)

T UT 4T T ORE (10 =)

s 77 UT 4 OfRE (11 =)

e FL—Z2BF U SORE (21 2—)

s E=H - T ORE (22 5—)

« BX L IRGE EREHEROER R (23 N—)
cCLIZEH LA Xy hrr0FER (23 2—)
Ty anlOREERR (24 X—)

R IRA R P X T O (28 X—)

eI DF 2y IRA T 4T (29 8—2)

e 77 7 A IVDEE (30 —)

o« A X2 N ID O (30 X—)

HWEDBELERERE

BT —%
ML E T I ) T FRTO LA — R,

cnUPF, cnMME
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B zeonsczzmm

MM T Ty N T — A + ASR 5500
« UGP
« VPC-DI
« VPC-SI
« SMI
HEREDT 7 4V b Hh
B389~ % CDETS ID 21.3 : CSCuy65332
IOV Y —RATORET AR (NA
=
B E ) » ASR 5500 System Administration Guide

» Command Line Interface Reference
*VPC-DI VAT LEHTA K

VWPCS §gtem T RI=Z hb—3 g0 HA K

I-aTF7IDERERE

\}

GE) VU —Z212BLUN5S X0 HENTEA SNIEREDUGETIBEOFEMIT R L TWETA,

ET DA J1y—x

Z DOIERETIERE STV D RFC5424 & syslog A vz — U 0 7 OFEHER 4 | 21.6

R—RrT257D, StarOS WD syslog 7 7 A 7 RinZ DY U — A THH

SN FE L7z, StarOSiE, LAATORFC3164 A vt —T 7 4 —~ v h &5 &

e AR—rLET, £, 2OV YV —ATIE, BHOR—FEMLHL

THED syslog F—S—DIPT RLAZRETHZ L HTEET,

GE) YU —221.6 TlL, UDP DAL EMEH LI 8T v AR— &
DA =V TR R— s TWET, ZOYJ—RT
X, TLS & TCP IV FA—hF SN TWEHA,
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FEIN-CYYPEN |

WET DA Jiy—x

BEENA R FID 720134 X0 M ID OFHICH LTy 7 a4 |21.3
WCEELSNC LA, F e X S OL_LETF I houX s
SOLVREE (2T — L ~L) IZEE LIZBAIZ@EmMEIT O 72D, 2 >0
LWZ UT 4 HNVCLIA Ry hua 2l 2008 LVWSNMP 7 v 7738
mEh<nEd, 2OV Y =TI, ZhbDA X tar7é 7y
IET 7 4V NTHNI > TEBY, BT 5 LIXTEEEA, 7B
WZOWTIX, 77— UUERE—RO7 4 LvZ2 YT (1T5—V) %
ZHLTLEE0,
COBREDRERLE LT, BMERIILEESNZa~ FiEd v £HA,
show snmp trap statistics =~ > N LR S, oo 7 A X2 bR
I TND, FRITa X LT 74 bD (2T —)
BT LYV E D FIZAETEINTGAIT, A2 PNICEERER
Shb Lo £,

DA, 212 £ 9 HHT

— N O
DATLOUDRAA D
VAT ATHREBLOERTEZ20 7003, ROS550OX A THRHY 9,

| B

BE S TOARY b a2/ e T SR TOMBTRIETE 5bU Tlib ) £ A, BIETHEMEL, H
SRTVBA=FY=T 7Ty b T 4—hL TA LY AL > TRIEY £

AR AR PR T EFHLT, VAT ADAT—Z ZAEHE L, AT AT
anTtnia e halvbt X 27 8T 2EERERET Y 7 F v TEET, ik, T
RTOaArsTFAM Byvay, BIOFevR @A INS v — LTI,

FOT47 : 72774787 %, CLlinstance-by-CLI A > A X L AR— A THRL— )N
HEARETT, 12D CLIA v AY VA TEHRL—F Lo TRESNTLT /T 471
7V, BIOCLIA VAR U ADERL—YF—C Lo TRRTHILIXTEERA, &7 7
TATRTE, VAT AZH LTI VUZRESNN TS O L TN L7 4 v ¥
TanRT g ERRTONRT 4 LU TRETEET, AN IBERSNDE, T2
TATRITNITNVEA LATERINET,

FL—R: =2 2R LT, RSN TOWDIREDY T A7 T4y g
VCRAET HAREMED H S E A R CE £, FL—X L, FFED T —/L ID
(callid) 5. IPT KL A, ENXA VAT — 3D (MSID) FHE, Fimlida—W—4
Wt L TEITTEET,

cEZA—F= A X UTE, BFEOR Yy v a VICEEMT BN TWATRTOT Y
TAET 4 HEELET, ZOMREEIL. BEDYT TR TANRNOEF=L Y o THEREICEET
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B ~oroxosssi—somE

| &

L ANEY R OBEFE 2T T DDA TE Ed, E=2—F. ¥ 7 A7 T A /3D MSID
FFa— P —RITHEDONTEITTEET,

Sy Ty auaX UL, VAT LAY T N 2T DT Ty T A

BRIERPRIESNTOWES, ZOFRIT. 77 v 2 DFEREZRET HDIEKLLE T,

BE X5 — | INANT7AT T4 —LENATIZ, BX IR T 7 AT T+ — VK LTEHEDC -

TWAEAIL, MO XESER A vE—vouX 72y R— b LET, Zhbonr s
I%. critical, error, warning, 35X Ndebug72 &D I F JE 2 LUV TEEM A v — U221k
LET, A= INT 7 AT U5—/LENAT KB 713, WRIZL->TRey7anizs
oy ROREEILIP T KL AL 586 IP 7 KL A, 7u haj, F3H8RY A 7128 5 R
LI L ET, T, VAT ATHREIN TWVDLEAIL, syslog b——IZH B ESINE T,
A2F—RTIN T AT T+ —LBLONAT Or X 7HR— FOFEMICHONWTIE, [P

Administrationguidel] F 7213 [ NAT AdministrationGuide] @ [Logging Support] D% 2 L T

{TEEW,

AR EAF DT INGA—FDEE

VAT AL, =P —=ERO T A NHAIIESNCa TR T AL ICRETEET, T4
BiE, VAT ENE=F =577V 74 (VATLAEZAZERITT v ban) L AR
f=r N DOAERE N H—F250 877 4 (ERE) LULEREELET,

AR bR TEV AT LAV IHRFESN, CLIZEA L CERTEET, /X bux
BHMERGTD2O00AFY RN Ty RNHVET, ROy 772X, T2 747k
WOBRIFSNET, 2BHONNy 7 7I12E, T 7T 4 7 ha X U TERPRAEINET,
TIT 4 TNy 77— VR M) ELTHEASH, 7% %2 EEXETITr V2R
T&EFET, v liE, FERCLANALLL S TCORIET /T 4 T RNy 77l abt—SnEzT,

FoNw 7 FIIER AR S50,000 DA X N ERIFTEET, TNHDRNY T 7 NF Y /0T 4 ITEE
5L, HLEWIERNHIR S, B OEREZRGET D720 OEB ARSI NE T,

7T =S ORREH T2, Ky T —2 £ 8 —7 = A A% LT syslog #—/3—I2
R EEET DRIV AT AERETEET,

| &

EE TACACS+THvUrT 47 (CLIAXRY haX o r) &, GENEZ 22— — (priv L~UL

1ISEBLO13) I LTAERSNERA,

AR AT T4 ILEDERTE

Exec T— FBIX O/ o0 — " flE— K LUV TA R b VT ONEE 7 4 VA ) T TE
*9, FEMIC OV TIX, [Command Line Interface Reference] #& MR L T 72 &0y,
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Exec E— FD T4 ILE Y2y .

Exec E— KD 4B )25

Moo= REFEHATLIE, Ju— L aX o F NI RA—FEEFETL LR, as
WCEENDIT—HOEEZHIBTE £,

Exec BE— RDa<r REiLTu sz 7 VXA T 5120, IROFUIHENE T,

TOT4THITANRY DT
logging active [ copy runtime filters ] [ event-verbosity event level ]
[ pdu-data rformat ] [ pdu-verbosity pdu level ]

ba
. copy runtimefilters : 7> XA A7 4V F B at’—L, TOabt—%H L THED X
VIR arE T A NVEMBELET,

« event-verbosity event_level : 1 X b D1 ¥ 7 T 5 verboseness D L ~L &R DN
TN ELET,

emin: A X2 MIBETAR/NBEBOFEREZF R LET, HFERICIE, AP, 77
U7 4, AXVIID, YET77 4 (EXRE) L~b, B, BXORAREENE
ﬁ‘@

econcise : A N MIBAT AEEMEREFZ R LETR, VAT LWL XV FOEET
AL L 8 A,

cfull : A X2 FBERS NIV AT DNOGFT 2T 2R E TR L. A2 b
BT HREME R AR T LET,
« pdu-dataformat : = Z\ZFiER SN HE DTy T —F 2=y FOW IR EZRDONT
INZHEELET,
enone: RAW B (R7 +—~ > )
* hex : 16 #E£TE
shex-astii : A A V7 L—LDF 7 LRIFED 16 HHE LY ASCIT
« pdu-verbosity pdu_level : /X5y hF—F 2=y hOrX o ZIfEHT % verboseness D L
LB 1~ S OB THRELE T, SHARLIFEMRLOTT,
[BXE DR L RAF) OEOFHIUNES T, RELZHRFLET

A VAR VRIZEDTANE ) VT DEMEEEEME

logging filter active facility rfacility level severity level [ critical-info
| no-critical-info ]

logging filter { disable | enable } facility facility { all | instance

instance number }

P
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. Exec E— KD 74 ILE YT

cactive: 77T 47 7R AORIOXR T AT a L ERETALIICHERLET,

e disable : FFEDA VAL LV AFINTTRTOA U AZ L ADRF U T EBEHILES, =
DOF—U— RNiX, aaamgr, hamgr, 3L Wsessmgr 7 7 > U 7 4 TOHYFR— I TWE
R

cenable: FFEDA LV AL U RAETEITRTOA VAL L ADOUXR U TEFNILET, T
DF—YU— RiX, aaamgr, hamgr, 3L Wsessmgr 7 7 >V 7 4 TOHFAR— I TNE
. 7 74V N T, aaamgr, hamgr, 3L Wsessmgr DT XTDHA L AX A ZxfLTH
XU TR 2> TOET,

« facility facility and level severity level : EOT AT A7 7 VT 4 2 ED L)L TR IR
BT ONERET 20X T T A NFERELET, FMICONTIE, 772 U7 1 DfF
E1_=2) EAR_bOTETT 4 (HRKE) @0~—2) 2ZRL TS0,

« all | instanceinstance_number : TXTDA > A X A F721% aaamgr, hamgr, F 721
sessmgr DFFED A AL A LT, B X T 28RS 5000 T 20 fEEL
£ 9, show session subsystem facility facility =~ > R&EI{TLC, $FEDA AKX v A
Tl LET,

N

GE) b DF—U— RiX, disable s LM enable ¥ —U— R TDH
PR—FENTNET,

« level severity level : IRD Y XA Mipnba ZICFRE SO IHEWMO LAV EZIEELET, 2oL
VL FE D ERIRDIRICIE~ B E T,

e critical : =T —A X M EFIR

cerror : T —A N MBIV ETT 4 (HKRE) LB ENTNTOASNY b &

For
e warning : BE A R MBI RV ET T 4 (HERE) LoULREWNTRTOA RS &
For
sunusual : BFHA X FBIOVET T 4 (EKRE) LANAREWNTRTOA N b
IR

einfo : fFA XU PRI ET T ¢ (HERE) LANARENTXTOA X F &R
T

strace : NL—AAXRUFBIOVET T 4 (EKRE) LXARENTXTOA X B
& RN

s debug : TXTHOA X R EFR

GEx) ZDOF—U—RNiL, actived—7U— K& OfAGHOETOHRYHR—
FENTWET,
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JO—NILEBRE—FDT LR .

e critical-info : BEREROBT I BIHEEZFFOA XU FERRT LI ELET, =

NEDOEATDOAR NOBINL, VAT LT BRALZ AT NBENIEDOT— T v
THRHCERENET, T T 74V bOFRETT,

no-critical-info : EE/RFWRO BT IV BHEAESOA X FE2FE LWL SICHRELE
KR

\}

GE)

| &

INHDOF—U— RiL, activeF—U — R & OLEDHETDH
PR—rINTWET,

3

TV VT A DE—DA VAL ACBT DX S EAINCT LT, T T 40
TRCDOA VAL AW L ThD,  (loggingfilter disablefacility facilityall) ¥R IZHEE D
A VAR ADRX U T AT H0ERH Y £9 (loggingfilter enablefacility facilityinstance
instance_ number) , 77 4L R OEIEICE LT HICIE, TRTDOA L RAZ L ADu X T i

EANTTH20ENRH Y 9 (logging filter enable facility facility all)

Exec & — F® showinstance-logging =~ > R&H LT, 773 U740 ZEiCashicasniA
VAR UADA VAR AR T EFRTEET,

SO—NILERE—FDOI24L2) 5

Exec E— FB I/ B — VLT — F LNV TA R hrZONEEZ 7 A VZ ) 7 TE
£
VAT LDDFATREA N2 b r X TG A= F ERET DL, KOFUIENET,
configure

logging filter runtime facility racility level report level

logging display { event-verbosity | pdu-data | pdu-verbosity }
end

7

« facility facility and level severity level : EOT AT A7 7 VT 4B ED L~ THZITHE
T OMERETH20X T T 4N B ERELET, FFlCOVWTIER, 773 U7 1 OfF
E U1 _=2) EAR_RbOTETT 4 (HRKE) @0~—) 2ZRL TS0,
c B ZIIEEKT DT RTOT 7 VT IR L CRIEAMR VKL ET,

« 47 3 :logging disableeventid =~ > RZBIIL T, 4> ID OHlREZRE L E
To VAT LI, FFEDOA XY FID ETHLHIADA R FIDDFEEEHRL T, &
TR SN T — X OEPR AR L~V L7 D X5 BuNRICI 2 DiRe & 12k L £

T, BIOANRY NIDERIFA Ry NIDOEHO e X F 24 A12i%,. ZOFE
TR0 L ET,
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 HEE N o <> K (logging disable eventid) Z i/ L CTA X2 b ID F 72134 X
NID#FHOA X hr X T EGIRT D L AT MTEKRBRA N br s Tcli 30999
critical | &, MEEHZ SNIZFFEDA X2 M ID £720FA X b ID HiPHAZ FFO SNMP k7 v
7" 11361 (DisabledEventIDs)| %4k L £,

ZOVV—RATE, ZhbDA X bar e vT I T 7 40 S TEINZR>TEY
WIS HZ LT TEETA,

BEHENSOX 7 L% iP5 (logging filter runtimefacility facility level report_level =
~UREFEHLT, 7740 L THD lerror) £V TIZT2) &, VAT AFEK
A X ka2 [cli30998 Critical | &, HEZNZ SAUIZFFED A X2 b ID £7203A X2 b
ID #i[f 2 £5> SNMP k7 7 1362 (LogLevelChanged)] %k L 7,

ZOVV—RATE, ZbDAR_Xbar e vT I T 7 40 S TEINZR>TEY
WIS HZ LI TEETA,

WOHNE., Ay haXrZERida L AURNERBINEESICER SN N5 v 7O CLI
HAZRLTWET,

[local]lhost# show snmp trap statistics
SNMP Notification Statistics:

Trap Name #Gen #Disc Disable Last Generated

DisabledEventIDs 1 0 0 2017:05:11:15:35:25
LogLevelChanged 2 0 0 2017:05:11:15:28:03

[local]lhost# show snmp trap history
There are x historical trap records (5000 maximum)

Timestamp Trap Information

Thu May 11 15:28:03 2017 Internal trap notification 1362 (LogLevelChanged) Logging level
of facility resmgr is changed to critical by user #initial-config# context local privilege
level Security Administrator ttyname /dev/pts/0 address type IPV4 remote ip address

0.0.0.0

Thu May 11 15:35:25 2017 Internal trap notification 1361 (DisabledEventIDs) Event IDs
from 100 to 1000 have been disabled by user adminuser context context privilege level
security administrator ttyname tty address type IPV4 remote ip address 1.2.3.4

Mon May 15 10:14:56 2017 Internal trap notification 1362 (LogLevelChanged) Logging level
of facility sitmain is changed to critical by user staradmin context local privilege
level Security Administrator ttyname /dev/pts/1l address type IPV4 remote ip address
161.44.190.27

[RE DMERR L RAF ] DEDBIINE- T, REERFELET,
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syslog F—/\DE&TE .

syslog b —/\D &L E

syslog 7—F T F v
VAT LuX Y (syslog) E. StarOS 7225 UDP k7 > AR— Mgz LTA X M E 4L
L., b ENTZANY b A v —Da Ly ZIEETHT —%7 7 F v TT, syslogld”
FGATV MY—NR—=T —=%F 7 F v A LET,
esydlog 7 SA T b - StarOS WL TEITEN TS EDO TR ERATHY, A hA v
TV OEET A AL LTEELET,
e sydogB—/8— : StarOS B BIEE ESNTZA XU M A v —VEZETDHIIICRES
NI — ST,

StarOS H i G DRI E B B L9, syslog 70 F /L EEHLTA XU R Ay
’Iz—“/“%;’é,ﬁmﬂé Li?”o VAT LIEL syslog NN A v =V R ETE 50 E D TR
2L AR F A =T ERERELET,

PR syslog H—/A—~A R b A v E—SERETEESICTELRTLDRE

THRA R haX 707 V¥ THERSNHERIE, KA b L— U H D syslog —/3—
ICEETEET,

BE syslog—"—IZXEINLT—F I, HFRIBEOLZDITHEHT 222 AMNE LT0ET,
RBERNT 4=V ADE=FY 772 EORRRIL, syslog [ZITIED 72V K 512 5 BN
bV FET,

BEE VAT AFaTHA NI LT syslog h—N—%F ﬁﬁ‘éi@( PEZfE X CTWETN, Fv b
D=0 NI 7407 ho0al No77 47 &0BET 57012, $XTOF—1"—%a—7/L
AVTHXANTRETDHIEEZHERLET,

Syslog Y —/ _"—%FET HITI1E, ROBIZFEHLET,

configure
context local
logging syslog ip address
end

«ip addressif, *v hU—7 LDV AT AR T H—N—DIPT KL A%, IPv4D K v bt
10 RG>, T IPv6 D TREILNZ 16 #ERLTHELET,

« loggingsyslog 2~ > R ClL, W 20 DA T a DX —U— RefliflcE 7, FFMic
DWW TIE,  [Command Linelnterface Reference] @ [Context Configuration Mode Commands)
DEEZZHRLTIIEIN,
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« BIMDsyslogh— "—Z&KETLHHEIE. LDEISCTCIOFIELZEVIRL T, ZEA
RE72 syslog T — N—DOEUZHIIRIZH Y A,

FEHEIZ DUV CIE,  Command Line Interface Reference] @ logging =~ > REZSML T 7E&E
AN

[RREDOHERR & RAF) OEDOBAIE-> T, RELRFLET,

T7O9T47A5DHETE

777 4 7w ZL, CLlinstance-by-CLI A > A X L A THNR L — X BFREFARERA R b J
T3, 1DODCLIA VAR LV ATEHI—Y —ICLoTHRESNLZT 7T 47071, HlO

CLIA VAZ V ADEHaA—F 23R rENEEL, ET 7747071, VAT AIIHL
Tﬁm—ﬂwuﬁiéﬂfwé%@&i@ibt74w§7DA74&%T7DA74%ﬁ%
LCRETEET, 77747 71E, AR TVH A LA TEREINET,

TIT4T7alid, T74NNTRET I T 4T RAFINy 77 ICEZAENEEA, T2
TATRO T ET VT AT IRATY Ny 7 7 IZEEZIALITE, 7 e — KT~ R TRO =2
<~ REFITLET,

[locallhost name(config)# logging runtime buffer store all-events

TITATRaATNT I T 4 TRAT I Ny 77 I lEEIAENDLE, TRXTOCLIA VAKX
ADTRCHDA—P—=PMEATELHLI1T0 E£7,

ROFIZEER LT, 70— IUMERE— R TT 774 70X T ELET,

[locallhost name(config)# logging filter runtime facility rfacility level

report level

E
c EDVAT AT 7T 4 EOLLTa FICRERT DN EIRET Ha X T T 4V H
ERELET, FFMIZONWTE, 773U T4 08E (11 X—) LA XU DT ET
T4 (HEKRE) (@02—) 22RLTIZEN,
B VIR T AT RTOT7 7 U T 42X L TCTRIEZ&E Y KL ET,
« 47 a3 :logging disableeventid =~ > RZEML T, 4> b ID OHIEZHE L &
T, VAT LI, FFEDOANX MDD EIEHLHHFEDOA X NIDDOEEEFIREL T, =
TR SNDT — X DENRO AR L~V &7 19 F/NRICH 2 Dme 2420t L £
T, BIMDA X2 M ID £721FA R M ID OFFHO 1 X 2 BN AL, ZOFIE
RO LET,
« Exec £ — F? logging active 2~ > R TlE, W ONDF—TU— K47 g 0 & B a2l
Ac&EE4, FFEcoWTiEL, [Command Line Interface Reference] @ [Exec Mode
Commands] OFEAZZBL TSV,

R T R TCOIFERPINEESNTZS, ExecT— R TRO A~ REANLT, 775747 xn
T OFRREEIETEET,

no logging active
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P EDDE ST

27T 4 DIEE

| o

BE XL JIERATERERO 77 VT 41%. 7T v b7 x—b X A7, StarOS D/A— g
V. BEOAS VAP AL ENTWHDERET A B AL TR 7,

ROTZ 7V VT 41F AR T =2 2nX 7T H X ICRETEET,
cal0: A0 F—T =2 AR T7UT 4
cdll: Al A EFZ—T=2A A T7 VT«
callmgr : All v~ —Y ¥ 772 U7 ¢
caaa-client : 387k, FFrl. BLOT T T 107 (AAA) 7794 T v 772 0T 4
caaamgr : AAA XX —VxOuxr 777 )T 4
s @aaproxy : AAA 7’ua X757 U7 4
caadl2 : ATM 7 X 77—V av LA¥2 (AAL2) abharouxy 7 7737 4
cacl-log: 77 kAx=a hr—L ) X (ACL) OuX o777 U7 4
cacsetrl : 7T 4 7 Fy—Y 7 —ERA (ACS) artu—J 77 UT ¢
cacsmgr : ACS v —vY ¥ 773 U7 4
cafctrl : 777V v ary hma—5 773U F 4 [ASR 5500 7]
» afmgr : Fabric Manager D2 X227 7 7 2 U 7 ¢ [ASR 5500 D #]
salarmctrl : 77 —Lar kr—57 5774
« alcap : Access Link Control Application Part (ALCAP) '&a haroa X777 U7 ¢
salcapmgr : ALCAP v~ —YxDuXx> 7772 U7 4
cal : FRTDT 7 LU T
casngwmgr : 778 A $—E 2 xy hT—7 (ASN) ¥ —hvU A vF—Tx 77V
7 4
sasnpemgr : ASN X—Y > 7 arv he—9 v x =% 77U T 4
» bfd : Bidirectional Forwarding Detection (BFD) ~'w& | =1/l
cbgp : R—F— == 7 bz (BGP) 77 VT«
« bindmux : IPCF BindMux-Demux ¥~ r—Y ¥ DR X777 U T ¢

sbngmgr : 7r— KU KRy hU—2 F— U= (BNG) Demux ¥R —¥ ¥ D ¥
777 VT4
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B o7 om=

* bssap+ : SGSN & MSC/VLR (2.5G B L W3G) Mlow A A F—T A4 AHDON—R
AT —=vary VT VAT AT T r—va i+ halrzr 0T 4

ebssgp : R—=ART = a YT URATLADGPRS VY hau A 77T 40,
SGSN & BSS M DEHROZLHAZLIEL 3 (2.5G D)

scallhome: CallHome 7 7'V 7r—vavouax o777 VT 4

scap: UL RT7 7V r—ray 256BLW3G) THEMASNS 7 22 bV CAMEL
Application Part (CAP) ou x> 27772 UT 4

schsmgr : 7B~ KXY AT 07 P —E R (CBS) DuFx 777 UTF ¢ [HNBGW]
ccdf : Fy—Y oV F—=% 75773 gy (CDF) OuXo 77707 4
ecfetrl : a3 T Ty Z VT arta—gouxX 7 VT g
ecfmgr: 27 TANE Y T X =Ty DuFX T T VT ¢
ccgw BTV EAS— TV x2A (CGW) ORF L7757 VT ¢
ccicavry R I A F =T X (CL) OuXr 7772 U7 4
ccmp : REBIEFEE T 0 h 3L (IPSec) ORr¥ L7772 U T 4

« confdmgr : ConfD Manager Proclet (netconf) Oa¥> 7757 U T ¢

« connectedapps : SecGW ASR 9000 oneP i#{g 7' = k=L

econnproxy : = he—77uaxoouX 77y U7 4

» credit-control : Credit Control (CC) 77 > U7 «

scp: A—F/Amy MNAR—harbte—=7 77307 ¢

ecSS: AT Y =R EBLIZVa (css) TV T 4

ecsssig: CSSRADIUS ¥ 7V 77572 UT ¢

+ cx-diameter : Cx Diameter A v&—37 7 U 7 ¢ [CSCF <--> HSS]
edatamgr : 7—4% v % —Y v JL—AU—27 ouX T 7 7y )T 4

e dcardctrl: IPSec O K—X—J—Rar te—70orXr 777 V7 ¢
edcardmgr : IPSec R—4% — I — R~vRx—V vy OuxX 777 V7 4

« demuxmgr : Demux Manager AP1 7 7 > U 7 ¢

« dgmbmgr : Diameter Gmb 7 7’V 7 — a v w3 —Y vy 0ouX o 777U T ¢
« dhcp : Dynamic Host Configuration Protocol (DHCP) v X277 7 U T ¢
* dhcpv6 : DHCPv6

«dhost : SRR bOBRFL T T VT 4
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« diabase : Diabase A v &—T 77U T o

« diactr| : Diameter Controller Proclet D2 ¥ > 77 7 2 U T 4

- diameter : Diameter = RARA > hoOurX 7772 U7 4

« diameter-acct : Diameter 7 7 U > T 4 >

» diameter-auth : Diameter F37IE

« diameter-dns : Diameter DNS ¥ 7 v 27 A

« diameter-ecs : ACS Diameter > 77U > 777 U T ¢

» diameter-engine : Diameter /X— 3 V2 TPV ORX T T 7T 4

« diameter-hdd : Diameter Horizontal Directional Drilling (HDD) A > ¥ —7xA A7 7 '
T A

« diameter-svc : Diameter — E &

« diamproxy : DiamProxy DR ¥ 77 7 U T 4

« doulosuemgr : DOULOS (IMS-IPSec) ——# —fi~Fx— ¥

«dpath : IPSec 7—Z# /2D uX L 777U F 4

edrvetrl : R4 "avste—0ouX 777 )T ¢

- eap-diameter : Extensible Authentication Protocol (EAP; JLIRFAIRERRAEY 7 kL) IPEF =
V74773074

« eap-ipsec: Extensible Authentication Protocol (EAP; #E3EFIREFRAEY" = k =2/L) 1PSec 7 7 ¥/
I

* eap-sta-sba-s13-sob-diameter : EAP/STA/S6A/S13/S6B Diameter A & — 7 7 2 U 7 ¢

cecsCss: ACSMGR<> vy v ay v 3=V VI F VU T A =Tz f X T7V)Y
7 4

segtpc : eGTP-COEX 7 77 U T 4

s egtpmgr : JZ3E GPRS b x U 7 7'm hab (eGTP) ~Rr—yxDouX o777V
T A

segtpu : eGTP-U DB XL 777U T 4

cembms: eMBMS 7' — FU = A 77U T 4

cembms: eMBMS 7 — ~h U = A Demux 7 7 ¥ U 7 4

« epdg : evolved Packet Data (ePDG) 77—~V =Af DX 777U T 4

« event-notif : A X2 NEHIA L H —T = ADOOXL T Ty YT o

cevlog: A1 X b T Ty )T g
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«famgr : AT —Y 2 bR —Yvy0ouX L STy T 4

firewall : 77 A 7 U F—NORFXL T T VT 4

efng: 7=L h Xy FU—=7 =T =4 (ENG) OuX 777 VT ¢
egomgr : SGSNGb A v X —T =2 Af A 3=V % 77 VT 4

e gmm :

+2.5G D4 : GPRS Mobility Management (GMM) LA ¥ %1 7 Ziték L %9 (LLC
LA Yo L)

GGG TV EAT TV —var LAY (RANAP LA YD L) % v 7|25k
LiTO
sgprsapp : GPRS 7 U r—varounXr 77y T 4

egprsns: GPRS * v hU—7 #—EX 7u ka2 (SGSN & BSS DO LA F) orF
YITT77 VT4

* gg-rx-tx-diameter : Gg/Rx/Tx Diameter A v &—27 7 v U T ¢

s gss-gedr : GTPP A h L—UH— X—D GCDR 7 7 > U 7 4
egtpc: GTP-C 712 haouaX o 777U T 4

e gtpemgr : GTP-C 7’2 fa)l~3x—Vx¥OuX o 777U T 4
s otpp : GTP-prime 7' & ha/LOuX 777 U T ¢

egtpu : GTP-U 7 hatouxo 777 U T 4

* gtpumgr : GTP-U Demux ¥ R — v

- gx-ty-diameter : Gx/Ty Diameter A v E— 7 7 2 U7 ¢

s gy-diameter : Gy Diameter A v E— 7 72U 7 4

«h248prt : H248 AR — h v~ =¥ 77 U T 4

shamgr : F—A ==Yz h 3=V y0ouX 77707 4
chat : @AM 227 (HAT) 7mtRx77> U7 4

ehdctrl :HD =2 he—J0aX 7757 U7 4

« henbapp : Home Evolved NodeB (HENB) 77U 772 U7 «

« henbgw : HENB-GW 7 7 > U 7 ¢

« henbgw-pws : HENB-GW Public Warning System =¥ > 7 7 7 > U 7 ¢

+ henbgw-sctp-acs : HENB-GW 7 2 & A Stream Control Transmission Protocol (SCTP) 7 7 ¥/
V74
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« henbgw-sctp-nw : HENBGW > NV —2 SCTP 7 7 > U 7 ¢

« henbgwdemux : HENB-GW Demux 7 7 ' U 7 1

« henbgwmgr : HENB-GW ¥~ % —Y % 7 7 > U T ¢

* hnb-gw : HNB-GW (3G Femto GW) X2 777 U T 4

« hnbmgr : HNB-GW Demux ¥ % —Y % n¥ 7 77 U7 ¢

* hsspeer-service : "—LH 7R 7 F A % —"— (HSS) T H—ERXT 7 UT 4

eiftask : VPC-SIBLWVPC-DI 7T v b7 4 — AL THHININH 7+ TV —F—HF 2
(INTEL DPDK)

« igmp : Internet Group Management Protocol (IGMP)

cikev2: A U F =Xy N F— I AF =2V RN—T 3 2 (IKEv2)

s ims-authorizatn : IP vV F A7 4 TH T A7 A (IMS) §8iE—EA7 72U T ¢

sims-sh : Diameter Sh f > % — 7 = A AP —ERAT 7 U T ¢

«imsimgr : SGSNIMSI ~ % —Y ¥ 77 U 7 ¢

« imsue : IMS User Equipment (IMSUE) 7 7 U 7 «

s ip-arp : IP Address Resolution Protocol (ARP)

sip-interface : IP A ' F —T = A AT 7 VT 4

sip-route: IP L— b7 7 U T ¢

cipms: A TV V2 F Xy N ®=H VT VAT A (IPMS) OrX T 77U
T A

s ipne: IP Network ENABLER (IPNE) 77 > U7 ¢

cipsec: IPEF 2V T 4 X7 77T 4

s ipsecdemux : IPSec demux P2 X7 7 7 U T 4

cipsg: IPY—bER S — Yz f X =T fADOUXL T T 7T 4

cipsgmgr: IP —tE R =~V xA Ty VT 4

cipsp  IP =G TR harouX STy )T 4

s kvstore : Key/Value A k7 (kvstore) 77U T ¢

e |2tp-control : LA ¥ 2 bV 77 a haj (L2TP) a2 ba—roaXr 777w
U7+

e |2tp-data: L2TP 7 —#u X777 7 ¢

« [2tpdemux: L2TP Demux ¥~ R —Y ¥ DR X 77 7 U T 4
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«12tpmgr: L2TP ¥~ % —Y ¥ ORr X 77 7 VT 4

« lagmgr : Link Aggregation GROUP (LAG) ~F*—YyDu s A > 77U T 4
eles: vy —va =X (LCS) OrX 7773 VT ¢

eldap: 74 vV =A F T4 L7 R 77X 7 hau

eli: <=2 ROFBIZOWTIE,  [Lawful Intercept Configuration Guide] Z &M L T 72 &
Uy,

e linkmgr : SGSN/BSSSS7 UV v/ ~%—VxOu X777 U7 4 (25G DH)

ellc: #HFY 78I (LLC) Fr hairouX 7773 U5 ¢, SGSN D4, MS &
SGSN OO Y 7122\ T, GMM LA ¥ & BSSGP LA YDO[IIZH D LLC LA ¥
o lCEELET,

e local-policy : v = /L RY o —H—2 772 VU7 4

s location-service: =5 — a v —ERX 77U T 4

em3ap: M3 7TV r—varryahar zyri T

em3ua: M3UA 7 ha X7 772 U7 4

emagmgr : ENANT I ERA F— U IRX—VX¥OuFXL T T 7T 4
emap: ENXA N T TV r— a3 8—K (MAP) Ymr haroaxX 77y U7 4
« megadiammgr : MegaDiameter ¥ r— % (SLF #—tER) or¥ o 7757 V7 ¢

emmeapp: EEV T 4 v =V AL N7 474 (MME) 77U r—Yarpu¥y
77774

* mme-embmsembms : MME eMBMS 7 7 > U 7 ¢

s mme-misc : MME Ol 77 72 U7 o«

« mmedemux : MME Demux ¥ X — ¥ DX 77 7T ¢

smmemgr : MME v~ %X —V % 77 VU T ¢

emmgr : VAX =X =T ¥ OuXL T T 7T ¢

s mobile-ip : EANA VP T X

» mobile-ip-data: €E XA VP T—X 77 VT 4

» mobile-ipv6 : E/XA /L IPV6 DR XL T 77U T o

empls: v /LF7 v ha) 7L XA vF 7 (MPLS) mr haroaxXr 77yl
T4

« mrme : Multi Radio Mobility Entity (MRME) =¥ > 2777 U7 4
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* mseg-app : Mobile Services Edge Gateway (MSEG) 77U/ —var aXx 7 772y
74

» mseg-gtpc : MSEGGTP-C 7 /U r—var aX o7 77y VT 4

- mseg-gtpu : MSEGGTP-U 7 7'V r—v s v uX o s 757 L5 ¢

e msegmgr : MSEG Demux ¥ % —Y % X7 77 U T 4

» mtp2 : Message Transfer Part2 (MTP2) —vE2DuX¥ o777 U7 ¢

» mtp3 : Message Transfer Part3 (MTP3) 7'm haironX 777 U7 ¢

e multicast-proxy : /v FF¥F ¥ A XX 7 VT ¢

enas: 7 7t ARERE (NAS) r harouaX 777 U7 4 [MME 4G]
snetwstrg: *v RV —27 A hL—Y 77U T ¢

enpuctrl : Xy NU—2 Tatyth =y MNEIT 7V T o

enpudrv: ¥y NV —27 Fatytha=y k RIA4X 757U 7 1 [ASR 5500 DF]
enpumgr : X hUV—27 Tty a=my b xx—TVx 77U T 4

« npumgr-acl : NPUMGR ACL ®Dr ¥ 77 73 U7 ¢

» npumgr-drv : NPUMGR DRV O X277 7 U7 ¢

« npumgr-flow : NPUMGR FLOW O a X277 7 2 U7 ¢

s npumgr-fwd : NPUMGR FWD ©oa ¥ 77 7> 2 U7 4

» npumgr-init : NPUMGR INIT o ¥> 777 U T 4

s npumgr-lc : NPUMGRLC oua ¥ 777 U T ¢

« npumgr-port : NPUMGR PORT O ¥ 77 7 v U T 4

« npumgr-recovery : NPUMGR RECOVERY O ¥ 77 7 U7 ¢

e npumgr-rri : NPUMGRRRI (U NN—ZA)L—h ATzl vay) ouXo 7777 4
» npumgr-vpn : NPUMGR VPN O ¥ 77 7 U T ¢

« npusim : NPUSIM 2 %> 77 7 2 U 5 ¢ [ASR 5500 %]

socsp : AV T A VHFREAT X AT m hajl

eogw-app : A7 — K — kU xA (OGW) 7 XU r—rarnaXxr 777207 41V
U —212.0 LLFTD/R— g D H]

«ogw-gtpc : OGW GTP-C 7 7 U r—>aroux 777 U T 4 [U U —Z12.0 LLRE(D
=5 D]

« 0gW-gtpu : OGW GTP-U 7 7 U rr—> g ooua X 777 U5 4 [U U—212.0 LLATD
W= g DH]
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s ogwmgr : OGW Demux ¥~ 12— ¥ DR XL T 77U 7 4 [U U —R12.0 LLFiDO/N— =
DA

corbs: ATV P VI TZARN T R—N VAT LORX T T T 4
cospf : OSPE 711 havpuxXo 7772 0T 4

sospfv3d : OSPFV3 7' fharoua X777 U7 4

p2p: ETY—ETOMBORX STy T 4

* pagingmgr : PAGINGMGR ®Ou X7 7 73U 7 ¢

« pccmgr : Intelligent Policy Control Function (IPCF) Policy Charging and Control (PCC) ~ —
CxIAT7 T

« pdg : Packet Data Gateway (PDG) © ¥ 777 U7 ¢

e pdgdmgr : Pdg Demux ~ % —Y ¥ DX 777U T ¢

« pdif: Packet Data Interworking Function (PDIF) ®owrX> 2777 U7 ¢

* pgw : Packet Data Network Gateway (PGW) X775 v U T ¢

* phs : Personal Handyphone System (PHS)

« phs-control : Phs X1/X5 B LU X2/ X6 A v F—T = A ADOX L T 77U T 4
ephs-data: PHS 7—#0oux o777 U7 4

« phs-eapol : PHS EAP over LAN (EAPOL) =¥ 777 U7 4

e phsgwmgr: PHS 7 — F V= A 32—V % 77 VT o

sphspcmgr : PHS X—Y > 7 arv ba—7 v 3% —V % 77 U7 ¢

epmm-app : N7y F FEUT 4 X% =V A (PMM) TV r—var oy
77 UT 4

sppp: KAV FY—KRA > hFr bz (PPP) Vo2 &RXry b 77 U7 4
s pppoe : PPP over Ethernet D X2 77 7 2 U 7 ¢

« proclet-map-frwk : Proclet v v ©'> 7 7 L—ATU—rOouX 777 U7 4
*push : VPNMGRCDR F'v ¥ =2duXxo 777 VT 4

eradiusacct : RADIUS 7 AV v T v/ aXxy 7 77y VT 4

e radius-auth : RADIUS @Gk ¥ 77 7 2 U T ¢

« radius-coa : RADIUS D8 AIZ8 % 45 1 U radius HE5efEER

* ranap : Radio Access Network Application Part (RANAP) 7= k =2/L® SGSN & RNS (3G)
Mo7 7 VT mXr JiFR7 n—

crct: UANVHGEZ R 7 OouXr 777207 4
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crdt: VHAA LY NERIORX T T7 7T 4
s resmgr : Resource Manager DR ¥ 77 7 2 U 7 ¢
o rf-diameter : DiameterRf f > ¥ —T =2 A A A &=V 77 U7 4

s rip : Routing Information Protocol (RIP) ®wu ¥ 777 U T ¢ [RIP FHURFA TR —
FEnTWLEEA, ]

erlf : L— MHIBREERE (RLF) o X777 U7 4
s rohc : Robust Header Compression (RoHC) 7 7 > U T ¢
crsvp: PRIV R harouX o7 U T 4

erua: RANAP 21— % —7 % 75—+ 3 (RUA) [3G7=Ab hGW A v E—] DX
T77 VT4

«s102:S102 7 hatouaxX 777207 4

+s102mgr : S102Mgr DX 7 7 7 U T 4

eslap: S1 77U r—var7m bhan (SIAP) Ya harouX 77y )T g
« sabp : Service Area Broadcast Protocol (SABP) ®orX > 77 72 U7 ¢

* saegw : System Architecture Evolution (SAE) 7" — h U =A 757 2 U T ¢

esbc: SBe 7m hajrouX o rry )T g

« scep ¢ Signalling Connection Control Part (SCCP) 7’2 h /L u ¥ 7 (RANAP & TCAP
LAY OaxrsvaMMAye—)

esct MAREZ A7 ORX T T 72 VT 4

« sctp : Stream Control Transmission Protocol (SCTP) 7'®m h=aloux 77 7 U7 4«
« sef_ecs : Severely Errored Frames (SEF) API I~ 7 >V 7 «
esessgr : SMGR 77 U7«

esessctrl By varvarvie—sgoanXr 7y T4

esessmgr t By varvx—vxouXr sy T4

esesdtrc: Eyvarhlb—20oRX ST T 4

St A TF T TV I FATORX T T 7T 4

*sgs: SGA VF—T=A AT v harounx 7y VT 4

* sgsn-app : SGSN-APP N E F XF/RSGSN D [ )—| f v H—T =2 AEuX 7 (-
& 21X, PMM, MAP, GPRSFSM, SMS 72 &)

» sgsn-failures : SGSN = — /L DKM Bt/ 7 7 7 « 7ILDES) onX 777 U7 4
(2.5G)
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» sgsn-gtpc : SGSN & GGSN [HDOHilfl A v&—Y % r ¥ 742 SGSN GTP-C 7’2 | =2/L
e sgsn-gtpu : 2—H—F—H X v E—TE X7+ %5 SGSNGTP-U 7' u k2

s sgsn-mbms-bearer : SGSN ¥ /LT AT 4 7 70— KF¥ ¥ A N LTFHx X M —E X
(MBMS) X7 Z—APP (SMGR) ouax 77727 4

cSYN-MISC: A X v I F—U X, LA YRIONAS T 4 U T LHIRER X 7T 5728
WZEEHT %

e sgsn-system : SGSN VAT LAV R—F 2 houaXr 777U T ¢ (fFHEENMEW)
e sgsn-test : SGSN 7 A b X777 v UT ¢ (i HEEDOIK)

« sgtpemgr : SGTPC 1 X TN GGSN %/ L 72 SGSN GTP-C Manager D 12 % 1 7 [ D A5
esgw =T F— U= T U T4

s sh-diameter : Sh Diameter A v&—Y 77 U7 ¢

esitmain : AT LY E AT DAL v aX T Ty T 4

e[dmgrvbs] : A~v—hk T4V v Fx—TxyOuX T Ty )T g

eds: —ERL~ULtEE (SLS) 'm haroaxXr 77y T o

esm-app : SM 7’2 harouX s 7y U T 4

esms > a— A=Y —EZ (SMS) IZ2XAMS & SMSCOBDORAX vE—0ra X
o

« sndcp : Sub Network Dependent Convergence Protocol (SNDCP) R X > 77 72 U T ¢
esnmp : SNMP DXL 77 7 2 )T ¢

« sprmgr : IPCF Subscriber Policy Register (SPR) ¥~ F—Y ¥ DRr ¥ 777U TF 4
csrdb @ AZ T VRl T — 2 =

estp: P—ERIEMN T2 FaL (SRP) ouX T 7y T g

« sscfnni : Service-Specific Coordination Function for Signaling at the Network Node Interface
(SSCF-NNI) or¥r 7772 V7 ¢

« sscop : Service-Specific Connection-Oriented Protocol (SSCOP) ®wm ¥ 77 7 U T ¢
s ssh-ipsec : Secure SHELL (SSH) IP X = UFsouXx /77 UT ¢

e sd : Secure Socket Layer (SSL) A v&—yonX¥ 77707 4

- stat : FEHEROBR XL ST U T

ssupsery : Ml —EADOu X 7T 7 U T 4 [H323]

ssysem . VAT LAORX T Ty T 4

s tacacsplus : TACACS+ ’'a haj ax o7 77 U7 ¢
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stcap : TCAP v harouxX 777 V7 4

testetrl : 7 A bar b —ouX 77T 4

stestmgr : T A Y3 =Yy ORFX LT T U T o

sthreshold : LEVMEDORF 777U T o

« ttg : Tunnel Termination Gateway (TTG) DR ¥ 77 7 VT ¢

etucl : TCP/UDP 2>/ "—Y = AL A% (TUCL) ORrF¥> 777 VT 4
eudr : 2—#—5—%1La—F (UDR) 77 U7 4 (Charging ¥— & A THEMH)
cuser-data: *—H—F—FOuX T 77U T 4

suser-I3tunnel : —YF—1L A ¥ 3 hoxroaX T Ty T o

» usertcp-stack : =—4#— TCP A& v 7

evim: Voice f YV AZ 2 b A yE—Y (VIM) OuXxo 7773207 4

svinfo: VINFO D e X777 T 4

evmgetrl - REAT 4 75— FU =4 (VMG) 2 br—7 73V TF 4
evmgetrl : VMG a7 Y v 3=y 77V T 4

evpn R F T A RXR— Xy NU—7DouxX 7777 4

* vpp : Vector Packet Processing (VPP) ou x> 2777 UT 4

» wimax-data : WiMAX 7 — %

* wimax-r6 : WiMAX R6

wsg: VA YL AEFX2YT 4 F—FU=A (ASRI000EFxF=2VUT 47—V xA)

s Xx2gw-app : X2GW (X2 e ¥+ 7 —hU = A, eNodeB) 77V —Taror¥ o7
77T 4

 x2gw-demux : X2GW demux ¥ A7 Oua X7 7 7 VT 4

NL—XABXH5NDHETE

Ne—2aX 7%, BUET 77 4 TRFEDE v v a  ORMBEEZTGRIZHR T 5 DITELE
F9, T bk, Exec E— KT loggingfilter 2~ RZHEH L THREINTZT 2 — L X
v ha s T 4 VFIRTE LIRVMER T IC RS D TR SN D — IR 7 4 V2 T, 127210,
ARV brZERBRIC, a 72X o TERSNDIERIT, 77T 4 TR AFI Ny 7 7 IRTF
SNET,

BIR L7 a— LICEEMT SN TWETRTOT NNy L Xy R MEEENE T,
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EE ML Ang@ by yva rOREICEELET, T8y VRNTORRET DLEED Y &
¥

Exec E— R T h L —Aa V5 HET HIZIE, ROFIZMHFEHLET,

[locallhost name# logging trace { callid call id | ipaddr ip address | msid
ms_id | username username }

MBI T RTOFRDIE S NI, ROa~vr Fa AN LT, hr—2nZzHllRTE %
‘@40

[locallhost name# no logging trace { callid cali id | ipaddr ip address | msid
ms_id | username username }

—_— - » =JL =
:E-—Jg E]C7ODEXZE
F=H—ua X TE, FEOT T AT TAROTRTOE v a B T%hfb\éﬁ”““

TOT 7T 4T 4 i LET, @% I, BEDYT AT TANRNDE=H Y TR
B2 ENEYROEREZ BT L TCWABREIHEHTE £4,

FmA—L, P T R TANROMSID £/ 15— —LICESWTEITTEXET, £/-. 7l
YRIZ K> THESNTIREMMICORERTHZ L2 HMNELTWET, LEB->T, LE
RE=XY U THIROBERZICETTA2XLERNHY 7,

ZOHETIE, E=F—u 2 HNEITEDICT 5 FIECOWTHALET,

E-4—0JDEME

T T OX =y NERTET DR, ROFIEZEHRLET,

configure

logging monitor { ip_addr | ipvé_addr | msid id | username name }
end

FoH—u T OBMOY—5y NERET DI, ZOFEEZEVIERLET,

EZA—0O0JDEMIE

TS —n T2 W DT, ROBIZHEHLET,

configure

no logging monitor { ip_addr | ipv6_addr | msid id | username name }
end

VRTFLAY
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nxyrgesmtrmozs [

OF 2 JETE EMETRBDERT

B T RGE L REHE I R D1

I%X. Exec E— R CkDa~r RE A LET,

[locallhost name# show logging [ active | verbose ]

F—U— FZRE LD o 5a1E.

Ta—r )T 4 VHEBRENERII, BHIIR->TND

oz A4 FoaX 7T oERbFRINET,
WRDOFRIZ, verbose ¥ — T — R&ZfEH L7= & EICEREIN DM HEROFHAZ L ET,

R1:OFX SR FATY REMHERa VR

J4—ILFK

e

General Logging Statistics

Total events received

VAT DR o TERSNIZA XY FOERHENFRENET,

Number of applications receiving events

ARV FEZELTWAT TV r—y g VOEREREINET,

L ogging Sour ce Statistics

Event sequence ids by process

ERENTZAR ERBHDHLATLATaEADY A hE | ARRS
7oA XY FOSHEEINEFPERRINET,

Msg backlog stat with total cnt

R SITeA N FOGFHE R L Tr ZIZgk S oA <o
Ay —VOENFRINET,

LS L2 filter drop rate

aXo 7 —2x (LS) oL A¥2 1L2) AV D FRay 7D,
BT —UNEREINET,

Abnormal Log Source Statistics

BaianxX 7y —2 (LS) OMFHERNFERINET (FE

26 o

Runtime Logging Buffer Statistics

Active buffer

BET 7T 4 7 AFTY RNy 7 7 |Z3E SN TN D A X kD)
L ANy T rHNORbEWT S R ERHOT S N DY A L
CINETRENET,

Inactive buffer

T I T 4 TIRAFI Ny 77 IZBER T A LTNDHA R}
BRFERINET,

CUZFERALEAAY FAYDRTR

VAT ML o TEREINDLEA RN badiE, ROWTIUNDOITETERRTEET,

csydog —/N—M5, ROKSITLET, VAT LW syslog V—"—lcr 7 E2LETDH X
INIHESINTWDYE, v 7L syslog — "—THER R TXET,
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« VATLCLI OB, RDESIZLET, VAT LDOAEY RNy 77 IR FESN TN D
T, CLID O EEFRRTEET,

caAVY—ILR—EMS, RDKSIZLET, 774V FTiE, CLIE Yy Y a VAT 7T ¢
TN TR WEES, VAT ATy — A B —T oA AEN L TEERIZA R B
ZHBMICE R LUET,

ZOHETIEH, CLIZHAL AR bu 2R RT3 FIELZHPALET, Zhb50FET,
Exec E— RONL— a7 hEFEHL TS Z ENFHRIZARD £77,

FIE

ATFYTN T4 7 al AR IRy T7 2T VT 4720 T AEY RNy 77 |Zab™—LE T,
TITA TR T AT Ny T NET I T 47 a T AR I RNy 7 yilabt—&Snsd e, # 77747
a7 A YNy 7 NOBEFEOERPHIFRSINET,

TIF 4 TET VT 4 TOMEDA Ry haZ AEY Ny 7571, ExecE— FOCLIZHEH L THERT
XFET, L, TR EEXINVWEOICT IO, ET IV T 4T ERIRTHI BB
DLET, 727747 R8ua Ny T7ynbOFRIZ, ROa~r FE AW LTHET 2T 47 ha 7N Ny Ty
IZa—T&EJ,

[locallhost name# logs checkpoint

RTwT2 koa~vr ReEAhL el a®RrLET,
[locallhost name# show logs

showlogs =~ > RTiE, W O0DFF L a rDF—U— ROEKEMHTE £, FMcoOVTIL,
['Command Line Interface Referencell (23 % [Exec Mode Show Commands] D&E4ZZM L T 7280y,

229 aRTDEREERT

VTN 2T DI Ty aBnBELEREAE. 77 vy aDREERET D DI HOERE
VAT AMEFELET, ZOFERITITATLAAETYNTHR T2, Xy hU—2 9 —
N—lHRE L TIRGETDHZ L TEET,

VAT ATIE, WO2FEHEOu S EERTH I ENTEET,

e HSwiandg Ty van I, V7 M =2T 0Ty llBlTE2H 50 BFERN
kSN ET GERRaTHUT) o A XBRRET, VAT AAEVIRET L Z LT
TEFEHA, LER-ST, B BREETE20 =0T A A0, £y hU—72
HP— X — %8 E T 5 Universal Resource Locator (URL) ZfEHA L TREIN TV DHIHEAIC
DFH, Zhboa 7 PERINET,
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s5vvanxvso7—%5797x |}

DS aARTDEN VT v aA RV L a—RiE, VI N =TI Ty a N

Lzt S ICHBRICAR S, EHI—FEOT7 T vy a X VIR EFEESRET, 7T v
Tan OB, BEMNT ORI T T ANE LRI, VT v a AR DL
I—FDYARIBEENTWET, ZorJiE, CLIa~v>y REFHALTA X FLa—
KEZ T Ty AN ERRLET,

59 aARXLIOT—FTYF Y

7T yvanZliE, 77y vad Xy MEROKGIIR Y RY MY T, KA MUTE S
BT BN TEY, CPU (minicore) . NPU, F7/23h—% V7 T vy allfET L7 FA b
WEENET, v 7S A Xy M, BEER Va2 — FIZEEE S, /flash/crashlog2. 12
RSN ET,

7TV aPRETHIENNT, ROV T v v atERBPRESNET,

1. A2 bl a— K&, Mlash/crashlog2 7 7 A /v (7 T v anal) [EFESNET,

2. B89 5 minicore, NPU, F /oI —FVZ 77 7 AL, Mlash/ersh2 7 4 L7 b UIZ
BRESNET,

3. BERRATHUTE, 22—V —DRRELZT 4 L7 PV IREFEESNET,

BE®  crashlog2 7 7 A /Ui, BH# T % minicore, NPU, BLOT—F L F 7L L iz, IRE
% — K (SMC. MIO/UMIO) M THBIMIZRH SN TS, 7rary 7L, @h— FET

A S EEA,

WOEEIX, 7T v auX 7oA c@mAInNEYT,

VTV adA XY NRT T 4 TRERN— RIZEIETHE, /X bLa—F

IZ. /flash/crsh2 ® minicore, NPU, F72iZ W —F N 77 7 A& & H1T crashlog2 7 7
AMRFSINE T, 7TV aA XU RNeXF T T A0, AZ AL ERI— R L
DOIFE USSP HBIFIZRIF S IVE T,

VT yvanZxy N)RCLIa~xy R LTHIBRESND L. T2 T 4 7 EAZ N
A DM OEHA— FTHIBRSILET,

EH I — REIBINFERIIRT D E, 72T 4T H—REAZ U NRA H—RIZk-TY
TyvanZtE T Ty AP EHBRCEBENET,

I Ty aA R NRZEEIN, VI v aual T ARSIV HE, Ty
anZNORkbLEWEY MY CEET AT T 7 AN, W OEE S — RORHO
BIFA R DX T T ANCEESBRZONET, BRKI12007 T v a X Ot
HE, FEO— NBREFETEET,

UGy a ARy NREETAE, BBFEOLa— ROty MEIREE IR, HWVWI Ty
Vala—RTHLWLa— FRFEHFHINET, hvr MBMT5E, A4 X MR EA)
WAL EEIHAA LAX U TIMERINE T,
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B oroz7o50vanmesons

— > » + ===
YILDzT7I5va07EGEREDETE
VATAEL, VT RNU T DY Ty auaZiEREROWT D OEITNICRTFT D X 9 ICRE
TEET,
« ASR 5000 I :

c AV R T7Tya™ SMCIZED b TWET (ERNENZ Ty van
BIXOEETLZIZ T T 74 LDR)

«PCMCIA 75w a/1—F : SMC ® PCMCIAL 212 v MIEY TS5 TWET,

« ASR 5500 I~ :

e DS A AEY T 7T 477 MIO/UMIO IZERY I b TnEd (EHEShT-
7T vvanlBLOBEETLIX T T A NVDR)

cUSBAEYRTA4YY : T 75 4772 MIO/UMIO ® USB 21 v MIEY T 51T
b\‘ij‘o

* VPC -
e DTy aiE) AT UNLT VB ARRETT,

cUSBAEYRTFAYY : T R T7+—LDUSB 2y MY TN TWET
(USB A2 v M NnA R=AHFENLTHEDIR>TVET) |

e 2w k) —4HH—/\— : 2 AT A Trivial File Transfer Protocol (TFTP) . File Transfer
Protocol (FTP) . Secure File Transfer Protocol (SFTP) . 7213 Hypertext Transfer Protocol
(HTTP) 2L CT 7 BATEDL Xy NU—7 LDT—I AT — a vV EiiFHh—3—
T, ZHUL, HEOV AT LNE CREZLE LT 5Ky U — 7 ORICHE
wINET,

| o

BEE FTP IV A— SN TWEREA,

T yvanl7rAN GERRATHT) 1L RESNTHITTRAET L L —EDOAAIT
EXAENET, 4RTOFEAUL., crash-card-cpu-time-core T4, Card I — KA1~ ~, cpu
ILH— K £ CPU ¥, time !X 16 LD Portable Operating System Interface (POSIX) @ %
A LALTTY,

WOHEIZFH LT, 77— VUE— R CTY 7 =T DI Ty aaZOBERILEEHRTEL
i‘j‘o

configure
crash enable [ encrypted ] url crash url
end

E
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CUEEALTENSNEY Sy vanstEaozs [

« ZDawy ROFEIZOW T, [Command Line Interface Reference] ¢ [Global
Configuration Mode Commands] DEZZMH L T 7E3 0,

CBMDOY T N =T DY Ty vanZOEGEERET DT, ZOFIHZHEYIRLE
o WRIE FIREZR B SE DEUTHIIRIZH VD EH A

(R E DR L RAF ) DEDOBINE> T, REERFELET,

CUZFERALTENEINEIS Yy 105 EBERORT

WA — K (flash/crashlog?) D7 T v a AEVIZ—@#HOA Xy hlLa— K& L“CT%Té
NTWHEREINT Ty v alfflEaRTAITEET, &7 7 vvaf Xy hba— R, &
RA[AEZ2 (minicore, NPU, F7zi3h—x/V) BED X 77 7 A L (fflash/crsh2) 738 V) i@”o

VATATRELIEZY T N 2T I Ty a ARy M eERT AR, ZOEOFEIZHES T
STFEEV, ZNHDOFEIZ, ExeecT— ROA— N Fa 7P RE2FERLTWA D EARRHRICARY
F7,

FIE

ATYT1 RO Exec E— Fa~vry FEANLT, Y7 U=T 779 3aAX0 OV R MERFLET,
[locallhost name# show crash { all | list | number crash num }
T
« Show crash list # (T L C, FFEDV T v v afA Xy hOFZEZRELET,
« Show crash number crash num# 54T LC, ¥—7 v h I T v vaA X MO EERLET,

MRLLTELNAHNIE., T XTOFTF7y h7+—LTRIU LR 8 A,
FED 7 T v a2 MZETAIERIZ. Zoa~y FoHHTIEmH ESnET,

ATYT2 BEDI T vvaf_Xy MIEEMTONTWDEE T 77 AV EFRLET,

BT T ANMCEENDIERIL. Y7 2T NI Ty adbREERS> TODINE T IFIMT O
RZHE L T2l 2 DIC&ITNLH £ T,
VT yvat: 7Ty vad Ny a7l 5 LTS0S IC Lo THIV B THENL - EOFE
B
« SW /X— g > ¢ StarOS BV KU U — 2 : RR.n(bbbbb)
c[GJED T T a i UL Ty 2D
I ANID Y T L 2] YYYY-MMM-DD+hh:mm:ss DFER THRAID T T v aBDRBAE LT EDH A
DAK T
R A =Y AR P A=V DTFA B
o BA%R = — NERBIT
e Tt R Ty aBlNRELREEFT (W— K, CPU, PID 72 &)
e VT allifl] VTV aNEELEEEDEA LALZ T (YYYY-MMM-DD+hh:mm:ss Z 1 A
=)

SRTFLRAY
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o JIUTD ermo : JHDOT T —FESFDTF A b,
s AM U L AEY AK v I IER
¢« TARMNY VA VTV afiiilZE LA vy —V 0 72T 5 E®
s LURK  AEV LTVAXDONE
cBUIEDEBA v E—Y  BIHEOEE A v &B—T 0 16 HEiFH
T L A<
cHEDE—TT T4 ET 4 (RBEWVHD)
cHIIDA R N GRbEHEVHD)
7T 7 ANDIRS
%I Tyvan oy M) OERNEL, 77 vy aDdATL Star0S J U —AZL>THRARY 7,

N ~ > XN RY IS T B O
WBEIGZAXRXY FOF 2T DHEIE
AR haX Y (evlogd) 1%, StarOS 7 7 2 U 7 A I X s TEFENTAXRU M A v E—Y
EXY T F T AT 47T, 1 OFR3EEO T 7 VU T 4 BRI KRED A R
FA Y=V EE LT D L. R0 OWEICEEL W AKENEELZITETd, o T
VAT, a7 24T 27 7 v )T 4 DRPR DIZONT, VAT LT =< A
MEFLTW&E £,

ARV R AyE—URF L TDL—bary ba—t, B 7 OEETL/NATURINET, £
ARINZ, B ZEFR T EIZ0ICERE SN, eviogd IZEEEINT-a /A XU M LIy LE
T, 1R T ENRLEVHEISET D E, AN MIFEFEIN, F=2—ICADD, £2
X (evlogd A v V¥ Fa—RN0 o T0DOBEAIT) FryZXShET,
AvtE— X oL — N MIRTAZIDavy RCHRESNE LBLEXVWVERBIRT ST 7
YUT 4R’ Y . R UIRENERF < HA. StarOS IXSNMP ~ 7 v 772137 7 — 2%
LCa—Y—cmamLEd,
H Luthreshold 2~ > REHHATHE, 22—V =377 VT 4 A XV hFa—%0HETD
Nt T —URRETEET, ZOLEWEZBAXSE, MEOLL 7 7 VT 4 ZRET
HSNMP b7 v 7T T—ANERESHET,
Zoawy RICEEMSIT SN TWS SNMP R T v 7OERITHRD LBV T,

* ThreshL SL ogsVolume

<timestamp> Internal trap notification <trap id> (ThreshLSLogsVolume) threshold
<upper percent>%
measured value <actual percent>% for facility <facility name> instance <instance id>

 ThreshClearL SL ogsVolume

<timestamp> Internal trap notification <trap_id> (ThreshClearLSLogsVolume) threshold
<upper percent>%
measured value <actual percent>% for facility <facility name> instance <instance id>
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nsv—zoLzuEosz [

W=V ZHRNIC b T—RERBELTZGEE. ZOR—Y U IRHIBAE T T2 ETIET
F— b RT T —AITERENFEREA,

WD N7y T EANEIIIHET AT, 78— UERTE— RO snmptrap 2~ > K&
ﬁH Li‘é‘o

AJY—XDOLELVEDERTE

OJnDFx

0y —AD LEVEORE & FEICEET I3 07 0 — T —Ra<wr RRH o £

7
1. thresholdlslogsvolume: 7 v 7T 7 — L2 ENENERB IO VT 457200 LR
BLOTFRLEVEDONT A —ZEZRELET,

2. threshold poll Is-logs-volumeinterval : Z @ L& VMEDOR—V > FRIgEZHEL £,

e

3. threshold monitoringlslogsvolume: 2D L EVMEDE=X Y v Va4 i34 7IC L E
T

Syslog h—/"—%ET HITIE, WOBIZHEHLET,

configure
[ default ] threshold ls-logs-volume upper percent [ clear lower percent ]
[ default ] threshold poll ls-logs-volume interval duration
[ no ] threshold monitoring ls-logs-volume
end

i+
« upper_percent & lower_percent |Z, 0~ 100 DF&H L L TEDOINE T, upper_percent DT

7 4V MEIX 90% T9, lower_percent NEE SV TWR WA, T 74/ D7 U Tl
I% upper_percent T,

« threshold poll Is-logs-volumeinterval i3 — U > 7 @2 B CRELET, 77+ |k
DORIfEIEL 300 7 (553) TH,

« threshold monitoring Is-logs-volume I = OF§REZ 2 E 7= X Eshic L £ 9,

ZOLEVWMEOREEZMERT H121%. Exec E— KD show threshold =~ R&2FEITLE£9,
[FREDOHERLITE] OEOHPIHE-T, REEREFELET,

o ~ , - ~ >
WODRA T4
F v I RA VT 4 71E, v JIGREEENT-T — 2 D URNCERENT- D, ~— 27 &h

TEbONEHINLES, Ty I RA LT 4 T EBENT DL, &EDTFT = v 7 ARA L MU
D TIEROHEFRTEET,

Hx oo 72X, 77T 47 a8 2R K50,000 DA X bR EENTWAEAERHY £, 1
TDOF = VRA L FEFITTDHE, TK50,000DA X2 NBET 7T 4 Tl 77 AT
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B ovorroms

SEENTET, T KD AFTHRAK 100,000 41X e, Zhbitn I Ini%
Ty )T 4 TERATEET,

Exec E— F® logscheckpoint 2~ > REMHL TR T =2 DF = v IV RA T 4 T HFT
L. FiBl7eT 77 4 €7 4 DEAET IR ZONEEZBEAMORA > MIERELET, 2,
ZOav REEMA VT T U AO—RELTED T, v/ 75— 2 2EHTH L TEE
j‘o

0T DF =y I RA LT 4T TIE, BEOu T —2%IET 7T 4 T S ICBELET,
RBIZT 2y VRA T 4 T SNT2T =20, T 77 4 7 a 7 Ik FIsnET, #ion
TDF v I RALT 472K T, YRS TF = IV RA T A VT ENIET 2T 4772
07T =N VT E, T =y IR T 4 TSN T X ICEES B ONET,
F v I HRA T 47 ENTa T —2 3R TEERA,

| o

BE ol 774000 W0 E<TE0OIC, alZDF =y ViRA VT 407 ERRICE
1TT 50BN F9, 50,000 D1 X bAREEEEINT-0 ZiE, FrLng <o bda 7k
INBE, mbEWA R MEROICEEL T,

| o

BE (VA HF VLV OFHa—Y L, Zoavr FEFEITTEEEA,

O 2774 ILDRE

077y A%, URL CHRESNT-a—A i) T— FOBRHICH D 7 7 A VITHRIFTE
F9, B 7 7 ANVERFETHIZIE, RO Exec E— RKa~y REHLET,

save logs { url } [ active ] ] [ inactive ] [ callid cail id ]
[event-verbosity evt verboseness ] [ facility rfacility ] [level severity level
] [ pdu-data pdu format ] [ pdu-verbosity pdu verboseness ] [ since

from date time [ until to date time 1 1 [ | { grep grep options | more } ]

savelogs =~ > ROFEAIIZSWTCiL, [Command Line Interface Reference] @ [Exec Mode
Commands] DEAZZML T ZIVY,

AR ~IDDBE

| o

BE A XRUVFNIDOERIZ. 779 M 73 —bDHATET T F T3 — L TETENTNDETA
U RICL o TERY 4,

VRTFLAY
[ 30| |



| 274805

1~vrmoBz |

WENE S (ID) 1L, VAT ATEX U I REMNZR> T DIGAICRAET A4 XV N Eas R
AlDIfERENET, BB LZL o112, a3 77 7o ZEICNEEINNET, K77
U7 4 12iE, WORITRT LI, MAOFHAOA X MIDBHY 7,

K2 VATLIFZVI) T4 EARY M IDDERE

27907« £ EA AR KID
al0 A0 7 ha L7732 UT 4 28000 ~ 289
all All 7o hanrz7o VT4 29000 ~ 299
allmgr ANl v X =V % 77U T4 9000 ~ 9999
aaa-client AAA 7 9A T 77T+ 6000 ~ 6999
aaamgr AAA SR =V 77U T4 36000 ~ 369
aaaproxy AAA 7 X2 772U T 4 64000 ~ 649
aal2 AAL2 7B har 7y T 4 173200 ~ 17
acl-log P77 A2ray ha—ALU AL (ACL) 773U« 21000 ~ 219
acsctrl TITF 4T Fe—r T —E R arhua—F (ACSCl) 77 90000 ~ 909
U7 g
acsmgr TITAT Fr—Y 7 P—EA vx—T v (ACSMgr) 7 7 [91000 ~ 919
VT4
afctrl Ares 777U w7 ar hua—7 (ASR 5500 D H) 186000 ~ 18
afmgr Ares Fabric Manager (ASR 5500 ™ 7x) 187000 ~ 18
alarmctrl TIo—bharitu—7 77 UT 4 65000 ~ 659
alcap Access Link Control Application Part (ALCAP) 7’2 k=L 7 7 U | 160900 ~ 16
T A
alcapmgr ALCAP ~ % —Vx 77 U T 4 160500 ~ 16
asf ASF 77 U7 ¢ 73000 ~ 739
asfprt ASFPRT 7 7 ' U T ¢ 59000 ~ 599
asngwmgr TI7REAF—ERA Xy FU—2 (ASN) F— U =A ¥3— % [100000 ~ 10
Al
asnpemgr ASNR—T v Fmalr—yary VYA RN w32—Yy 77 U7 ¢ (100500 ~ 10
bemes Trn— KXy A MNwLFFy AP —ER (BCMCS) 77U [109000 ~ 10
T4
bfd Bidirectional Forwarding Detection (BFD) 7'& f 2L 77 U7 ¢ 170500 ~ 17
bgp R—H— =g Fahal (BGP) 773U T4 85000 ~ 859
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IrLUTF4 | AR+ D OF
bindmux BindMux ¥ % =% 77 ¥ VT 4 [ 7V V= bR Y —Hil{Hl | 158200 ~ 15899
tae (IPCF) ]
bngmgr Tu— R Ry NU—27 F—=FU=A (BNG) ¥3—T ¥ 77 [182000 ~ 18299
LT
bssap Base Station System Application Part+ (BSSAP+) —tE A2 7> U [131000 ~ 13119
v
bssgp Base Station System GPRS Protocol (BSSGP) 77+ U7 « 115050 ~ 11509
callhome CallHome 7 7> U T 4« 173600 ~ 17399
cap CAMEL Application Part (CAP) 77 > U7 4 87900 ~ 88099
chatconf CHATCONF 7 7~ U 7 4 74000 ~ 74999
cli CLI (=Y FIA v A F—=T=AR) OuF 7777 (30000 ~ 30999
connproxy Vi oaxs 773U 4 190000 ~ 19099
crdt-ctl 7Ly Ml 7 7>V T 4 127000 ~ 12799
csg Closed Subscriber Groups (CSG) 77 v U T « 188000 ~ 18899
csg-acl CSGT77®Aarbtu—L YAk (ACL) 77 VT~ 189000 ~ 18999
csp H—R/Away MAR—=F (CSP) 77 VT 4 7000 ~ 7999
css AT ATTV T —ERX (CSS) 77 UT ¢ [ESC] 77000 ~ 77499
css-sig aryFrY —ex kL7 g (CSS) RADIUS ¥ 7 ) U 7 |77500 ~ 77599

T UT 4

cx-diameter

Cx Diameter A v &—T 77U 7 ¢

92840 ~ 92849

dcardctrl R—X—Hh—Raryrrg—577 U5 ¢ 62000 ~ 62999
dcardmgr R—H—h—R=32—y 77T ¢ 57000 ~ 57999
demuxmgr Demux ¥~ X —> % 772U T 4 110000 ~ 11099
dgmbmgr Diameter Gmb (DGMB) 7 7'V 7 —v g v ~F—Y % 77 v )7 ¢ [ 126000 - 126999
dhep DHCP 7 7 > U 7 53000 ~ 53999
dhepvo DHCPV6 7’1t k=L 7 7 2 U 7 ¢ 123000 ~ 12399
dhost SR A kv kT T LY T 83000 ~ 83999
diameter Diameter =2 R A > 77> U T 4 92000 ~ 92599
diabase Diabase A vt — 7 72U T ¢ 92800 ~ 92809

diameter-acct

Diameter 7 WV T 4 Tu halr 7y VT4

112000 ~ 11299

diameter-auth

Diameter 3357’2 ha 77> U T 4

111000 ~ 11199
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J7) T« SRER AR KNID
diameter-dns Diameter DNS 7 LV AF A7 7 2 U F ¢ 92600 ~ 926
diameter-ecs ECS Diameter > 7 F ) 77 72 )T 4 81990 ~ 819

diameter-hdd

Diameter Horizontal Directional Drilling (HDD) A > ¥ —7 = A A
77T«

92700-92799

diameter-svc Diameter Y —E X7 73U 5 ¢ 121200 ~ 12
diamproxy Diameter 72 %7 7 2 U T o 119000 ~ 11
dpath IPSec 77 > U T 4 DT —H/8R 54000 ~ 549
drvetrl KoA4Navia—7 77207 4 39000 ~ 399
ds3mgr DS3EBLUDS3/E 7 A v 1—R~x—% 77 U7 4 (NPU~ 40000 ~ 409
F—Vx arbta—2 77V UT 4 O—H)
cap-diameter Extensible Authentication Protocol (EAP; #L3E AJERRGEZ 7 h =2/L) 92870 ~ 928
Diameter 7 7 > U 7 «
eap-ipsec EAPIPSec 7 7 > U T « 118000 ~ 11
ecs-css ACStEy v ar~x—U% (ACSMgr) v 7+ U7 A % —7 = (97000 ~ 970
AAT7 T4
edr ARy hF—%1La—FK (EDR) 77+ VT« 80000 ~ 809
egtpe eGTP-C 7 7 v U7 ¢ 141000 ~ 14
egtpmgr eGTP v *—Vx 77> U7 4 143000 ~ 14
egtpu eGTP-U 7 7 ' U 7« 142000 ~ 14
epdg Evolved Packet Data Gateway (ePDG) 7 7 U 7 « 178000 ~ 17
evlog AR s 77U T4 2000 ~ 2999
famgr He—r b (FA) ~%—Y %77 U7+ 33000 ~ 339
TFAT O F—Iv |77 AT 7 —VEERE 96000 ~ 969
fng Z7xhh Ry NU—2 F—=rU=A (FNG) 77 U7« 149000 ~ 14
gbrmgr Gb-Manager 7 7 >V 7 « 201900 ~ 20
gedr GGSN 47 —4% L 2— K (G-CDR) 77+ U T 4 66000 ~ 669
gmm GPRS Mobility Management (GMM) 7 7 > U 7 ¢ 88100 ~ 882
gprs-app General Packet Radio Service (GPRS) 77U /r—T gy 77l 115100 ~ 11.
T A
gprs-ns GPRS-NS 71 haL7 7 VT 4 115000 ~ 11
gq-rx-tx-diameter | Gg/Rx/Tx Diameter A v & —7 7 U T ¢ 92830 ~ 928
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2SNV

27) T« Bl AR HIDDF
gss-gedr GTPP A h L —YH— =D GCDR 7 7 'V 7 4 98000 ~ 98099
gtpe GTPC 7m b a7 7 UF 4 47000 ~ 47999
gtpemgr GIPC >/ F Vv 7 TNF T LI % ~F—Vx 77 UT 4 46000 ~ 46999
gtpp GTP-PRIME 7't h23a/v 7 7 2 U F 4 52000 ~ 52999
gtpu GTPU 7 han 7y 2 U7 4 45000 ~ 45999
gtpumgr GTPU~F—Y % 77V U T ¢ 157200 ~ 15799

gx-ty-diameter

Gx/Ty Diameter A v&—Y 77U T ¢

92820 ~ 92829

gy-diameter

Gy Diameter A v &= 7 73 U7 4

92810 ~ 92819

h248prt H248 7m han7732 U5 4 42000 - 42999
hamgr R—bT—Yxr b (HA) ~F%—Vx 772 )T 4 34000 ~ 34999
hat EA MY A7 (HAT) 77307 4 3000 ~ 3999
hdctrl N—=RTF 4 A7 (HD) arhtu—777v VT4 132000 ~ 13299
hddshare HDD #4772 VT 4 184000 ~ 18499
henb-gw Home eNodeB-GW 7 7 2 U 195000 ~ 19599
henbapp Home eNodeB 7 7'V r—>a v 7 7 ¥ U7 4 196000 ~ 19699
henbgwdemux Home eNodeB-GW Demux 7 7 > U 7 194000 ~ 19499
henbgwmgr Home eNodeB-GW ~ 1 — v 77 2 U T ¢ 193000, 193999
hnb-gw Home NodeB (HNB) 7" — hU=A 77 U T 4 151000 ~ 15199
hnbmgr HNB~v A —Y %77V U7 ¢ 158000 ~ 15819

hss-peer-service

A= VT A7 T A /X H—s3— (HSS) 77U T 4 [MME]

138000 ~ 13899

igmp

Internet Group Management Protocol (IGMP)

113000 ~ 11399

ikev2

IKEV2 7 7 U7 «

122000 ~ 12299

ims-authorizatn

IMS AR —E A FATZY 77 UT 4

98100 ~ 98999

ims-sh IMSSHZA4 77U 77> UT 4 124000 ~ 12499

imsimgr International Mobile Subscriber Identity (IMSI) ~ 33— % 7 7 > U | 114000 ~ 11499
F 4

imsue IMS User Equipment (IMSUE) 7 7 > U7 ¢ 144000 ~ 14599

ip-arp IP Address Resolution Protocol (ARP) 7 7 > U7 4 19000 ~ 19999

ip-interface

PALE—T 2 AT 7T 4

18000 ~ 18999

ip-route

PLr—r773 0T 4

20000 ~ 20999
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27U T+« ZHEA AR KID
ipms ATV by hE=F )7 VAT A (IPMS) 7 7 3| 134000 ~ 13
U7+
ipne IP Network ENABLER (IPNE) 7 7 > U 7 ¢ 192000 ~ 19
ipsec IPSec 7u hajL7 7 U7 4 55000 ~ 569
ipsg IP—b25—hv=A (IPSG) 77 VT« 128000 ~ 12
ipsgmgr IPSG v F*— % (IPSGMgr) 77> U7 4 99000 ~ 999
ipsp IP /—NdeF 7 e has (IPSP) 772U T+« 68000 ~ 689
kvstore Key/Value 2 k7 (kvstore) 77 ¥ U7 « 125000 ~ 12
12tp-control L2TP Control PDU Protocol 7 7 3 U 7 50000 ~ 509
12tp-data L2TP Data PDU Protocol 7 7 > U 7 « 49000 ~ 499
12tpdemux L2TP Demux 7 7 ¥V 7 63000 ~ 639
12tpmgr L2TP~3—V v 77U T ¢ 48000 ~ 489
lagmgr Link Aggregation GROUP (LAG) ¥R —Y ¥ 77 U7 4 179000 ~ 17
ldap Lightweight Directory Access Protocol (LDAP) U 27 A h~7 7 U [160000 ~ 16
T
li HBEEZ (LD 7772 V7 4 69000 ~ 699
linkmgr Yo wx—Yx% 773U F 4 89500 ~ 899
lle FmELY vl (LLC) LA ¥ ~7 7> VT 1 (GPRS) 115700 ~ 11
local-policy B—ANVRY) —RET 7> VT« 161400 ~ 16
m3ap M3 7 7Y r—vay Fabhal (M3AP) 77> UT ¢ 211500 ~ 21
m3ua MTP L~L 3 (M3UA) 71 k=)L 7 73 U5 ¢ [SIGTRAN] 87500 ~ 876
magmgr ENRANT IRAT—F T x2A4 (MAG) ~%—Yx 77 U7 ¢ (137500 ~ 13
map ETENRANT T r—varN—F (MAP) u b7 »U  |87100 ~ 872
7 1 [SS7]
megadiammgr MegaDiameter ¥~ % — % 7 7 2 U 7 4 121000 ~ 12
mme-app TEVT A F—T A b T 4T 4 (MME) 77U 47— 3 147000 ~ 14
V77T g
mme-embms MME evolved Multimedia Broadcast Multicast Service (eMBMS) 7 7 212000 ~ 21
UT 4
mme-misc MME ZDfd 7 7V T 4 155800 ~ 15
mmedemux MME Demux ¥ % —Y % 7 7 U T 4 154000 ~ 15
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mmemgr MME v %—Yx 77 U7 4 137000 ~ 13749
mmgr vALZ—<F—T% (MMGR) 77 VU7 4 86000 ~ 86399
mobile-ip ENXA)LIP (MIP) a2 haLv 7y VT g 26000 ~ 26999

mobile-ip-data

MIP b RNT—H T 7 U T 4

27000 ~ 27999

mobile-ipv6

ENRNA)VIPVEO 77 T4

129000 ~ 12999

mpls < /F Ta kar T AL vF 7 (MPLS) 77T~ 163500 ~ 16399

mseg-app Mobile Services Edge Gateway (MSEG) 77U 4/ — 3> 77 U [172300 ~ 17299
T A
AV Y —=ATEYR—-FENTWVEREA,

mseg-gtpc MSEGGTPC 7 UV r—ya v 773 VT 4 172000 ~ 17219
AV Y —=ATEY A= TWEREA,

mseg-gtpu MSEGGTPU 7V o —ay 77 U7 4 172200 ~ 17229
AV Y —=ATEYR—-FENTWERA,

msegmegr MSEG ¥~ %x—Yx 77 U T 4 171000 ~ 17199
ARYY—=ATEHIFR— IR THOERA,

mtp2 Message Transfer Part2 (MTP2) $— B X7 7 U7 ¢ [SST] 116900 ~ 11699

mtp3 Message Transfer Part 3 (MTP3) $—E X7 7 U7 ¢ [SST] 115600 ~ 11569

multicast-proxy

NN FXxY AN TRy 77U T 4

94000 ~ 94999

nas

Iy NI =7 TR TFYV T (NAS) 77U T 4

153000 ~ 15399

netwstrg Xy hT—2 Z L=V 773U T4 78000 ~ 78999
npuctrl Xy MU= 2=y s (NPU) 7 7V T ¢ 16000 ~ 16999
npudrv NPU RT7ART7 72U T 4 191000 ~ 19199
npumgr NPU ¥ 3*—¥ % (NPUMGR) 77> U7 ¢ 17000 ~ 17999
npumgr-acl NPUMGR ACL 7 7 U 5 ¢ 169000 ~ 16999
npumgr-drv NPUMGR KT A 77U T 4 185000 ~ 18599

npumgr-flow

NPUMGR 7u—7 73U F 4

167000 ~ 16799

npumgr-fwd

NPUMGR 5% 7 7 > U 7 «

168000 ~ 16899

npumgr-init

NPUMGR #J#¥{t.7 7 > U 7 ¢

164000 ~ 16499

npumgr-lc

NPUMGRLC 7 7 ¥ U 7 4

180000 ~ 18099
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npumgr-port NPUMGR R—h 7 7 U T ¢ 166000 ~ 16
npumgr-recovery NPUMGR U B3 7 7 2 VT ¢ 165000 ~ 16
npumgr-vpn NPUMGR VPN 7 7 U 7 ¢ 181000 ~ 18
npusim NPUSIM 7 7 > U T 4 176000 ~ 17
ntfy-intf AR NERA L H =T 2 AR TV T 4 170000 ~ 17
orbs otbs : A7 V=2 U/ x=A K 7ua—7h (ORB) VA7 A7 7U [15000 ~ 159
71
ospf Open Shortest Path First (OSPF) 'u k=772 U T 4 38000 ~ 389
ospfv3 OSPFV3 7’1t @i/ 7 7 U 5 1 [IPv6] 150000 ~ 15
p2p E7Y—E7 (P2P) 77 UT 4 146000 ~ 14
peemgr Policy Charging and Control (PCC) ¥R —Y ¥ 77 U T 4 159000 ~ 15
pdg Packet Data Gateway (PDG) 77 > U 7 « 152010 ~ 15
pdgdmgr PDG TCP Demux Manager (pdgdmgr) 77 >V 7 4 (BEEAD 162400 ~ 16
77 UT )
pdif Packet Data Interworking Function (PDIF) 7 7 U 7 ¢ 120000 ~ 12
pgw Packet Data Network Gateway (PGW) 77 ' U 7 ¢ 139000 ~ 13
phs Personal Handyphone System (PHS) 77 U7 ¢ 177000 ~ 17
phs-control PHS XI/X5 BLONXUX6 A H—T =A A7 7 VT 4 136000 ~ 13
phs-data PHS 7—4% 77 U T4 136900 ~ 13
phs-eapol PHS EAP over LAN (EAPOL) 77>V F ¢ 136980 ~ 13
phsgwmgr PHS /= DU xAf ~FX—T % 77U T 4 135000 ~ 13
phspemgr PHS N—V v/ arvtn—F ~3x—Y% 77U T4 135500 ~ 13
pmm-app Rry hEEVT 4 wF—V A b (PMM) 77V 7r—3 3y 89200 ~ 894
77U T 4 [SGSN]
ppp Point-To-Point Protocol (PPP) 77> VU F ¢ 25000 ~ 259
pppoe Point-to-Point Protocol over Ethernet (PPPoE) 7 7 ' U 7 4 183000 ~ 18
ptt PIT7 7> U7« 76000 ~ 769
push PUSH (VPNMgr CDR Push) 7 7 U 7 o 133000 ~ 13
radius-acct RADIUS Tho T 47 Fabail 77 U5 4 24000 ~ 249
radius-auth RADIUS f8iE7' v ha 77 U7 ¢ 23000 ~ 239
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radius-coa RADIUS #F I DR (CoA) &#ERiEERT 7+ ) 7 4 70000 ~ 70999
ranap Radio Access Network Application Part (RANAP) 77 > U7 ¢ 87700 ~ 87899
ret VANV SZ 227 (RCT) 773 U7« 13000 ~ 13999
rdt VEA vy 2827 (RDT) 77 U7 4 67000 ~ 67999
resmegr Resource Manager (RM) 7 7 U 7 1 14000 ~ 14999

rf-diameter

Rf Diameter X vy E— 77U T o

92860 ~ 92869

rip Routing Information Protocol (RIP) 77 U 7 « 35000 ~ 35999
rohe Robust Header Compression (ROHC) 7'v k=L 77 U T ¢ 103000 ~ 10399
ISvp RSVP 7u banrzr» o UT 4 93000 ~ 93999
rua RANAP User Adaptation (RUA) 7u haL 7y U T ¢ 152000 ~ 15200
slap S1 77V r—var7akha)n (SIAP) 77 U T+« 155200 ~ 15579
saegw System Architecture Evolution 7 — h U = A 7 7 U 7 ¢ 191000 ~ 19199
scep Signalling Connection Control Part (SCCP) 7'm k=L 7 7 U7 1 | 86700 ~ 86899
[SS7]
sct HHBREZ A7 (SCT) 77 VT 4 32000 ~ 32099
sctp Stream Control Transmission Protocol (SCTP) 7'&m k=L 77 U | 87300 ~ 87499
7
Sess-gr SESS-GR 7 7 'V 7 4 77600 ~ 77999
sessctrl Yryvaryaryvirue—7 77T 4 8000 ~ 8999
sessmgr Tyvaryrvx—y¥y 77Ty 10000 ~ 12999
sesstre tyay FL—R T 0T 4 155000 ~ 15519
sft A F 77TV HRT (SFT) 77 VT~ 58000 ~ 58999
Sgs SGA v H—TxzA AT v ba)r7y U7 ¢ [MME] 173000 ~ 17319
sgsn-app SGSN 7V r—var A =Tz R T7 VT4 115900 ~ 11599

sgsn-failures

SGSN 22—V RIK 7 72 U T 4

89100 ~ 89199

sgsn-gtpc

SGSNGTP-C 71 ka7 7 VT ¢

116000 ~ 11659

sgsn-gtpu

SGSN GTP-U 7'u hai7 7y U7 ¢

86900 ~ 87099

sgsn-mbms-bearer

SGSNMBMS X7 7 —7 7 U r—3 g (SMGR) 77 VT 4

116600 ~ 11679

sgsn-misc

SGSN =D 7 72U T 4

88800 ~ 89099

sgsn-system

SGSN v AF A avR—F2 F 77 U5 4

86400 ~ 86499

B x740%5
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sgsn-test SGSN7A 773 U7 4 88700 ~ 887
sgsn2 SGSN2 7 7 U 7 ¢ 114000 ~ 11
sgtpemgr SGSN GTP-C (SGTPC) ~x—yx 77 U T 4 117000 ~ 11’
Sgw =TT —=rUxA (SGW) 773 U7« 140000 ~ 14
sh-diameter Sh Diameter A v &—27 72U F ¢ 92850 ~ 928
sipedprt SIPCDPRT 7 7 ¥ U 7 « 95000 ~ 959
sitmain VAT LB Z A SIT) AA 772 VT 4 4000 ~ 4999
sm-app va—h Avk—VH—ER (SMS) 77U T« 88300 ~ 884
sms SMS r—t 277 UT 4 116800 ~ 11
sndep Sub Network Dependent Convergence Protocol (SNDCP) 7 7 2 U 7 ¢ [ 115800 ~ 11.
snmp Simple Network Management Protocol (SNMP) 7 7 U 7 ¢ 22000 ~ 229
sprmgr Subscriber Policy Register (SPR) ~3%—Y ¥ 77 U7 ¢ 159500 ~ 15
srdb AZT 4y VT =2 X—=2 T 7 VT 4 102000 ~ 10
SIp F—ERATEMETe hav (SRP) 77U T 4 84000 ~ 849
sscfnni SSCFNNI 7’11 k=)L 7 7 2 U 7 ¢ [ATM] 115500 ~ 11:
sscop SSCOP Protocol 7 7 2 U 7 ¢ [ATM] 115400 ~ 11
ssh-ipsec SSHIP X2V 7477 U7« 56999 ~ 569
ssl SSL7 7 U7« (BEEADZ 72 UT 1) 156200 ~ 15
stat HaHE®R 7 7 U7 31000 ~ 319
system VAT LT 7T 4 1000 ~ 1999
tacacs+ TACACS+ 7m haLvr7 7> VT ¢ 37000 ~ 379
taclep TACLCP 7 7 ¥ V7« 44000 ~ 449
tcap Transaction Capabilities Application Part (TCAP) 7'® k=L D1 ¥ 1 |86500 ~ 866
7770 F 4 [SST]
testetr] FANarvie—7 77074 174000 ~ 17
testmgr TAN=X—=V% 77T~ 175000 ~ 17
threshold LEVMEZ 7 VT 4 61000 ~ 619
ttg Tunnel Termination Gateway (TTG) 7 7> U 7 « 130000 ~ 13
tucl TCP/UDP 21> R—Y = v A LA ¥ (TUCL) 77 U5 4 [SST] |88500 ~ 886
udr a—#—F—%La—F (UDR) 77+ U7+ 79000 ~ 799
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user-data

A—PF—=F =T VT 4

51000 ~ 51999

user-13tunnel

=P —13 bR T 7T o

75000 ~ 75999

usertcp-stack

22— —TCP AHX v I 77 VT 4

173300 ~ 17349

vim RAAA AL N A=Y (VIM) 7720 T 4 60000, 60999
vinfo VINFO 7 7~ U 7 4 82000, 82999
vmgctrl WEAT 4T 75— =A4 (VMG) 2> ba—5772 U7 4 41000, 41999
vmgetxmgr VMG 2V TFA N~ —Vx 77V U T+« 43000, 43999
vpn N—F ¥V FF3A4X—F Xy NU—2 (VPN) 77 UT ¢ 5000 ~ 5999
wimax-data WIMAX 7—# 7 7 VU7 4 104900 ~ 10499
wimax-r6 WIMAXR6 7’1 ha)v (75U D) 772 U7 4 104000 ~ 10489

ROMDIVEST 4«

VAT ALY,

(EXE)

T T RENI o TWBES

IZFR SNDTERD L~ 2 ik

EET, ROLURYR—FINET,

)T LA VAT AERFI VAT AO AR =R FOMEELZEILSEHERRT
TeRRELLLZ L IR LET, ZABREOVET T 4 (ERE) LLT

j—o

015—:

%}'u
CEX AR

VAT AFINEITV AT LD R =R FOEWEELIK TS L= T —NRAE LT

TlHEuICEELET, ZOLULE, YETT ¢ (FERE) LULBENA R R
o ek L ET,

28 IBER R RE AR AT RE

PR DA X Men 7\ L ET, ZOL-VLE, &

t7 4 (EKE) LABRENA X bbb ZlidskLET,
CEBE  XbOTHEETHY, AETIVNERNLAFRMEOSHHA X Maea JIZitek L E
T, ZOL~YLE, YETT 4 (BERE) LR EWA XV Mba iRl £,

IEHR T T (BERE) BELVEWERIAAR MBI OVA R b/l E

S

e FL—R : FL—RIZHESLHDA R FREVEWIET T 4 (EKE) 254 b &
o JIZEeEkLET,

TN T T T (ERE) ICBRR, TRTOAXy baer ZICiiek L £7,

FEHROL-VTEFENEN, AXCEFIDD [ETT 4 (BERE) | L-LICHaLET, L

=RoT, [vEegsg

RENET,
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DETIE, X TRFENMNIR->TEY LEITERRINDA N2 MERIZOWTHRMA L *

Wiz, a i@ SNz X "o Bl E R LET,

2011-Dec-11+5:18:41.993 [cli 30005 info]

[8/0/609 c1i:8000609 commands cli.c:1290]

[software internal system] CLI session ended for Security Administrator admin on device

/dev/pts/2

ROET, HIFNCEENTWHHERIZOWTHHLET,

R AR NERDHHA

BR

Bl

2011-Dec-11+5:18:41.993

AN RBERS I AR RT HA/ 2 A DA Z T

[cli 30005 info]

DL &EETeA Xy MEET A IEH

o AR RDEL TV B TR

e /2 ID

AR POVETT 4 (EKRE)
ZOBTIE, AR MICLIZ 7T 4 ICBLTEY
ID %3005, ' E77 ¢ (EKE) I linfo)] T,

[8/0/609 cli:8000609 commands_cli.c:1290]

B ED CLI A v A H o AT D15,

[software internal system]|

AR FOREFRND T AT LOEETHD Z L 2R L
WET,

CLI session ended for Security Administrator
admin on device /dev/pts/2

AR NOFEM, A X2 MOFENZIE, AN FORAE
EAOEENEGEENTWAIEELEEEN2WEERH Y
ﬁ—o
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