YILFRAIHAF—

« Y VFEHEAHEEF—IZONT (1 —Y)

« v/LF PSK OFfIfIFHH (3 X—)

e v LFHERHA F—0FE (GUID) (3 —Y)
s v VT HFAHEF—0OFKE (CLD (5 ~3—Y)
e v /LF PSK i EDRER (6 2—)

TILFERHEAEXF—IZDOIT

< /L PSK ##E1X. 1 >® SSID TRIFFHIZEE D PSK 2R —h LET, &HE I PSK D
WINEFEHA L TRy U — 7 I CE £9, Z4ud Identity PSK (iPSK) & (3720 |
[ U SSID FOEAFE-iZa—Y Z—Ix LT—EO PSK BER SN ET,

16.10 LA TIL, SSID Z & 125 5D PSK WY AR— h &k (LiETT B

FERD PSK Tlk, WOKIITRT IO, Xy T IZHHHR L TWDTRTDY T4 7 b
NEIC 2T — REFHL £,

LFsiitss— |



wLFERREF— |

B < 7smsnas—icounT

1:5EED PSK

I
]
o

Key=deadbeef Key=deadbeef Key=deadbeef

LZAMNFPSK ZfEHTHE. 77470 MIROKIITRT L O IR EFADOEm A
F—DWNTINNEFEHL TRy NU—2 1T 7,

X 2:<JLF PSK

L
. A"
/ i \ Y :
) [ ] L]
4 4 4
Key=deadbeef Key=beefdead Key=beetdead

~/LF PSK Ti, [FIU SSIDIZ2 DD /N AT — K (deadbeef & beefdead) DX EINET, Z
DT VFTIE, 72I9A4AT 2 MIWTNDONRRT—RE2FEHL TRy NT—27 10T £
7,

B ~Fsmgas—



| <Lssmsasr—
w7 pskosiwEE ]

T JLF PSK D&I#9EIE

CPREBEEL, m—AL, Tl v s R BEUT 7T Y vr E— RTORYR—FERTH
i—a—o

CHPRFRET Ly 7 2 B— ROBE, AZ Y 7Y AP, b7 T4V T 4 OFEL
PSK (priority 0 % —) &M+ 2527 747 bO#EGEZHETLET, BT IA4FV T«
DEWPSK ZEHALARWH LW IA4 T MI, AZ v F7uny £— FCIdEGR SN E
@—0

o v /LF PSKIFu— I NVFEGEE YR — K LEE A,

RILFERHBF—DHRE (GUD
IR

AT 71 [Configuration] > [Tags & Profiles] > [WLANs| % #4R L £,
AT v T2 [Wireless Networks] ~—"C WLAN O4 &7 U v 27 LET,
AT w73 [Edit WLAN] 7 ¢ > K7 T [Security] ¥ 7% 27 U v 7 LET,
AT 74 [Layer2] ¥ 7 C. [Layer2 Security Mode] Z X DA 7> a VI HLEHR L £7,
*[None]: LA ¥2kXx=2UT s720L
* [802.1X] : WEP 802.1X 7 — X 5Bk A 7
* [WPA + WPA2] : Wi-Fi Protected Access
« [Static WEP] : ### WEP I 21k 35 A — %
* [Static WEP+802.1X] : #HJ WEP & 802.1X D JF D /XF A — %,

INTA—7H FiEA
802.1X
WEP Key Size F—H A @R EJ, TR T,

[None], [40 bits], 3L TN[104 bits] T,

WPA + WPA2

Protected Management Frame (PR SIV/ZEBE [ IROF 72 a GBI L £,
7T cF =T
LR

LFsiitss— |
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TLFERREEF— |

INTGA—4H

B

WPA Policy

WPAR U U —2HHITHIZIE, 20T = v
T Ry I AEA A LET,

WPA Encryption

WPA RS L& 2 RIN L £, WPAR Y > —
EHEMTLTWEEE1L. WPA RS B{L K &
BETIHILERSD F97,

WPA2 Policy

WPA2R Y O —Z AT HITIE, ZOF =y
T Ry AL A LET,

WPA2 Encryption

WPA2 BE BALIRME 28I L £7, WPA R
—HF /ML TV AEAIL. WPARF S
BERETHOLELRH Y £7,

Auth Key Mgmt

WDZT v arhbX—FAERA T = L%
IR L £,
« 802.1X

« [FT + 802.1X]

* [PSK] : PSKER & FRi A ¥ —245E T
LMENH Y FF

* [CCKM] : CCKM # A AR X T DFF
HERETOLERDH Y ET

* [802.1X + CCKM] : CCKM % A LA X v
TOHNREEIRET DRHENDH Y £
* [FT +802.1X + CCKM] : CCKM # A 5 A
T OFRMELIRET DHERDH Y E

.g—

Static WEP

[Key Size]

WOF T a ornbFx—H A Xe@RLET,
«40 £ b

<104 B R

Key Index

1 ~4DHPETH— A>T v 7 AZERLE
4, & WLANIZ 1 >D—E7 WEP ¥— 1 o
Ty AEEATEET, WEPF—A T v
7 AT 4O LTz, ) WEP LA ¥ 2
K5 LICRR ET&E 5 WLAN (X4 DDA T,

B i FsssEy—
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nrsmar—one o [

INTA—4H

B

Key Format

e —nEE LT, ASCIH F 721X HEX ™
W EEIRLET,

Encryption Key

RSN BXFOETxXF—2 AN LET,

Static WEP + 802.1X

[Key Size] WROA T armnbF—H A XLBRLET,
40w k
104 v b
Key Index 1 ~4DHPATHE— AT v 7 AZERLE
4, & WLANIZ 1 >D—& 7 WEP ¥ — A >
T AEHATEEST, WEPxF—A T v
7 ANE 4O LN, 89 WEP LA ¥ 2
S LICRR ET& 5 WLAN (24 DDH T,
Key Format e —nFA L LT, ASCII £721X HEX ®
WM EEIRL £97,
Encryption Key ESIN 13 XTFOMSX—% AN LET,
WEP Key Size WDOFTvarinbERLET,
72 L
40 v k
<104 v |
AT w75 [Save & Apply to Device] 7 U v 7 L £,
az =L =
VILFERHEEFXF—DFHTE (CLD
FIg
AT RFEEEFT7IIY B#
X F v 71 | configure terminal Ja—)L a7 4 FXal—g

1 -

Device# configure terminal

T— FEBLET,

LFsiitss— |
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< ILF PSK 3

REDHER

T LFBHEEF— |

ARV RFERETIVa Y

B8

ATv T2

wlan wlan-name wlan-id ssid

1

Device (config) # wlan mywlan 1 SSID_ name|

WLAN & SSID #3RTE L £,

ATvT3

no security wpa akm dotlx

1

Device (config-wlan) # no security wpa
akm
dotlx

dotlx IZ¥T 5 EX%=2 YT 4 D AKM %
FoE—T M LET,

ATvT4

security wpa akm psk

1

Device (config-wlan) # security wpa akm|
psk

PSK #ERE L FE T,

ATvTh

security wpa wpa2 mpsk

1

Device (config-wlan) # security wpa wpa2
mpsk

</ F PSK R ELF T,

ATvT6

priority priority value set-key {ascii [0 | 8]
pre-shared-key | hex [0 | 8] pre-shared-key}
i) :

Device (config-mpsk) # priority 0 set-key]|
ascii 0 deadbeef

PSK D7 F A4V T 4 BLOEHEHT D
TRTCONRRAT—RERELET,

priority_value DL 0 ~ 4 T,

G¥)  ~/LF PSKIZiZ priority 0 % —

ERETDLENPHY £7,

ATy T17

no shutdown

1

Device (config-mpsk) # no shutdown

WLAN ZH 202 LET,

ATvT8

exit

1 -

Device (config-wlan) # exit

WLAN =27 4 F a2l — gy F—FR
FHRTLTC, av74F¥al—3y
— RIZREY £,

ATvT9

end

1

Device (config) # end

FiHE EXEC £— RIZEY £9, F7=,
CtrHZ F—ZMLTH, ZFo—rL 2
V74X alb—varyEF—FREKTT
xFET,

5i§1(i):E%ElﬂLﬁ

B i FsssEy—

WLAN &7 947 FOERTEEMHERT DHIZIE, ROa~vr RefFEHLET,
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Device# show wlan id 8

WLAN Profile Name wlan 8
Identifier

Network Name (SSID)

Status

Broadcast SSID
Universal AP Admin
Max Associated Clients per WLAN
Max Associated Clients per AP per WLAN
Max Associated Clients per AP Radio per WLAN
Number of Active Clients
CHD per WLAN
Multicast Interface
WMM
WifiDirect
Channel Scan Defer Priority:
Priority (default)
Priority (default)
Scan Defer Time (msecs)
Media Stream Multicast-direct
CCX - AironetIe Support
CCX - Diagnostics Channel Capability
Peer-to-Peer Blocking Action
Radio Policy
DTIM period for 802.1la radio
DTIM period for 802.11b radio
Local EAP Authentication
Mac Filter Authorization list name
Mac Filter Override Authorization list name
Accounting list name
802.1x authentication list name
802.1x authorization list name
Security
802.11 Authentication
Static WEP Keys
802.1X
Wi-Fi Protected Access (WPA/WPA2/WPA3)
WPA (SSN IE)
WPA2 (RSN IE)
MPSK
AES Cipher
CCMP256 Cipher
GCMP128 Cipher
GCMP256 Cipher
WPA3 (WPA3 IE)
Auth Key Management
802.1x
PSK
CCKM
FT dotlx
FT PSK
FT SAE
PMF dotlx
PMF PSK
SAE
OWE
SUITEB-1X
SUITEB192-1X
CCKM TSF Tolerance
FT Support
FT Reassociation Timeout
FT Over-The-DS mode
PMF Support

8

ssid 8
Enabled
Enabled
Disabled
0

0

200

0
Enabled
Unconfigured
Allowed
Invalid

5

6

100
Disabled
Enabled
Disabled
Disabled
All

1

1
Disabled
Disabled
Disabled

Disabled
Disabled

Open System
Disabled
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled

Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
1000
Adaptive
20
Enabled
Disabled

217 pskgEokR [

rsnxsr—
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ERTE DFERR

PMF Association Comeback Timeout
PMF SA Query Time
Web Based Authentication
Conditional Web Redirect
Splash-Page Web Redirect
Webauth On-mac-filter Failure
Webauth Authentication List Name
Webauth Authorization List Name
Webauth Parameter Map
Tkip MIC Countermeasure Hold-down Timer
Non Cisco WGB
Band Select
Load Balancing
Multicast Buffer
Multicast Buffer Size
IP Source Guard
Assisted-Roaming
Neighbor List
Prediction List
Dual Band Support
IEEE 802.11lv parameters
Directed Multicast Service
BSS Max Idle
Protected Mode
Traffic Filtering Service
BSS Transition
Disassociation Imminent
Optimised Roaming Timer
Timer
WNM Sleep Mode
802.1lac MU-MIMO
802.1lax paramters
OFDMA Downlink
OFDMA Uplink
MU-MIMO Downlink
MU-MIMO Uplink
BSS Color
Partial BSS Color
BSS Color Code

1

200
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
60
Disabled
Enabled
Disabled
Disabled
0
Disabled

Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
40

200
Disabled
Disabled

unknown
unknown
unknown
unknown
unknown
unknown

WLAN Ol 2 FRd 5121%, koa~vr R LE T,

Device# show run wlan
wlan wlan 8 8 ssid 8
security wpa psk set-key ascii 0 deadbeef
no security wpa akm dotlx
security wpa akm psk
security wpa wpa2 mpsk
priority 0 set-key ascii 0 deadbeef
priority 1 set-key ascii 0 deaddead
priority 2 set-key ascii 0 d123d123

L FEEEF— |

priority 3 set-key hex 0 0234567890123456789012345678901234567890123456789012345678901234

priority 4 set-key hex 0 1234567890123456789012345678901234567890123456789012345678901234

no shutdown

B i FsssEy—
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