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Supplicant Authenticator

Key (PMK) is known Key (PMK) is known
Generate SNonce Generate ANonce

Message 1: EAPOL-Key(ANonce, Unicast)

i

Derive PTK

Message 2: EAPOL-Key(SNonce, Unicast, MIC)

.

Derive PTK If needed ‘

Message 3: EAPOL-Key(Install PTK, Unicast, Mic | Generale GTK, IGTK

Encrypted (GTK, |GTK))
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Message 4: EAPOL-Key(Unicast, MIC)

Install PTK GTK, Install PTK GTK,
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1. B> b 6: Management Frame Protection Required (MFPR)

2. B> [ 7: Management Frame Protection Capable (MFPC)
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Auth Key Management CAKM) Suite Count: 1
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= o S = Management Frame Protection Capable: True

o a e = Peerkey Enabled: False
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PHMEID LisT
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= IEEE 802.11 wireless Lanm management frame
= Fixed parameters (& bytes)
# Capabilities Information: Ox<0001

ation request rejected temporarily; try again later (Ox00le)
e oy e i= o = T
Tagged paramet byrtes)
# Tag: Supported Rates 6CA), 9, 12¢A), 18, 24(p), 36, 48, 54, [Mbitssec]

# Tag: HT Capabilizies (80Z.11n 01,200
# Tag: HT Information (802.11n OL.10)
+ Tag: vendor specific: Microsof: waMAME: Parameter E7ement
= Tag: Timeout Interwval
Tag Mumber: Timeour Interval (560
Tag leogrhs 5

Timeout Interval Type: Association Comeback time (Tus) (3
Timeout Intérval value: 10000
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802.11w DX E (GUI)

1R BHHIIZ
WPA BELOAKM #RETHLERH Y 7,

FIE

AT w71 [Configuration] > [Tags & Profiles] > [WLANs] Z 341 L £ 97,
ATv 72 [Add] 7 YV v 27 LT WLAN Z1ERk L £,

[Add WLAN] X— U0 FR & E 7,

AT 73 [Security] > [Layer2] % 7 . [Protected Management Frame] =7 * 3 2B EH L £,

AT w74 [PMF] T [Disabled]. [Optional], F721% [Required] Z3#IR L FEJ, 7 7 4/ h Tik, PMF |34
T2 o TVNET,

[PMF] C [Optional], F721% [Required] Z B L 7= E1E, RO T 4 — /L RBERRSINET,

* [Association Comeback Timer] : 1 ~ 10 PDfEZE A ) LT, 802.1lw DT Vv —3 3 U 1E
SR AR LET,

* [SAQuery Time] : 100~500 (X UFY) DEAZAHLET, ZHuL, 7747 23 WLAN
@ 802.11w PMF {Ri#% x 2 =— N B2 DITHETT,

AT 75 [Save & Apply to Device] #7 U v 7 LET,
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FIE
ATV RFEREETIVa Y =[]
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Device# configure terminal
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ATv T2

wlan profile-name wian-id ssid

1

Device (config)# wlan wlan-test 12 alpha

WLANZHEL, 27 4 Fal—T3
v E—REHELET,

ATvT3

security wpa akm dotlx-sha256
fi

Device (config-wlan) #security wpa akm
dotlx-sha256

802.1x DV HR— FEHRELET,

ATv74

security pmf association-comeback
comeback-interval

1 -

Device (config-wlan)# security pmf
association-comeback 10

802.11w 7 Vo ——3 3 IR & 3%
Eb\i—g—o

ATy TH

security pmf mandatory

1

Device (config-wlan)# security pmf
mandatory

27 747~ b WLAN 0 802.11w PMF
iz AT — 52 L 2ZRLE
EE

ATvT6

security pmf saquery-retry-time timeout

1

Device (config-wlan)# security pmf
saquery-retry-time 100
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802.11w D EZH{L
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ATy T

configure terminal

1 -

Device# configure terminal

Ja—)L a7 4 FXalb—g
E— NEPABLES,
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wlan profile-name wlan-id ssid

1

Device (config) # wlan wlan-test 12 alpha

WLANZHREL, 27 4 X2 l—Tsg
v E—RERBLET,

ATvT3

no security wpa akm dotlx-sha256

1

Device (config-wlan)# no security wpa
akm dotlx-sha256
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ARV RFERETIVa Y

B8

R 7 4 | no security pmf association-comeback 802.1lw DT Vv =—3 g BRI %=
comeback-interval MmN LET,
1 -
Device (config-wlan)# no security pmf
association-comeback 10

AT 7 5 | no security pmf mandatory 7747 v MZ X5 WLAN @ 802.11w
i - PMF RO F =3 = — b 2 s L&
Device (config-wlan)# no security pmf ?ro
mandatory

AT v 7 6 | nosecurity pmf saquery-retry-time timeout | SQ 7 = U O AT A RN L £,
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Device (config-wlan)# no security pmf
saquery-retry-time 100

802.1Mw DE=_XR Y 4

FIE

2T w1 show wlan name wian-name
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Auth Key Management

802.1x

PSK

CCKM

FT dotlx

FT PSK

FT SAE
Dotlx—-SHA256
PSK-SHA256
SAE

OWE
SUITEB-1X
SUITEB192-1X

CCKM TSF Tolerance

FT Support

FT Reassociation Timeout
FT Over-The-DS mode

PMF Support

PMF Association Comeback Timeout

PMF SA Query Time

802.1lw ZE=HX V) 7 45I12%, kOa~vr ReEHALET,

WLAN @O WLAN /X5 A — & 2 FK R LET, PMF /3T A —Z NERINFET,

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled
: Disabled
: Enabled

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled

1000

: Adaptive
: 20

: Enabled
: Required

1

: 500
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AT 72 show wireless client mac-address mac-addressdetail

JTAT v RO 0211w FRIEF — BRI E DM EAZF R L E T,

Policy Manager State: Run

NPU Fast Fast Notified : No

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 497 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x-SHA256
Encrypted Traffic Analytics : No

Management Frame Protection : No

Protected Management Frame - 802.1lw : Yes
EAP Type : LEAP
VLAN : 39

Multicast VLAN : O
Access VLAN : 39

Anchor VLAN : O

WFD capable : No
Manged WED capable : No
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