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Device# configure terminal
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wlan wlan-name wlan-id ssid
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Device (config) # wlan test-profile 4
abc
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no security wpa akm dotlx
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Device (config-wlan) # no security wpa
akm dotlx
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Device (config-wlan) # security wpa akm
psk

A T 7 5 | security wpa akm psk set-key ascii/hex key | PSK il —&H (AKM) DOILFF—
15“ : %gﬁbﬁg l/ i ‘j—o
Device (config-wlan) # security wpa akm
psk set-key asci 0
AT v 7 6 | security wpa akm psk PSK AR — h &R ELET,
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Device (config-wlan) # security wpa akm
psk
Z T 7 7 | mac-filtering auth-list-name WLAN TMAC 7 4 V& U U T HIBEL
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Device (config-wlan) # mac-filtering
testl
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[Configuration] > [Tags & Profiles] > [WLANs] Z38&4R L £ 7,

[Wireless Networks] ~X—"C [Security] # 7% 7 U v 7 LE T,
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Device (config) # wireless profile policy
policy-iot
ATy 7 3 |aaa-override AAA H—/3F 7213 Cisco Identify Services
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Device (config-wireless-policy) #
aaa-override

Engine (ISE) H— 02 B32(5L72ARY
—EEMT DX IICAAA A — =T
A RERELET,

a
)

\3
P4

Hi

PSK oD fi#:%
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Device# show wlan id 2

WLAN Profile Name

: test ppsk

Identifier

Network Name

Status

Broadcast SSID

Universal AP Admin

Max Associated Clients per WLAN

Max Associated Clients per AP per WLAN

Max Associated Clients per AP Radio per WLAN
Number of Active Clients

Exclusionlist Timeout

CHD per WLAN
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(SSID)

: test ppsk

: Enabled

: Enabled
: Disabled
: 0

: 0

: 0

: 0

: 60

: Enabled
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Interface
Multicast Interface
WMM
WifiDirect
Channel Scan Defer Priority:
Priority (default)
Priority (default)
Priority (default)
Scan Defer Time (msecs)
Media Stream Multicast-direct
CCX - AironetIe Support
CCX - Diagnostics Channel Capability
Peer-to-Peer Blocking Action
Radio Policy
DTIM period for 802.1la radio
DTIM period for 802.11b radio
Local EAP Authentication
Mac Filter Authorization list name
Accounting list name
802.1x authentication list name
Security
802.11 Authentication
Static WEP Keys
802.1X
Wi-Fi Protected Access (WPA/WPA2)
WPA (SSN IE)
WPA2 (RSN IE)
TKIP Cipher
AES Cipher
Auth Key Management
802.1x
PSK
CCKM
FT dotlx
FT PSK
PMF dotlx
PMF PSK
CCKM TSF Tolerance
FT Support
FT Reassociation Timeout
FT Over-The-DS mode
PMF Support

PMF Association Comeback Timeout

PMEF SA Query Time
Web Based Authentication
Conditional Web Redirect
Splash-Page Web Redirect
Webauth On-mac-filter Failure
Webauth Authentication List Name
Webauth Parameter Map

Tkip MIC Countermeasure Hold-down Timer

Call Snooping

Passive Client

Non Cisco WGB

Band Select

Load Balancing

Multicast Buffer

Multicast Buffer Size

IP Source Guard

Assisted-Roaming
Neighbor List
Prediction List
Dual Band Support

IEEE 802.11lv parameters

default
Unconfigured
Allowed
Invalid

4

5

6

100
Disabled
Enabled
Disabled
Disabled
All

1

1
Disabled
testl
Disabled
Disabled

Open System
Disabled
Disabled
Enabled
Disabled
Enabled
Disabled
Enabled

Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
1000
Disabled
20
Enabled
Disabled
1

200
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
60
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
0
Disabled

Disabled
Disabled
Disabled

wzpsk ok [

% PsK



ww# PsK |
B a=rskomn

Directed Multicast Service : Disabled
BSS Max Idle : Disabled
Protected Mode : Disabled
Traffic Filtering Service : Disabled
BSS Transition : Enabled
Disassociation Imminent : Disabled
Optimised Roaming Timer : 40
Timer : 200
WNM Sleep Mode : Disabled
802.1lac MU-MIMO : Disabled

Device# show wireless client mac-address a886.adb2.05f9 detail

Client MAC Address : a886.adb2.05f9
Client IPv4 Address : 9.9.58.246
Client Username : A8-86-AD-B2-05-F9
AP MAC Address : c025.5c¢55.e400
AP Name: saurabh-3600
AP slot : 1
Client State : Associated
Policy Profile : default-policy-profile
Flex Profile : default-flex-profile
Wireless LAN Id : 6
Wireless LAN Name: SSS PPSK
BSSID : c025.5c55.e40f
Connected For : 280 seconds
Protocol : 802.11ln - 5 GHz
Channel : 60
Client IIF-ID : 0xa0000001
Association Id : 1
Authentication Algorithm : Open System
Client CCX version : No CCX support
Session Timeout : 320 sec (Remaining time: 40 sec)
Input Policy Name
Input Policy State : None
Input Policy Source : None
Output Policy Name
Output Policy State : None
Output Policy Source : None
WMM Support : Enabled
U-APSD Support : Enabled
U-APSD value : O

APSD ACs : BK, BE, VI, VO
Fastlane Support : Disabled
Power Save : OFF

Current Rate : m22
Supported Rates : 9.0,18.0,36.0,48.0,54.0

Mobility:
Move Count : 0
Mobility Role : Local
Mobility Roam Type : None

Mobility Complete Timestamp : 09/27/2017 16:32:25 IST
Policy Manager State: Run
NPU Fast Fast Notified : No
Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 280 seconds
Policy Type : WPA2
Encryption Cipher : CCMP (AES)
Authentication Key Management : PSK
AAA override passphrase: Yes
Management Frame Protection : No
Protected Management Frame - 802.1lw : No
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EAP Type : Not Applicable
VLAN : 58
Access VLAN : 58

Anchor VLAN : 0

WED capable : No

Manged WED capable : No

Cross Connection capable : No
Support Concurrent Operation : No
Session Manager:

Common Session ID: 1F3809090000005DC30088EA

Acct Session ID : 0x00000000

Auth Method Status List

Method : MAB

SM State : TERMINATE
Authen Status : Success

Local Policies:

Service Template : wlan svc default-policy-profile

Absolute-Timer : 320
VLAN : 58

Server Policies:

Resultant Policies:
VLAN : 58
Absolute-Timer : 320

Client Capabilities

CF Pollable : Not implemented

CF Poll Request : Not implemented

Short Preamble : Not implemented

PBCC : Not implemented

Channel Agility : Not implemented

Interface : capwap_90000005
IIF ID : 0x90000005
Device Type : Apple-Device
Protocol Map : 0x000001
Authorized : TRUE

Session timeout : 320

Listen Interval : O
Fast BSS Transition Details :
Reassociation Timeout : O

11lv BSS Transition : Not implemented
FlexConnect Data Switching : Local
FlexConnect Dhcp Status : Local
FlexConnect Authentication : Central
FlexConnect Central Association : No
Client Statistics:
Number of Bytes Received : 59795
Number of Bytes Sent : 21404
Number of Packets Received : 518
Number of Packets Sent : 274
Number of EAP Id Request Msg Timeouts :
Number of EAP Request Msg Timeouts :
Number of EAP Key Msg Timeouts :
Number of Policy Errors : O
Radio Signal Strength Indicator : -32 dBm
Signal to Noise Ratio : 58 dB
Fabric status : Disabled
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