o o]
Syslog b —/\—H®D7 UV tAXARA 2 k&
O hAO—5TDSyslog * vtE—CNDF
shik

* Syslog h—"—H DT 7 B ARA  FEAHHPIART A ¥ L A2 hr—F TOD Syslog A v

=Y OFEMEIZONT (1 X—=)
« AP 7' 7 7 A )LD Syslog —/"—DixE (3 ~—)
« 22 kB —TF® Syslog —3—DFE (GUI) (4 <X—)

cFHARIABRT A ¥ LA hr—F O Syslog h—/N\—DFE (5 —)
» Syslog ' —/"—DFEDHER (7 X—)

Syslog —/N\—FDT7 V9 RARA 2 & BHAHTA Y
LR bO—5T®DSyslog * vE—DFEEIZDLY
<

A\

GE) AP BB LTRIZOI, Syslog h—"— A v b=V EERRTELHLIIT2D ET,

TIRARA L FBLIOMABIRART A ¥ L ATy br—F O Syslog —3—121F, HZE D
LRV ET 7o VTR0 T,

Syslog L ~/LIIIRD &30 T,
* Emergencies
* Alerts
* Critical

* Errors
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. Syslog 4 —/N\—FDT7 IV EAKRA > b & HARABTAVY LRI FA—FTO Syslog A v E—COEHMEIZDONT

» Warnings
* [Notifications]
* Informational
* Debugging
Syslog 7 7 > U7 4 ClIROA T > a v aEHTEET,
s auth : FWAI T AT A,
scron : Cron/at 7 7 > U7 1,
e daemon : VAT L F—F L,
s kern : I — %/,
* local0 : v —H /L,
s locall : = — B LH,
s local2 : = — VA,
e locald : = —H /LA,
e locald : = —H LA,
«local5 : = —H /L,
* local6 : v —H /L,
s local7 : = —HVH,
clpr: 742 TV HE VAT A
email : XA —JL AT A,
*news : USENET = =2 — A&,
e sysl0: AT LM,
esysll : AT LA,
esysl2 : VAT LH,
ssysl3 : VAT LM,
esysld : VAT LA,
e sys9 : VAT LM,
« syslog : Syslog Z L H &,
euser : —H¥— TR,

e uucp : Unix-to-Unix = B'— X7 A,
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AP 707 7 4 )LD Syslog H—/"\—DHRFE .

AP 07 7 4 JL®D Syslog —/\—DEERE

FIE

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— gy
ET— FEBBLET,

ATy T2

ap profile ap-profile
il -

T /3A A (config)# ap profile
xyz-ap-profile

AP7 a7 7 ANVEFREL, APT 77
AN ar74X¥al— g F— K%
Bt L 7,

ATvT3

syslog facility
{5

7 /34 A (config-ap-profile)# syslog
facility

Syslog A v tE— D77 VT 4 /XT
A—Z R ELET,

ATvT4

syslog host ip-address
fi

T /3A A (config-ap-profile) # syslog host
9.3.72.1

Syslogh—/"—DIP 7 KL A ENT A —
HaRELET,

ATy Th

sydog level {alerts | critical |

debugging | emergencies | errors |
informational | notifications |
warnings}

1 -

T /3A A (config-ap-profile) # syslog
level

Syslog #—/ "= ¥ 7 LUL &
ELET,

Syslog F—/"—Dua X7 L~ULIEIR
DLBYHTT,

« emergencies : EANE0ZRLET,
AT ABMERTE AN LA ER
LET,

salerts: BRE 1 ZR_LET, 7277
BT DTN SH D Z L 2B
LET,

e critical : ERE2AZRLET, 7V
T A FIVIRIREEE EE L E T,

serrors: ERE3 A RLET, =
F—IREEEEWRL T,

ewarnings: ERE4 AR LET, &
ERREAE®RLET,
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. a2 hA—5 O Syslog —/A\—DE%E (GUI)

O kA—

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 71

IV N3 i F A7 B

« notifications : ERES 2R LET,
EFTTN, EEALELTHIREE
ThHrZEEERLET,

e informational : EXKE 6 /R L F
T, FRAvE—TEERLET,

- debugging : EKRE 7 RLET,
FRy T Ay b—VhERLET,

GE) HAR— k&5 Syslog L1
DI E MRS D11, Syslog
LUV 2RI DB D Y
9, Syslog LUl %R
LE. ENLUTOFT~TOL
NV BHEINIRY ET,

[critical] Syslog L~V &%)
IZT5E, ZOFOTRTO
LV ANC7e 0 £9, L
72285 7C, [leritical] .

lalerts] . [emergencies| @

3OTRTREMMIRY F97,

AT v 76 |end HrtE EXEC =— RICED £4, £7-.
i - Ctr+Z F—ZMLCH, Zu—rL o
V74 X2l —a L FT—REKTT

T /3A{ A (config-ap-profile)# end

TET,

> M Syslog H—/\—®DEXE (GUI)
Flg

[Troubleshooting] > [Logs] % %4 L £,

[Manage Syslog Servers] h% > %27 U v 27 LET,

[Log Level Settings] @ [Syslog] K2 v 7 X 7 U A "D, X2 U7 4 LoULZ@IRL £,
[Message Console] K2 X7 U R Kb, BX o 7L BRLET,

[Message Buffer Configuration] @ [Level] K> 7 X7 U A b h—"—Dra X 71X
NI E9,

[IP Configuration] 5/ T, [Add] Z#7 U » 7 LE£7,
[IPv4/IPv6] £ 721Z [FQDN] A7 a v inb— =4 A T 23R L £,
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MHRHTA ¥ LRI kO—50 Syslog H—i—0E [

ATY T8 Hh— =% AT W [IPv4/IPv6] DAL, [IPv4/IPv6 Server Address] Z A L E 9, H—r—%
A 773 [FQDN] O34 1%, [HostName] 2 AJJ L, IP ¥ A 7 Liiit)) 72 [VRF Name] & K12 v 74
YA NPBBBIRLET,

Syslog H—/S—%HIfr7 511X, [Remove] FID FIZdH Dbl th— N—x 2 N OF{IZH D
x1Z27VU>y7 LET,

GE)  HRAPMEERTLHE. AX—RIHATE EEA,

ATv 79 [ApplytoDevicel 7 VY v 7 LET,

(G¥)  [ApplytoDevice] &7 U > 7325 &, BENENREINET, [Cancel]lZ7 U v 7§
HE, RESHKEINET,

$HARAATA N LAY AO—5 O Syslog F—/\—DEx
TE

FiE
ARV REEET7IVa Y B

R w71 |configureterminal Ta— ) ar7Z 4 ¥X¥al—a
1 - T FEHHLET,
Device# configure terminal

A 5w 72 |logging host {hostname | ipv6} Syslog % —/3—®DIP7 KL A L /XT A —

Bl ¥R LET,

7 /3A A (config) % logging host
124.3.52.62

AT 73 |loggingfacility {auth | cron | daemon|Syslog # v & —Y D772 VT 4 T
| kern | local0 | locall | local2 | A=A LET,

local3 | local4 | local5 | local6 |
local7 | Ipr | mail | news | syslO Syslog A =R L TRO 7 7Y
| sysll | sysl2 | sysl3 | sysld | |7 4 "TA—FEHHITHZLNT

sys9 | syslog | user | uucp} TET,

i «auth : WA 2T 4,

7 /34 A (config) # logging facility . ) =
syslog cron:cron 77U T 1,

«daemon : AT L T —F L,

e kern : hI—F,
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B ©s24714vL23>0 F0—50 Syslog H—/\—DEE

ARy REEEF7OVa Y BRI
«local0 ~ local7 : ©w—H /L,

slpr: A4 TV H VAT A,
email : A —/L AT A,
*news : USENET == — &

esysl0 ~sysl4 B L WV sys9 : AT
A)EHO

» syslog : Syslog 4L H 1A,
cuser @ —H— Tk,

e uucp : UNIX 75 UNIX ~D = &' —
VAT b

ATw 7 4|loggingtrap {severity-level | alerts | |Syslog —"—Dua X7 LYULEA
critical | debugging | emergencies | |4z L4,

errors | informational | notifications o
| warnings} severity-level : m ¥ DO EKE L ~L

{5“ . %ﬁ—\‘ I_/gzj—o ﬁ&ﬁ%ﬁbi 0 ~ 7 \/C“\é"o
— . . Syslog —"—Da ¥ 7 LoULER
/SA X (config) # logging trap 2
’ 2T nosgng mEeR DEHBY T,
 emergencies : EANE0Z/RLET,
VAT APMERTE WD LA ER
LET,
calerts: ERE 1 2R LET, 7272
BIZKHLT 2 BN H 5 = L R
LET,

e critical : ERE2Z/RLES, 7V
T A INVIRREEEER LT,

serrors: ERE3 ZRLET, =

T —IREEZ R L7,
ewarnings: ERE4 AR LET, &
ERREAE®RLET,

s notifications : ERESZ/RLFE T,
EFETTN, FEEENE LT HIREE
ThHZLHEEWRLET,

« informational : EXE 6 Z/Rr L E
T, ERA v —TEERLUET,
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Syslog H—/A\— DB FEDRER .

ARV RFERETIVa Y B#Y
- debugging : EHRE 7 ZRLET,
TRy T A=V ERLET,

G PAR— bS5 Syslog L~L
DI % e 511X, Syslog
LAV IR T DR H
F 9, Syslog L ~L &8RRG
L&, TN FOT_XTOL
LB ETRY ET,

[critical] Syslog L'~V & H%)
W35, ZOTOTRTO
LUL B AT £9, L
72235 C, [lcritical) |

lalerts] . [emergencies| @

3OTRTREMMZIRY F9°,

AT v 75 |end ¥i#E EXEC E— RNIZEY £9, F£7=.
i - Cul+Z ¥—%MLTH, Zr— L =
Y74 X2l =gy T—REKTT

F /34 A (config) # end

TET,

Syslog H—/\—DHFEDFER

TRTDTIERRAL 2 MxtT B9 B—s\L7E Syslog H—/\—DERTE DR
a2k H—?Kjoin L“Clﬂ%)ﬁ"\f@?ﬁﬁx 73[:0/]) b &:;ﬁﬁ‘é 7\1:1‘—‘/\‘}1/733 Sys]og‘ﬁ‘*—/\‘»—-
DRELRTT HITIE, ROavwy FEEHLET,

Device# show ap config general
Cisco AP Name : APAQF8.4984.5E48

Cisco AP Identifier : a0£8.4985.d360
Country Code : IN

Regulatory Domain Allowed by Country : 802.11lbg:-A 802.1la:-DN
AP Country Code : IN - India

AP Regulatory Domain

Slot 0 : -A

Slot 1 : -D

MAC Address : a0f8.4984.5e48

IP Address Configuration : DHCP

IP Address : 9.4.172.111

IP Netmask : 255.255.255.0

Gateway IP Address : 9.4.172.1
Fallback IP Address Being Used :
Domain :

Name Server :

CAPWAP Path MTU : 1485
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Telnet State :
SSH State :

Jumbo MTU Status
Cisco AP Location :
ST1
default-rf-tag

Site Tag Name :
RF Tag Name :
Policy Tag Name
AP join Profile

Primary Cisco Controller Name :
Primary Cisco Controller IP Address :
Secondary Cisco Controller Name :
Secondary Cisco Controller IP Address :
Tertiary Cisco Controller Name :
Tertiary Cisco Controller IP Address :
Administrative State :

Operation State

AP Certificate type :

AP Mode : Local

AP VLAN tagging state :

AP VLAN tag : O

CAPWAP Preferred mode :
Not Configured
Office Extend Mode :

AP Submode :

Remote AP Debug

Logging Trap Severity Level :
Software Version
1.1.2.4

Boot Version :

Mini IOS Version
Stats Reporting Period :
Enabled

PoE Pre-Standard Switch :
PoE Power Injector MAC Address :

LED State :

Power Type/Mode
Number of Slots
AP Model :
IOS Version :
Reset Button :

AP Serial Number
Management Frame Protection Validation :
Automatic

Not Configured

AP User Mode :
AP User Name :

AP 802.1X User Mode :
AP 802.1X User Name :
Cisco AP System Logging Host :
11 days 1 hour 15 minutes 52 seconds
AP CAPWAP Up Time :
Join Date and Time :

AP Up Time :

Join Taken Time
Join Priority :

Syslog H—/NA—FADT Y LA KAV &Y FO—5TO Syslog * vE—SDEHE |

Disabled
Disabled

: Disabled
default location

: PT3
: default-ap-profile
WLC2

9.4.172.31

Not Configured
0.0.0.0

Not Configured
0.0.0.0

Enabled
: Registered
Manufacturer Installed Certificate

Disabled
Not Configured

Disabled

: Disabled

notification
: 16.10.1.24

: 0.0.0.0
180

Disabled
Disabled
: PoE/Full Power (normal mode)

: 3

AIR-AP1852I-D-K9
16.10.1.24
Disabled

: KWC212904UB
Disabled

Global
Not Configured
9.4.172.116

6 days 3 hours 11 minutes 6 seconds
09/05/2018 04:18:52
: 3 minutes 1 second

1

Ethernet Port Duplex :
Ethernet Port Speed :
AP Link Latency

Auto
Auto
: Disable

AP Lag Configuration Status : Disabled
AP Lag Operational Status : Disabled
Lag Support for AP : Yes

Rogue Detection : Enabled

Rogue Containment auto-rate : Disabled
Rogue Containment of standalone flexconnect APs : Disabled
Rogue Detection Report Interval : 10
Rogue AP minimum RSSI : -90

Rogue AP minimum transient time : O

AP TCP MSS Adjust : Enabled

AP TCP MSS Size : 1250

AP IPv6 TCP MSS Adjust : Enabled

B Syslog 4 —1—RAOT7H LR RAU FET FO—FTD Syslog * v E£—SDHEIMIE



| Syslog 4—"—ROF7I LR KA hEa bO—5TO Syslog * v E—SOHEME
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AP IPv6 TCP MSS Size : 1250
Hyperlocation Admin Status : Disabled

Retransmit count : 5
Retransmit interval : 3
Fabric status : Disabled

FIPS status : Disabled

WLANCC status : Disabled

USB Module Type : USB Module

USB Module State : Enabled

USB Operational State : Disabled

USB Override : Disabled

Lawful-Interception Admin status : Disabled
Lawful-Interception Oper status : Disabled

BEDT V2R KA 2 x5 Syslog —/A\—DEREDHEER

FEEDT 7B A KA v MTHT 5 Syslog —N—OBEEZFRT HI01E, KO~ REff
MALET,
Device# show ap name <ap-name> config general

show ap name APAQOF8.4984.5E48 config general
Cisco AP Name : APAOF8.4984.5E48

Cisco AP Identifier : a0£8.4985.d360

Country Code : IN

Regulatory Domain Allowed by Country : 802.1lbg:-A 802.1la:-DN
AP Country Code : IN - India

AP Regulatory Domain

Slot 0 : -A

Slot 1 : -D

MAC Address : a0f8.4984.5e48

IP Address Configuration : DHCP

IP Address : 9.4.172.111

IP Netmask : 255.255.255.0

Gateway IP Address : 9.4.172.1

Fallback IP Address Being Used

Domain

Name Server

CAPWAP Path MTU : 1485

Telnet State : Disabled

SSH State : Disabled

Jumbo MTU Status : Disabled

Cisco AP Location : default location

Site Tag Name : ST1

RF Tag Name : default-rf-tag

Policy Tag Name : PT3

AP join Profile : default-ap-profile

Primary Cisco Controller Name : WLC2

Primary Cisco Controller IP Address : 9.4.172.31
Secondary Cisco Controller Name : Not Configured
Secondary Cisco Controller IP Address : 0.0.0.0
Tertiary Cisco Controller Name : Not Configured
Tertiary Cisco Controller IP Address : 0.0.0.0
Administrative State : Enabled

Operation State : Registered

AP Certificate type : Manufacturer Installed Certificate
AP Mode : Local

AP VLAN tagging state : Disabled

AP VLAN tag : O

CAPWAP Preferred mode : Not Configured

AP Submode : Not Configured

Office Extend Mode : Disabled
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Remote AP Debug : Disabled

Logging Trap Severity Level : notification
Software Version : 16.10.1.24

Boot Version : 1.1.2.4

Mini IOS Version : 0.0.0.0

Stats Reporting Period : 180

LED State : Enabled

PoE Pre-Standard Switch : Disabled

PoE Power Injector MAC Address : Disabled
Power Type/Mode : PoE/Full Power (normal mode)
Number of Slots : 3

AP Model : AIR-AP1852I-D-K9

IOS Version : 16.10.1.24

Reset Button : Disabled

AP Serial Number : KWC212904UB

Management Frame Protection Validation : Disabled
AP User Mode : Automatic

AP User Name : Not Configured

AP 802.1X User Mode : Global

AP 802.1X User Name : Not Configured

Cisco AP System Logging Host : 9.4.172.116

AP Up Time : 11 days 1 hour 15 minutes 52 seconds
AP CAPWAP Up Time : 6 days 3 hours 11 minutes 6 seconds
Join Date and Time : 09/05/2018 04:18:52

Join Taken Time : 3 minutes 1 second

Join Priority : 1

Ethernet Port Duplex : Auto

Ethernet Port Speed : Auto

AP Link Latency : Disable

AP Lag Configuration Status : Disabled

AP Lag Operational Status : Disabled

Lag Support for AP : Yes

Rogue Detection : Enabled

Rogue Containment auto-rate : Disabled

Rogue Containment of standalone flexconnect APs : Disabled
Rogue Detection Report Interval : 10

Rogue AP minimum RSSI : -90

Rogue AP minimum transient time : O

AP TCP MSS Adjust : Enabled

AP TCP MSS Size : 1250

AP IPv6 TCP MSS Adjust : Enabled

AP IPv6 TCP MSS Size : 1250

Hyperlocation Admin Status : Disabled

Retransmit count : 5
Retransmit interval : 3
Fabric status : Disabled

FIPS status : Disabled

WLANCC status : Disabled

USB Module Type : USB Module

USB Module State : Enabled

USB Operational State : Disabled

USB Override : Disabled

Lawful-Interception Admin status : Disabled
Lawful-Interception Oper status : Disabled
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