RADIUS LJL LA

« RADIUS LV AIZHDOWNT (1 ~X—)
« RADIUS LV A DOHFWME (2 ~<—)

CHIEB IO T AU T 4 7 HIZ RADIUS — =L BETHZ0OD LIV ADRE (3
~N—3)

¢« WLAN @ AAA R U > — DR E (4 2—)

« RADIUS L /L ARTEOHETR (5 ~2—)

RADIUS L JL LIZDULNT

MDIUSI//VAFA% W, 2= —D KA A ZBEEMMT SN TWET, 77472 MIZ O
BEZREH LT, BREEE T AU T 4 7V ONBRIZEHT 5 RADIUS H— N— A2 RN TX £7°,

ENA)N T TAT 2 RS WLAN I[ZBSEfH T 50T 5354, Extensible Authentication Protocol
Method for UMTS Authentication and Key Agreement (EAP-AKA) @ ID 6B ERO—F & LT,
ORISR N RTRADIUS LV AEZ(ELET, WLAND Xy FU—2 727 &R ID

(NAI) B0 (EAP-AKA) (. username@domaincom & L CHRETE £4, NAIEXRO L LA
T @R ED%AITREIL, domaincom & L CHREINET, XU —EHOBEME  tet & L
TEBMENT-5HE1E. NAI ERUT test@domain.com & L TRRINET,

RADIUS L /L ABEEEIX, WLAN CHZIE /21T 22 N TEET, L/LAN WLAN T
HNZ 72> TCWDBEHA, ficT ba—P—da—F—4% NAIEXTEETHILERH Y £

T, MAAARTA YL Aary ba—FF, 77472 bHEE LT NAIEXO LV AR E
D HNTFEAREIIE S TV DLEICOIH, AAA — " —ZFBREER 2 2EE L E T, FBaE & 135
W, THOCT A TERE VLA T4 NH Y TSN T AAA T — =2k ETHME
NhHFET,

WLAN £ED L JL L H7R—

% WLAN [ NAL LV A Z Y R—F 5 L IICRESNET, LILLDRED SSID (23t LT
AN/ % & RADIUS #—N— ETEHEINIZ LV A L TEAPID INE TR LIz L L
LEWAET DDy I T v TRETESNET, 774 TV EBRLLLALE L BIC2—H 4
ZIEE LRV ATE, WLAN TRE I TWDT 7 4L k@ RADIUS H— /N — 338G EI A H

RADIUS L JL L .



B reows L soEmE

RADIUS L L L |

ENFET, V94T "B ZELEZLILAN, WLAN FTERESNTWALLAE—F LA
b\%{:l\\ 77/1,77/ utuuﬁﬁﬁl:[gf‘éj/b }\D/7 éhiﬁ—

RADIUS L /b ABEREDY WLAN THNZ 72> TWRWIEAIL, EAPID BERoO—# L LTZEL
fea—W—Na—P—4 & UTEHEBH I, 5%E I TV 5 RADIUS %— S —358GEE &
KT hyrT 4 IR ENET, T 741 ]\“Ci RADIUS L /L LAHEREIT WLAN THEZ)
272> TCTWET,

EIAMDLUILLEE  EAP FRZH L7=dotlx (EAPAKA L [AkE) Tlx, =—H—4MN
EAPID Jt&D—# & LT% rémw LV AT —H— Z.#%?Hﬂﬁjéh K9 %
RADIUS FRGF — N — T TCICRESN TWA LIV LA LBE SN ET, & LA,
FOREZLRASRADIUS = N—THRE SN E T, —E Lo HEBIE. 7747 EAR
ﬂEﬁ*&%z§jLE£7fo

FHAIVTAVITRADUILLRBE : 7747 2 FO2—H 47 access-accept A v &—T %
WU TREINET, THV T 4T Aye—URN NI H—Ehde, $hhdT5H7 74
TV RO —F =05 LV AR &AL, RADIUST B U v T v 7 Y —/3— L TRE
SNTET o T 47 VLIS ES, —BLIESRIE. TV T 0 T ER
ZARADIUS Yy — N—|THRE SN FE T, —BE LR oG BlE, T T 4 v BRI
FEINET,

RADIUS L /L LDHEME

RADIUS LV AZEFINZT DI, IO FNEZHENFE T,

FI&E
ARV FFEREET7OVa Y B#
R w 71 | configureterminal Ja—r\)L a7 4 ¥z l—3a
Bl T— ML ET,
Device# configure terminal
AT v F 2| wireless aaa policy aaa-policy BLWVAAA R Y o —&ER L E T,
i -
Device (config) # wireless aaa policy
policy-1
R T 7 3|aaa-realm enable AAA RADIUS L /LA DOBIR A G0 L
15'] : ij—o
Device (config-aaa-policy) # aaa-realm | (GF) RADIUS L /L A& B2 5
enable (2%, noaaa-realm enable %
7213 default aaa-realm enable
av o REHLET,

. RADIUS L JL L



| RADIUS L4
BESEUTNY LT 1 L VRIS RADIUS H—— L BET oo LLLoRnE ||

nmudE*)J:Z}jyjh't7a/7_4'—/{fﬁﬁ'-RﬂuD"JS'U"_‘/{——é:ﬁﬁ
BT 5D LUILLDETE

PREB L O T AU T 4 T HICRADIUS r—N— L BBAETH LI IC LIV AEZRET DI
RO FNZHENE T,

F&E
= I N 3 il Oy = B#Y

X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Bl T— BB LET,
Device# configure terminal
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Device (config) # aaa new-model

R Fw 3 |aaaauthorization network default group | ZFaf o> ks E LE 9,
radius-server-group
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Device (config)# aaa authorization
network default group aaa group name
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Device (config) # aaa authentication
dotlx cisco.com group ciscol
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radius-server-group
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Device (config) # aaa authentication
login cisco.com group ciscol
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i - TAT LT AT ENE SR L KRS
Device (config) # aaa accounting identity] stop-record %%1§T% 2 J: 5 (z sz—aﬁo
cisco.com start-stop group ciscol
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Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT2

wireless aaa policy aaa-policy-name
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Device (config) # wireless aaa policy
aaa-policy-1
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aaa-realm enable
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Device (config-aaa-policy) # aaa-realm
enable
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exit
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Device (config-aaa-policy)# exit
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wireless profile policy wian-policy-profile
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Device (config)# wireless profile
policy wlan-policy-a

WLANR Y > — 717 7 A )L EHREL
F9,

ATvT6

aaa-policy aaa-policy
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Device (config-wireless-policy) #
aaa-policy aaa-policy-1

AAA R v—%~o BT LET,

ATy T17

accounting-list acct-config-realm
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Device (config-wireless-policy) #
accounting-list cisco.com
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exit
51

Device (config-wireless-policy)# exit
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wlan wlan-name wlan-id ssid
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Device (config) # wlan wlan2 14 wlan-aaa
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security dot1x authentication-list
auth-list-realm
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Device (config-wlan) # security dotlx
authentication-list cisco.com
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exit
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Device (config-wireless-policy)# exit
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wirelesstag policy policy
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Device (config)# wireless tag policy
tag-policy-1
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wlan wian-name policy policy-profile
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Device (config-policy-tag)# wlan
Abc-wlan policy wlan-policy-a
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exit
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Device (config-policy-tag)# exit
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Device# show wireless client mac-address 14bd.61£3.6a24 detail

Client
Client
Client

MAC Address :
IPv4 Address :
IPv6 Addresses :

14bd.61£3.6a24
9.4.113.103
fe80::286e:9fe0:7fa6:8f4

Client Username : sacthoma@cisco.com
AP MAC Address : 4c77.6d79.5a00
AP Name: AP4c77.6d53.20ec

AP slot : 1
Client State

Flex Profile

: Associated
Policy Profile
: N/A

: name-policy-profile

Wireless LAN Id : 3
Wireless LAN Name: ha realm WLAN WPA2 AES DOT1X

BSSID :

4c77.6d79.5a0f
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Connected For : 26 seconds

Protocol : 802.1llac

Channel : 44

Client IIF-ID : 0xa0000001

Association Id : 1

Authentication Algorithm : Open System
Client CCX version : No CCX support
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Re-Authentication Timeout : 1800 sec (Remaining time: 1775 sec)
Input Policy Name : None
Input Policy State : None
Input Policy Source None

Output Policy Name : None
Output Policy State :
Output Policy Source : None
WMM Support : Enabled
U-APSD Support Enabled

U-APSD value 0

APSD ACs : BK, BE, VI, VO
Fastlane Support : Disabled
Power Save : OFF
Supported Rates : 9.0,18.0,36.0,48.0,54.0
Mobility:

Move Count : 0
Mobility Role : Local
Mobility Roam Type : None

Mobility Complete Timestamp 06/12/2018 19:52:35 IST
Policy Manager State: Run

NPU Fast Fast Notified : No

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 25 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x
Encrypted Traffic Analytics No

Management Frame Protection No

Protected Management Frame - 802.1lw : No

EAP Type : PEAP

VLAN : 113

Multicast VLAN : O

Access VLAN : 113
Anchor VLAN : O
WFD capable : No

Managed WEFD capable : No

Cross Connection capable : No
Support Concurrent Operation : No
Session Manager:

Interface : capwap_9040000f

IIF ID : 0x9040000F

Authorized : TRUE

Session timeout : 1800

Common Session ID: 097704090000000DF4607B3B
Acct Session ID : 0x00000fa2

Aaa Server Details
Server IP : 9.4.23.50
Auth Method Status List
Method : Dotlx
SM State
SM Bend State
Local Policies:
Service Template : wlan_svc name-policy-profile local
Absolute-Timer 1800
VLAN 113
Server Policies:
Resultant Policies:

AUTHENTICATED
IDLE
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VLAN : 113
Absolute-Timer : 1800
DNS Snooped IPv4 Addresses : None
DNS Snooped IPv6 Addresses : None

Client Capabilities
CF Pollable : Not implemented
CF Poll Request : Not implemented
Short Preamble : Not implemented
PBCC : Not implemented
Channel Agility : Not implemented
Listen Interval : O
Fast BSS Transition Details :
Reassociation Timeout : 0
11lv BSS Transition : Not implemented
FlexConnect Data Switching : Central
FlexConnect Dhcp Status : Central
FlexConnect Authentication : Central
FlexConnect Central Association : No

Fabric status : Disabled
Client Scan Reports
Assisted Roaming Neighbor List
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