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Supplicant Authenticator

Key (PMK) is known Key (PMK) is known
Generate SNonce Generate ANonce

Message 1: EAPOL-Key(ANonce, Unicast)

i

Derive PTK

Message 2: EAPOL-Key(SNonce, Unicast, MIC)

.

Derive PTK If needed ‘

Message 3: EAPOL-Key(Install PTK, Unicast, Mic | Generale GTK, IGTK

Encrypted (GTK, |GTK))
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Message 4: EAPOL-Key(Unicast, MIC)

Install PTK GTK, Install PTK GTK,
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1. E v b 6: Management Frame Protection Required (MFPR)

2. E'w k7 : Management Frame Protection Capable (MFPC)
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Timeout Interval Type: aAssociation Comeback time (Tus) (33
Timeout Interval value: 10000
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AT w71 [Configuration] > [Tags & Profiles] >[WLANs] Z3#&K L ¥,
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wlan profile-name wian-id ssid

1

Device (config) # wlan wlan-test 12 alpha]
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security wpa akm pmf dot1x
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Device (config-wlan) #security wpa akm
pmf dotlx
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security pmf association-comeback
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Device (config-wlan) # security pmf
association-comeback 10
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security pmf mandatory
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Device (config-wlan)# security pmf
mandatory
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security pmf saquery-retry-time timeout
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Device (config-wlan)# security pmf

saquery-retry-time 100
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Device# configure terminal
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wlan profile-name wlan-id ssid
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Device (config)# wlan wlan-test 12 alpha

WLANZHREL, a7 4 Fal— 3
v E— REBBLET,

ATvT3

no security wpa akm pmf dot1x

1 -

Device (config-wlan) # no security wpa
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Device (config-wlan)# no security pmf
association-comeback 10
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Device (config-wlan)# no security pmf Tro
mandatory
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Device (config-wlan)# no security pmf
saquery-retry-time 100
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Auth Key Management

CCKM TSF Tolerance

FT Support
FT Reassociation Timeout
FT Over-The-DS mode

PMF Support

802.1x

PSK

CCKM

FT dotlx

FT PSK

FT SAE
Dotlx-SHA256
PSK-SHA256
SAE

OWE
SUITEB-1X
SUITEB192-1X

PMF Association Comeback Timeout

PMEF SA Query Time

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled
: Disabled
: Enabled

: Disabled
: Disabled
: Disabled
: Disabled
: Disabled

1000

: Adaptive
: 20

: Enabled
: Required

1

: 500
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AT 72 show wireess client mac-address mac-addressdetail

JTAT v RO 8021w AT — B HHREDWEAZF R L E T,

Policy Manager State: Run

NPU Fast Fast Notified : No

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 497 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x-SHA256
Encrypted Traffic Analytics : No

Management Frame Protection : No

Protected Management Frame - 802.1lw : Yes
EAP Type : LEAP
VLAN : 39

Multicast VLAN : O
Access VLAN : 39

Anchor VLAN : O

WFD capable : No
Manged WED capable : No
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