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(FNF) o r—V2KoH 7%y FTF, AVCHERETIZ, 727 B AKRA > b (AP) 721X
MAAHLTA XL AT bR —F TRITENDNBAR DAY v Mablo b3 0T 7'a—
FRFFENTEY, T4 —F "y b A A_7 g (DP) % FE(T L TEDOREHE 4% FNF
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B Aoplication visibility and Control (TR %4

AVCIZED, UTNEALGHEEKL, Xy NU—27 OFFEEE, 2 X NOPNLFy U —
VIO, BEOA T TR NI I FyOEFH T H720DRY o —%{ETE £
T, N77 4y 7 7a—0NBAR2 = VU ZMH L Tofrl L UGS L, ks -7
FarE@Zd 7T 7V r—va vk, BEO 7 —RN~v—2r7 INET, ZOT7a—HALO
Az, FNFICLDT 7V r—yarorfbiciicE 4, 770 7r— a »oafien
LS bE, 2= —Z 7 T4 T VORIV U T AD=ALEZHEHLCay ba—b—
NEERTEET,

AVC V=)V & 425 L. WLAN ETjoin LTWDT_XTDT T4 7> MR LT, KET
TV r—ya rOmERERIRTEET, InbomEEa T2 ME, TV S —va v
HNLOL— MRE VB SND 7 TAT 2 NEMLOZ T A RN — A L— MR EIEF L E
R

FNFIZUA YL ATHR—FEINDIEETHY, 7L v 7 AE— RO MBPIALT A ¥ L A2
v b a— T NetFlow WA/ > TWALERH Y 97,

AVC VU a— 3 VOEIMEL, VA YLV ADRICESHNTEDLY £9, 22Tk, ¢
DTV AZEBT B IGE A EARERIZ OV TR L E T,
LY RE—F

« NBAR L AP THNZ 2> TWET,

*AVC X, FNFEEX APIZ7 v =2 LET,

* AVC-FNF C, B —3 27 0ary7x A MakzdFR—F LET,

* NetFlow =7 AR—Z ZHHR— s LET,
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« TV RARA Y M, AVCXNETH L UNENRH Y £

« AVC (QoS) DHIHERSy e &5 121%, FNFFE DT 7V r—3 a o O R LS EE &
RETHHLENHY 97,

Application Visibility and Control O /R

el A2 —3IL7F., HABALTIAF LRIy har—F3THR—FENTWERA,
e wNT XY AN T T 4w 7T AR—FEINTWEREA,
c AVCIIWRDT 7 A RA Vv b TOIRYR—FEIHET,

* Cisco Aironet 1800 > U — X 7 7 & iR"A > b

* Cisco Aironet 2700 > U —RX 7 7 &2 iR"A > b

« Cisco Aironet 2800 'V —X 7 7 & A RA > b
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wveozzonz [

* Cisco Aironet 3700 >V —X 77 & A A > |k
* Cisco Aironet 3800 >V —X 77 & A A > |k
« Cisco Aironet 4800 > U — X 7 7 & A KA K
« AVC (X, Cisco Aironet 702W, 7021 (128 M AEV) | BLWI1530 v U —X 77 A K
A FTIEYAR—FSNEEA,
« App DHIHME LRI STV LT 7 r— a3 OF, QoSHlEHOmEAICHH TE £,
« 7 —%# VU 7L AVC O NetFlow 7 4 —/L RTIEHAR— FINEH A,

« AVCIEXHLR Y =7 m 7 7 A4 L& AVCHIER Y o — 717 7 A /L Ol F1Z[F U WLAN
Ta T s ANE T TA L IITEER A,

« NBAR %)z QoS R Y ¥ —fREITHERP IR — F TR > —7 17 7 A )V THRESNT-,
24T FLoULBIUBSSID L~ULD VLAN, A— FF ¥ 3/, BILUOMLOZHREEA
VE—T 2 A AREDREA L F—T oA ATITHR— SN TWER A,

AVC AN > TWBEE, AVC 77 7 A it 7 7 4 /v h® DSCP L— L & & Te i K
B EDON— DI YR — R LFET, L—AD 23 HEZHEZLTVWHEE, AVC AU > —|3 AP
FTTlyvaid8hERA,

AVC D&% TE DHETE
AVC ZRET 2120, IROFIRIZHENE T,
1. recordwirelessavchasic =¥ RZfEM L T7rn— =42 —%/Fl L £ 7,
2. UAYLARY—TFa7 7 A VEERLET,
3. JR—F=H—%kTUAYLARI =T a7y A VIEHLET,
4. VAVYLARY v— X T EERLET,
5 WLANZRY v— 7 r 7y A Wivy B 7 LET,
6. WU — ¥ 7% APIZHEHE L ET,

JO0— =42 —0D1ERL

NetFlow O EICIE, 7r— L a— R, 7a— F=4F— BT — 7 AR—FZNPE
T, TOREF. AVC ZEROBREICB T DBHYIDAT v 7L L TIToTLEE,
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. JO0—EZ4—0OHRE (GUD

A\

GE¥)  Flex B— FTiE. cachetimeout active 3 X OF cachetimeout inactive =~ > KOS5 7 4 /v MEIX
AVCIZIRECTIEH D FH A, 70— F=F—TlX, WMHFDOMEEZ 60IIHETHZ EA2HERLE

j—O

FE
AU REEET7TIV 3 Y B

AT w 71 | configureterminal JTa— ) a7 4 Xz lb—3a
15“ : Tt — F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal

R+ 7 2 | flow monitor monitor-name Tu— F=X—%ERLET,
fi
Device (config) # flow monitor fm avc

R w 73 |record wirelessavc basic HARADT AL YL RAAVC 7 —F 27
i - L hEIRELET
Device (config-flow-monitor) # record GE) record wireless avc basic =

wireless avc basic

~ > Rlid record wirdlessavc
ipvdbasic 2~ NE&[EUT
9, 7272 L. Flex £721%
777Uy rE—RTIX
record wirelessavcipv4 basic
o<y RidAR—FEhT
WEHA, ZOXHRT )
U T3 record wirelessave
basc =~ F&E#EHLF

7
— S
JO—E=_42—Mixk7FE (GUI)
I8 BRI
TO—F == nET—H BT AR— T BT, Te—2 AR—ZEERL TBL LE
NH0 ET,
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so— o 2t—a0km |

FIE

AT w71 [Configuration] > [Services] > [Application Visibility] DEIZER L, [Flow Monitor] % 7 (2 H)
L/iﬁ‘o

ATw 72 [Monitor] =V 7 C, [Add] %7 Vv 7 L T7u—F=F—%BMLET,
AT w73 [FlowMonitor] 7 4 > RV T, 7u—F=4—LFHHZEMNLE7,

ATFyTs FayrXE o VA MhbL7a—2 ) AR—FHERBINL T, Ju—F=F—hbal v X
F—HErT g AR—FLET,

G¥) Wireless NetFlow 7 — % 2 =7 AR— b3 5121F, LFOT 7 L—ra2HEHLE
‘é—o

«ETA (K551t b7 7 1 > 7 55H7)
« U A ¥ L &R AVC DHAK

e 7 A ¥ LA AVC DI IPv6

AT 975 [ApplytoDevice] 7 V v 7 LC, REEZHRGFLET,

JO0— I XKR—3DIERK

TJua— T AR—EZEERTHLE, Ta—DZ I AR— s RTRA—FEERTXET, I
X, 70 —DT 7 AR—F RTG AR ERETHODOF T a OFIETT,

\)

GE)  AVCHEERN #HAABRT A YL RAay b —FZFREND LT HITiE, koa<w
REFEHLTCe—h D7 a—x ) AR—FERETHLENHY £,

« flow exporter my_local

« destination local wic

F7o, Tu—F=X—Tlk, HMEHEHRZEHAAAT A VYL A3 b —FIZEKRTDHZOHICT
Da—HNDTI AR—ZEFHTLHILENHD £7°,

FIE
ARV RFERFTIVaY =)
R 71 |flow exporter flow-export-name Tu— E=X—5{ERLET,
i
Device (config)# flow exporter
export-test
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B oo vrc—somz

avYRFERET7IOI Y BRI
R 2 |description string BKRK63XFET, 7u— L a— RO
15“ : %fﬁ—\‘ Lijﬁo

Device (config-flow-exporter) #
description IPv4flow

ATy 73|l T AR—ENT —F ZEET D550
Device (config-flow-exporter) # 2 —J1/L WLC %?gﬁiﬂ Liﬁ‘o
destination local wlc

AT 7 4 | show flow exporter (EE) REZMERLET,
fl

Device # show flow exporter

) =
20—I 9 AHKR—3 DHEEE
TJua—xT ) AR—FDOHHEMHERT HITIE, Woa~vr FEFEHLET,
72 & 21E. my-flow-exporter & W) ARFIO 7 0 —x 7 AR—Z|ZEHTEH 70— AKR—ZD
B A FERR T AIZIE. OB ZZIRL T30,

Device# show flow exporter
Flow Exporter my-flow-exporter:

Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
Destination type: Local (1)
Destination IP address: 0.0.0.0
Source IP address: 10.0.0.1
Transport Protocol: UDP
Destination Port: 9XXX
Source Port: SXXXX
DSCP: 0x0
TTL: 255
Output Features: Not Used

GE) sk ryo—x 7 AR—FZ, UNKNOWN Z A4 7L LC~—27 ENEd, =7 AKR—4
A UNKNOWN & LT~—7 X315 2 DD FEIRD ERBY TT,

1 5EERELRZWCTCLIa~y FEfALT7r—2 7 AR—XEZRETDHHA,

2. EWCIX. K120 7o —x /7 AR—F L 1 DONE 7 a—x 7 ZAR—Z &P R—
NLES, A7 TLICEHBO 70— ZAR—FERTELLIETHE, s EL S
., 7a—=x 7 AR—H T UNKNOWN & RSx4,
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AVC ) WLAN D& 5E

AVC ® WLAN %R ET 2120, IROFIEIZENE T,

FIE

AVC 0> WLAN D% 5E .

ARV KRFERERETY VY

=)

ATy T

wlan wlan-avc 1 ssid-avc

1

Device (config)# wlan wlanl 1 ssidl

WLAN Z3%E L E T,

ATvT2

shutdown
1 -

Device (config-wlan)# shutdown

WLAN 2> v b ¥ LET,

ATvT3

no security wpa akm dot1x

1 -

Device (config-wlan) # no security wpa
akm dotlx

dotlx 12X T HExF =V T 1D AKM %
Fae—T iz LET,

ATvT4

no security wpa wpa2 ciphers aes

1

Device (config-wlan)# no security wpa
wpa2 ciphers aes

AES ® WPA2 K55t 2 2N LE T,

RO— B TDERE

FIE

ARV RFERETOVa Y

B8

&

configureterminal

1

Device# configure terminal

Juaua—)LaryZ7 4 Xal— g
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT2

wirelesstag policy policy-tag-name

1

Device (config-policy-tag) # wireless
tag policy rr-xyz-policy-tag

NIV — BT HREL, R — &7
Ay 7 4 Xalb— gy E— FaBlh
LET,
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B v s—Trqsz~0kys—TasraLo7syF GUY

ARV RFERETIVa Y

B8

AT v 73 |end
1

Device (config-policy-tag)# end

BEEFFEL, 2T 4 X2l — g
F— &K T LT, M EXEC £— K
IR £97,

WLAN f V3 —TJ A AADHRYS— AT 7A4ILDT

2y F (GUD)

FIE

AT w71 [Configuration] > [Tags & Profiles] > [Tags] > > Z iR L £,
AT 72 [Manage Tags] ~*—C, [Policy] ¥ 7% 7V v 7 LET,
ATv T3 [Add] 227 Y v 7 LT, [AddPolicy Tag] 7 1 > RV Z2FRx L F7°,

AT T4 R — ZITOLRTEHRHEZATILET,

ATY 75 [Add] %7 Y v 7 LT, WLAN . RV v—%~v b7 LET,
ATV T6 BWURR) =T a7y A NEBHEHL Ty S THEWLAN B 7 7 A VEBIRL, Fxv

2 T7AarEkr )y LET,
AT w1 [Save & Apply to Device] #7 U v 7 LET,

WLAN 1/ >3 —T 24 A~DKRY

2w F (CLI)

1R BHHIIZ

— JAaJr7AILDT

s B2 DR — X TR TRIL WLAN IZHE2D AVC R Y v— 7 a7 7 A L&A L7

TLEEW,
WIT, LS RVEERZRLET,

wireless profile policy avc _poll

ipv4 flow monitor fm-avcl input
ipv4 flow monitor fm-avcl output
no shutdown

wireless profile policy avc _pol2
ipv4 flow monitor fm-avc2 input
ipv4 flow monitor fm-avc2 output
no shutdown

wireless tag policy avc-tagl

wlan wlanl policy avc poll
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L3 v OERAE &l

WLAN 1 V2 —T 24 ZADKRY >— TFAT 74 ILDTE vF (CL)

wireless tag policy avc-tag2
wlan wlanl policy avc_pol2

ZOFNIRTRDOFIRIZK L TWET, 2F 0V, WLANWanl %2 >DHR Y v— 777 A
)b (avc_poll & avc pol2) IZ¥ v B 7 LTWET, L7za-> T, WLANwanl 5T
DT T ave_poll £72lT ave pol2 12~ v B VT HMEN B LT, ZOEITIELL
b EHA,

¢ WU WLAN TORY — a7 7 A LOBESIITR— SN TWERA, 722X R
Vo —7ua7y7 A% (AVC OFEIZ 1D HT) BipHRY — Z ZHNOIE L WLAN
AT 25 A R ETT,

W2, ELLS 2WRERIZRLET,

wireless profile policy avc_poll

no shutdown

wireless profile policy avc_pol2
ipv4 flow monitor fm-avc2 input
ipv4 flow monitor fm-avc2 output
no shutdown

wireless tag policy avc-tagl
wlan wlanl policy avc_poll
wireless tag policy avc-tag2
wlan wlanl policy avc_pol2

ZOHITIZ. AVCOBFEIZ DO TRY o — a7 7 A Vi B A Z 7NOE L WLAN

E:)

WY — 27 a2ERR L ET,

WLAN 72 7 7 A )LIZHRY > — 7 rm
TrANET X vTF LET,

[ L CnESS,
FIE
ARV KRFERERETY VY
R w 71 |wirelesstag policy avc-tag
fi
Device (config) # wireless tag policy
avc-tag
R TFw 72 | wlan wlan-avc policy avc-policy
i) :
Device (config-policy-tag) # wlan
wlan avc policy avc pol
RDBERY

cHEMNTET L5, WLAN T noshutdown =~ > RE2FETLET,

* WLAN 739" TIZ no shutdown E— RiZ72 > TWAAEIX., shutdown =~ REZFEFTL.

DL

Z noshutdown =~ > RZFETLET,
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AP ~ADHRYS—TJOT7A4ILDT R YF

FIE

ARV KRFERERETY VY

=)

ATy T

ap ap-ether-mac
fl

Device (config)# ap 34a8.2ec7.4cf0

AP 7 4 Fal—arE— R&H
HBLET,

ATvT2

policy-tag policy-tag
fi

Device (config) # policy-tag avc-tag

TIBARA L MIT X FTAHRY
V= X T EEELET,

=JL =

AVC DExE

FIE

D HESE

AT RFERIEFT7ZII Y

=)

&M

show avc wlan wlan-name top
num-of-applications applications
{aggregate | downstream | upstream}

U
Device# show avc wlan wlan_avc top 2
applications aggregate

INSDOT Y — g UEREHL T
5T 7Y =g v b a—Y—iZ
B aflmeRrLET,

GE) TAFYLATTAT IR
WLAN (ZBH#fS 1T Hiu T
T, NI 74 v BERS
NTNWLZ EEMRL, &
D% IR TD 2~
Y REFETLTLLIEEN
(WERHE R ZfEFICB T
X559 5729) ,

ATvT2

. Application Visibility and

show avc client mac top num-of-applications
applications {aggregate | downstream |
upstream}

Control (7 14— 3 > DRIR{L & )

3D T 7Y r— g BT 51
wEFRRLET,
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AVC \—

AVC ~\—

ave ~—zoERts Y 7 o h— [

ARV RFEREET7TOVa Y Be

fil GE) IAYVRA T TA4T 2 8D
Device# show avc client 9.3.4 top 3 WLAN ([ZBSEEAHF ST
applications aggregate T, ]\ 57/( /7%3‘%5}25

NTWDZ &z L
D% IO IFF> Thb =2~
YREFETLTIZSD
(Wt 2 fERIC SR T
EDEDITT DY)

AT 7 3 | show avc wlan wian-name application INHDOT T Y — g v EERLTH
app-name top num-of-clients aggregate B R DT Y e b T
i) : BT otEmaFnrLET,

Device# show avc wlan wlan avc
application app top 4 aggregate

Z 5w 7 4 | show ap summary FAPIART A ¥ LA b a—F |28k
Bl - LTWETRTOT 7 EARA  hOY
Device# show ap summary ~ U %%i%i—\‘ Lijﬁo

AT 75 | show ap tag summary RN = 2T mFFOTXTOT 7R
51 A DY~ —2FRLET,

Device# show ap tag summary

ADFERY T o h—

AVCR—ZADFIRM U 7 o I —HEREIL, 7 9AT v I —HFDMBAART A ¥ L AT ha—
FhothiEoary ha—Jiiue—I I TBREXIITAT U NEIT U A—THILEEHM
ELTWET, 2947 "RV T U H—F5Z & T, CiscoWLCDFT LWI A7 > hTfE
HFATRB7R IP 7 RV AT D% EET, 2747 v e VT o —T 50 ET 50
ZPDDHTIZDIT, AVC 717 7 A )L R—=Z2OMeHERMNMER S E 4, Z OREIX. AVC
NIV TCEHZENTWDIEFELII T T AV r—a %27 547 2 FABEBANCFEITL
TWALGAEITEFR T,

V7o =07 AT, TV I—3NEI A7 FORBGEHRERbEWES, 7947
ME, WLCHZ o —3I 7 LTWAFIZ, AVCL—LIZY A RENTWAT F Y r—3 g v
DITT 497 EEELTORWESIC, BiHERESNE T,

EIRWY 7 2 h—DOHIREIR

ZOMREEIF e — v B— R TOHATHR— I TWET, FlexConnect T— RBLIO7 7
7,J/&:% RiF#AR—h S TnERA,
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c TOMRRIZ. FADN PRV U ITBIVOPZ I AR— N T h—DTF VA TITHR— b
SN TWEHRA,

« HWIP T R LA,
A,

JA— I RAKR—

FIE

2 DETE

IP7 RLADU —ZHABNBNKTITHF T, VT v h—#%bEkEhn

ARV RFERETIVa Y

E:)

ATy T

configureterminal

1

Device# configure terminal

Ja— ) a7 4 F¥alb—g
£ — ]\‘%‘/Fﬂlﬂﬁébjﬁj‘o

ATvT2

flow exporter name

1 -

Device (config)# flow exporter
avc-reanchor

Ta— TJ AR—FEERL, 7a—
T AR—HF a7 4 Fal—g
E— NEBABLET,
G¥) Zoawy RaEfMH LB
FO70— 7 AR—H%
BESDHZEHLTEET,

ATvT3

destination local wic
e

Device (config-flow-exporter) #
destination local wlc

T AR—EZHrua—h)Le L THRELE
7,

JA— E=A2—NDHKTFE

FIE

ARV KRFERRETY Va3 Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATy T2

flow monitor monitor-name

1 -

Device (config)# flow monitor fm avc

Il Avplication Visibility and Control (7 7'\ 47— 3 > OARAE & #lfH)
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aey7oh—savr oz [

ARV RFERIETY Va3 B#Y
GE) ZOavr REHLTEE
FO70— F=H—%EH
TEHLZELTEET,
AT 73 |exporter exporter-name TH— T ARN—HFOLRIERELE
f5l o
Device (config-flow-monitor)# exporter
avc-reanchor
R T 74 |record wireless avc basic ¥ o aDERICHEHIT L7 — L
Bl 2— FEiRELET
Device (config-flow-monitor)# record
wireless avc basic
2w 75 | cachetimeout active value TIT 4T Ta—AA LT U NEHE
15“ : {i?%&i‘é‘ Lij‘o
Device (config-flow-monitor)# cache
timeout active 60
R T w 7 6 | cachetimeout inactive value ETIVTF 4T Tu— A LTI NERD
15“ : %"fii“@%ﬁﬁz Lij_o
Device (config-flow-monitor)# cache
timeout inactive 60

AVCYU 7 h—JOJ74ILDETE

4RO HREIIC

» AVC-Reanchor-Class 7 7 A < v 7 & FEHL TWAH Z L&A LET, TNLSNDT T A
< v THIET T, BRAY T o —TIER I T T,

o« VAT LADEENFIZ, AVC-Reanchor-Class 7 7 A <~ v T RFET M E I R TF = v 7 &
NET, AonbhoaE, 7740 D7 m kb (jabber-video, wifi-calling 72
E) BER S E T, AVC-Reanchor-Class 7 7 A <~ v WO 726, REDETIT
Thh®, A= T v 7 ar74Xal—va R EFESRL TS 7 e h 2/ LOEHIT
U7 — MEbHEFRF S NLET,

FIE
ARV KRFERRETY a3 Y B#Y

R T 71 |configureterminal Jau—r\ ) a4 Fal—g
15“ : £ F%Eﬂﬁébiﬁ—o
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ARV RFERETIVa Y

B8

Device# configure terminal

ATvT2

class-map cmap-name

1

Device (config)# class-map
AVC-Reanchor-Class

JITARyTERELET,

ATvT3

match any

1

Device (config-cmap) # match any

TNRA A @RI 20 Tnno e ko
WEBAETAE T AL AT R LE
K

ATv74

match protocol jabber-audio

1 -

Device (config-cmap) # match protocol
jabber-audio

TV r—varhlO—BERELE
D

VBN U T, BT IAY y TRER
fmte L. jabber-video X° wifi-calling 72 &
D7'w b A EBINETFHIERS S 2 &
NTEET,

DA LAWLAN O 774 I)LKRYS—D

=JL =

axX A&

WLAN 707 7 A VR —%RET DI, ROFINEIZENE T,

FIE

AR NFERERTIVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEREIBLET,

ATy T2

wireless profile policy policy-name

1 -

Device (config) # wireless profile policy]
default-policy-profile

WLAN R > — a7 7 4 LERE
L, VA¥YLARI—ar7 Xz
L— gy B— REHBELET,

ATvT3

shutdown

1

Device (config-wireless-policy) #
shutdown

RY—7a7 7 A NEEHNILET,

ATvT4

central switching

1

Device (config-wireless-policy) # central
switching

P2 A F o T EFHT LET,
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ipv4 flow monitor monitor-nameinput

1 -

Device (config-wireless-policy) # ipv4
flow monitor fm avc input

IPvd AP 70 —F=X —DLFI% 18T
LET,

ATvT6

ipv4 flow monitor monitor-name output

1

Device (config-wireless-policy)# ipv4
flow monitor fm avc output

IPv4d )7 a—F=X—DL4FI55E
LE7,

ATy T17

reanchor class class-name

1

Device (config-wireless-policy) #
reanchor class AVC-Reanchor-Class

R Y 7 —HERED 7 1 b =L & fil
MLTI 7 A Ry TR ELET,

no shutdown

1 -

Device (config-wireless-policy)# no
shutdown

RYo—TFa7 7 A VA LET,

AVC ') 7 h—DHER
AVC VT U —DREEMKERT DI, koa~r FaHLET,

Device# show wireless profile policy detailed avc_reanchor policy

Policy Profile Name

Description
Status
VLAN

Wireless management interface VLAN

AVC VISIBILITY

: ENABLED
1
34

: Enabled
Flow Monitor IPv4
Flow Monitor Ingress Name fm avc
Flow Monitor Egress Name fm avc

Flow Monitor IPv6

Flow Monitor Ingress Name
Flow Monitor Egress Name
NBAR Protocol Discovery

Reanchoring

: Not Configured

: Not Configured
Disabled

: Enabled

Classmap name for Reanchoring

Reanchoring Classmap Name

Application Visibility and Control (7 7'1) 77— 3 M A[R4E & Hil )

: avc_reanchor policy

: AVC-Reanchor-Class
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Device# show platform software trace counter tag wstatsd chassis active RO avc-stats

debug

Counter Name Thread ID Counter Value

Reanch deassociated clients 28340 1
Reanch tracked clients 28340 4
Reanch deleted clients 28340 3

Device# show platform software trace counter tag wncd chassis active RO avc-afc debug

Counter Name Thread ID Counter Value

Reanch_co_ignored clients 30063 1
Reanch_co_anchored clients 30063 5
Reanch_co_deauthed clients 30063 4

Device# show platform software wlavc status wncd

Event history of WNCD DB:

AVC key: [1l,wlan_avc,N/A,Reanc,default
Current state : READY

Wlan-id : 1

Wlan-name : wlan_avc

Feature type : Reanchoring
Flow-mon-name : N/A

Policy-tag : default-policy-tag
Switching Mode : CENTRAL

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.630342 3 :ZOMBIE 1
06/12/2018 16:45:28.822780 2 :READY 2
06/12/2018 16:45:28.822672 2 :READY 2
06/12/2018 16:45:15.172073 3 :ZOMBIE 1
06/12/2018 16:45:12.738367 2 :READY 2
06/12/2018 16:45:12.738261 2 :READY 2
06/12/2018 16:45:01.162689 3 :ZOMBIE 1
06/12/2018 16:44:55.757643 2 :READY 2
06/12/2018 16:44:55.757542 2 :READY 2
06/12/2018 16:44:04.468749 3 :ZOMBIE 1

-policy-tag]

:FSM_AFM BIND 0 2
:FSM_AFM UNBIND 0 0
:FSM_AFM UNBIND 0 0

:FSM_AFM BIND 0 2
:FSM_AFM UNBIND 0 0
:FSM_AFM UNBIND 0 0

:FSM_AFM BIND 0 2
:FSM_AFM UNBIND 0 0
:FSM_AFM UNBIND 0 0

:FSM_AFM BIND 0 2

06/12/2018 16:44:02.18857 2 :READY 2 :FSM AFM UNBIND 0 0
06/12/2018 16:44:02.18717 2 :READY 2 :FSM AFM UNBIND 0 0

06/12/2018 16:38:20.164304
06/12/2018 16:35:20.163877
06/12/2018 16:35:18.593257
06/12/2018 16:35:18.593152

:READY 3
:READY 1

R PR NDN

:FSM_AFM SWEEP 0 2
:FSM_AFM BIND 0 2

:INIT 1 :FSM AFM BIND 0 2
:INIT 24:CREATE FSM 0 0

AVC key: [l,wlan avc, fm avc,v4-In,default-policy-tag]

Current state : READY
Wlan-id : 1
Wlan-name : wlan_avc

Feature type : Flow monitor IPv4 Ingress

Flow-mon-name : fm avc
Policy-tag : default-policy-tag
Switching Mode : CENTRAL

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.664772 3 :ZOMBIE 1

:FSM_AFM BIND 0 2
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06/12/2018 16:45:28.822499 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:28.822222 2 :READY 2 :FSM AFM UNBIND 0 0
06/12/2018 16:45:15.207605 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:45:12.738105 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:12.737997 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:01.164225 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:44:55.757266 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:55.757181 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:04.472778 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:44:02.15413 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:02.15263 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:38:20.164254 2 :READY 3 :FSM_AFM_SWEEP 0 2
06/12/2018 16:35:20.163209 1 :INIT 1 :FSM AFM BIND 0 2
06/12/2018 16:35:20.163189 1 :INIT 24:CREATE FSM 0 0

AVC key: [1,wlan_avc,fm avc,v4-Ou,default-policy-tag]

Current state

Wlan-id
Wlan-name

1
wlan_avc

Feature type
Flow-mon-name

READY

Flow monitor IPv4 Egress

fm avc

Policy-tag default-policy-tag

Switching Mode CENTRAL

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.630764 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:45:28.822621 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:28.822574 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:15.172357 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:45:12.738212 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:12.738167 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:45:01.164048 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:44:55.757403 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:55.757361 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:04.472561 3 :ZOMBIE 1 :FSM_AFM_BIND 0 2
06/12/2018 16:44:02.18660 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:44:02.18588 2 :READY 2 :FSM_AFM_UNBIND 00
06/12/2018 16:38:20.164293 2 :READY 3 :FSM_AFM_SWEEP 0 2
06/12/2018 16:35:20.163799 1 :INIT 1 :FSM AFM BIND 0 2
06/12/2018 16:35:20.163773 1 :INIT 24: CREATE_FSM 00

Device# show platform software wlavc status wncmgrd
Event history of WNCMgr DB:

AVC key:
Current state
Wlan-id : 1
Wlan-name
Feature type
Flow-mon-name
Policy-tag
Switching Mode
Policy-profile

[1,wlan avc,N/A,Reanc,default-policy-tag]
READY

wlan_avc
Reanchoring
N/A
default-policy-tag
CENTRAL
: AVC POL_PYATS

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.629278 3 :WLAN READY 24:BIND WNCD 0 0
06/12/2018 16:45:30.629223 3 :WLAN READY 4 :FSM BIND ACK 0 0
06/12/2018 16:45:30.629179 3 :WLAN READY 4 :FSM BIND ACK 0 0
06/12/2018 16:45:30.510867 2 :PLUMB READY 22:BIND IOSD 0 0
06/12/2018 16:45:30.510411 2 :PLUMB READY 2 :FSM WLAN UP 0 0
06/12/2018 16:45:30.510371 2 :PLUMB READY 1 :FSM WLAN FM PLUMB 0 0
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06/12/2018 16:45:28.886377 2 :PLUMB READY 20:UNBIND ACK IOSD 0 0
|

AVC key: [1,wlan_avc,fm avc,v4-In,default-policy-tag]
Current state : READY
Wlan-id : 1

Wlan-name : wlan_avc
Feature type : Flow monitor IPv4 Ingress
Flow-mon-name : fm_avc

Policy-tag : default-policy-tag
Switching Mode : CENTRAL
Policy-profile : AVC POL_PYATS

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.664032
06/12/2018 16:45:30.663958
06/12/2018 16:45:30.663921
06/12/2018 16:45:30.511151
06/12/2018 16:45:30.510624
06/12/2018 16:45:30.510608
06/12/2018 16:45:28.810867
06/12/2018 16:45:28.807239
06/12/2018 16:45:28.807205
06/12/2018 16:45:28.806734

:WLAN READY 24:BIND WNCD 0 0
:WLAN READY 4 :FSM BIND ACK 0
:WLAN READY 4 :FSM BIND ACK 0
:PLUMB_READY 22:BIND IOSD 0 0
:PLUMB_READY 2 :FSM WLAN UP 0 0
:PLUMB READY 1 :FSM WLAN FM PLUMB 0 0
:PLUMB_READY 20:UNBIND ACK IOSD 0 0
:READY 25:UNBIND WNCD 0 0

:READY 23:UNBIND IOSD 0 0

:READY 3 :FSM WLAN DOWN 0 0

BB NN DN W WwWw

AVC key: [1,wlan_avc,fm avc,v4-Ou,default-policy-tag]
Current state : READY
Wlan-id : 1

Wlan-name : wlan_avc
Feature type : Flow monitor IPv4 Egress
Flow-mon-name : fm_avc

Policy-tag : default-policy-tag
Switching Mode : CENTRAL
Policy-profile : AVC POL_PYATS

Timestamp FSM State Event RC Ctx

06/12/2018 16:45:30.629414
06/12/2018 16:45:30.629392
06/12/2018 16:45:30.629380
06/12/2018 16:45:30.510954
06/12/2018 16:45:30.510572
06/12/2018 16:45:30.510532
06/12/2018 16:45:28.886293
06/12/2018 16:45:28.807844
06/12/2018 16:45:28.807795
06/12/2018 16:45:28.806990

:WLAN READY 24:BIND WNCD 0 0
:WLAN READY 4 :FSM BIND ACK 0
:WLAN READY 4 :FSM BIND ACK 0
:PLUMB_READY 22:BIND IOSD 0 0
:PLUMB_READY 2 :FSM WLAN UP 0 0
:PLUMB READY 1 :FSM WLAN FM PLUMB 0 0
:PLUMB_READY 20:UNBIND ACK IOSD 0 0
:READY 25:UNBIND WNCD 0 0

:READY 23:UNBIND IOSD 0 0

:READY 3 :FSM WLAN DOWN 0 0

BB NN DN W WwWw
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