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« MAB OREICETAEEFHEIT, 802 1x RiFDTEEFHELE L TT,

*MACT7 RL A TRAEN-HZIZR—FTMABZEHCLTEH, RN—F 2T — MNIEE
XH A,

o IR— FBRFAIAT—FTHY, 7F7A4AT 2 F MAC T RUADRGRIEY — /" —F — X X—
AW A ., A— MIKRFFAIAT—DOEETT, L, 2747 FMACT R
Xﬁl? &/\»—-X ’Ebﬂéﬁ’bék\ X/]) /:ﬂi MAC mquE/\/f/\X%% ff'fﬁﬁﬁ Lfﬂ_\?“— ]\

FHFETCE £,
o IR— f\z)‘muuﬂzx'f"—]\é fcﬁb\%{j\ ﬁ XEE ‘??bhéifﬂfwl‘ﬂi:@;(%“—]‘%;ﬁﬁﬁb
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*MAB [Z X > THH SN TV DIZHE DO L TIET 7T 4 TR A NDX A LT 7 MEERH
ERETEET, AL 1 ~ 65535 BT,

N
GE) = —¥—|Zx L T wlan-profile-name 233% & S AL TV 556G, 7 A b2 —F—3RFEIX% D WLAN
WO DHFFA S IES,

Z—H—{Z%} L C wlan-profile-name 235% & S AL CTVWRWA, §3TD WLAN T/ R h—
P—RBRED T S ET

7?47"/M:SSID1 WCHBERET A5, MAC 7 4 V2 U o 7 & LT SSID2 (213856 L 72
B, AY > —71 7 57 A /)L T aaa-override ZHTE L T 7Z &,

WOHITIL, MAC 7 KL A 1122.3344.0001 D7 7 A7 > b3 WLAN IZHEEft L XL 9 &35
&L BERPE— AV RADIUS H— "—{Z38F &4v, B 2 b (FILTER 13 JXOVFILTER 2)
W27 AT FDOMACT RUARFLETEINE I DN F =7 ENET, 7747 bD
MACT RUAD @MY 2 b (FILTER 1) (12U A RS TWA4E, 7 747 I, RADIUS
= =5 ssid JBME L LTI EIDH WLAN (WLAN 1) (CBwcEEd, 27947 RO
MAC 7 RLANEMNEY 2 MU A FERTWRWES, 07 747 MIES SN £7,

o — % /L RADIUS Y — _"—DHRE

!Configures an attribute list as FILTER 2

aaa attribute list FILTER 2

!Defines an attribute type that is to be added to an attribute list.
attribute type ssid "WLAN 2"

!Username with the MAC address is added to the filter
username 1122.3344.0002 mac aaa attribute list FILTER 2
!

aaa attribute list FILTER 1

attribute type ssid "WLAN 1"
username 1122.3344.0001 mac aaa attribute list FILTER 1

Controller Configuration

! Sets authorization to the local radius server
aaa authorization network MLIST MACFILTER local
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!A WLAN with the SSID WLAN 2 is created and MAC filtering is set along with security
parameters.

wlan WLAN 2 2 WLAN_ 2

mac-filtering MLIST MACFILTER

no security wpa

no security wpa wpa2 ciphers

!WLAN with the SSID WLAN 1 is created and MAC filtering is set along with security
parameters.

wlan WLAN 1 1 WLAN_ 1

mac-filtering MLIST MACFILTER

no security wpa

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

security web-auth

security web-auth authentication-list WEBAUTH

! Policy profile to be associated with the above WLANs
wireless profile policy MAC_FILTER POLICY

aaa-override

vlan 504

no shutdown

WLAN ) 80211 XY T 14 DE/TE (GUI)

ATy T
ATvT2

ATvT3

ATvT4

FIE

[Configuration] > [Tags & Profiles] > [WLANs] Z 4R L £,
[Add] #7 U » 7 LT WLAN #{Ek L £,

[Add WLAN] X— U MMFERENET,
[Security] % 7 CIROBREEITAET,
c LAY 2
» Layer3
« AAA
[Layer2] # 7 CIRDREEITZAE T,
a) [Layer2 Security Mode] ZR DA 7> a Uip bR L ET,
*[None] : LA ¥2EF=2UT 1721,
« [WPA + WPA2] : Wi-Fi Protected Access,
« Static WEP : #) WEP B 5{L/ 8T 2 —4

b) WMEIZJE LT, [MAC Filtering] Z A2 LEITMAC 7 4 /L% U > 7%, MAC GBGE/ A /3
# (MAB) & bR ET,
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c) [Protected Management Frame] &2 3 = @ [PMF] T, [Disabled], [Optional], F72i%
[Required] Zi8R L E9, 7 7 4/L h TlL, PMF Tz 72 > TWET,
d) [WPA Parameters] £ 7 3 2 > C, LIS UTROA T v a &=L ET,
* WPA Policy
* WPA2 Policy

* WPA2 Encryption

e) [AuthKey Mgmt] DA 7> a > 2R LET,

f) AP [H]® [Fast Transition] DI/ A7 — & Z 23RN L £7,

g) AT AR OEEBITE AN T HITIX, [OvertheDS| T = v 7 Ry 7 A%EFIZ
LET,

h) [Reassociation Timeout] D (FPHAL) # AN LET, Zhid. 8EBITORT Y vxT—
aryNAA LT Y T HETORRTT,

i) [Save & Apply to Device] 27 V v 7 L ¥ 7,

AT w75 [Layer3] ¥ 7 CIROBEEITAET,

a) Web RNV v —%EHT 521, [WebPolicyl] F=v7 Ry 7 Akt N LET,

b) W E72 [Webauth Parameter Map] % K v X2 U A R HEBIRL 77,

c) 7R [Authentication List] fE% Fu v 7Z 7 U X ML L ET,

d) [Show Advanced Settings] £ 2 = > C. [On Mac Filter Failure] &= v 7 "y 7 A% F 1T
LET,

e) [Conditional Web Redirect] & [Splash Web Redirect] ZH %I L £,

) FNuey7XT7 U X NNLiEY7Z IPvd 35 LTV IPv6 ACL 23R L £7,

g) [Save & Apply to Device] 7 V v 7 LET,

ATYT6 [AAA] ¥ 7 TROBREEITAET,

a) Fry7HUUNbRGEEY A M ERINLET,

b) WLAN Tu— /L EAPRRAEE A9 5121, [Local EAP Authentication] &= v 7 7R v 7
A AN LET, £7-. MR [EAP Profile Name] % e v 7 F 7 U A B E-R L
£

c) [Save & Apply to Device] 7 V v 7 LET,

WLAN @ 80211 €% 1) 7 1 DEXTE (CLD)

WLAN @ 802.11 E¥ = U T 4 2 ET AL, ROFIRIZHENET,
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FIE

%zﬂuunmﬁﬁw AAA D Xi .

ARV RFEEETIVa Y

=)

ATy T

wlan profile-name wlan-id ssid

1 -

Device (config) # wlan ha-wlan-dotlx-test]
3 ha-wlan-dotlx-test

WLAN 70 7 7 A VEZHRELET,

ATv T2

security dot1x authentication-list
auth-list-name
1 -

Device (config-wlan) # security dotlx
authentication-list default

dotlx EX 2 UF s HOEXF 22U T 38
FEU A NEAMIZLET,

ATvT3

no shutdown

1

Device (config-wlan) # no shutdown

WLAN %A % —7 Wz L ¥,

5V EREREEFA D AAA DESTE

HHBRERERIC

FIE

AAA ZRIET DI

I ROFNEICHENE T,

ARV RFEREETO 3y

El:)

ATy T

radius server server-name

1 -

Device (config)# radius server ISE

Radius ——%FLE L E7,

ATy T2

address {ipv4|
ipv6} radius-server-ip-address auth-port
auth-port-no acct-port acct-port-no

1 -

ipv4d 9.2.58.90 auth-port 1812
acct-port 1813

Device (config-radius-server) # address|

Radius —X—D7 FL A& EL F
j—O

ATvT3

key key
i -

Device (config-radius-server) # key
anyl23

ATvT4

exit

&1

a7 4 FXal—rarET—RICREY
\ij—o
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ARV RFEREFT7TIVa Y

S

Device (config-locsvr-da-radius) # exit

ATvTh

aaa local authentication default
authorization default

1 -

Device (config)# aaa local
authentication default authorization
default

T 7 3V kD —H)VEREER X OFEFA]
PN FET,

ATvT6

aaa new-model

151

Device (config) # aaa new-model

AAAFRGFET VB LE T, LW
T U ARG o~ N EBREA AR
L/i_a—o

ATy T17

aaa session-id common

51

Device (config)# aaa session-id common

gy vy arID EEKRLET,

ATvT8

aaa authentication dot1x default group
radius

1 :

Device (config)# aaa authentication
dotlx default group radius

T 7 v kD dotlx HROZREEH R E
L/\iﬁ_‘o

ATvT9

aaaauthorization network default group
radius

51

Device (config)# aaa authorization
network default group radius

;ﬁ</ rNU— P —E | jTﬂAzsmuu
FIX'_./:E’ L/i—a—o

ATy 710

dot1x system-auth-control
11

Device (config) # dotlx
system—-auth-control

SysAuthControl Z A2 L £77,

O—AJLZREERA D AAA DEX

FIE

AT w71 [Configuration] >[Tags& Profiles] >

E (GUI)

AT 72 [Wireless Networks] X—C[Add] #7 U v 7 LET,

ATv T3 FoREND [AddWLAN] 7 1 > KU T,

[Security] >

[WLANS] Z3840 L %9,

[AAA] IR L £,

AT w74 [Authentication List] K2 v 7% 7 U BAEZ IR L £,
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ATw 75 WLAN Tua—7% /L EAP

AL Z AENIC T I

EF AT LET,

AT w76 [EAP Profile Name] K2 v 7 & 7 b A

AT w T 7T [Save & Apply to Device] #27 V v 7 LE 7,

O—A)LEREEA O AAA D3

%% (CLD)

A—AJLEREEA® AAA DEEE (CLI)

. [Local EAP Authentication] = > 7 R 7 &

2R £,

2 — A VIRREIC AAA ZRRET DI, IROFIRIZHENE T,

FIg
ARV KRFERETI a3 Y B#J

R w 71 | aaa authentication dot1x default local 7 4L k®wr—H )L RADIUS H— 33—
451 - EHEHTHLOICEELET,
Device (config) # aaa authentication
dotlx default local

R Fw 72 |aaaauthorization network default local | v kU — 7 % — v 2 |Z%F 3 BRI 4 2
15“ : /:E Ljﬁj‘o
Device (config)# aaa authorization
network default local

R 7 3 |aaa authorization credential-download g—HN =R u A ERE
default local HXoa—RTB3E9F 740 FF—
fi A= 2% ELET,
Device (config)# aaa authorization
credential-download default local

AT 7 4 | username mac-addressmac 2—P—ZEHLIZMAC 7 4 L4 )
Bl - > 71Z1&. username abcdabcdabed mac
Device (config) # username abcdabcdabcd :1§7//}\%Eﬁ£;ﬁ L/§57fo
mac

R w 75 |aaalocal authentication default o0 — A /VREEF Y A FERELFET,
authorization default
1 -
Device (config)# aaa local
authentication default authorization
default

A7y 76 |aaanew-model AAA FBIEET VAR L £97, B u \

1

Device (config) # aaa new-model

7R o~ R EREE G
F9,
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B8

ATy IT17

aaa session-id common

1 -

Device (config)# aaa session-id common

gy by gD EEHRLET,

O—AJLEEEERA D MAB D5 5E

wjx]/vn:u\niEﬁH MAB % H/f@'%f) i /)’Li@imﬁ

1R BRI

AAA v — B VERGEE R E L E T,
usernamennc—addr&smac o< REFEHAL T, WLANRE (2—F V) Oox—Y—4 %

Fl ﬂibi—g«o

)

ZHENET,

=)

MAC 7 F L 2D UL, abedabedabed (27 A MBS H

V) i—a—o

FIE

ARV RFEERTI VA Y

=)

ATy T

wlan profile-name wlan-id

1 -

wlan CR1_SSID mab-local-default 1
CR1_SSID mab-local-default

WLAN O£ Hi & ID ZHELE T,

ATy T2

mac-filtering default

1 -

Device (config-wlan) # mac-filtering
default

WLAN ® MAC 7 4 V2 Y 7 HR—
FNERRELET,

ATvT3

no security wpa

1

Device (config-wlan) # no security wpa

WPA X = U7 4 28 LET,

ATvT4

no security wpa akm dot1x

1

Device (config-wlan)# no security wpa
akm dotlx

dotlx IZ%THEF 2T 1D AKM %
F4v—T iz LET,

ATvT5

Il MACE5E/ N1 /8R

no security wpa wpa2

1
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simziEmo maB oz Gu) ]

ARV RFERIETY Va3 B#Y
Device (config-wlan)# no security wpa
wpa2
A7 76 | no security wpa wpa2 ciphers aes AES O WPA2 i At %2 F 4 & — 7L
fi LET

Device (config-wlan)# no security wpa
wpa2 ciphers aes

R 5w 77 |noshutdown WLAN % A x—7 W2 LET,
1 -

Device (config-wlan) # no shutdown

SLEREREEA D MAB MDEEE (GUI)

ATy
ATvT2
ATv73
ATvT4
ATv7Th

ATvT6

1R BRI
AAA SNERREZ TR E L £

FIE

[Configuration] > [Wireless| > [WLANS| OJIEIZER L E,

[Wireless Networks] ~—3"C WLAN O4fixZ 27 U7 LET,

[Edit WLAN] 7 ¢ > R C [Security] ¥ 7 &7 U v 7 LET,

[Layer2] # 7 C. [MAC Filtering] =7 Ry 7 A& 4 L CHEREEZAZINZLE T,

MAC 7 4 W H U o TR LIRIET, Fa v 7 Z 7 U A R [Authorization List] %13
RLET,

REZRFELET,

SNEREREEFA D MAB D E%E (CLI)

AMEGRREMIC MAB Z i E T £ (21E, IROFMEIZHENET,

1R BRI
AAA SMREREZ R E L7,
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=)

ATy T

wlan wian-name wlan-id ssid-name

1 -

wlan CR1_SSID mab-ext-radius 3
CR1_SSID mab-ext-radius

WLAN O£ Hi& ID #HELE T,

ATv T2

mac-filtering list-name

1

Device (config-wlan) # mac-filtering
ewlc-radius

MAC 7 4 VH ) T INT A — 2 B i
LEd, Z 2T, ewlcradius I list-name
OFITY

ATvT3

no security wpa

1

Device (config-wlan)# no security wpa

WPA X =2 U7 4 2N LET,

ATvT4

no secur ity wpa akm dot1x

1

Device (config-wlan)# no security wpa
akm dotlx

dotlx IZ%THEHF 2T D AKM %
Fo4E—7LET,

ATy Th

no security wpa wpa2

1 -

Device (config-wlan) # no security wpa
wpa2

WPA2 X = U T ¢ M LET,

ATvT6

Il MACE5E/ N1 /8R

mab request for mat attribute {1 groupsize
Size separator separator [lowercase |
uppercase] |2 {0| 7| LINE} LINE
password | 32 vlan access-vlan}

1 -

Device (config) # mab request format
attribute 1 groupsize 4 separator

* 7 ar, WLANTMAC 7 4 /v & U
VI EFEATAEOT VI ERELE
7

ZTC, BEBIFKRDO X D ICERINE
1: MABZERIZEEH 3 5 22— —4 B
ERRELET,

groupsizesize : 7 L—7"Z L D 16 Sk
OHHEERE LET, AR EOHBHIX
1~12T%,

< (4

separator separator : 7 /L— 7 %X Y] 5%
TEERELES, KUY 3rsd, =
~, BIavry BB YA RTT,

lowercase : = —W—4 &/ UFTHRE
L\i—g—O
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siazzzEmo mas o o) [

AU RFERETOVa Y

B8

uppercase : L —%—44 & KL FTHIE
LET,

2: T _XTOMABERIMEHT S 7 o —
ISR A T — REFRELET,

0: BERILEN TRV RT — KEfs
ELET,

7 EFBFORRAT—RFEBEELET,

LINE : ifBfb a2 — REH~IT
WAL ENTWARUVWSIRA T — REEE L
F7,

password : [Elf/ XA T — R,
32 : NAS-Identifier @M Z2FEE L 7,
vlan : VLAN #EE L £ 7,

access-vlan : FXE I N7=7T 7 & A VLAN
FHRELET,

AT 77| no security wpa wpa2 ciphers aes AES O WPA2 5% 5 4 &—7 i
fl LETS
Device (config-wlan) # no security wpa
wpa2 ciphers aes
R T 7 8 |noshutdown WLAN Z# A X —7 /M LET,
fl

Device (config-wlan) # no shutdown
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