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93547 2 bOBBERADHE

PSK CWA (=R
iPSK + MAB CWA =LA
iPSK LWA RIS
MAB ®T.7 — + PSK LWA RN
FIIIN
MAB O = 7 — +PSK CWA It

16.10.1 LIF% TlZ. WLAN O 802.1X & ET. WPA F7-13 WPA2 X E X H L7~ Web RAFR T
NP R— b ENFET,

ZOSEEIX. RO AP E— RH I HR— LTV ET,
* Local

* FlexConnect

77T U

~ DEEEEDEXE

8021X 5 LU O—AHJL Web FBEEFA D WLAN D% E (GUI)

ATy T
ATvT2
ATvT3
ATv74
ATvTh
ATvT6
ATvT1

ATvT8
ATvT9
ATy 710

ATy IN

FIE

[Configuration] > [Tags & Profiles] > [WLANSs] 84k L £,

FRSNTZ WLAN D U A R bLE7Z WLAN 28R L 97,

[Security] > [Layer2] ¥ 7 & #R L £,

[Layer 2 Security Mode] Kz 7 X2 7 U X hipnbtEx a7 4 FREAZBIRL 7,

[Auth Key Mgmt] T, [802.1x] T = v 7Ry 7 A%&F NI LET,

[MAC Filtering] &= v 7 Ry 7 A& 412 LT, BREEZANCLET,

MAC 7 4 V2V o 7 RGN LIZIREE T, [Authorization List] K2 7 &7 U A kv 47
TarEBRIRLET,

[Security] > [Layer3] % 7 & #4R L 7,

[Web Policy] = v 7 R v 7 A% 412 LT, Web bR Y v —&2HMILET,

[Web Auth Parameter Map] 35 & OF [Authentication List] K2 v 7 Z 7 U X kvt A7 a v
EIRL £7,

[Update & Apply to Device] 7 Y v 7 LET,

B /517> BT
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8021X 5 &L U'E—A /L Web

FIE

802.1X £ &

IEFH O WLAN O

an
—
v

U'a—7hJL Web Z2EEF O WLAN DOE&E (CLI)

=N
AX

E (CLD)

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Jua—) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2l —v g U7
T— FERHEKBELET,

« profile-name : FE LTV 5
WLAN O ~7' a7 7 A V4,

ewlan-id : V4 YL ALANDID, #i
PHIL 1 ~ 512 T,

* SSID_Name : fic K 32 LT D J 405"
572 % SSID,
GH) TTICZDa~vy RE#RE
L TWa%5E1E, wlan
profile-name =~ > K& A /)
LET,

ATvT3

security dot1x authentication-list
auth-list-name
1 -

Device (config-wlan) # security dotlx
authentication-list default

dotlx EFXx=2UFT s HOEX=2YU T 132
FEV A REAMILET,
ZOFEIX, TRTDO dotlx BF 2V
7 4 WLAN T L TW\WET,

ATvT4

security web-auth

1

Device (config-wlan) # security web-auth

Web @ik 2 AZhC LET,

ATy Th

security web-auth authentication-list
authenticate-list-name
1 -

Device (config-wlan) # security web-auth
authentication-list default

dotlx EX = V7 4 HHOFRGEY X b & H
Mz LET,

ATvT6

security web-auth parameter-map
parameter-map-name

NRIRA—H =T 7 LET,
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B =vss5— PsK BLUO—7IL Web BEEAD WLAN OEE (GUD

FHIHEF—
(GUD)

ATy
ATvT2
ATv73
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8
ATvT9
ATy 710

ATvIN

ARV KRFERIETI Va3 B#

i GE) INT A =B~ 7 WLAN

Device (config-wlan) # security web-auth h:EQEEfTFTE>%L7fb\iﬁb‘§%

parameter-map WLAN1 MAP A\ {j: 7T — )L RT A —
2=y TOFREE Rissh
iﬁdo

AT 77 |noshutdown WLAN % A X —7 /LI L E£7,
fi
Device (config-wlan) # no shutdown

1

wlan wlan-test 3 ssid-test
security dotlx authentication-list default
security web-auth
security web-auth authentication-list default
security web-auth parameter-map WLAN1 MAP
no shutdown

(PSK) H &1 O—7H)L Web F2FEA D WLAN DERE

FIE

[Configuration] > [Tags & Profiles] > [WLANS] & 3R L £,
VB2 WLAN 28R L £,
[Security] > [Layer2] ¥ 7 &R L £ 7,
[Layer 2 Security Mode] K2 72 7 U R ipbtEXx a2l 7 4 FREZBRIRL 7,
[Auth Key Mgmt] T. [802.1x] F = v 7 R 7 2%+ 72 LET,
[PSK] F = 7Ry 7 AEeAd I LET,

[Pre-Shared Key] Z# A7) L. [PSK Format] K2 v 7# 0 U R k526 PSK 74—~ v k&R
L. [PSKType] Ry 7 & U R )i PSK # A 7 &&ER L ET,

[Security] > [Layer3] # 7 & &I L £ 7,
[Web Policy] = v 7 R 7 A% A4 12 LT, Web iR Y v —&2 G LET,

[Web Auth Parameter Map] K& v 74 7 > I X k75 [Web Auth Parameter Map] % 3% L |
[Authentication List] K2 > 7# 7 U 2 RWHERGEEY A M & 3IRL £,

[Update & Apply to Device] 7 U v 7 LE7,

B /517> BT
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ERIEEF— (PSK)

FIE

EHrET— (PSK) s&UO—nL Web ZEEAO WIAN 0z [

5&LUA—A)L Web

#oalE A WLAN D% E

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Jua—) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2l —v g U7
T— FERHEKBELET,

« profile-name : % &9 % WLAN O~
07y AN TT,

ewan-id: VA4 ¥ L XLAN ® ID T
I, #PHIZ 1~ 512 T,

+ SSD_Name : firk 32 CF OIS T
M7 % SSID TY,
GE) TTICZDa~vy RERE
L TW55E1E, wian
profile-name =2~ > K% A7)
LE7,

ATvT3

security wpa psk set-key ascii/hex key
password
1 -

Device (config-wlan) # security wpa psk
set-key ascii 0 PASSWORD

PSK £ —%2HRTELE T,

ATy T4

no security wpa akm dot1x

1

Device (config-wlan) # no security wpa
akm dotlx

dotlx (2% T D EF=U T 4D AKM %
FA4E—T NI LET,

ATy TH

security wpa akm psk
1 -

Device (config-wlan) # security wpa akm|
psk

PSK ¥R — h &R ELET,

ATvT6

security web-auth

1

Device (config-wlan) # security web-auth

WLAN @ Web iBFEE BN L ET,
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B sk Erizipsk (D BaTHAR—) 5k U5 Web BEEFAD WLAN O (GUI)

ARV RFEREET7TOVa Y BHY

R 77 | security web-auth authentication-list dotlx ¥ = UF 4 HHOFBIEY 2 M &4
authenticate-list-name CLET,
fil

Device (config-wlan) # security web-auth
authentication-list webauth

25w 7 8 | security web-auth parameter-map RIA—H vy TERELET,
parameter-map-name _ o 2e
GE) INT A=~ v T WLAN
K (BN T S TR0
(config-wlan) # security web-auth Blx, T u—L XT X—
parameter-map WLAN1 MAP B2y POBEE RSN
£

1

wlan wlan-test 3 ssid-test
security wpa psk set-key ascii 0 PASSWORD
no security wpa akm dotlx
security wpa akm psk
security web-auth
security web-auth authentication-list webauth
security web-auth parameter-map WLAN1 MAP

PSK E7=IXiPSK (ID FRIHAF—) H LUV HR Web FZEEHD WLAN
MDEEE (GUI)

FIE

AFw 71 [Configuration] > [Tags& Profiles] > [WLANSs] Z &R L £,

ATvT2 WEZ WLAN Z3ER L £,

AT w73 [Security] > [Layer2] ¥ 7 Z iR L £9°,

AT 74 [Layer2 Security Mode] K v 77X 7 URA b Xa T 4 FRAERINLET,

AFwv 75 [AuthKey Mgmt] T, [802.1x] F= v 7Ry 7 A& 4 7IZLET,

ATvT6 [PSK]F=v IRy AL N LET,

AT wF1 [Pre-Shared Key] # AJJ L. [PSK Format] K2 v 7 X7 U A2 )i PSK 7 4 —~ v b &R
L. [PSKType] Ru v 7 H U R )6 PSK # A 7 HBERL ET,

ATw 78 [MACFiltering] 7= v 7 Ry 7 A% A4 LT, HEEZHNCLET,
ATV T MAC 7 AWV 7 a0 LIZIRREC, [Authorization List] Ku2 v 7 Z72 J A R B8R
UARNERIRLET,

B /517> BT
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ATy 710
ATy INn
ATv 712

PSK % 7-(2iPSK (ID BATHAF—) #& Uchsk Web A0 WAN 0z I}

[Security] > [Layer3] % 7 # 8RR L £,
[Web Policy] = v 7 R v 7 A% A 12 LT, Web
[Web Auth Parameter Map] K& > 7% 7 U 2 k725 [Web Auth Parameter Map] % 38R L |

FORER U =N L ET,

[Authentication List] K2 v 7Z 7  U A MLERFEY A & RINL 97,

ATy 713

[Update & Apply to Device] 7 U v 7 L £,

PSK & 7=13 iPSK (ID FRIHBFF—) &KL UHR Web FEZEA D WLAN

DERTE
WLAN D%

FIE

ARV RFERETIVa Y

=)

&

configureterminal

1 -

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ }“%Eﬁﬁébjﬁ‘a—o

ATy T2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2 lb—3 g %7
ET— FERHEBLET,

« profile-name : % &9 % WLAN O~
n7 7 AN TT,

ewlan-id: VA YL ALAN D ID C
4, #PIL 1 ~ 512 T7,

« SSD_Name : K 32 SCF O FHF
M7 % SSID T,
GE) FTClIcZmavy REHE
L TWaHE5ETE, wian
profile-name =~ > K% A7
LE7,

ATvT3

no security wpa akm dot1x

1

Device (config-wlan) # no security wpa
akm dotlx

dotlx 12692 EF 2V T 4D AKM %
FA4E—=T N LET,

ATvT4

security wpa psk set-key ascii/hex key
password

1 -

PSK AKM O:FF— 2R TE L FT,
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ARV RFERETIVa Y

B8

Device (config-wlan) # security wpa psk
set-key ascii 0 PASSWORD

ATy TH

mac-filtering auth-list-name

1

Device (config-wlan) # mac-filtering
test-auth-list

MAC 7 4 NHE VT INT A —HERTE
L/jz—g_qo

1

wlan wlan-test 3 ssid-test

no security wpa akm dotlx

security wpa psk set-key ascii 0 PASSWORD
mac-filtering test-auth-list

WLAN AR o— TAJ7 A I)LDER

FIE

ARV KRFERERETY VY

=)

ATy 71

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATy T2

wireless profile policy policy-profile-name

i) :
Device (config) # wireless profile policy]|
policy-iot

FIFNV N R —Ta T 7 AV EH
ELET,

ATvT3

aaa-override

1 -

Device (config-wireless-policy) #
aaa-override

AAA P— "—F 72T ISE — =70 b
ZELEZRY —2#HAT 5 K 5ITAAA
F—=N—=F 4 REZRELET,

ATv74

nac

1

Device (config-wireless-policy)# nac

R =787 7 A VIINAC ZRE L
iﬁ‘o

ATy TH

no shutdown

1

Device (config-wireless-policy)# no
shutdown

WLAN Z1Z1E LET,
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a2 bO—5TO8021x &K U R Web BEEDELE (CLD

AU RFERETOVa Y

B8

AT v 76 |end

HikE EXEC £— RIZRY £,

1

Device (config-wireless-policy)# end

il

wireless profile policy policy-iot

aaa-override
nac
no shutdown

O bO—5TO8021x H LU H R Web SREFNDERTE

(CLI)

AAA At nIE 0) ﬂE hj?.

FIE

ARV RFERFTIVaY

=)

X w 71 | configureterminal

Jua—)L a7 4 Xal— gy
T—FzfnL£7,

fi
Device# configure terminal
A7y 72 |aaanew-model AAA BBREET VEAFRL L E 7
fi
Device (config) # aaa new-model
N = e |
91‘iBn:L\nIEFHO) AAA H—/\—D:XTE
FI&E
ARV bFERIETOYa Y B#Y
ATFwvT1 configure terminal Ja— )L ary7 4 FXal—a

1 -

Device# configure terminal

T—FzfnL£7,
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ARV RERETI3 Y EL:Y
AT w72 |radiusserver attribute wireless RADIUS 3L A v — U TEESND
authentication call-station-id KEMAT— g VM FE2RELE
ap-name-ssid +
i
Device (config) # radius-server
attribute wireless authentication
call-station-id ap-name-ssid
ZAFwF3 |radiusserver server-name RADIUS H— " —Zg&E L E7,
i
Device (config)# radius server ISE2
R w74 |addressipv4 radius-server-ip-address RADIUS #— X—DT7 KL AZFET L
1 - B
Device (config-radius-server)# address
ipv4 111.111.111.111
AT w5 |timeout seconds BEMOX A LT Y MEEZTEE L E
Bl - 9, L 10 ~ 1000 BT,
Device (config-radius-server) # timeout]
10
RFw 76 |retransmit number-of-retries PN~ OFRITEHAIEE L E
R . HPHIZ 0~ 100 T,
Device (config-radius-server) #
retransmit 10
ATy 1 |keykey T84 A & RADIUS #—/3— L CHj
Bl - fE4 % F—3CFFHI RADIUS 7 —F - &
Device (config-radius-server) # key ODEﬁjiﬁﬁfﬁE§jﬂﬂ5§D§EjSJ:(ﬁH%5%ﬂ?——
cisco PHRELET,
key [ZIZRDIEZ A TE £,
<0 B b SN T RWNF—ZFRE
LET,
c6: B fbInl-x—%EELE
ﬁ—o
«7: RBL) ¥—%2fHEELET,
* Word : B fbShTinigny (7Y
TFHRAR) Psim oy
ATy S8 |exit A7 4F¥alb—varE— NIRY
i) ESR

B /517> BT
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zirao A 0xE |

ARV RFERETI Y S

Device (config-radius-server) # exit

XFw 79 |aaagroup server radius server-group RADIUS #—/3— 7 )L —7 D ID Z1ERk
i - LET,

Device (config) # aaa group server
radius ISE2

ZFw 710 |Server name server-name P N—HERELET,

1 -

Device (config)# server name ISE2

AT w711 |radiusserver deadtimetime-in-minutes |DEAD & ~—7 éjm‘_*fwﬂ—-iﬁ%d)
&I ARHE TR &40 2 B 2 Sy AL O
Device (config) # radius-server deadtime) L/Ekvik “'O)jr‘/ }\57/( lAﬁ #Ku5‘5“23
5 L. arhr—2F—"—% UP
(ALIVE) & LT~v—2 L, ¥#k7 7
A7 MIREEOERE 2@ L £9,
RENUPE L TC~v—7 SN bH—
N—IZEFETERWGES, BXIO
DEAD {237 S W a4, £
DY —"—137 v FZ A LR THO
DEAD & LT~v—7 SET,

time-in-mins : 52072 EOHPHIL 1 ~
1440 43 C¥, T 74/ MEIZERr T
4, T 7 4V MEICETIZIEX, no
radius-server deadtime =~ > K % i ffi
LET,

radius-server deadtime =~ > Ki%, 7
H—VWIRET DI Eh. AAA
NN—T P —R— L YL THRETHI L
HTEET,

show aaa dead-criteria % 7213 show aaa
servers 2w REEH LT, 7 K
== AR TEET, T
T4V MERE RS, Ty REA
LTERESNEE A,

FREFA D AAA DESTE

IR B
RADIUS ¥r—/3— & AAA —— F L —T 2R ELET,

V54T 2 FDEHERE .
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ARV RFEEETIVa Y

=)

ATy T

aaa authentication login

fi
Device# aaa authentication login
ISE GROUP group ISE2 local

n7A CREORRET ke EELET,

ATv T2

aaa authentication dot1x
I

Device (config)# aaa authentication
network ISE_GROUP group ISE2 local

dotlx CTORFEHEEZERLET,

TFhooT427IDRXFDETE

1R BRI

RADIUS #r—/ 38— & AAA —RR— T L—T 2R ELE T,

FIE

AU RFERETOVa Y

E:)

&

aaa accounting identity named-list
start-stop group Server-group-name

{5l
Device# aaa accounting identity ISE
start-stop group ISE2

TAVT 4T AMILT, 774
7V MISEER STz & X (T start-record
TAVT 4 T@HERE L, mi&IZ
stop-record ZIHETEH L HIZLET,
G¥) LHifTE U 2 oIz
T 7 H N DY A N EEH
THZEHLTEET,

th 4t Web

1R BHHIIZ

ERETF O AAA DEETE

RADIUS #r—/3— & AAA —R— L —TZRELE T,

FIE

AV RFEERETIa Y

S]]

ATy T

aaa server radius dynamic-author

1 -

B /517> BT
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Radius 4 —/\—D 7V £ A§l# ) X FDEE

AU RFERETOVa Y

B8

Device# aaa server radius
dynamic-author

ATvT2

client client-ip-addr server-key key
1 -

Device (config-locsvr-da-radius) # client
111.111.111.111 server-key ciscokey

RADIUS 7 A4 7 & DY —"—F—%
BELET

Radius H—/\—D 7V XFIHY X FDOESE

FIE

ARV RFERETOVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT2

ip access-list extended redirect
fi

Device (config) # ip access-list extended|
redirect

ISE23Y %4 27 b ACL (redirect &\
V4D EHEHTHEOICEHESIILTWY
%72, HTTP B L OHTTPS 77 v ¥
7T (oo ACL 2 & ) #BEFAR LT
ITHERE L 28 A,

ATvT3

sequence-number deny icmp any

fi
Device (config-ext-nacl)# 10 deny icmp
any

V=l U AF G TS T 53
FEEELET,

GE) S —7 v AT,
DHCP, DNS. X OISE
PN —=DHKEETT,

[Radius —/N\—D7T 7 &

AHIE Y A N EERT HIHE
) 2RI T 7ES
W, ZORFIT,
111.111.111.111 /X ISE ¥ —
N—DIPT FLAZIFLFE
e

ATvT4

permit TCP any any eq web-address
1 -

Device (config-ext-nacl) # permit TCP
any any eq www

4 _TCOHTTP £ 721X HTTPS 7 7 & &
% CiscoISE D 7' A L R_R=JIZ Y & A
L7 hLET,
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Radius H—/\—D7 U X FlfHl) X b ZEEET S &R

ZOHITIE, RADIUS —_—D7 7 AU A N2 EHRT A HFEE R LET,

Device# configure terminal

Device (config-ext-nacl) # 10 deny icmp any

Device (config-ext-nacl) # 20 deny udp any any eq bootps

Device (config-ext-nacl) # 30 deny udp any any eq bootpc

Device (config-ext-nacl) # 40 deny udp any any eq domain

Device (config-ext-nacl) # 50 deny tcp any host 111.111.111.111 eqg 8443

Device (config-ext-nacl) # 55 deny tcp host 111.111.111.111 eq 8443 any

Device (config-ext-nacl) # 40 deny udp any any eq domain

Device (config-ext-nacl) # end

=L
WLAN D:ExE

FIR
OV RERETIVa Y B#

AT w 71 | configureterminal JTa— ) a7 4 ¥z lb—3a
5l - T REMALET,
Device# configure terminal

R 7w 72| wlan wlan-name WLAN 21> 7 4 Fal—i gy F—F
5l - EBIGLET,
Device (config) # wlan wlan30

R w 73 |security dotlx authentication-list WLAN O 802.1X #&ELF7,
ISE_GROUP
1 -
Device (config-wlan) # security dotlx
authentication-list ISE_GROUP

R T 7 4 |noshutdown WLAN %A X —7 /I LT,
1 -

Device (config-wlan) # no shutdown

R)S— TOT74ILDETE

FIE

AR EFERERETI V3 Y =)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,
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R S—2T~DOWIAN Ky v—TnT7 4 Loz vELs ||

ARV RFERIETY Va3 B#)
R v 72 |wirelessprofile policy profile-name RV —7a 77 A NNVERELET,
1 -

Device (config) # wireless profile policy]
wireless-profilel

R T 73 |aaa-override AAA H—/X—F /21T Cisco Identify
Bl - Services Engine (ISE) H—/S—MH515
L7eRY =%l 5 K912 AAA

Device (config-wireless-policy) #

aaa-override Fr—"—Z 1 F%%)%fﬁﬂ Liﬁ—o
AT v 7 4 |accounting-list list-name IEEE8Q2Ix DT AT 47 U A K
15'] : %gﬁﬁiﬂ L/iﬁ—o

Device (config-wireless-policy) #
accounting-list ISE

Z T 75 |ipv4dhcp required WLAN @ DHCP /85 A —# ZREL £
B R

Device (config-wireless-policy)# ipv4
dhcp required

X5y J6|nac R)o—Tu77ANVTRy NT—7
i - TR ar kha—n (NAC) 2T

LE9, NAC iF., 5 Web &3
(CWA) 2 MU —F27-OIfHS

Device (config-wireless-policy)# nac

NEJ,
A7y 77 |vian25 AN VLAN 787 7 A L ERELE
i) : kK
Device (config-wireless-policy)# vlan
25
R Ty 7 8 |noshutdown R =707 7 A NERAMILET,
fil
Device (config-wireless-policy)# no
shutdown

RYS—BZGADOWLAN ER)o—TAT7A4ILDORVEDY

FE
ARV KFERIETIaY Br

X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Bl - E— NEBRBLET,
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B s web sz S Dotix A0 ISE DERE (GUD)

ARV RFERETIVa Y ]3]
Device# configure terminal
ATy 72 |wirelesstag policy policy-tag-name RV o= B2 THREL, R)v— 47
Bl - a7 4F¥alb—ay E— FERh
LET,

Device (config-policy-tag) # wireless
tag policy xx-xre-policy-tag

R T 7 3 | wlan wlan-name policy profile-policy-name| 7k J 3 — 717 7 7 A /L. % WLAN 7' 2
i - TrFANMIT BT LET,

Device (config-policy-tag)# wlan wlan30
policy wireless-profilel

ATy 74|end a&ff%’:ﬁéﬁb\ a7 4¥al—vay
i - RZ#T LT, ¥4 EXEC T— K
KED&TO

Device (config-policy-tag)# end

& Web Z25E & Dotix A ISE DEZE (GUI)

TR R—F2ILDESE

IR& B
FARNR—=HNVEEFRT DI, T 7NV IDTFANR—=ZVEFERLET,

FIE

AT w71 Cisco Identity Services Engine (ISE) (Zn 24 > LE7,
AT w72 [Work Centers] >[Guest Access] > [Portals & Components] DJIEIZFER L %9,
AT 973 [GuestPortall| 27 U v 7 LET,

D547 RDRIMTAOTFAILDESE

188 BRI

FLRG LT, FA MR —=ZNLBLOEOMOENNRT A —Z AT 507 a7 7 A V%
ERTEET, G707 7A0ME, 29472 FEfBRER—F ViV XA L7 NLET,
Cisco ISE O/ N—3 5 > Tld, Cisco Webauth sBREfERN T TIZHEAEL TEBY . Iz imE
LT, arybr—708/leE—ETHELICV XA L7 F ACLDARTIZEE TE £,

B /517> BT
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ATy T

FEEL—ILDOER

FIE

Cisco Identity Services Engine (ISE) (Zmr 271 > L7,

RTw 72 [R)I— (Policy) 1>[R1) >—EZFH (Policy Elements) ]>[&#8] (Authorization) ]> [R5 7

ATy T3

le\nIE)[/ )l/o)

ATv T
ATvT2
ATvT3
ATvT4

0774 JL (Authorization Profiles) ] Z R L £,

[Add] Z# 7 U > 7 L THMB OB A X LA%AERT 57>, Cisco Webauth D7 7 4 /L ks DFER % fi
ELET,

FIE

Cisco Identity Services Engine (ISE) (2w 74 » LET,

[Policy] > [Policy Sets] DNIEIZIEIR L, @EIRAY o—ky bE2 27U v 7 LET,
[Authentication] AR U > —Z B L £ 97,

[Options] Z J&BA L. i#@Y)7¢ [User ID] 28R L £ 7,

EEIL—ILDESE

ATy I
ATy T2
ATFvT3

RTv74
ATvTH
ATvT6

FIE

Cisco Identity Services Engine (ISE) 1Znr 271 » L7,

[Policy] > [Policy Sets] > [Authorization Policy] DJIEIZEIN L £,

FFE D SSID T 802.1x DFAFIZ—E S 50—/ Z2fEpk L £7 (Radius-Called-Station-ID %
M) .

G¥) CWA U ZA L7 MgtthforshEd,

{ERREHDFBRET 1 7 7 A NV ETBIN L £,
[Result/Profile] ZI72 &, {EREADRFET 1 7 7 A NV ZFIRLE T,
[Save] #27 U v 7 LET,

93547 rougRiE )




97’{7/"0)*2%&:".:1 I

B o xroo—s#c—s85s1—nokm

GE) RORNZ, HRET DRI Z S5 L L TORLET,
1:H8ET DAL

@ Guest Permit_good_dot1x AND B wireless x Guest Permit + Select from list v+ o
L3 Radius Called-StationID ENDS_WITH _dot1x_cwa
B wireless_202.1X

@ GuestRedirect_good_dotix AND *Guest Redirect R | Sclectfomist M AR
& Raius Called-Station-ID ENDS_WITH _dot1x_cwa

TR ST O—FHII—HT HIL—ILOERK

ATy T
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

R OEH:

1R BRI

:L"—"j_“—ﬁ‘ﬁ_\g gﬂ/TuAqu%TDT Lf;%b‘x }\7‘3"—*14: —ﬁtb“(*/ ]\7“—7777‘1210)
PSR D 2 /BHDON— VBT D ERNH Y 7,

FIE

Cisco Identity Services Engine (ISE) (Zmr 271 > L7,
[Policy] > [Policy Sets] > [Authorization Policy] DJIEIZEIR L £,

Network Access-UseCase EQUALS Guest, 35 JX OMEE D SSID T 802.1x DRI —E T 51—
Z1ER L ¥ 7 (Radius-Called-Station-ID Z#fEH) ,

(6= T 7R ATRAINFEITRSNET,

[Result/Profile] ZI72 &, {EREADRBFET 1 7 7 A N ZFIRL E T,
T 7 AN NETNINAZ A RENTT 7 B AFFAI 2RI £ 7,
[Save] 227 U v 7 LET,

%X TE DESE

b{ ‘v 2 At I'-I
L2 583E (Dotlx) M5BT T D&, 7 74 7 > bk Webauth Pending {RBEIZEIT L 97,
L2FERER D7 T4 7 » b OIRBEEHER T 2I121E, kOoa~v» FaHLET,

Device# show wireless client summary
Number of Local Clients: 1
MAC Address AP Name WLAN State Protocol Method Role

B /517> BT
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58ef.68b6.aa60 ewlcl ap 1 3
Number of Excluded Clients: 0

Webauth Pending 11n(5) Dotlx Local

Device# show wireless client mac-address <mac_address> detail

Auth Method Status List

Method: Dotlx
Webauth State: Init
Webauth Method: Webauth

Local Policies:

Service Template:
URL Redirect ACL:
Service Template:

IP-Adm-V6-Int-ACL-global
IP-Adm-V6-Int-ACL-global
IP-Adm-V4-Int-ACL-global
URL Redirect ACL: IP-Adm-V4-Int-ACL-global
Service Template: wlan svc_default-policy-profile local
Absolute-Timer: 1800

VLAN: 50

(priority 100)
(priority 100)

(priority 254)

Device# show platform software wireless-client chassis active RO

ID MAC Address WLAN Client

0xa0000003 58ef.68b6.aabl 3 L3 Authentication

Device# show platform software wireless-client chassis active FO

ID MAC Address WLAN Client State AOM ID Status
0xa0000003 58ef.68b6.aabl 3 L3 Authentication. 730.
Done

Device# show platform hardware chassis active gfp feature wireless wlclient cpp-client
summary

Client Type Abbreviations:

RG - REGULAR BLE - BLE

HL - HALO LI - LWFL INT

Auth State Abbrevations:

UK — UNKNOWN IP - LEARN IP IV - INVALID

L3 - L3 AUTH RN - RUN

Mobility State Abbreviations:

UK - UNKNOWN IN - INIT

LC - LOCAL AN - ANCHOR

FR - FOREIGN MT - MTE

IV — INVALID

EOGRE Abbreviations:

N — NON EOGRE Y - EOGRE

CPP IF H DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA
0X49 0XA0000003 58ef.68b6.aa60 50 RG 0 L3 LC N wlan-test 0x90000003

Device# show platform hardware chassis active gqfp feature wireless wlclient datapath

summary
Vlan DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA
0X49 0xa0000003 58ef.68b6.aab60 50 RG 0 L3 LC N wlan-test 0x90000003

9547 rosgRE I}
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B =romanzorz

LA+ 3:B:E
L3 FREENKRNT B L, 7 T4 72 ME RunRBEIZEITL £9°,
L3RFEE D7 FA T v MOWREEZHRT HIZE, koa<w> FEEALET,

Device# show wireless client summary

Number of Local Clients: 1
MAC Address AP Name WLAN State Protocol Method Role

58ef.68b6.aab0 ewlcl ap 1 3 Run 11n(5) Web Auth Local
Number of Excluded Clients: 0

Device# show wireless client mac-address 58ef.68b6.aa60 detail
Auth Method Status List

Method: Web Auth

Webauth State: Authz

Webauth Method: Webauth

Local Policies:

Service Template: wlan svc default-policy-profile local (priority 254)
Absolute-Timer: 1800

VLAN: 50

Server Policies:

Resultant Policies:
VLAN: 50
Absolute-Timer: 1800

Device# show platform software wireless-client chassis active RO

ID MAC Address WLAN Client State

0xa0000001 58ef.68b6.aabl 3 Run

Device# show platform software wireless-client chassis active f£O0

ID MAC Address WLAN Client State AOM ID. Status

0xa0000001 58ef.68b6.aabl. 3 Run 11633 Done

Device# show platform hardware chassis active gfp feature wireless wlclient cpp-client
summary

Client Type Abbreviations:
RG - REGULAR BLE - BLE
HL - HALO LI - LWFL INT

Auth State Abbrevations:

UK - UNKNOWN IP - LEARN IP IV - INVALID
L3 - L3 AUTH RN - RUN

Mobility State Abbreviations:

UK - UNKNOWN IN - INIT
LC - LOCAL AN - ANCHOR
FR - FOREIGN MT - MTE

IV — INVALID
EOGRE Abbreviations:
N — NON EOGRE Y - EOGRE

CPP IF H DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA

0X49 0XA0000003 58ef.68b6.aa60 50 RG 0 RN LC N wlan-test 0x90000003
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| ¥317> romsRE

agomiszorz I

Device# show platform hardware chassis active gfp feature wireless wlclient datapath

summary
Vlan pal if hdl mac Input Uidb Output Uidb
50 0xa0000003 58ef.68b6.aa60 95929 95927
PSK + WebAuth £% 3 D #:2

Device# show wlan summary

Load for five secs: 0%/0%; one minute: 0%; five minutes
Time source is NTP, 12:08:32.941 CEST Tue Oct 6 2020
Number of WLANs: 1

ID Profile Name SSID Status Security

: 0%

23 Gladiusl-PSKWEBAUTH Gladiusl-PSKWEBAUTH UP [WPA2] [PSK] [AES], [Web Auth]
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