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B wsprTLzx9—croEmE

Yoty LTHREL., BEOCMXIZY—E AT —H &2 70— %y X hLET, CiscoCMX
X, 727 7 a iz T, HARBT AV L RAay ba—I N0 E2 K0 IERT X I
MMBPIABT AL Ay ha—FJ B REEETDHZEHTEET,

NMSP (ZHAMZ, I8 & DBIETFEEMAAARTA YL Ao ha—FDT7 SV r—a v
I LU FE 3, AR T A YL A2y Fr—FONMSPIL, AL BET ALY Iz e b
NWEEETDHREMEL A TWET,

Network Mobility Services Protocol DEEFE D —E &2 WRIZR L £ T,
* NMSP (37 7 # /L h CTHEDIZ 22 > TWET,

« NMSP & TCP #f# /] L T Cisco CMX L i@{E L. BE4kiC TLS ZfEH L £,

)

G¥)  HTTPS 1. MARAT A YL Az fr—F & Cisco CMX DT — Xk TR — M &h
TWEH A,

NMSP+>JLIRH—EXDEIE

FE
ARV FERET7IVa Y By
AT w 71 | configureterminal Jua—\)ary 7 4X¥al—3gy
Bl T— &M LET,
Device# configure terminal
AT 72 |nmsp enable NMSP 4+ 7L I 2 h—EREHMT
15“ : L/ij‘o
T /3A A (config) # nmsp enable GE) VA% FTiX. NMSP %
MAIRAHT A L AT |
n—7 CHMTR>TVE
75
RTwvF3|end FHE EXEC £— RIZE D £3, 7,
i - Cul+Z ¥—%MLTH, Z/r— L =
Device (config) # end w74 Falb—vart— ]\%%TT
TET,
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54Tk, RAD 8. H5EUFRET/ A 20 Nmsp BxrRE0ZEE [

924720, RAD 25, 85X UFRIET /A XD NMSP
BEREfRDEE

NMSP &, Cisco Connected Mobile Experiences (Cisco CMX) & fAIAALT A ¥ L A fa—
FHORER N T 74 v 7 IZHT2@EEEHLET, MOEHETORr— g VEHEZLE
ETHT TV arnbAGEE. VAT N, T2 T 4772 RFID # 7, BIXORIE
T 7 RARAL NI TAT 2 b O NMSP@EAFEEZ 1~ 180 OHFAN TEE TS £,

\}

GE)  MAAARTUALYL A3 hr—F & CiscoCMX & DEEIZiE. TCP A— bk (16113) MMEHE
NET, HARLTA YL ZAar ha—F & CiscoCMXDFIZTZ 7 A T U =03 HDHEE,
Cisco CMX for NMSP 2ERET HIZIZZ DR — F BN TWS (T v 7 S TWVRW) MEL

B FET,

FiEg
ARV REEET7IVa Y B

R 71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
#l - E— NEBABLET,
Device# configure terminal

RAFwvF2|end FEHE EXEC T— RIZEEY £97, £/,
i - Ctrl+Z ¥—ZLTH, Fm— L 2

V74X 2l —v g T—REKTT

Device (config) # end

TET

4

DS5SAT7URELURTDONMSP BEILEZLMEDE R

FIE
ARV RFERIETI a3 Y B#J

R 71 |configureterminal Jua—\)ary 7 4 X¥al—3 gy
WJ : Tt }‘%—faﬂﬁébij‘o

Device# configure terminal

R 7 2 |location notify-threshold {clients|tags} | 7 5 1 7> R 3L U&7 NMSP i@
threshold L EWEORE

1
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B

axX ;&

NMSP D5& H %= DL TE

ARV RFEEETIII Y B8
7754 % (config) # location threshold : RSSI L & UM (db BEfvL)
notify-threshold clients 5 ;ﬁ&‘)ﬁfcﬁ%ﬁ(i 0~ 10 .,G_a_o
AFwv 73 |end ¥i#E EXEC £— RITRY £4, £/,
) - Ctrl+Z ¥ —Z L CTH, Fu—rL o
, , V74 Fal— gy ET— REKTT
Device (config) # end
=FE7,
FE
AU RFEEETIV 3 Y Br
AT w 71 | configureterminal Ja—N)ary7 4 Fal—g v
Bl - T— RZHBLET,
Device# configure terminal
AT 72 |nmsp strong-cipher [ECDHE-RSA-AES128-GCM-SHA256:
i - ECDHE-ECDSA-AES128-GCM-SHA256:.
A ontic . - AES256-SHA256:AES256-SHA:, 35 L}
N -
7 (config)# nmsp Strong=ciPRer | \£Q128-SHA256:AESI28-SHA | % Zfe
NMSP H— "—D 58 )1 7eiE B2 H N L
7,
SHE DR A A — NI,
[ECDHE-RSA-AES128-GCM-SHA256:,
ECDHE-ECDSA-AES128-GCM-SHA256:.
B LN AESI28-SHA| M EEnE4,
ATFv 73 |end ¥iME EXEC B— RICEREY £9°, £7-.
i - Ctr+Z F—ZML CH, Zu—rL o
. . VA4 FalL— g E— REKTT
Device (config) # end
xFET,

NMSP 5% D R

MAIARLT A YL A2 b —T DONMSPHEEL FKIRT BI21E, ROa~> REfHALET,

Device# show nmsp capability

Service Subservice
RSSI Rogue, Tags, Mobile Station,
Spectrum Aggregate Interferer, Air Quality, Interferer,
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Info Rogue, Mobile Station,
Statistics Rogue, Tags, Mobile Station,
AP Monitor Subscription

On Demand Services Device Info

AP Info Subscription

NMSP @R 4 #5r~151203, ko< REBHLET,

Device# show nmsp notification interval
NMSP Notification Intervals

RSSI Interval:

Client : 2 sec
REFID : 50 sec
Rogue AP : 2 sec
Rogue Client : 2 sec
Spectrum : 2 sec

T RTO CMX BT D8 EA O U o X #FRRT51I2F, kOoa~> REFEHL
F7,

Device# show nmsp statistics connection
NMSP Connection Counters

CMX IP Address: 10.22.244.31, Status: Active

State:
Connections : 1
Disconnections : 0
Rx Data Frames : 13
Tx Data Frames : 99244
Unsupported messages : 0
Rx Message Counters:
ID Name Count
1 Echo Request 6076

7 Capability Notification 2
13 Measurement Request 5
16 Information Request 3
20 Statistics Request 2
30 Service Subscribe Request 1

Tx Message Counters:

ID Name Count
2 Echo Response 6076
7 Capability Notification 1

14 Measurement Response 13

15 Measurement Notification 91120

17 Information Response 6

18 Information Notification 7492

21 Statistics Response 2

22 Statistics Notification 305

31 Service Subscribe Response 1

67 AP Info Notification 304

MISAHT A LAy hE—FONMSP Y —E 2IZBITHILBOKE D 7o 2 2R+ 51
X, kO~ FEEHLET,

Device# show nmsp statistics summary
NMSP Global Counters

Number of restarts
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SSL Statistics

Total amount of verifications
Verification failures
Verification success

Amount of connections created
Amount of connections closed
Total amount of accept attempts
Failures in accept

Amount of successful accepts
Amount of failed registrations

O 00 O W - 0w O o o)

AAA Statistics

Total amount of AAA requests
Failed to send requests
Requests sent to AAA

Responses from AAA

Responses from AAA to validate
Responses validate error
Responses validate success

NMSP DR H 72 B 2 Forn 9 A%, kD a~< 2 REEH L £,

Device# show nmsp status
NMSP Status

o Jd JJ 0

CMX IP Address Active Tx Echo Resp Rx Echo Req Tx Data Rx Data

127.0.0.1 Active 6 6 1 2 TLS

Transport

TRTOCMXIZES>TH T AT ITA T ENTVWBTRTOELEY T —ERE2ERTHIC
X, Roa<r REFEHLET,

Device# show nmsp subscription detail
CMX IP address 127.0.0.1:

Service Subservice

RSSI Rogue, Tags, Mobile Station,
Spectrum

Info Rogue, Mobile Station,
Statistics Tags, Mobile Station,

AP Info Subscription

BEDCMXIZE>TH TR T4 TENTWELTRTOELE Y 7 4 h—EREERTBHIZ
X, kO~ FEFEHLET,

Device# show nmsp subscription detail <ip_ addr>
CMX IP address 127.0.0.1:

Service Subservice

RSSI Rogue, Tags, Mobile Station,
Spectrum

Info Rogue, Mobile Station,
Statistics Tags, Mobile Station,

AP Info Subscription

FTRTOCMXIZ LS TH T RIFTA TENTWELEEY T —E2AREKEFRT 51T,
WhDa<y Re@ERALET,

Device# show nmsp subscription summary
Service Subservice

. Network Mobility Services Protocol (v k7—% EEY T4 H—EX JFOo kajL)



| Network Mobility Services Protocol (v kT—% EEU T4 $—EZX FO ka)L)
1 : NMSP D% E .

RSSI Rogue, Tags, Mobile Station,
Spectrum

Info Rogue, Mobile Station,
Statistics Tags, Mobile Station,

AP Info Subscription

5 : NMSP D% %
IZ. RFID % 7' NMSP @ HEE &2 % ET 262~ L E3,

7 /5A A4 configure terminal

7 /54 A (config) # nmsp notification interval rssi rfid 50
7 /3A A (config) # end

FNA A4 show nmsp notification interval

WIZ, 747 b NMSPEAMBRERET D02~ LET,

7 /3A A4 configure terminal

T /3A A (config) # nmsp notification interval rssi clients 180
T /3A A (config) # end

7 /3A A4 show nmsp notification interval

JO—JRSSIOS5—< 3y

Zua—7RSSInr—va VR EFEHTLOE, VAP L AMAIART A YL AT hr—TF
L Cisco CMX CTIROENMEAZ VAR — FTEFET,

AR
« WLy Y RV DR

e CMX ~Dua X — 3 OEDH

TAXYVA I TAT 2 MBARNRGE, VLAY VA IAT 2 b, HIZHLTA T
A Ry bU—7 @ 5 LRI, @Bl S nich— e A oy MG (SSID) (I BEEAT T
ONTZEREFMRERT (RSSD T 57200, Frn—7BRPEEINET,

TARXYVRAITTAT Y MNI TZRBAFRA L MIER L% D, EMOCANy 7 7700 K
TTIT47 AXY U &2FITLET, ZHICED, UAY LRI TA4T 2 ME, BEFRICKD
WU ERREEZRFOT 7 EARA U MOV A NEEHFTEXLHLICRVET, TI7EA R
AV MBS TERLIRDE, VAXY VLA I TAT U ME, IRGEENTWDLT 7 EBA KAV
FURNEFEHLT, 255 RELRIET2B0T 7B A RA » MOE#HLE3, WLAN
DT I7EARA L MEI, ZThoo7rm—78K, RSSI, BLOPTVA YL A7 T 47 hDOMAC
T RUVAZNELT, TNHETA YLV RAMABIAZLTA YL A3y ba—F lIRELET,

CiscoCMX 12, VAV LA MBIALT A F L A2 ha—Inh bl 0OF—F2%NEL. Fh
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BOF—ZEFHLT, Xy hT—27TOR—I U IIRCTUALAVY LRI ITA4T 2 FOEFEIN

T T % B

-’a—JRSSID

FIE

L/\i‘g_(]

=JL ==

X JE

AV RFEEETIa Y

=)

&

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ — F%%ﬁﬁébi—g«o

AT T2

wireless probefilter

1

Device (config)# wireless probe filter

AP IO T D RIGED 7 v — 7 HR
DT 4NE) o TEFEMILT, 77—
varOREAym EIYET,

I OREE BN T DX, Toavy
FOonoXEHHLET, T, Ik
B I & RISEOW 507 71— 7 FRN
MLGALBT A ¥ L Ay ha—F sk
SNET,

ATvT3

wireless probe limit limit-value interval

1

Device (config)# wireless probe limit
10 100

FUZ 47> M LT, f8EL-M
RCTAP O MAALT A YL XT3 |
a—JZICHE SnS 7T a—T7EROHKE
BELET,

7 74V FOHIR (500X YV HOMET
2o 7 u—7) IERTICE., Zoaw
Y RO noAEFHEHLET,

ATv74

wireless probe locally-administered-mac

1

Device (config)# wireless probe
locally-administered-mac

O— A VICEBINZMACT L X%
ol AT v b7 a—7 Ot
EHEZ LET,

ATvT5

location algorithm rssi-average

1

Device (config)# location algorithm
rssi-average

7o —7 RSSIMEDEH %2, L0 EHE
BRTNITYRALMIRELET, =77 L,
CPUDA—/3—~y FIZEL Y £,

ATvT6

location algorithm simple

1 -

Device (config)# location algorithm
simple

(&) v —7 RSSIHIEDHHi %,
Y EERT LY XA ELET,
CPU DA — =~y RII/NEL 720 F
T, ORI 220 9,
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Fo—JessioR |

ARV RFEREET7TOVa Y B#Y
TNAY XN ZA T %T 74V b
(rssi-average) 2R ICIZ, 2wy

RO no Bz L E7,

ATy T1

location expiry client interval

1

Device (config) # location expiry client]
300

RSSIED X A LT U hEHRTELET,

Zoavwr FonoERERETS L.
FT7 0 MED IS IZERESNET,

ATvT8

location notify-threshold client
threshold-db

1 -

Device (config)# location
notify-threshold client 5

JIAT L MOBMLEVEEZRELE
j‘o
Zoa<wry RO nEREEET D &,

F 7L MED 0 ITHRESHET,

&

location rssi-half-lifeclient time-in-seconds

1 -

Device (config) # location rssi-half-life
client 20

2 >@ RSSI AT H EED
WA AZRE L E9,

TOF T a o EENIT AT
0IZRELET,

3. EE

RDEZRY

KTa—T7 2547 (BEEMSTONATHT, 72 —70k) Z 10fHD MAC T KL AD
#£F ) THERT DT, show wirelessclient probing =~ > F&MEH L7,

70— 7 RSSI DFEER

BEMH T ONTZ T4 T bR SN2 AP OREM E . i L TV D RSSI &2 E AT 51T
ROFINAEFEITLET,
Device# show wireless client mac-address 4.4.4 detail

****snippet of the output****
Nearby AP Statistics:

TEST AP-1
antenna 0:
antenna 1:
TEST AP-5
antenna 0:
antenna 1:
TEST AP-6
antenna 0:
antenna 1:

(slot 0)
0 s ago ... =77 dBm
0 s ago ... -88 dBm
(slot 0)
0 s ago ... -64 dBm
0 s ago ... -36 dBm
(slot 0)
0 s ago ... -69 dBm
0 s ago ... -79 dBm

Network Mobility Services Protocol (v kT7—%4 EEY T4 H—EX Fo ka)L) .



B rrossoyx—+

Network Mobility Services Protocol (v k7—% EEY 574 H—EX JFO +ka)jL) |

RFID 2 5 DY HR— k

FAIABLT A ¥ L 2 ar hue—7 Tik, EHRERE ID (RFID) # 7 OBHZHETEET,

RFID # 71X, MEOESZMGEMIC T o — RSy y AL, VT VHA L0 r— 32 b

TyXUTDEDIZT vy MIMEND/INDOT A YL ARy T VERY 7T, Zhbo
2705, HEHD802.11 3y N L TEDMEEZT RAZAXLET, 7 RAZ AL X3
T2y N, 77 BARA U b, #HAIRAAT AL Aary br—F BEO Cisco CMX (2
LoTELENE T, 77T 4772 RFID ODHAPYR— I TWET, 777 477 RFID
BT ETARXVAMBIARLT A XL AT ba—FOMAGOEIZL D, HEOBIEDOLFT %
B CTEET, (72547 BREZIE, R (7 u—XRL—F | VAT L (ZTRF
7 OFTEH EIIIREEDNEERT DM DWEICHN D Z L ZRiEE L2V AT L) T
DOEMEEED Y TV H A MBERNCER S ET,

RFID % 7 DFEAMI SOV TIE,  [Wi-Fi Location-Based Services 4.1 Design Guide) [#27E] @ [Active
RFID tags| DEZZL T ZEW,
—RMGEEEIR

« YAAMEYPLD 7 7T 4 7 RFID # 7| OHBYHR—FSHTHET,

cHARIAZT A ¥ LAy hr—T TRFID ¥ VAR TEET,

*RFID % 7 DA T_AZE YT 4 BYR—=FSHTHET,

RFID # 5 DY HR— FDKRTE

FE
ARV FERET7IV3 Y By
AT w 71 | configureterminal Jua—N)ary7 4 FXal—ig v
1 T REBIHLET,
Device# configure terminal
ATy 2 |wireessrfid RFID # 7 i8#i % A x—7 Mz LE T,
1 - T 7 &V MEIZA R —T NV TY,
Device (config) # wireless rfid RFID 57735@1272%/{?%7/14:_;«5&:
. Zoa<wr FonoBRXEEHA L E
—g—O
X w 73 |wirelessrfid timeout timeout-value F—TNE T )= T v TAHEHD
B - RFID % 7' 5 —% 2 A4 LT 7 MEZRE
Device (config)# wireless rfid timeout Lijﬂo
90
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ReD 2 5 o4 K— r iR ]

AV RFERIETIYaY B

A LT T MEIL, Z7EBRNSHEDLE
THAIAAT AL AT fr—F )%
%ﬁféﬁﬁ@ﬁéfTokkii v
IR Lice—ar+5 L HHRE
éhfwé%éﬁ\&4A7ﬁk1

90 F (B—=a MEDK 3 F5) ITRRET
LHZlERBEDLET, T 740 MEIX
1200 T4,

RFID 2 J MY HR— FDHEER

AT N THDRFID X 7 OY~ Y —%FRRKTHIZE, ROa~v>y ReEFHLET,

Device# show wireless rfid client

RFID # 7 OFEMER A2 F T 51203, koo~ FaEHRALET,

Device# show wireless rfid detail <rfid-mac-address>

RFID address 000c.cc96.0001
Vendor Cisco

Last Heard 6 seconds ago
Packets Received 187

Bytes Received 226

Content Header

CCX Tag Version 0
Tx power: 12
Channel: 11
Reg Class: 4

CCX Payload

Last Sequence Control 2735

Payload length 221

Payload Data Hex Dump:

00000000 00 02 00 00 01 09 00 00O 00 00 Oc b8 ff ff ff 02 |...viivivnvnn.
00000010 07 42 03 20 00 00 Ob b8 03 4b 00 00 00 00 00 OO0 [|.B. ..... Kooo.o.. |
00000020 00 00 00 00 00 00 00O 00O 0O OO0 00 00 00 00 00 00 |.ewewuiruienwenennn.
00000030 00 00 00 00 00 00 00 00O 0O OO0 00 00 00 00 00 00 |.ewuwuirnienwenennn.
00000040 00 00 00 00 00 00 00O 00 0O OO0 00 00 00 00 00 00 |.ewuewuiruienwenennnn

BEEN DG _TO RFID Z ZICOWTEFNL DY~ U —H#RZ2F T HI20F. kOoa~vwr Raff
HALET,

Device# show wireless rfid summary

Total RFID entries: : 16

Total Unique RFID entries : 16

RFID ID VENDOR Closet AP RSSI Time Since Last Heard
0012.b80a.c791 Cisco 7069.5a63.0520 -31 3 minutes 30 seconds ago
0012.b80a.c953 Cisco 7069.5a63.0460 -33 4 minutes 5 seconds ago
0012.b80b.806c Cisco 7069.5a63.0520 -46 15 seconds ago
0012.b80d.e9f9 Cisco 7069.5a63.0460 -38 4 minutes 28 seconds ago
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0012
0012
0012
0012
0012
0012

.b80d.eal03 Cisco 7069.5a63.0520 -43
.b80d.eabb Cisco 7069.5a63.0460 -39
.b80d.ebe8 Cisco 7069.5a63.0520 -43
.b80d.ebeb Cisco 7069.5a63.0520 -43
.b80d.ec48 Cisco 7069.5a63.0460 -42
.b80d.ec55 Cisco 7069.5a63.0520 -41
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minutes 29 seconds ago
minutes 26 seconds ago
minutes 21 seconds ago
minutes 28 seconds ago
minutes 7 seconds ago
minute 52 seconds ago

O W

0r—3a L _X—AD T AT A RFID #HeHEHREZ X RT AL, kOoa<w > REEALET,

Device# show wireless rfid stats

RFID stats

RFID error db full : 0

RFID error invalid paylod : O
RFID error invalid tag : O

RFID error dotll hdr : O

RFID error pkt len : O

RFID error state drop : O

RFID total pkt received : 369
RFID populated error value : O
RFID error insert records : 0
RFID error update records : O
RFID total insert record : 16
RFID ccx payload error : O

RFID total delete record : 0

RFID error exceeded ap count : O
RFID error record remove : 0

RFID old rssi expired count: O
RFId smallest rssi expireed count : 0
RFID total query insert : O

RFID error invalid rssi count : O

NMSP @l 2 F#ornd 21213, koa~<» FeEHLET,

Device# show nmsp notification interval

NMSP Notification Intervals

RSSI Interval:

Client : 2 sec
RFID : 50 sec
Rogue AP : 2 sec
Rogue Client : 2 sec
Spectrum : 2 sec
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



