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Device# configure terminal

Z 5w 72 |urlfilter list <urlfilter-name> URL 74V Z 777 A VERELE
il - o
Device (config)# urlfilter list
url-allowedlist-nbn
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Device (config-urlfilter-params) # action| &L ;E L. deny AV };;C xY A
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Device (config-urlfilter-params) #
redirect-server-ipv4d X.X.X.X

25w 75 |url url-to-be-allowed FFA[4 % URL 2R ELE7,
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Device (config-urlfilter-params) # url
www.cisco.com
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Device (config)# wireless profile flex default-flex-profile
Device (config-wireless-flex-profile)# acl-policy user v4 acl

Device (config-wireless-flex-profile-acl)# exit
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Device (config-wireless-flex-profile-acl)# urlfilter list url allowedlist nbn
(
(

Device (config-wireless-flex-profile)# description "default flex profile™

Device
Device
Device
Device

config)# urlfilter enhanced-list urllist pre_ cwa
config-urlfilter-enhanced-params)# url urll.dns.com preference 1 action permit
config-urlfilter-enhanced-params)# url url2.dns.com preference 2 action deny
config-urlfilter-enhanced-params)# url url3.dns.com preference 3 action permit

Device (config)# wlan wlan5 5 wlanb
Device (config-wlan) #ip access-group web user v4 acl
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Device
Device
Device
Device
Device

#no security wpa

#no security wpa

#no security wpa wpa2 ciphers aes
#no security wpa akm dotlx
#security web-auth

config-wlan
config-wlan
config-wlan
config-wlan
config-wlan

Device (config-wlan) #security web-auth authentication-list default
Device (config-wlan) #security web-auth parameter-map global
Device (config-wlan) #no shutdown
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Device# show wireless urlfilter summary

Black-1list - DENY

White-list - PERMIT

Filter-Type - Specific to Local Mode

URL-List ID Filter-Type Action Redirect-ipv4 Redirect-ipv6
url-whitelist 1 PRE-AUTH PERMIT 1.1.1.1

Device#

Device# show wireless urlfilter details url-whitelist

List Name.....ovveveennnen. : url-whitelist
Filter ID....cvievnennn. 1

Filter Type..cvueeennenn. : PRE-AUTH
Action.....ooviiiininn. : PERMIT
Redirect server ipvé...... 0 1.1.1.1

Redirect server ipv6......
Configured List of URLs
URL. ettt i tetieeieeenenn : www.clsco.com
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