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EoGRE HEREDEFE 28
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RET: 2018 %12 A 3 H

CUWNS8S5WLC & FCAP-EoGRE F > RIL T — kD x
ABAHA K

WLC EoGRE k> 1) 4

Ethernet over GRE (EoGRE) X, "y b ARy bW ODOWi-Fi 8T 7 4 v 7 ZERKTHD0H LWERN Y ) =2—2 3
YTCT, OV Y a—a TR, BEENKLS (CPE) A AT, = REBFAMLEW A —%Fy b b7
T4 HTI VL, EORNTT7 427 %IPGRE b RV TA —H Ry Xy MZh 7ML TE £, IPGRE
M RNABRY—ER TN X —DTa— KN KXy NI—7 F— oA TGS HE, TV RKAARD T
TAYIPET L, T RAANMIHTLHH TR IA4 8y a st ivET,

CARMWAP Data

EcGRE

CAPWAR Control

ARR 1K

bR TD—RREIGEA ) Y

I ITAT U ME SESERT I /T —RRNE = NRET LT /A Ry P Y= ETIPT RLAERY
TR TTE T,

e WLC IZHEE T D L2 AA v F TOMACT RLADAA—1 o JHIBZERETE £,
o GERESZ (LD
EoGRE bR U EREFEBEEICHEoTAY Y ko

3GBELWAG N T 7 4 v B AT — RLTOpEx DHIIE E > NT— 7 Om EE2EBT L LICLoTRy
NU— 7 OUEE AR L 7,

BN EAMMEENRL THIGRBLWAG 2T ~DT 72 A% L, VT R7 T4 ROHERFFICHFE LET,
s BEED A P BREIZBN T — Y N— X E 2 THIRIE N — A D CapEx ZHIE L £7,
EoGRE F o) VI ERE LUV Wi-FiBEEICHL-6TAY v b
cWiFiEX =2 VT 4 T A7 T4 FIEERME L £,
AT =TT NVTEHLOT LRI A Y L AR 2RI LT,
cHT LW B E R A BT VA FBLLE T,
cHLlner—ya RN —2ADP— AR MT D WiFI 7T v b7 — AR L E T,

EoGRE F YRV ITHNY TR ZANZE=6FT A v



*WiFi X NU—2 LDV T R7 T A NTEMEDT I AXY 2o 2% fgfk U7,

e T RAFy NT—I&RIZhIz> Th— &S HIETHe L £,

*3G £7213 4G 5 WiFi, WiFi 225 WiFi R EDIERT 7 v X 77 /) a P —%£2R3 588 ) 7 4 2R L E T,
*Wi-Fi 77 v 7+ —LNTHEEBOA T v a vzt L, nlr—va b "—A0P— 22 IR L £,

¢ VU —R82LUMETIL, EoGRE b xRV v 73X A FIv I A H—T 2 ATHR— SN ET,

e HAF Iy I IRIPV6 AP EIA L F —T oA AT AR — FSNTHER A,

e JUJ—R83TIE. IPV6 XA FIv I Ao X —T a2 AT LRIV A H—T oA AL LTORYR— ST
j‘o

e JYU—R83TIL, IPV6 7T L AZEN VYU THZ LN TEDIEAFTI VI A F—T = A ADOFKEIL 16 T,

« JU—2830DTGW Tlt. IPv4 & IPv6 D HF DT RLAERNR Y R— S ET, ZRATIOED h 2 L A —
MY oA BAERRTE ET,

e J U —2Z 84 TlL. WLC £ L *Flex Connect AP 75 TGW ~® EoGRE IPv4 B XN IPv 6 F o RV AR— k&
S

e VY —285TIX, 794~V BLOEDI L FUTGWD 7 = — /LA — =L T EHOYR—F2BNEBMENE Lz,
¢+ JU—285TlX, EoGRE h > X /NZEHT 57D SNMP MIB 2% E/M IV TWET,

HR—bkEhbda>bt0—5& AP
« Cisco 3504, 5508, 5520 >V —X_ WiSM-2, 3L 18500 vV —X VA YL ALAN 2> ha—7
« U U—2Z82LIFETIX, 2500 U — B LN VvWLC T EoGRE 3% R — k& E7,
+7500 =21 b 2 —F TlX, TGW ~® EoGRE [E# F RV IE SN T L v 7 A AP DA R — h S ET,

* Cisco WLC 8.4 DY R— bR T 7 & A 7" A > b : 3800, 2800, 1800, 3700, 2700, 1700, 1600, 3600. 2600,
2700, 702i, 3500, 702w, 1540, 1560, 1552, 1532, 1572,

EoGRE k> RJL SR TLDEEA T a

Z%&T1: WLC RX—X D EoGRE + > 1)L
« CAPWAP fillf#l/X % (AP WLC)

*« CAPWAP 5 —# /XA (AP WLCQ)

*« EoGRE ¥ —# 71u— (WLC-TGW)



ZOBRFHETATIE, WLC 225 ASR 1000 72 & R RV = R T = A4 ~D b FAPERESNET, VU —R82L
o ba—7 Tk, RKTIO@ED R 7 — b oA, 10D EoGRE b RV F—Rho=A, ZLTH
VENTERZIW0EOT e T s AN R—hINET, TR T AT, BEROVLVAEFERLTGERETSZ LD
TEET, LIVABRREINTWAELAIE, @ DBOZ—FHIZeD E£T, LALVAT @ OHBOIXTHNITT (f -

user name@realm) , JLRMEZFERT H7-OICHEEDO o XNV ERETEET, TOHH, 774~V EIET 77+
7 R RVTEENEETLE, BH U F ) £72ITAF R, R RN EGRE F RV DA N — g v E &
MEFET, EBoGRE F U FARETIE, 2 he—FNBLPay he—FoE ) 74 b R—F3hvET,

EoGRE From the WLC

MN's WLAN is configured for
| Central Switching

Y

U —281LIKED WLC Tlt, /—ANT U R AL H—T oA ATKRD2FEHD b FNVBENTR— FINET,
1. PMIPv6 (RFC5213) TEF I T3 IP/GRE-L3
2. Ethernet over GRE — L2

N

GEx) ZDEAHA RTIX., EoGRE b ¥ X MIZHOWTOLFHE L E£9,

WLAN Z LI 1D b 2O BHYHR— hENFET, EoGRE L, 4 —7 WLAN F 7213 802.1x ~X— A D WLAN T
PR—bENET, PR 7 TAT 2 FTiE, EAP-SIM £ 7213 EAP-AKA E— ROALNYHR— SN E T, TOM
DFFEE— R, bV 7 74T FTHER—FENFEHEA,

F—72SSID O WLAN Z A3 28&81%, 7 XCa—h /PN 725347 hERIZT R TR Rf LV 72947 v
R AR—hESNETH, FL WLAN RIRESED Z LIFTEEHA, 27EL, 802.1x THAEShIZY T L&
X P> XV EoGRE 7 74 7> MIF LU WLAN _ETHAR— S ET,

83 LVHEIDV U —XTiL, —7 B LN WPA2-802.1X TR E S 7~ WLAN OLR T R— S x L7,

HAEIX., PNES WebAuth 38 X TN WPA2-PSK FAIZERE &7 WLAN IZ EoGRE bV a7 » A L EEN YK THZ &
MTEXDHEI1T7Y £ L7, WPA2-PSK/WPA2-802.1X 35 L O'WHS WebAuth 285% & S 1172 WLAN b ik — b S 9,

T4 T v ME, RBRECESW T — L = REIT ML B— RIZgiFbnET, WLC Tik, F LT WLAN |
TUE—F boRLLA—ANURED2HHEOZ—Y N T 7 4 v I B FR—FENET,

U= a—Y T 7 4o 7F, WLCICXoTCua—h N7 ) vV ENE T 74 v 7 L LTCERINET,



VJe—h b a—Y b7 74971, VE—FP XNV 2—YFDOLITT7 407 ELTEREEIN, WLCIZE ST
TGW IZ F R 7 ENFET,

EoGRE 2 —H% D AAA DA —_"—F 4 RRYPHR—FENTWET, PR —= T A1 AAA 7o & L CHERE
TAHZIELTEET,

a2 bO—5 TEoGRE EAP S2EEEH I SAT 2 bD AAA F—N—5 A4 KRAIZHE->TWWSEE -
* WLC 1%, Access Accept Z fift#iT L. EoGRE. GTPv2, PMIPv6 72 & D MPC 7’12 h 2L ¥ A T HEE L F T,

* Protocol-Type AVP N FAET 2 5A . WLCIZZED b x v XA FIEET 5T R TONRTA—X 2R LET, A
TAv T TuT7rATELR SN, AAAIZE > TRIESN D RT A =2 F XV OREITHEA SN ET,

o« AVP DIFIE L7 WS, WLCIZWLC DAZRT 4 w7 Fur7yr A )LEFERAL, 2—FL40h 0 L- L A
SNT RV AT EHBLET,

© THDNT A=FPHE LRV BEEIR L E T, ol ZE T-GWIPLUSAD /ST A —Z 3 S TFET 5
BHETYH, 7747 halRETR L £

* MPC-Protocol-Type 7% [None] D354, MPC 7’1 b a/L Z A FZ 7V IPIZ7e ) 7,

AAA = "I BIR SN D ATREMEN & 5 JBIMEIZIX,. User-Name. Calling-Station-1d, gw-domain-name, mn-service,
cisco-mpc-protocol-interface. eogre vian_id 72 K3 H V) £7,

WLC EoGRE + > 1) T MDEHTE

EoGRE kv R NVEFRET HIZIE, LFOTFNEEZEITLET,

FIE

AT w71 BoGRE #REZ X ET HI121%. SSID Z#ERk L £ 7
ATY T2 WLC DAA Y A==2—"T, [WLANs] ZZiR L, [Gol%x 7 V7 LET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK
WLANs
Current Filter:  Mone [Chanes Filter] [Sisar Filtar] Create New = % i
WLAN ID Type Profile Name WLAN S5I0 Admin Status Security Policies
i WLAN POD2-PSK PODZ-PSK Enabled [wraz)[auth(PsK)] [ -]

AT w73 {1 21F POD4-EoGRE 72 & Ofn4 HHI %2 FF> WLAN Z{ER L, [Applyl 27V v 7 LE7,



WLANS > New < Back fﬂt
WLAN

Type -
Profile Narne PODX-EeGRE
S5ID FODM-EcGRE
=] .

A7 974 [General] ¥ 7T, WLAN &S ¥ 5 —7 = AT~ v BV /570, U U —A 82 PAKITHEL % /(24
AFIv I A Z—=T oA ZAEFRLET,

G¥) U —RBIIBITDIREAT v a v OEEZ, UTO®Z7 v amzslLTLL7EEN,

; n Bing Logout Refresh
CONTEOLLER  WIRELESS SECURITY MANAGEMEN ELF FEEDBACK A Home
WLANS WLANS > Edit 'POD4-E0GRE" < Back | Apply [
- WLANS o e
i | General | Security | Qo§ |
MeAdvaNced Profile Hame POC4-EoGRE  ip—
Type WLAN
351D POD4-EoGRE i
Status ¥ enabled
Sacurity Polides Mone ES

(Medifications done under zecurity tab will sppesr after applying the changes.)

Radia Palicy Al -
E:;;E;’l:m'h" mansgermant -
L] Wl i

MiHcanC Viar) [ enatited

Broadeast S5I0 ] Erabled
MAS-10 PODA-WLE

AT w75 [Security] % 7 T [Layer 2 Security] % [None] (Z5%7E L. [Applyl &7 V v 7 LE7,

.}JLAN;:-Ean 'PODX-EoGRE' <Back | |
| General | Security | QoS | Policy-Mapping | Advanced ’

Fast Transition
Fast Transition |

ConfiguringWLC EoGRE ~ > R JL /N5 A —F DEEKRE

E{ﬁﬂ!"ll‘ll‘ﬂ' h

cumrmn Profile Creation Define Profile Rules | Aveninm Mol e
[ex: Define TGWS,

Heartbeat... etc) o)




A\

GE)  EoGRE My x/VOFEEIL. GUL E7ILCLIIC kL » TEITTEET,

TGW J1)—ZX 83 TOIPv6 7 KLADHHR— k

U U —RA83TiX. EoOGRE h RV = U= A DI FAT L NIPv6 877 4 v 7 & 1Pv6 7 KL AFEXDH AR — K
ZEBMLUE L, Z2T7A4A T2 NIPV6 b7 7 4 v 71X IPv4 & IPV6 i 7D EoGRE b > R/ CHHR— KL TWET, 77
AT RITEIL, RR8ODDERRDIPv6 7 KL A%V AR — KL TWET, CiscoWLC X, ThH T T 47 H—r\n
LTI T 4 TERFA =V THEANTZTRTOY T4 7 FIPv6 7 KL AZ%E LE T, Cisco WLC & >
NV — b7 xA, F£721T RADIUS H— [ TlX, ¥ XTORADIUS A v E—IRT AT T 4T Avg—URN
EoGRE k> R /WMB TR S IV E T,

IPv4 or IPv6 EOGRE Tunnel From WLC

MH-Lozal

GUI {2 & > T WLCEoGRE Z&ET HI2i%, UTOFNEEZFETLET,

FIE

ATYT1 PRV =T A T RLVRAZEID Y TET,
a) WLC DA A A==—75, [CONTROLLER] > [Tunneling] > [EoGRE] DNEIZER L £ 9,
b) [Heartbeat Interval] % 60 FVIZE%E L £,
arvbu—3F, ¥—T TIA TR OB LICEEFELET, 350F—7 7 F A 7 ping D%IZ TGW
DINELRWGE, 2 b —F X TGW X 7 LTn5 EHlr L £,
¢) [Max Heartbeat Skip Count] % 3 ([Z5%E L £,

AXv T MIIZE 2T, ar b —FI X2 TTGWNE 7 LTWA &SN DHIIZ. TWG
P ATELERG TIREE ATy S TEHMRELET,



d) #lziX ASRIK 72 £ [TGW Name] B L £,
e) Bz1%10.10.200.5 72 £ ® [TGW IP Address] B0 L £,

Interface Groups
Multicast
F Hetwork Routes
¥ Redundancy

Irtaeface Mame
Haarthast Interval( Seconde) 60

‘r’ﬁ'

Mux Haartbaat Ship Count 3

Mmaq-lmV

afuar]us By
clsco
Controller EoGRE General
i hpply | Dotsuilt |
Inventary
Interfaces

Add MNew Domaln

e

Add MNeve TGW
HMobility Cornain Harne dormaind]
Management TAW Msme ASRLE
Taw-1 Hofhe -
Parts Taw 10 Addrass 20.20.200.%
i TEW-2 Mond  w
k NTP Add | B
b CDP L r— |
2 TGW List ;
* PHIPVE Domain List
* Tunneling Hane 1P Address Shates  Total Cients .
LELLE ASRLE 10,30, 200.% ue o ﬂ Marmne TGW:1 TGw-2 Latewmay
Profil
T = domand ASRLE ASRIE a
F IPvE

Logowt  Bafrarh

M Homa

f) U U—283LIETIE, 2001::1010::1010 72 £ @ [TGW IPv6 Address] ZiBA1 L %3,

MONITOR

Save Configuration

CISCO

Controller

General
Icons
Inventory
Interfaces

Interface Groups

EoGRE General

Apply I Default I

Interface Mame

WIRELESS

SECURITY  MAMAGEMEMNT

management v

Heartbeat Interval{Seconds) &0

Multicast Max Heartbeat Skip Count 3
¥ Network Routes
» Redundancy Add New TGW
Internal DHCP TGW Name |asr1K] |
SEEVED TG IP Address !2001::1010::1010 _
4 mgggg:ment g
Ports TGW List
F NTP

g) il 213 domaind 72 £ ® [Domain Name] Z B/ L F 7,
h)y kY — k7= [TGW-1] % [ASRIK] LZIRLC, [Add] 2727 VU v 27 LET,
7 = A NEFEARERSEAIL. TGW U A FD AT —HZ AL [UP] & 720 £,

NN VAl



EoGRE General

__Apply | _Owfault |

Intardace Neme MENSGeTEnt

Weartheat Interval{Secands] 60

Max Heartbest Skip Count 3
Add New Domain
Add New TGW
Damain Hame domaind
TGW Name
TEW-1 ASRIK
TOW 1D Address \
" TEW-2 None =
Add "
] [ Aad |
TGW List o
/Domaln List
Hanwe 1P Addrass Status  Teolal Chenis
Active
ASR1K 10.10.200.5 e o o Name TEwW-1 TCwW-2 Gateway

RAAL . TEMOBHTHEHAINTWALIDOLU EDO R 2O a L7 a v #F L TWET,
BIRD L H I, =D RAAL R KI10EO N RANFETEET, 1 20 b RV TREENEA
T5L. I T4 973D TGWICY XA L7 FENET,

ATFYT2 Xy hU—2 a7y A VEERLET,
a) WLC DAA Y A==—7/ 5, [CONTROLLER] > [Tunneling] > [Profiles] DNEIZER L E -,
b) FATFAILNA, =& ZIiE, pod6 ZHEK L, [Add] &2 VU v LET,

arluan]as

cIsco MONITOR  WLANs CONTROULER WIRELESS SECURITY  MANAGEMENT CDMMANDS HELP  FEEDSACK
Controfler Profiles
General
Trwentery Profile List Add New
Interfacas Frofils Same 'WLAN IDs [Mapped) Profie Name  podG |
Intorface Groups f

Hutticast
¥ Network Routes A
* Redundsncy
b Internal DHCP Server
» Hability Managemsnt
Parta
F NTP
¥ COP

* PHIPVS

EolEf

Pronies dffpm—

7’1 7 7 A Ui [Profile List] (R /RSN E T,

Profiles
Profile List
Profile Name WLAN IDs (Mapped)
podé None -]

RATFY T3 FrxTadrA N — L EERLET,
a) 1EkL7=7m 774 (pod6) 227V 27 LET,
b) FFEDLNLETBT 7 A~y B 7T 5I2IE, user name@realm 72 ED LV MK E AT LET,
[Realm] I~ S DT, *2FHLET (TRXTOLLLEZTANDLZEEZERLET) |
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¢) [EoGRE] & L T [Tunnel Type] Z3%#R L £,
d) [VLAN] % [0] IZF%E L £,
€) [Gateway Domain] & L T [domaind] ZER L £ 7,
) [Add|ZZ7 Vv 7 LET,
[tunnet Profile > Edit

Prafile Hamae podd

I Raalm *

Tunnal Typ® EoGRE » VLAN 0O Gatévay DomBin  domaind »

g [Applyl] 27 V> 7 LT, a7 7 A MIV—vEEHLET,

Tunnel Profile > Edit

<Back | __Apply |
Rule  Tunnel Parameters /
Profile Name pod G
Reslm = Tunnel Type ESGRE - VLAN O Gatevay Domain  domaind o
Add |
Realm Tunnel Type VLAN Gateway Domasn
EoGRE 0 dormaind -]

ATw T4 WLANIZ F o )b 71 7 7 A V& BA/ BT L E T,

a) WLC ® GUI 7*5, EoGRE (POD4-EoGRE) k> /& AH%Mb3 5 WLAN IZRBEIL £,
b) [Advanced] % 7 @ [Tunneling] = U 7 "C, [Tunnel Profile] & L T [pod6] % &N L £ 7,

FMTNHI 1 “ L.Hul _I Armace - T FTOTng

Contral Avsoc Enaided PHIP
Lynic PHIP Mobity Type
Lync Server Drsabled PHIP NAL Type
iik

Hexadeormal 3

PHIF Profile
Assisted Roaming Prediction Optimization Enatded

Haighbor List Enatéed
Rapighbor List Dual Band Enabled

PHIP Reabm
Umiversal AP Admin Suppert
* Unbrerssl AP Admin o
11w BSS Transition Support
1BSE Trand&ion
CREBEOCiation miminent
Dissssociation Tinern(0 to 3000 TETT) il
Optimingd Roaming Disasscciation Timer(0 1s 40 TETT) 40

——al® |

Tunnel Profis

ATV TS FURARBEUNIRE INTZ0E D DERIET H121E, WLC D A A > A ==2—7)5 [CONTROLLER] >

[Tunneling] > [Profiles] DNEIZIEIR L, 7' 7 7 A VA D IEfEZR WLAN [ZERE SV TWDH N E 9 iR L
£7,

Z OB TiE, EoGRE b /L& DHCP 7 —/LiZ%t LT ASRIK WNHERNIHRE SN TWET, BRAIC,
ASRIK @ v R VEREEZLLTIORLET,

11



ip dhcp pool IPv4-EOGRE

network 10.55.55.0 255.255.255.0
default-router 10.55.55.1
dns-server 171.70.168.183
domain-name cisco.com

lease 0 0 10

interface Loopback0
ip address 11.11.11.11 255.255.255.255
]

interface Tunnell

mac-address 0000. 5e00.5213

ip address 10.55.55.1 255.255.255.0
no ip redirects

load-interval 30

tunnel source Gigabitethernet0,/0/0.200
tunnel mode ethernet gre ipv4d

]

interface Gigabitethernet0/0/0
no ip address

negotiation auto

1

interface GigabitEthernet0/0/0.200
encapsulation dotlqQ 200
ip address 10.10.200.5 255.255.255.0

GE) VT NAOBREIL IpvE IZHITEH D TT,

21X POD4-EoGRE 72 ¥, A YL R 754 T h%& SSID 1285k L£9, ASRIK CTHREINTW3S
10.5555.0 7%y "B IP 7 RLAZRAELET,

Status: Connected :_Tgrn Wi-Fi Off

'Wi-Fi is connected to PODX-EoGRE and has_

the IP address 10.55.55.62. *

Network Name: = PODX-EoGRE s

.| Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

Maonitor Clients

Summary Current Filter fiane [Changs Fiter] [Cisar fiker]

Access Points

Clsco Cleanfir -

Statistics Client MAC Addr  Address{Ipvd/lpvs] AP Hame WLAN Profile WLAN S510
coP bEafeblil:71:33 10.55.55.52 PODZ-APIE00 PODK-EcGRE POCN-EGRE
Rogues ‘\ ‘\

Clients

Sleaping Clients

Multicast

Applications

Local Profiling

* v w w w




F 72, show client detail =~ > K% POD WLC THEfT7925Z & T, EoGRE > RNMZELH-TIIA4 T b

DEEMITON TS Z L 2B 22 &b TEET,

(POD2-WLL) =show client detail ba: ﬂ’: b1:11:7F:23
client mac address. - . b8:fEibl:11:7f:23
cliom: e e s R i A

AP MAC address.......

enes N/

ses 3CICEITIIRI24:TO0
AP MR, . «ovsnnsinnns .. POD2-APIGE0O0
AP radio slot Id

client state....
client user Group.

R |
.. Associated

Client MAC OOB STATE........... <.. ACCESS

wireless LAN Id. et ] ,
wireless LAN Network Mame (ssm} .. PODX-EOGRE
wireless LaN Profile mame. ssasasasasasasanass PODX-EOGRE
Hotspot (802.11u).. S i e e m A s DN suggu

ESSID. . . 3c:ice 3B:24:Te

connected For :....:::::::...................,:Z. 1363 secs
channel.. 16

AP RS 5 L e L e e S R G o ST BE R

Policy Manager State. e P Ty 1| |

Palicy wanaqtr Rule created ee YRS

Audit Session ID.......... <e. NONE

Ans Role &, ov. NONE

Local P.‘Iicy A.pp“ed R

IPVd ACL ... NONE
Flewcantnecl: ACL Applied Stratus. .+ Umavailable
IPvd AcL Applied Status. .. Unavailable
IPvE ACL Mame

i 2. NONE
IPvE ACL a.pp'Hed Status. .. Unavailable
Layerz .\'u:l. Hame a

—ﬁxE’JUEF‘aﬁ WLC EoGRE ~7RO

— %972 EoGRE D ERHFEE TiE, 2 AD=—4 MN1 & MN2 %3 Realm @att.com |[Z45#5¢ L. flLo> 2 A D= —4 MN3

}: MN4 73 Realm @att.net |28 L CWVET, ROKIIRT L 512, =—% MN1 & MN2 (38:6i7 5 & |2 VLANL B

LFONTGWL FICWARERH Y | =—HF MN3 & MN4 1L VLAN2 B LN TGW2 1Tk T A LER H Y £,

_)1_“—'—;

DEXTE

T, TNEN1 DOV AV LEEL 250707 7 A ABER S, [FL RAAL NO TGWI & TGW2 IZEYIz~

v rEnEd,

Tunnel Profile m e b WILAN

att.com Vian-1 TGW1

att.com Vian-1 TGW1
att.net Vian-2 TGW2
att.net Vian-2 TGw2

MM SEatt net

\é ) MMA@amet
wize

MMN2@atlcom

£

S
MN 1 {@att com

WLC EoGRE Z#% T 9 HI121%. A FOFIEEZETLET,

13



FIE

ATV FrpV = oA EERL, "~ FE— MEBRELET,
a) WLC D AA Y A==—/5, [CONTROLLER] > [Tunneling] > [EoGRE] DJIEIZER L £,
b) [Heartbeat Interval] % 60 FVIZF%E L £,
¢) [Max Heartbeat Skip Count] % 3 ([ZF%E L £7,
d) [TGW-1] & [TGW-2] IZi@EI /2 IP 7 KL AZRE L 7,

Configuratisn Ping  Logowt

HELF
Controller EoGRE General
General Appl Default |
Inwentory
Interfaces Interface Mame management
Interface Growps
Heartbeat [nterval{Seconds) 6O £
Multicast
Max Heartheat Skap Count 3
b Network Routes i P
b Redundsncy Al Maw Domalkn
Add Newe TGW i
b Internal DHCP Server o ioirid Ninir Forn1
TiEW Mame bom2
¥ Maobllity Management n TGW-L o 12
TGW 1P address 9950000 &
Parts TEW-2 Naone s
; Add -
b NTP _hdd | add
v CDP TGW List M
nmakn k
b PMIPYG Damaln L
. Tatal
- Tunneling Hame 1P Address Status  Clients Betive
EoGRE Name TGW-1 TLW-2 Cateway
Pradilis gert 5.9.50.000 COWN O (]
deenl tgwl Moha [ =]
L)

CLI 55 EoGRe /\— FE— FEERELET,

config tunnel eogre heart-beat interval 30

config tunnel eogre heart-beat max-skip-count 3

CLIM 5 EoGRE F VR IILEHRELET,

config tunnel eogre gateway add tgwl ipv4-address 9.9.89.100

config tunnel eogre gateway add tgw2 ipv4-address 9.9.90.100

ATY T2 EoGRE > RV RAAL VERELET,
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ATvT3

1:GUIT KA A Y doml % tgwl & tgw2ZERELET,

Add New Domain

Dormain Name doml
TEwWw-1 Mone % -
TGW-2 towi &

Add tqw2

Domain List

Active
TGW-2 Gateway

tgw2

CLIND bR FALVEERLET,
config tunnel eogre domain create domlcon
config tunnel eogre domain add doml tgwl

config tunnel eogre domain add doml tgw?2

Tu T 7 A NOVEKE =L DB
a) BlziXprofatt e X777y A NERELET,

afvaln

CISCO HONITOR  WLANs OLLER  WIRELESS URITY MANAGEMENT

Controller Profiles

General
Inventory Profile List

Interfoces Profile Marne WLAN IDs (Mapped)

Interface Groups

Multicast profa Maona [ -]
» Metwork Routes prof-att Hona [~ ]

* Redundancy \

, Mobility
Management

Forts
F NTP
k CDP
k PMIPvE

™ Tunneling
EcGRE
Profilas

Add New

Profile Hame :pn:_!F-ltt

Copy of

Add

Save Configuration

COMMANDS

Hone

HELP

hod

b) WLCGUI» 5., KAA 2 doml TVLANI T[T 72 L)L A att.com & VLAN2 (Z[0])1F 7= att.net 2 ERK L .

717 7 A v profatt ([CTNS Z T L £,
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Tunnel Profile > Edit <Back |  Apply

[ Rule

Profile Mame prof-stt
Realm !_att.ntt J Tunnel Type [EoGRE w| WLAN |2 ] Gatewsy Domnain [doml |
Add |

Gateway Domain
dorndl

[ -]
doml a

CLINsDTAJ7A4ILELILLEZERLET,

config tunnel profile create prof-att

config tunnel profile rule add prof-att realm-filter att.com eogre vlan 1 doml

config tunnel profile rule add prof-att realm-filter att.net eogre vlan 2 doml

config tunnel profile rule add profl realm-filter * eogre vlan 0 doml

GE) I, hoL— B LT RNTRTOa2—F 22Xy v FTIHYA /LK I— K%

T, ZHUIEFOKR%THY . VLANO D2—H %2 Fa v P LET,

ATFYTE PRI RT A= EFRELET,

XFwT5 GUI 5D EoGRE kv /LD

16

IFOXIE, AAA7a2xL GW EDHCP A 7> a v 2 FFNI LI M L T A —2D, GUIMHD

=t —
BERI 2R L TR,
aifuan]ee
CISCO
Controlier Tunnel Profile » Edit « Back
General  Rule t Tunnel Parsmeters
Tnrventary L |
Interfaces
Interdace Groups e {
MHulticast Astaway 63 ASA Brosy 5]
b Metwork Rogtes Aatavay a1 Attunting Proay [ f
» Redundancy DHCE Optisn-82 S
y Mebility BHLE Spbian B Pormal [Yp——, f
Management
DHCP Dptian B2 Deliirtas
Parts
r NTR
Clreult-10 Remote- 1D
F CDP
b PHIPWE Frakds Avallable Vialds melocted Fields Awadable Fiakids Selac bed
* Tanneling AR radie MAL address
¥ . AB Etharnat MAC addrai z:‘t::‘-'nct AL pddrass AP radio MAC gddress
AP Mama = AP dlsgap Hamma
L AP droup Meme & “us |
; e oy e S B et | ]
AR lecwtian [
< g WiLAH- 10
» WLAN-ID ESID-Mame E
EHI0-Rame FRID-TYM
L] S510-Tviid Clhagrt MAC
Chara M

il

e
e




ay ha—TF DR A VE—T 2 ATA L E—T 2 AZ TR ETHERIL, BEA X —T = A R
PIAN 8N L £,

CisCo

MONITOR

WLANSs

CONTROLLER

WIRELESS

SECURITY MANAGEMENT

cpp

Controller

General
Icons
Inventory

Interfaces

Multicast
Network Routes

Redundancy

Ports
NTP

PMIPVG

Tunneling

EoGRE
Profiles

EoGRE General

Apply

| Default |

Interface Mame

Heartbeat Interval(Seconds
Interface Groups

Max Heartbeat Skip Count

Add New TGW

TGW Name

Mobility Management

TGW IP Address

Add I
TGW List
Name

tgwl
tgw2

management ¥

chromecast
chromecast20

chromecast73

eogre-test =
management

IP Address
9.9.89.100 DOWN
9.9.90.100 DOWN

ATvT6 FYur7y A& WLAN I~V vy 7 LET,
K2: 70774 Tprofatt] % WLANIZR v EV Y LET,

0
0

Status Total Clients

WLANS > Edit '5520test

| Security | Qo5 | Pelicy

Wan Nuilmnhl Ensblad

Canitral BHEP Procasng Enstled

Dvermide DNE Enatiad

RAT-PAT Enablad

ontral Assos Enstled
Lymc

Ly Sarver Cnsabled ¥

ik
Assisted Roaming Prediction Opamization
Meighbor List
heighbor List Snsal Basd

'.'! Advanced |

Enatiad
Enatled
Enstled

MTTF Prefling

PFHIF
PHIP Mobity Trpe
FMIP NAT Type
PHIP Prodie
EMIP Realm

Bniwerssl AF Admin Sepport
Universsl AF Admin

= 11w BSS Transitian Suppart

BEF Transition
Disasnociation [mminant
Casassocation Tener(D to 3000
TETT)

Oipirtened Boamany Difass00aton
Tirrar (0 to 40 TETT)

Haxadecimal *

Hane T

200

0

nelicg
Tonnel Frefle

W-m vl |

< Back

CLINS WLAN2 270774 ILEIVEVSLET,

config wlan tunnel profile profl 2

17



config wlan enable 2

EoGRE k)L DHCP 4 7% 3 > 82 M X3

EoGRE 7 A4 7> F®DHCP A7+ a3 821%, 7V vY EF— RO WLCIZHASNTWET, ZIA4 T2 kb D
DHCP %k %4 v MME., oo DHCP N7 » R eI oy hr—F 28 FERET, av ha—F5 T, 27947
¥ hDZATIZHES N T, EoGRE BRBINCAEE S L E T, EoGRE 7 74 7 > FOi4 . DHCPA '+ 3 > 82 D% E I
RN T T 7 AN TF—ER—=ZNLBIRLET, 72— YL DHCP DR EIE. EoGREZ T4 T 2 MNMIEEL H %
FHA,

a2 kB —J@ODHCP 2— RIZL-5T, MO 7 a7 7 A )VEEIZHESNT, DHCP 47T 3 v 82 /37 A —4 )N
FANSILET, £72. BEoGRE hor b~y X —iF@®Aar he—JBMahEd, 2 br—F 135847 DHCP X
7> F& BEoGRE bR/ ~y X —ZIEL, b RMTEELET,

REASTY FIZE-T, ATV aro7r—~vy b ZIVIZXF, VE—FID, ¥y—F v I ID ZFHITHRET
EEd, VUE—FID &Y —Fy FIDIE, Y R— FRHROKRKSBORRL /T A =5 1ID Zfgnd 2 2 & TRIEICHK
ECEET, ANMLTEANTA=FIZEoT, DHNCANSINTREN FEEINET, XTA—FRA IR0
Ay VE—FID &Y —Fy FIDIFHIBRS L. ZD7 4 —/L RIZHT DT A= TEEINEEA,
aYvI74F¥aL—v3ravrrk

config tunnel profile eogre <profile name> dhCP-Opt-82 enable / disable

config tunnel profile eogre <profile name> dhCP-Opt-82 format binary / ascii

config tunnel profile eogre <profile name> dhCP-Opt-82 delimiter <delimiter character>

config tunnel profile eogre <profile name> dhCP-Opt-82 remote-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

config tunnel profile eogre <profile name> dhCP-Opt-82 circuit-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

18



R3:6UIA 23— A RADDD DHCPA T a2 82 DH/RTE

aliafis Ty isn  Bing  Logout Eafvesh
CISCO MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  MELF  FE A Home
Controlier Tunnel Profile > Edit _ =mack | mpply |
SrErmenl Rule | Tunnel Parametors
'[lHﬂ‘I'\IIIFr
Interfaces
Interface Groups EachE ‘é‘
rMulticast Gateway a5 ARA Proxy
b Network Routes Aataway i Acesurting Praxy [ f
» Redundancy DHCP Gption-82 @ﬁﬁ’
3 Mobility DHCP Cptisn B2 Format Birary f
Plananement
DrCP Gption 82 Dalimiter &
Ports
b NTP
Circuit-10 Remote-T0
¥ COP
gpaa s Fialds Available Fialds Salacted Fiabds Available Fiakds Selected
= Tunmelin
[ aast < :: ;;h‘;l:a;gd:;:"‘ AP Etharnat MAC addracs AP radio MAC addrass
Profilas AP Harne R s
i AP Group MamE
» T A o s i =1 A2 Flex Grap ame | i
AP location
: = [oown] |viad-o =1 [Town)
o :;T:.Lb.m. BEID- M
b Advanced ESID-TYPE SEI0-TVFE
Clhiamt MAC Llimrit MAC

CLI 550D DHCPA T4 3 Y 82 MERTE -

config tunnel profile eogre prof-att DHCP-Opt-82 format Binary

config tunnel profile eogre prof-att DHCP-Opt-82 delimiter

config tunnel profile eogre prof-att DHCP-Opt-82 enable

config tunnel profile eogre prof-att DHCP-Opt-82 circuit-id ap-ethmac flex-group-name ap-group-name
config tunnel profile eogre profl DHCP-Opt-82 remote-id ap-name ap-location

CLING®MD AAA TAX 2 ELTOS— x4 DEEFE

config tunnel profile eogre prof-att gateway-radius-proxy enable

config tunnel profile eogre prof-att gateway-radius-proxy accounting enable

JI)—RX82D ARG IV—ADEE

U U —282LLEIL. EoGRE, PMIPV6 72 X DT _XTDH F R/ T, oL DZ RARA L MNELUTER (% —
T ADIHEHEHATEE LIz, VI —R82TlH, BEHA L X —T A ALSD N RV Y —AZRET HEERENIB
MENTZT2O, XYy NT—IDT—H " T T 4T EFBRNT T4 v VBB DRy NU—T BT A MIHBETE
i?‘o

REITIZ 409413 A v X —T = A AZFIFTE £,

BHEIL, EBoOGRED X572 bR NVZHNT T, FAFIv I A F—Tx2AA A% bRV R, FE LT
RETEET,

CHIRD RV 7 Fa halERNT, X TOMREOREICEE LIS Y A,

KA FI I A HE—T 2 A ATDOIPV6 7 KL AL, 82 TlEVAR—FEINTWHEFA,
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e AP~ —UviL, b3/l (EoGRE, PMIPV6 72 ) #ARARMLTWALIA VX —T oA ATITAMMITE 4
/‘-/0

« vWLC & 2500 # &ted _RThay ha—I B8 R— I THET,

UU—RAB2TIHX, TXTD 4094 A L Z—T A AN, BR—Frxtgoary ha—F A7 IZmid- L3 414y
I AE =Tz AR (IPVARIPV6 & L THEISNTNDEAIE, 82D INoDA ¥ —T oA ATIEHHA— 31
TWERHA) TT, =720, vWLC DAL, SR2L3 A v Z—T =2 A ADHPYR—FENET, IPT RLARERE
SNTWRWEA, 24 X —T A ADEFLERVET, INHDL2A X —T oA AL, TTIZT 4 —/L RiZE
ASnTnwdarva—J08E Ty 7L —RERIIF T L—FR U4 DHCP HAR—F (A7 a3 82
TL3INRTA—HDORDOVIZI2RNTA—FEHHALT, L2 A LV AX L ADIP #Hf59 % DHCP DV R— k) OEHE
BT A0, ZOVY—=ATIH I I9A4 T b A v Z—T A AL L THEHEINETA, BRIZGUT, 26D
L2242 H =T 2 A RIEHDYV IV —ATIITAT U M A Z—T 2 A AL L THEHTEZLRREELDHY 77,

HAFI T 4B —T A AEREIZ. WLC 7' WAG ~D k » FIVIZEAR OEEETT, AP b D kL DA
IE. R b =TI AP D IP 7 RLAZB#EMT N v —T 2 AL 720 F9, b RVDIER VLAN
X, IP RS ONTZZDAP A Z—T = A AD VLAN & 700 £,

EoGRE ~ > )LD KE

2OLLED R U FIZTUEMEZRETEX D720, 7I7A~VERIEXT V77 47D U RVICEENBE LGS, &Y
VHEVETIFIAZ L NA D R RV EoGRE b RVOEMEE I EMEXET, =T T T4 T A vb—TURNEHN
WCEE S, EOEM, 2F 0, FURABRK T LSBT SR, MEOF—7 7 T4 TONEITRKRTE D
MERECTEET, I/ — L a<w 2 RC, $XTO MRV DX A FIZEHASIET, EoGRE > Rr/Ld
BEFTIEX, DTLSICMP X7 ME b RV 7 — F 7 = A IZEE SN E T, EoGRE b FAUMBMER SIS & ICMP =
a— VI AN ANy R MRV = T oA ICEEINET, ZEHZ. ICMP =2 —OINENRES L, hrx
NTF—=bNT A DAT—HANEHINET,

TIA<Y PURNMIBEENRETDE, 7747 MIT T4~V WAG O RBGEE AT 2RI nEd, &
2 Y WAG MERAFRER B AL, 2 bu—F ko Te &Y FURABHESLEN, B Z U b RN
WOBPNTRT EIICERESNTWDEE, B F ) WAGICHEER SNE T, B F U b RS SN,
VE—hK 77472~ T3 AT WAG IZFREGER X OHEBEAM I S, B4 U WAG @ DHCP H—/3—225 [P
T RUVAZFEHFLET, 77A4~Y WAGHBA L TA VIR -TH, 7747 MIth &) WAG ICHEfi S - %
F£TY,
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Bing

cisco SECURITY  MAMAGEMENT HELP FEEDBAC
Controller EoGRE General
General
"'EEI! I Default I
Inventory
Interfaces Interface Mame mansgemeant
Interface Groups - .
- Heartbeat Interval{Seconds) |60
Multicast 2
Max Heartbeat Skip Count |3
b Network Routes ox Heartbost Sip Count [
¥ Redundancy Add New Domain
b Internal DHCP Server AUd New TGW ek ]
F Mobility Management TN ame: | . | TGW-1 (Nore o)
ToWIPAddress [ | ——
Ports TGW-2 | Nona .8
b NTP _Add | add
b CDP TGW List o
b PMIPYE RS
T 5 Taotal
. :“G“:E'“g Name 1P Address Status  Clients Active
o Name TGW-1 TGW-2 Gateway
Frafil . ASRIK-PR 10102005  uP ] 2 : 3
Hipeits domaing BSR1K-PR ASRIK-SEC None -]
b IPV6 . RSRLK-SEC 10.10.201.5 P 0 [~ ]

JJ—Z8EDTEME T T —)LA—/N—

J VU —285LUATITIL, EoOGRETGW 7 = — /N F— =IO RA 7 V= gy NCTRTEIIZ, T=—bAF— 13—

FIAPURMECMT T 74~V Eideh o) L LTHIfl S TWERATLT,

VY —=RA85TIiE, 7=—/b

A== HHT, TGW-1 £ TGW2 %2774~V b F D LT2H LA TV a 2RI TEET,

SP Orivate
Metwork -1

FlexConnect
Local Mode

CAPWAP va/vG
AP tupnel

TGW-2
Secondary

Encrypted CAPWAP
v4 / vB EoGRE tunnel

' Training

RALUTIE, T9A~) F—=b"O=2ANT 7NV INTTIT 4T TCWET, T4~ F—h oA RFY
VB E BB E) =N ANT I T4 TERITTIA~VERVEST, 94T ME, BB XY F— b
T ANCEEEMTSNAMERH Y ET, T A= RN—DFETRHELITE TR, WLCIZT T A< 7F— 1§
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T xAZping LETET, TIA~Y K= U BNF L TANRDE, TIA~Y = o2 ANT 7T 47

F—=boxA 20 FES, 794 T 0 MITTA~Y) = U227 4=y 7 LET,

SP Private
Metwork-1

TGW-1
FlexConnect

Local Mode
EoGRE Tunnel
3

CAPWAP yd/vG AP

TUTTITET

3
57
o

5P Private
Netwaork-2

TGW-2
Encrypted CAPWAP Secondary

w4 / vB EaGRE tunnel E e
[i5]]

' Training

Local AP Mode
EoGRE Tunnel

LA

FMUA T arn, a—h AAf vF 7 F— KO Flex Connect AP 75D TGW THAIHTE £97,

)

GE) AP 1040, 1260, 1140 1X, U U —R 85 CTiE¥A— SN TWEHA,

EoGRETGW 7 = — /LA —/\—DEREFIE

FIE

AT v 1 CLI £721% GUI *5 EoGRE b v K /UIZ IPv4 E72IX IPv6 7 KL AZFRE L 7,

(WLC)

>config tunnel eogre gateway add <TGW> ipvé4-address
(WLC)

<IP address>
>config tunnel eogre domain <name><Pri/Sec TGW>

22



Saye Configuration Ping Logout Refresh
UL LER S LT

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controller EoGRE General

General Apph o —

Icons

Inventory Interface Name management ¥

Interfaces Heartbeat Interval(Seconds) |50
Interface Groups
Max Heartbeat Skip Count |3

Multicast
» Network Routes
¥ Fabric Configuration
# Redundancy
» Mobility Management
Add New Domain
Ports Add New TGW
Domain Name [dom1

» NTP TGW Name tgwl
» cop TGW 1P Address AR, T
» PMIPV6 TGW-1 tqwl ¥ Primary ¥

Add TGW-2 tgw2 ¥ None ¥

TGW List
» IPV6 Domain List

Total
» mDNS Namel IP Address Status  Clients
1 = -
» Advanced tgw1 9.9.89.100 DOWN 0 " T Rbosc) e
tow2 9.9.90.100 DOWN O g *m et bl
tgwd 2001::10:70:0:21 DOWN 0 -]

ATv T2 CLI 721X GUI 25, EoGRE 72 7 7 A JMIZ VLAN & RAAL U ERELET,

(WLC) >config tunnel profile <prof -name>

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Tunnel Profile > Edit < Back Apply
General Rule
Icons
Inventory
szl\e sogre-psk
Interfaces ama
Interface Groups
- Tunnel Gateway
Multicast Realm mn@att.com b Type EoGRE ¥ VLAN 1 Damala |dom1 ¥ |
F Network Routes Add
¥ Redundancy
» Mobility Management Realm Tunnel Type VLAN Gateway Domain
Ports cisco.com EoGRE 70 dom1
x EoGRE 0 domi
b NTP
mn@att.net EoGRE it dom1
» CDP
» PMIPVE
[ i"‘unne‘ii‘ng
EoGRE
Prafiles

AT w3 WLAN (Z Flex Connect 2 —H /L A A v F L T 2T ELET,



XFv 74 WLAN %

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANs

* WLANs
WLANs

b Advanced

CIsCo
WLANs

= WLANs
WLANs

» Advanced

WLANs > Edit ‘eogre’

_ General | ¢ | Q08 | Advanced

FlexConnect =

FlexConnect Local
Switching 2

LY

Enabled

FlexConnact Local Auth 42 ¥ Epabled

ALY

Learn Client IP Address = ' Enabled
Vlan based Central

Switching 22 AL e
Central DHCP Processing . Enabled
Override DNS | Enabled
NAT-PAT Enabled
Central Assoc Enabled

ZEL. BoGRE ho®V a7 7 A L1 FLET,

Save Configuration  Ping

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

' | Qos | Polic Advanced |
1L ] -
Lync Server Enabled ¥ Universal AP Admin (&
11k 11v BSS Transition Support
Assisted Roaming Prediction e Bac dersilion
Optimization ' Disassociation Imminent B2
Neighbor List ¥ Enabled Disassociation Timer(0 ta
3000 TBTT) 200
Neighbor List Dual Band Enabled
Optimized Roaming
Beniak Kl cone = Disassociation Timer(0 to 40 40
Prediction Minimum Count 2 BTT)
BSS Max [dle Service 3]
Directed Multicast Service o]
Tunneling
Tunnel Profile eogre-psk ¥
mDNS )
mDNS Snooping ! Enabled
TrustSec
Security Group Tag 0
OpenDNS

ATFYTE UFICRT 22, 70774 % WLAN (2314 RLET,

Cisco
Controller

General
Icons
Inventory
Interfaces
Interface Groups.
Multicast

} Network Routes

Saye Configuration

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Profiles
Profile List Add
New
Profile Name ===l WLAN IDs (Mapped) Profile
Neme
c
e None 8 o [None v
profa None 8 ada
e —ce ] .
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%%t 2 : FlexConnect AP X— X D EoGRE ~ > )L

« CAPWAP il x2 (7L w7 2 AP & WLC )
¢« BoGRE 5¥—# /%2 (7L w7 A AP & TGW [#)
o NURIHHESLEND L. T—H X FC AP 2B EEE TGW IZRNE T,

ZOREHTIE. APLDOEHE N XMICLY, F—F FL—rbarhu— L FL—rRnar ha—5 & AP B4
HEENET, *y V=2 0aT7 ~OF7 —H% RAN—TF 4 VI REK#ELINE T2, FROT—5% ZAL—"7"y NIz
T Ry P =T DEEIZL>TOAFIRENET, 2 be—JWNELITar be—JMOEEY T 21TV ER—F&
NEHANR, 77472 MIua—hn AL vF 7 F— RO[E L FlexConnect 7 /L —7 25| &g n—I v/ Tx &
7

EoGRE From the
FlexConnect AP

EoGRE-on-AP requires the AP
to be in FlexConnect mode +
WLAN configured for Flex
“Local Switching".

* FlexConnect AP : EoGRE |%, #—7"> WLAN 3 X' 802.1x X—A D WLAN THHR— FZhET,

« 802.1x TRFES N7z [T v F vy E£70F Th ] BoGRE 7 74 7> MEF U WLAN ETHR— k&£,
« VT AT Y ME, RREZESWTr— IV E— FELIT RV E— RO NET,

s N RNV T T AT R TiX, EAP-SIM 721X EAP-AKA E— RAHHR— b X E T,

e 3 —7 2 SSIDWLAN Tlt, X TCa—bL 7 AT MERITTRTAURZNV T TAT 2 FOWT AR R—
rENET,

* EOGRE = —H% D AAA DA —/3—=F A RBRHHR—FENTHET,

e RNV GWIZAAA X b LTHRET 22 &b TE T,

* FlexConnect AP TlE, TGW [EER M & R TGW ~D A A v F A — =R R— hIhET,
*TGW TlX, 7277 4 TIAZ L F—=RIZLDHT74+— /b bLTUARFR—FINET,
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earyhu—INBIWNay bu—FBOFE Y T 1%, FlexConnect AP E— R THR—FENET,

« AH L RT7ry T— RTIX, EE YT 1% FlexConnect 7 /L—7HNTOHYHR—FEi, PRV GWITAAA B
TOTHho T4 TuRs L LTRETEET,

e h RV GW TlZk, [EREFHRE] DHCP 7L a v 82 BN¥AR—FEnET,
e J U —2 84 LIFTIX. FlexConnect TIPv6 7 RLANRHYAHR—FERET,

F K97 Flex AP EoGRE %7€

Flex AP |Z EoGRE h > RV EHRET DA :
*WLAN (Z7' B 7 7 A Vi35 &, WLC £721X FCAP > R /VIZRI LU bR AVGRENEH S E T,
*FCAP R u—H/)V AL vF F— RIZRoTWLHLE, FCAP 7 — MU =A hMrANHBICEN S E T,
e B—HVE— RO AP IZHERI L TWD Y T4 7 > MME, WLC-TGW b0 L TlE LET,
*FCAPIZHifE L C D2 T4 T > M, FCAP-TGW k> /L& L ClfE LET,
cITAT LV MOBERG, AAA FiZ7 a7 7y ANV A — =T 4 ROEEBLZTET,

~

2. Tunnel Gateway creation

1. EoGRE Tunnel 3. Domain Creation pushed to 6. Defing t:ﬁ:?::fge
Heart beat Configuration Flex AP Profile Rules Wi J.".N
check goes from FC AP to 4. Profie Creation
TGW 5. DHCP option-82 & Gateway-
- as-AAA proxy Configuration

)

GE) TEPMFARET— FTIE, EoGRE F F/L T— RIZEREEINTWEITRTOFCAP "o X—T T 7447
ping 23EfE SN E T,

—f% 897 FEBY : FlexConnect AP - EoOGRE 7RO

Z O—%8972 FC AP - EoOGRE bk > 3 /VEBARRE Tlid, 2 AO=—4 MN1 & MN2 7% Realm @att.com (ZFEfE L. o> 2
AD=—4 MN3 & MN4 7% Realm @att.net |ZH%: L TV ET, ORI RT L HIC, =—F MNI1 & MN2 13T %
& XIZVLANL BEXONTGWI EIZWARERSH Y | =—H MN3 & MN4 | VLAN-2 35 L N TGW2 (Z#2ki3 2 LE N H
DET, ZORETIE. TNEFN1ODLALEEL 2007 a7 7 A ABRER S, AL RAALHNO TGWL &
TGW2 (ZitNc~ vy B 7 a3 Ed, ZOREAS T I ATIE, horxriia—hn AA vF 7 F— KD FlexConnect
AP & TGW1 BEI O TGW2 MICEHERE SN, T—% N7 7 4 v 73T _XTCary bma—J% 4 XA LTHNET,
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Tunnel Profile mapped to WLAN

Irereer B02. 10 Garbrmeeny

att.com Vian-1 TGW1
att.com Vian-1 TGW1
att.net Vian-2 TGW?2

atl.met Vian-2

EoGRE
e

1.

G ZOFRETIE, EoGRE F RV TGW, FAA | TrT7 7 AL )b—/b L)L AiZ, WLC-EoGRE DA 7Y

FLFESRLSFRRICERESNLTWET, ME—DOET|Z, FCAP, u—Hh/)V A vF 7 E—RT

WHZETT,

WIE ST

AP % FlexConnect @ — /L A A v F L TITRELE T,

alialn

'.::'!!::FLF':: ]

SECURITY

WLANs
v WLANS
WLANs

b Advanced FlexConnect DHEE Profiling

Fl i | HTTP Profilin
gl Local Client Profiling
FlexConnect Local auth 22 [ Enabled DHCP Profling
Learn Client IP address £ [2] Enabled HTTP Profiling
Wlan based Central
Snikching 11 O Enabled st
FMIF Mobility Trpe
Central DHCF Processing [ Enabled
Dverride DNS [ Enabied SEUE RS Trpm
NAT-PAT Enabled PMIP Profile
Central Assoc O enabled EMIP Realrm
Lymec Universal AP Admin Support

Lyne Server [ pisabled »| Universal 4P Admin
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\}

(¥)  FCAP-TGW b R/ EHNIT HITIE, [FlexConnect Local Switching] 47 3 > DA% FG AP 721X FC 7
N—T THRETDHLEND Y T, ZOMD WLC BEoGRE #%/E1%, FC AP-EoGRE &% /E i H SivE T,

EoGRE #8ED & H

U U —2 85 LI, LT SNMP MIBS % EoGRE k> R/LVOFEHIZMHATE £,
«* /— N7 = A /AP EoGRE b > %/l Admin A7 — 4 A
o* '~ N7 = A /AP EoGRE k> FILDX—7 T 7 A THK
«* — K7 = (/AP EoGRE | > /LA {H I (]
o* S — K~ = (/APEOGRE b F%/V N T 7 4 v 7
e*ay tr—7/7— K7 xA EoGRE /L Admin A7 — % A
e* a2y b —7/7 =R~ x4 EoGRE b RNVDX—T 77 A THK
e*ar bu—7/7— U xA EoGRE b R /VRRE IR H

e* 2k —F/7— b 7 xA EoGRE ho )V T 7 4w

SOOI a—Ta T ATk
BEOA L H—T AR T TV = a IBET 2T Ny FREAA S ET, IFE, Xy b 77—, boXx
Jb. IPve BIEOMBEICHERA SN 5T 3y B8 X W show 22 KT,

?/\‘\yﬁ‘ :

debug arp all/detail/error/message enable/disable
debug packet logging enable all
debug pm rules enable/disable
debug ipv6 neighbor-binding
debug ipv6 address-learning
debug system printk

debug Tunnel eogre

debug Tunnel errors/events

Show commands:

debug fastpath dump vlandb
debug fastpath dump portdb

show system route

show arp kernel

WLCD rZ TN a—TFTa2T
1. show tunnel eogre gateway summary

2. debug tunnel eogre events/detail/errors enable
3. Show tunnel eogre statistics
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4. Show ap eogre gateway <ap-name> - - - — b 2 RV AP & TGW I DOHEIL, PR ER <L ET,

FCAPD STV a—TFT429
show tunnel eogre gateway summary

show dot11 eogre-tunnel gateway

debug dot11 eogre-tunnel event/packets

HAEDREFIR

LA Z—=T 2 R ELYR— T H720DICH LWCLIOEMETH Y £H A, 82LRTOY UV —ATid, =—HI b
VI T RRA U R E LTEHLSNDOREAS v F—T oA A BRTEE A, Ju— L A H—T A A% b
VXN RARA R E LUTHEAT DX ICRET DI, HrLWCLIAXKETY, ZDOikiElL, EoGRE, PMIPv6 72
EL B Mo A 7T UTTERNCAT O ERH Y £,

PMIPV6 k> RV DREDFEMIL, L TFOHEATA FE2ZR LTI IZE W, http://www.cisco.com/c/en/us/support/docs/
wireless/5500-series-wireless-controllers/113686-pmipv6-config-00.html

CLI 5 ® EoGRE k > R )LDEXTE
config tunnel eogre interface <interface-name>
show =< K :

show tunnel eogre summary

CLI 7\ 5D PMIPv6 b > R ILDERTE
config pmipvé interface <interface-name>
show =< > R :

show pmipv6é mag globals

showa< > K

SWLC @ show a7 > K

Show tunnel eogre summary

show tunnel eogre gateway summary

show tunnel eogre domain summary

show tunnel profile summary

show tunnel profile detail <profile name>
show ap eogre domain <ap-name>

Show ap eogre gateway <ap-name>

AP @D show a7 K
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show dotll eogre-tunnel domain summary
show dotll eogre-tunnel gateway summary
show capwap reap associations

show capwap client detailrcb

EoGRE % 6E (D 5% %€ 6

ASR1K @ CLI FIEDHE

1. enable

2. configure terminal

3. interface interface-name

4. ip unnumbered loopback interface-name or ip address ip-address
5. tunnel source interface-type interface-number

(7 NV IP E— ROEE) mac-address HH.H
7. tunnel mode ethernet gre ipv4 or tunnel mode ethernet gre ipv6

8. ({FE) tunnel vlan vlan-id

9. end

ASR1K TOEREHI

aaa new-model

!

aaa group server radius AAA_SERVER CAR

server-private 5.3.1.76 auth-port 2145 acct-port 2146 key cisco

!

aaa authentication login default none

aaa authentication login ISG_ PROXY LIST group AAA SERVER CAR
aaa authorization network ISG_ PROXY LIST group AAA SERVER CAR
aaa authorization subscriber-service default local group AAA_ SERVER CAR
aaa accounting network PROXY TO CAR

action-type start-stop

group AAA_SERVER CAR

!

aaa accounting network ISG_ PROXY LIST start-stop group AAA_SERVER CAR
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[Service Provider WiFi: Support for Integrated Ethernet Over GRE/]
{5]: EoGRE #&HE DR E
aaa server radius dynamic-author
client 5.3.1.76 server-key cisco
auth-type any
ignore server-key
I
ip dhcp excluded-address 172.16.254.254
!
ip dhep pool ISG_SIMPLE 1P
network 172.16.0.0 255.255.0.0
default-router 172.16.254.254
domain-name cisco.com
!
policy-map type control EOGRE L2 ISG
class type control always event session-start
2 authorize aaa list ISG PROXY LIST password cisco identifier mac-address
4 set-timer [P UNAUTH TIMER 5
!
class type control always event service-start
1 service-policy type service identifier service-name
2 collect identifier nas-port
!
!
interface Loopback0
ip address 9.9.9.9 255.255.255.255
interface GigabitEthernet1/0/0
ip address 192.168.0.9 255.255.255.0
negotiation auto
!

interface GigabitEthernet1/0/0.778
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description "to ASRSK GGSN"
encapsulation dot1Q 778

ip address 172.16.199.9 255.255.255.0

!

interface Tunnel10

description "EoGRE Tunnel for Simple IP subscribers"
mac-address 0000.5¢00.5213

iip address 172.16.254.254 255.255.0.0

no ip redirects

tunnel source 172.16.199.9

tunnel mode ethernet gre ipv4

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

interface Tunnel100

description "IPv4 EoGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source GigabitEthernet1/0/0

tunnel mode ethernet gre ipv4

tunnel vlan 100

service-policy type control EOGRE L2 ISG
ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

!

interface Tunnel200

description "IPv6 EoOGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source 2001:161::9

tunnel mode ethernet gre ipv6

tunnel vlan 200

service-policy type control EOGRE L2 ISG

ip subscriber 12-connected
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initiator unclassified mac-address
initiator dhcp
!
mcsa
enable sessionmgr
!
ipv6 mobile pmipv6-domain D1
replay-protection timestamp window 255
Ima LMA 5K
[ntelligent Wireless Access Gateway Configuration Guide ]
OL-30226-06 47
[Service Provider WiFi: Support for Integrated Ethernet Over GRE/]
{5]: EoGRE #&AE DR E
ipv4-address 192.168.199.1
!
ipv6 mobile pmipv6-mag M1 domain D1
sessionmgr
role 3GPP
address ipv4 9.9.9.9
interface Tunnel100
interface Tunnel200
Ima LMA 5K D1
ipv4-address 192.168.199.1
encap gre-ipv4
!
ntp master
!
gtp
information-element rat-type wlan
interface local GigabitEthernet1/0/0.778
apn 1
apn-name gtp.com
ip address ggsn 172.16.199.1
fixed link-layer address 00ab.00cd.00ef



default-gw 20.100.254.254 prefix-len 16
dns-server 20.100.254.254

dhcp-server 20.100.254.254

!

end

BTATTAN By a MEREMERBLIOFERT DT UTFoa~vr FeERLET
show ip dhcp sip statistics

show subscriber statistics

show subscriber session

show ipv6 mobile pmipv6 mag binding
show gtp pdp-context all

show interface tunnel-name

S0

VARNY

Intelligent Wireless Access Gateway (IWAG) Configuration Guide £/ L T 72 &0,
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