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& K7 1 Cisco Aironet 1800s 7 A Y L A Xy hT—27 B P —Z xSRI L TWET,

CiscoAironet1800s VA Y L A % hU—7 Do P —iF, YATZDIA VLAY —ERAT L aT T3 AV ) a—g
> DO—ETT,

oY —LLTOT7 VA KRSk

SAAT IR ARA L b ET I AP-1815, 1830, 1850, 2800, 3800V — X%, ALV —& L CTHBETE £97,
ZhiE, arbhe—F ETCAPE—FRN o —] ELTUVARAREINDHLWAPE— R XA 7 TT,



CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY My
Wireless All APs > Details for APBOAA.7792.7TAF8
L2 ’i":ic::S BOInEs General r Credentials | Interfaces | ‘High Availability
Il aPs £ i
« Radios
802.11a/n/ac
G I
802.11b/g/n eners
Dual-Band Radios AP Name [aPBOAA.7792.74F8 |
Global Configuration —
Location Eefault location |
¥ Advanced -
AP MAC Address b0:aa:77:92:7a:f8
RS Base Radic MAC b0:aa:77:92:5c:ied
KR ATE Admin Status ‘fnat;lé_":_f
RF Profiles AP Mode
FlexConnect AP Sub Mode Lzl
Groups Flexv?onnect
FlexConnect ACLs Operational Status ;ﬁo_;lmf
FlexConnect VLAN Port Number b _
Templates = = iB =
1
NEAD Afl < Menoe ot —— " |

Y —F—FTiE, 7782 A2 PREOERIT, Ry N =7 ~OBR LIS D7 747 MO X O ITHEE
LEF (WLANZ A4 7 hELT) . ZHIZEYD, UFDOT A MOBREZFITTE L0120 £,

e Xy NT—=7 IIAT v N A VAR —T 4 T T AR
< 80211 7V m—g
* 802.11 FRAIE & A HA
«IP7 KL w7 DHCP (IPv4)
s —fEIRF Y NT—2 T AR
« DNS (IPv4)
* RADIUS (IPv4)
e 77 —ANKY T N—HITTHN KT =K U=z (IPv4)
e AV Ty FARAL
AR A N (IPv4)

cIFGAT U NT T =gy T A
« B A —/L : POP3. IMAP. Outlook Web Access (IPv4)
« 77 ANVHERE CFTP (IPv4) 7 v 7/ r—RBXOX v re—F

* Web : HTTP 33 X OVHTTPS (IPv4)
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Cisco Aironet 1800s Wireless Network Sensor

‘ » Full DNA Assurance Sensor Support
i »  2x2 with 2 spatial streams
‘ « 802.11ac Wave 2
» Multiple powering options:
+ PoE Power
C == | + USB Type “C” power
* Direct AC Power Plug

Cisco Aironet® 1800 Series ‘ * Integrated BLE
‘ »  Small form-factor(\WxLxH) :

+ 3.25"x4.75"x0.75”

Cisco Aironet AP-1800 > U — XX, FEFIT/INER T+ —L 77 7 ZOHERAE LY —TF, B —IZHEASINS/NO
ATA RV 22—k, SEIERHFETEREEHB TEET,

PoEEY 2 — L AEHLARWES, a—hLd 5K/ N USBERAHEH T4, PoEE{EOMIC, AC B4 B FE
ATEDEY 22—V 7,

AP1800s inside view (backside)
: 85mm ’ Optional Powering Options
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VNI S5 Ay RV A k% B AIR-AP-BRACKET-NS # i ¢ £,

Installation — AIR-AP-BRACKET-NS

= Mounting:
» New small wall-mount bracket comsao 1013 i
4.65 A :

H (@ il :
Ii'il @ |]ﬂ
i 00000
i 22 s 001010
i AT
(AT
|‘ = O O N . e B 870, 2AS n;:n-m

T —HE D 2.4 GHz 3 X OV 5 GHz BRI % . #H Bluetooth Low Energy R & #AGA LN TEY . K BLE 7
TV —va AT A ENTEET,
AP 1800s oV —DT T F VAT ADFEMERLET,

AP1800s Antenna System

AP 18003 Wi-Fi Antenna Specs Bluetooth Antenna Specs

Frequency Range 2.4-2.5GHz &5.15 - 5.925 GHz 2.4-2.5GHz
Gain 3 dBi @ 2.4 GHz/5 dBi @ 5 GHz 1dBi
Polarization Elliptical Elliptical
Antenna Connector Integrated Integrated
Mounting Integrated Integrated
Antenna Type Dual-Band Monopoles Monopole
s O% ﬂ Bluetooth PCB antenna
—

Foa TR R T rrr @EBEME) Ny —ofEicH ). BLET VT FHit. BrH—07 Y o MEEWRICEDY A
THENTWET,



AP1800s Antenna Patterns 2.4 GHz

—— — i

2.4 GHz Azimuth 2.4 GHz Elevation

AP1800s Antenna Patterns 5 GHz

S S ==

5 GHz Azimuth 5 GHz Elevation




AP1800s Antenna Patterns Bluetooth Low Energy

2.4 GHz BLE Azimuth 2.4 GHz BLE Elevation
AP1800s Console Port

* RJ45 console adapter via 4-pin polarized connector
= Rx, Tx, GND, 3.3V power

= Same pinout as the AP1815w

» AIR-CONSADPT=
= Orderable PID




AP1800s PIDS

YI MO T7DHRIMNEH

cWLC VY7 b7 R—T 3 8.5MR2
*«DNA Center 7774 7 > A 1.1.1

*DNAC 7 a7 A -Fr¥—] Robr—Im/—2 5 -1.0.5.301

=L
DNAC 55 EDEH
DNAC TRV —ZRET DN, WLCRT T T 4= R 7227 7 ZAMTEMSNTWDRERSH Y £,
INEMEFET 512X, WLC T [show network assurance summary] #3/7LC, =7 =G S22 &, BXO
lLast Success] DFANFKIITD LD THDHZ L2 TF =T LET,
T 2T T AHO WLC ZBIT 2121, RO 4 SOFIAICHENE T,

A b, B, TaT OREREEERT D

oY — e T A VEERL, B —2ERTD

TNRAA T LT Uy /VEBIMLT, WLC DT 4 AAN) 2FITT D
WLC %A Mot ya=rr4%

MH SN2 AP 27 7 I8V 4T3

1. A b &Y. 7T OB EERT D
DNA Center D A A > [E[#C, [Design] 71 = > @ F @ [Add site locations on the network] U > 7 Z 3R L £ 7,

Nk W=



What can DNA Center do?

Xf Design

Model your entire network, from sites and buildings to devices and links, both physical and virtual, across
campus, branch, WAN and cloud.

Add site locations on the network

Designate golden images for device families

Create wireless profiles of SSIDs

RIZ [Add Site] 2R LT, BEOSLEIISCT YA b, &, 7o 7 21ERKLET,



Add Site

Area contains other areas and/or
buildings.Buildings contain floors and floor plans.

(®) Area Building

Site Name*

eg : San jose

Parent

Global "

Or select a file

Upload CSV

Download Template

2 FALADT LTV VEBMLT, F a4 ABAY BE TS

WLC DT NA AT LT oo L&BMLT, DNAC TRy NT—27 T a7 TV A P—ERADREL LOHW
{EEARBIC L, WLCIZEHEL TWAT NRA AL T4 T v "M FETEL LT 08NS 79, SNMPRW
BIOCLIOY VT vy /L%, FIZ/RT [Design] > [Network Settings] > [Device Credentials] % 7|2 AJj L £,
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alialie pNA
CISCO center DESIGN POLICY PROVISION ASSURANCE o
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
=Q Fir Tarc Network Device Credentials IP Address Pools SP Profiles Wireless
~ Global
G nt CLI Credentials O r
Name [ Description Username Password Enable Password Actions
No data to display
SNMP Credentials SNMPV2C Read | SNMPV2C Write | SNMPV3 Q ~dd
Name / Desc... Username Auth Type Privacy Type Auth Passw... Privacy Pass... Actions
No data to display

THRAA T VLT vy X VEBIMULIEDL, 74 AHN) RFEFITWLC BRI S ET, DNAC DA A v ~—
T [Discovery] 7 A =z R L, WLC ORLER IPREMIEHAZ AT LT, ANSBILIZZ LT 2y v /L &2 84R
LET,

Tools

Discovery

Automate addition of devices to controller
inventory

11



alialiy pnA i
CISCO  CENTER Discovery

Discoveries ©  New Discovery

ol Discovery Name* @  Discovery Name 3

v IP ADDRESS/RANGE
IP Address* @
Subnet Filters @ -+

CDP Level @ 16

Preferred Management IP @ None v
\ CREDENTIALS *
a Add Credentials @ GLOBAL JOB SPECIFIC
oLl SNMPV2C READ SNMPV2C WRITE SNMP V3

WLC 2% A M7 ubeya=rr7945

WIZ, WLC & AP ZH A Fe7aT7(ZHID ¥ TET, DNAC A A > ~X— D [Provision] 71 2 2D F D [Provision
WLCs and APs to defined sites] U > 7 Z i8I L 77,

2% o
& Provision

Provide new services to users with ease, speed and security across your enterprise network, regardless of
network size and complexity.

e Discover and provision switches to defined sites
e Provision WLCs and APs to defined sites
e Set up Campus Fabric across switches

ZDOR—=V T, WLCBLOAPDORRIZH DT =~ 7R v 7 A% A 212 LT [Assign Device to Site] Z &R L, 7 /31
AZBYLT7 a TIZEID S TES, WLCITEMIZEID B Thh, APIZ7 e T7ICH Y TonD Lo LET,



alhalny pNA DESIGN

CISCO CENTER POLICY
Devices
Device Inventory

Inventory (100) Unclaimed Devices (0)

Y Filter Actions v

E| Devicel Assign Device to Site /pe
Provision

APQOD7.£

KLNKO1-SENS3-1815I Unified AP

STUBO1-A0 Unified AP

STUBO1-A1 Unified AP

PROVISION ASSURANCE
|
IP Address Site

192.168.0.186

10.40.100.134

10.40.100.5

10.40.100.12

KD AHSOFIRICHE-T, APEF 77 FIZAREELET (7 ay)
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Position AP on Floor

Step 1

Step 3

Ilzllls‘élz;' fzr“!ﬁ DESIGN POLICY PROVISION ASSURANCGE Q -]

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

Q. Find Hig 5GHz v Edit | Data  View Options Step 4 2a Find

v Global Site-UBC / Student Nest / Floor 1 N v

« Site Step 2

Fi t
~ Klinck Building Floor Elements

v Student Nest Access Points Add Delete

Floor 0
Sensor Add [ Position | Delete

Floor 1 > :

Floor 2 Overlays

Floor 3
Coverage Areas Add | Edit | Delete

Floor 4

s Obstacies Add | Edit | Detete
Location Reglons Add | Edit | Delete
Rails Add | Edit | Delete
Markers. Add ‘ Edit \ Delete
Floor Properties EdiEFlooT

INTDNAC KT v a7 7 ARy b T v 7 &, AP 7n T 7 v EICiESINE Lz,

toY—T—42 70—

o —L U THBEELTWAEAS, B —APITT A b A1 — MERA DNAC N CERL S =412, WLC 225 24
BEELET, 2L, BEEOT A MERIIWLCE I NN—ALERHA, 206, B —» 5 DNACIZEREE
EhEd,

Sensor Data Flow
Configuration: DNAC to WLC to Sensor

DNAC Sensors
Al . )
Howign o Neewy 1 il

o
 Provision B Assurance

Results: Sensor results go directly into DNAC

14



DNA Center Tl&, ¥ AT ANA T A THIWIEKR A E T LIERR TRy — Ny =R VA =L ST D
VENBOFET, [ToaT7 T30 Aot —] RNobr—UR, 77V r—vaE8BhZa b A M—LER
TWARERSY F9, ZNEITHITIE, DNACIZR 7 A > LTHEOWHET A =2 %33R L T [System Status] % 341
L. [App Management] ¥ 7 % &R L £ 7,

alial pNA
DESIGN poLicYy PROVISION ASSURANCE
CISCO  CENTER

App Management Settings Data Platform Users Backup & Restore
Packages & Updates
tom Updates Application Management - Packages & Updates

Package Status Installed Version Downloaded Version

[Application Management - Packages & Updates] ~— Y NE RS, [T 27T A -rth—] Ry r—UnR—HER
SNFET, [nstall] Vo 27&227 Y v 27 LT, B — "o r—VOA AN VERBLET, ETT5HFETHRKNL0
FIPNDLEEERH Y ET,

Y —% DNAC [ZT:EMT 5

oY —MMNFy FU—7 %I L TCDNAC IZEEFRETH D Z L 2R LET, B —id, AROLEEE VA YL A
DEGENHY T, B —DNDUA YL AOEHEE, BB [ —Fxy FZ2HEHLRWI800s B r—D 7 rE Y
=271 87 ayOFEIH ST, Fy PT—Z FHEH LT IEEW, B =00, Bty hU—7
FRHCDNACIZBEERFETH D Z L 2R L T 72 &0,

KIZDNAC TV — 7 a7 7 A )VEVERT H0EDNH Y 9, [Design] > [Network Settings] > [Wireless] I L T,
FRINT Y 4 > R T [Sensor Settings] £ C FIZAZ a—/L LET,

il pNA DESIGN PoLICY PROVISION ASSURANCE
CISCO CENTER
Network Hierarchy Network Settings mage Repository Network Profiles Auth Template
ZQ. Find Hierarch Network Device Credentials P Address Pools SP Profiles Wireless

WIZ[AAd) R ¥ %7 U v 7 LT, [Settings Name] & [Wireless network SSID| Zf5E L, @MU EX= VT A REEMH
RLET, 7n 77 ANV E2RHFELET, E: UA VLR Ry FU—2 SSIDIE, WLC TRE SN2/ Y 7 R — ViR TE
L—ET 5Ny 7 A—/SSIDTY, WLC TRy 7 R— N ZRET HFMIZHONTIE, Ny 7 R—ARE] £7 =
CESIRLTLIES N,
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alaln. pNA
CISCO CENTER

Network Hierarchy

-

~ Global

~ San Jose

DESIGN

Network Settings

POLICY

PROVISION ASSURANCE

Image Repository MNetwork Profiles Auth Template

Create Sensor SSID Assignment
Settings Name *

backhaul_profile

Wireless Network Name (SSID) *
backhaul

LEVEL OF SECURITY ~

() WPAZ Enterprise (=) WPAZ2 Personal  (_) Open

A paszword (Pre-shared key PSK with WPA2 encryption] ia nesded to ascass the wirsless network

Password”

1+ ]
iiii

WIZ, THRAAZERTDHMLERSHY 9, x>y =27 %5 LT — 23 DNAC ICBIFER[RER GG, 7 31 AT
FRIFTARHT SA AD Y A MZFREIET, [Provision] > [Unclaimed Devices] (28 L &£ 7,

albali pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER
—
—
Device Inventory
Inventary Unclaimed Devices (2}
 Filter | Claim Device Delete Device Sensor Provision
Serlal 1] 0s
El Device Name = Product ID Locatlon Uptime
Number Address Image
AIR-AP18005- 2018-01-26
reetah
I:l APOC75.BD09.5CF8 RFDP2BFAQZ7 BKY 20.20.0.52 Unassigned cheetah 18:07:56.000581
AIR-AP18005- 2018-01-26
7
APOC75.BD0OD.4490 KWC21130028 Bk 20.20.0.67 Unassigned cheetah 18:06:50.000336
Show 10 « entries Showing 1 - 2 of 2

First Seen

2018-01-26
06:14:51.000665

2018-01-25
18:18:30.000061

_ Refresh

Status

UNCLAIMED

UNCLAIMED

FRIFTARHT SA ADY A R T —%8IR LT, [SensorProvision] #7 U v 7 LE7, KIZ,
BIIL, B =07 w77 A VERIRT HDLERH Y 7,

16

TariierY—%



bl pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER

Devices

Sensor Provision

T

Find Site Select Sensor SSID Profile

Floor2 -

Serial Number Devices

backhaul_profile

THT., By P —I T u e a S, ETRICA LRy FUICERSET, SR SRRIBIC > TV B ES.
FARAL— bRy bT v 7T DA TETOET,

TAMRA—FDERK

vt — Ry —U% A A M—/L L7256, [DNA Assurance] > [Manage] > [Sensor Driven Tests] (28 L C, [Add Test]
ZEIRLTT A M A — FOIEREZBRMG L ET,

lials DNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER

Health Dashboards Issues Manage

‘ Sensor-Driven Tests

Overall Health

7 Refresh @ Add Test

FIE

AT TANG, alr—rvay, BEOT A NEFEITTHHE%L, [Add Test] X—Y CTEFZLE T,
T A NI, 30 MR E T 1 RER CHEITT S 2 E BN HER SN E T,

17
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Interval-Hours
Test Name Location Every 30 Minutes

Daily:

Every | 30| Minut..

Once:

Exactly At

n—a CERIRTLHEEIC, Y 7rTIC7r— RE®y 2 ST 5 SSID A3, [Test Name],
[Location], [Interval-Hours] D%~ 4 —/L RO FIZR RSN ET, SSID &N RE 1 OOAERLET, &
SSID B LUK/ Ricxt LT, BT 2 M &ER L %9, WPA2_EAP (EAP-FAST ¥ J U PEAP
MSCHAPv2) | PSK. 350" Open DFFBFEE — RABUES A — b STV ET, SSID & 3R L CRAED
AN LTS, RICHEAE T,

SSID Radios To Test Security Credentials

YUY —TETTET A NEENLET,

*y hU—27 7 A, RADIUSTA b, BEXOXT 7 U r—var T AL (BFA—/, Web, FTP 25
Ie) HERTEFET,

TOARZ Y —r vay bMi, FETARRT A MORERY A FERLTHVET,



ATvT3

Network Tests Application Tests

IP Addressing Tests Email Tests
DHCPvd [[] PoP3 (1IPv4)
DNS Tests

Enter POP3 Server
[C] oms (1Pvay

Hostname to resolve [] map (iPva)

Enter IMAP Sarvar

Host Reachability Tests

I:‘ User Defined Host {IPvd) |:| Outlook Web Access (IPvd)

Internal IP Address Extarnal IP Address URL User Name

[] Defautt Gateway Reachability (IPv4) Password e
RADIUS Tests
[] RADIUS Sarver (IPva) Web Tests
[] HTTP (IPva)
IP Address | Hostnama User Name
Enter URL e
Shared Secrat Password
File Transfer Tests
Port Protocol |:| FTP (IPv4)
~
Server Name User Narne
Password Pratocol
ftp
Transfar Tvne Download File Path/Upload Path

y e

DHCPv4, DNS, B OHR A MEZEAREMEDT A 2 ETei/NMEOT A N AL — N CTHtET 2 Z & 2 B8
ODLET, TNHDT AR LIZS, TAN AL —FEEHELTCRADIUS £12i3kZ oo 7 7 r—
varETAMLET, [Next] #27 U w7 LT, TAF AL — FDOBMOKEEAT v SR TS,

o —Z@ERLET,

T, FABEOMEED AP T A T AEDICE Y — B— NICEHEINS AP T, Zo®v 34—,
RSSI v b A 71E -75 TZAGAHE/RT X CTHO AP 7T A ML E T,

35 =y SENS

dBm

O AP MAC Address Client Neighbor
Count AP Count

> £ STUBO1-SENS3-18.. 00:A3:8E:16:05:A0 0 0

S (1T
B

19



B —FBINL7Z0, [Save]l 227 Vv 7 LET, APIE, B — F— NIZEBINET, APOE—F
NERINDE, WEDO LA v E—URERRINET, L, HIOTT A RPBIMESNTAP £—
RMEFINZE EDRTORET,

AP Mode change process -» Requesting AP Mode Change

bl pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CcENTER

Health ~ Dashboards v Issues Manage

FLLBINEN7=T A F23, [Sensor-Driven Tests] ~=— Y NFERINET, 7 A BOBENFIR S, [View]
ZIEIRT D LT A MEROFFMARRINET,

conds  £¥
cconds £ Refresh | @ Add Test
Test Name Location Schedule SSIDs Test Types Test Results Last Run Actions
Last 24 hours Latest Details
eduroam-5ghz Site-UBC / Student  Daily, every 30 eduroam Onboarding Test I W hone View = :
Nest / Floor 0 MINUTES IP Addressing Test IS H none

DNS Test I W none

Host Reachability Test I W None

Web Server Test I N None

ATy T4 [View] ZiIRTH L, BV =BT AMEFATLIETRXTOAP L, ZNHDOT A MOFERMNY A M&Eh
e

B —4, SSID, BIXWAPANTREIN, TA D XA T ERERBEREINET,

Sensor Name - Sensor Type SSID Band APs Test Type Result Test Time
STUBO1-SENS3-18151 Ap-As-Sensor eduroam 2.4 GHz STUBO1-L3 Onboarding Test W Failed 01/03/18 10:47 AM
5 GhHz IP Addressing Test B None
Web Server Test B None
STUBO1-SENS3-18151 Ap-As-Sensor eduroam 2.4 GHz STUBD1-GO Onboarding Test W Failed 01/09/18 10:45 AM
5GHz IP Addressing Test B None
Web Server Test B None

STUBO1-SENS3-18151 Ap-As-Sensor eduroam 2.4 GHz STUBD1-A9 Onboarding Test
5 GHz IP Addressing Test
Web Server Test

01/09/18 10:43 AM

STUB01-SENS3-18151 Ap-As-Sensor eduroam 2.4 GHz STUB01-L1 Onboarding Test 01/03/18 10:43 AM
5GHz IP Addressing Test
Web Servar Test
STUBO1-SENS3-18151 Ap-As-Sensor edurcam 2.4 GHz STUBD1-N1 Onboarding Test B Passed 01/09/18 10:43 AM
5GHz IP Addressing Test [ ]
Web Server Test ]

20



AP +z >t — & AP-1800s D& LY

Cisco Aironet AP-1800s (L, FEFI/NE 2T +—Lh 77 7 X OHEAL P —EE#EIE T, ZHEHEAE—L LT
®ﬁ%%L\f?fTVPfV4%ﬁ%LTDMW(ﬁy#~ﬂy7~v)%@mﬁétb\2VFD~?K§ML
FH A,

\}

GE) TS50 TR FPeAlT. T7EARAL L FOBEIZIWLC ALY R—F 4 7 THRAELET,

IS TR LA, TIERARA L FOBEIIWLC Ao R—F 4 I THRAELET,
A =Py FEFEHLZWN1800s B —D 7oy =7,

1800s o ¥ — (f—HY Ry hEV2—N7RL) 2HEHATLIHSG. Brd—3kOAIZ V= vay NTRT IO
WE SSID BN T H L TWLANRBE T r Y a = 73N ET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT

1

Management
Backhaul Configuration

Summary

b SNMP SSID [TFTP
HTTP-HTTPS
IPSEC
Telnet-55H

Auth-type Open v _'

Serial Port

Local Management
Users

. 1800s
User Sessions

Provisioning> | Enable ¥ |

¥ Logs

Mgmt Via Wireless DHCP Interface E:manag_n_sznt '

w Cloud Services * 1800s Defsult mode of configuration is PnP
Server
CMX
= Network Assurance
Server
Sensor

Tavrva=r TNl T 5 (BRUSSID & TFTP IZEXET H) &, [CiscoSensorProvisioning| & FEIIAL 2 IR
WLAN 2MERE S, £ —IXEAPTLS 7 74 7 > hEAEZEH L TN L £,

1s WLAN wehnass nsk wehnass nsk Disabled [WPAZ][Auth{PSK)], Web-Passthrough
= el AP-1800s Sensor uses this Provisioning S5ID B i BAER L AU(ESK) e bonutl
11 WLAN (hldden) Enabled [WPAZ][Auth(302.1X)]
i [ WLAN Disabled Mone
o 13 WLAN CiscoSensorProvisioning \ CiscoSensorProvisioning Enabled [wPAZ][Auth(302.1X)]
14 WLAN whbauth_ext webauth_ext Disabled Web-Auth

Zhizckvh, B —IEDNACIP i c&x £4, Zhit. DHCP AT a 43 2L T, £/IEDNS 2/ LT
TThiLET,

21



Ny P R—IVERTE

Y

CE) TUAYL R Ry ZHR—/IEDNAC 120 EICIETAR—FENTWER A,

Ny 7 BR—E, BEED WLAN 22 BRI 2 8536 5 SSID ¢, DNAC & #fids LONEEZITH720Ic VA v L &
Y=l E o THAESNET, ZOHFEICLD, DNAC BSAEMRFT Y U —27 20 L CEERATRERGAIC, 72 K
RERRINT AN, AT w2 & N720, T A MERMNDNAC IZRERS7Y LET,

WLC TNy 7 R — )V &R ET HI21E, Ul T [Management] > [Cloud Services] > [Network Assurance] > [Sensor] DJIEIZ &)
LET, Ny R—IVRERY 4~ RUDEICERINET, SSIDABBAFDOWLAN L —H L, EX=2UT7112%
—HLTCNWD L EMERLET,

Save Configuration Ping Logout Refresh
alfrenfn

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Management Apply

Backhaul Configuration
Summary

-

SNMP SSID |backhaul
HTTP-HTTPS o -

Auth-type [ v |
IPSEC ¥ D | Psk il

et ss Psk Format [Asco v |

Serial Port

Local Management =00 |essses
Users

User Sessions
b Logs

Mgmt Via Wireless
4 1800s
¥ Cloud Services * e
Gt Provisioning™ | Enable ¥ |
CMX
= Network Assurance DHCP Interface
Server
Sensar

| management |

* 1800s Default mode of configuration is PnP

b Software Activation

b Tech Support

DNAC 7« R AN DEXE

DHCP D354

WD ASCII SLFHNTAT > a v 43 ZRET HMENRH Y £7°, i SAIN;B2;K4;I<DNAC IP Address>;J80
<DNAC #— 3D IP 7 K L Z>;J80

DNS DAL, 2ODAT v TR x4,

FIE

AT YT KA MAH [PNPSERVER] | IP 7 RLAAPNP H— "D IP 7 KL ATHLHDNS B — N ETHRA L 77
ANVEAER LT,
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AFw T2 DHCP Aa—F|ZA T a v 15%BMLTCRKAL A E AL, 73 9 612 DNS —"ZEBML %
7,

RTFY T3 B —ONIPH—NIPT RLAE A7 a v RICGEBNMTEXES, ZODHCP A7 3 > 42 DNTPH—
Nt A% D AP1800s Y 7 b =T DOV Y —R|UIARETT, ZOF T a it Brh—ofmEYy v —
2 8.5.257 TOIHMIETT,

Aa—F F T arofl

Genera | Advanced |

[J 041 NIS Servers

[ 042 NTP Servers

(] D43 Vendor Specfic Info Embedded 1
[ 044 WINS/NBNS Servers NENS Addn

>

Binary: ASCII:
35 41 31 4E 3B 42 32 3B 5SAIN:B2;
4B 34 3B 49 31 30 2E 31 K4:I10.1
33 2E 31 2E 31 30 30 3B 3.1.1D0:
44 38 30 Jao

F 7 a 438 L ODNS OFEMIC DWW T, IROTA RESH LT 7ZE W, https://www.cisco.com/c/en/
us/td/docs/solutions/Enterprise/Plug-and-Play/solution/guidexml/b_pnp-solution-guide.html#con_ 115699

1852, 2800, 721X 3800 E H—DA A=V DT v 77 L—FRiZx, WLC EDA A=V % T v 77 L—F
THZELEILESTTHI ZENTEET,

1800s D7 v 77 L— KX, DNAC /" LTIT9H Z &N TEXFEJ, 1800s # DNAC BT v 7 7 L— K4
HIZIE, DI Aad Web A b A A—TEF T a— RLT, RICEDA A—T% DNAC DY
ARY FVICEMLEST, DNACOAA > _X—=VT—HFEFETAIZr— L LT, A A=Y UKRY NI &Y
Uy 7 LET,
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dalaln pNA
CISCO CENTER

N e 8
(&) = K
Discovery Inventory Topology Image Repository
Automate addition of Add, update or delete Visualize how devices Download and manage
devices to controller devices that are are interconnected and physical and virtual
inventory managed by the how they communicate software images
controller automatically

oo

Command Runner License Manager Template Editor Telemetry
Allows you to run Visualize and manage An interactive editor to Telemetry Design and
diagnostic CLIs against license usage author CLI templates Provision

one or more devices

AFw T4 DHCP AL a 43 74— RERIOBR AP DOFetPa=rZ7HOWLCIP T RLAARY) TFT
WAL TWDHE, M EOF T a3 7 4 — L RESHIZEBMT 2N TEET, ZhETD
Wi, SR EEID Y TE LT VA XXFHNEBMLES, Y A2 7277 47 %— AP1800s ® VCI XL
FHX,  [Cisco AP C1800] T,

AT w75 [Import Image/SMU] %27 VU v 7 L ¥,

atlranfn, B C e Fe
Lase DNA Image Repository Q@A

@ Import Image/SMU T Upgrade Devices | =2 Show Tasks | @ Take a tour

Virtual

Y Filer - Refresh CCO credentials are not set. Please click here to update
7 Usin : Golden i "
Family - Image Name a Version Device Role @ Action
Image Image
5 P 85.1.1 i
Cisco 18005 Unified Access Point (Sensor) Cisco Wireless Sensor 2 SMU [N/AY &
85114.24 o
Cisco 5520 Series Wireless Controllers Wireless Controller (8.5.114.24) 1 SMU [N/AY &
Show 10 » entries Showing 1 - 2of 2

CCOMBHE U —RLTsnlg5-k9w8 £ A—T %A U R— T DM, URLZIEETHZET, £ A—
ZBMTEET, [Import (1 F—F) |RZ %277 LET,
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Import Image/SMU

Select a file from computer

(ELLLEL RSN < 195-k9wB-201801121543 tar.gz

OR

Enter Image URL(http or ftp)*

Source

(=) Cisco (O Third Party

INT, A A=YRVARY MV IZBMENET, [Cisco 1800S Unified Access Point (Sensor)| DRIZH D T
KEZI7 Vw7 LET, A VA= FENTA A=V PR —EBERRINET, AR — bERA A —TORIC
H 7%, [Goldenlmage]¥IDEMZ 27 Vv 7 LET, ZHICLD, VAR RNV —IcF¥ v re— KT 5
A A=V ERHLET, BENE, AR 1 SORBRTE 9,

dalaln pNA ) -
CISCO CENTER Image Repository a W o

il

e Import Image/SMU | T Upgrade Devices = Show Tasks ‘ O Take a tour Virtual

Y Filter | C Refresh  Last updated: 10:50 am CCO credentials are not set. Please click here to update
3 Usin: 2 Golden = 2
Family - Image Name 9 Version Device Role @ Action
Image Image
Cisco 18005 Unified Access Point (S Cisco Wireless Sensor 2 g5t * I
ISCO nine \CCRSS i ENS0T) Gisco Wireless Sensor SMU (M/A) %
sn1g5-kawa-201801222254 tar.... = 8511425 f 2
Unable to verify SMU (H/A) =
8.5.114.24
Cisco 5520 Series Wireless Controllers Wireless Controller (8.5.114.24) 1 # &

SMU (NiA)

Show 10 v entries

Showing 1 - 2 of 2

[Upgrade Device] 7 Vv 7 LT, A X M) OXR=VICBEILE T, 7 v 77 L— F7 5 1800s & %R
LT, =0 L&D [Action] > [Update OS Image] Z 3R L 77,
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Devices

Device Inventory

Inventory (16) Unclaimed Devices (1)

" Filter | Actions v
B ek Update OS Image 4. P o Serlal
=] Address Number
Delete Device
unmed BAC-
1810_AF 20.20.0.57 RFDPR1HY!
N = AP 14/Floor2

BLWo o FURFRS, BRLIcE =24 =Ty b A A—UNT R PESNET,

ATv 76 [Now] £721 [Later] ZEBR LT, 7 v 7 7L —REFITLET,

Devices F
Update Devices X
Device Inventory Device —_— Target
Device Target Image Image Fash RAM Reboot
Type Verslon
Size
Inventory (16) Unclaimed Dey
SENSOR_0c:75:bd:0d:5d:e0 ;‘E':S'zr 5n105-kOWE-2018012222 8.5.114.25 22 MB ) ® Yes

T Finer Actions ~

E Device Name

O eoae

O s

SOV a—T42F AT UF
NoTNYa—T 40 7HOCLIa~ > RTY, ZhbDa~xy N, B —AP 2V —/b (telnet 7= 1L ssh) H»
LFETTHLENDH Y F7,

# show dotll sensor heartbeat status
DNAC Lo P —fon—htE— I, 0T EIZBAELET, N—FE— FDRAT—F R L& ik DRIRL % F£oR
THIE, Zoavr REFATLET, RBLTWDHHEA. DNAC ~OHki 2 R L E 7,

# show dotll sensor test result
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# UL, B —TEITINZT A MO REZRLET, ZNOOFERIZIDNAC IZEEE O, WLC Z&HE LE¥
/\/O

# show dotll sensor test config

ZhuE, B —23 WLC Z#H LT DNAC B35 Lzt s~ LE T,
# show dotll sensor synthetic work list

i, B —RFETTHET A NOREER R LET,

# show dotll sensor stats

FEITLET AN r—20E&EH, KB LET AN r—2, BIOKRKLE T A M—AZR{AET, ZHi2Lb, BV
T—TIATEINTT A MO, BLOZINOLDOT A FNORUOMENRFR RINE T, THIITEROGEERDE £
L. DNAC Ht DB E I Db RS vE T,

# show dotll sensor scan list

L, BV —RRETEHLAPBLUOZERF LV ERLET, RSSIN-75LLED AP DHBT A M35 &7
*7,

# debug wsa debug

wsa debug 22D DFERRT Ny VN RAT HI121E. Ttermmon) ZEH L £,

ST a—TF429 a2 FHODOEM

STUB01-SENS3-1815I# show dotll sensor heartbeat status

Heartbeat Status: Success

Heartback Version: 1

Heartbeat Last Success Time: 2018-01-17 00:53:08.016900

STUBO01-SENS3-1815I# show dotll sensor test results
Test No: 1, Name: DNS, Time: 2018-01-09 18:48:17.464181
Test Results: {
"macAddress": "00:a3:8e:16:05:a0",
"testCompleted": "no",
"type": "DEDICATED",
"connectivityStats": {
"wireless": {
"status": "SUCCESS",
"channelWidth": 20,
"txDataRate": 24000,
"responseTimesInMillis™: {
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"probeRequest": 1,
"authenticationRequest": 1,
"handshake": 38,
"associationRequest": 47
}I
"snr": 60,
"rssi": -35,
"channel": 64
}I
"DHCP": {
"status": "SUCCESS",
"totaltime": 4566,
"slack": 0,
"offer": 4202,
"ack": 118,
"IP": "10.40.233.115",
"request": 30,
"discover": 0,
"DefaultGWIP": "10.40.239.254",
"dhcpve": O,
"DNSIP": "208.67.222.222",
"FailureReason": "DHCP_SUCCESS"
}I
"DefaultGW": {
"reachabilityStatus": "yes",
"reachabilityTimeMillis": "1.616"
}I
"DNS-Server": {
"reachabilityStatus": "yes",
"reachabilityTimeMillis": "1.982"
}

<Remainder removed>

STUBB1-5ENS53-1815T#show dotll sensor test results
Test Ho: 1, Nome: DNS, Time: 28183-81-89 18:48:17.464181
Test Results: {
"macAddress": "@@:a3:8e:16:85:08",
"testCompleted™: "no”,
"type": "DEDICATED",
"connectivityStats®: {
"wireless": {
"status®: "SUCCESS",
"channelWidth™: 28,
“txDataRate”: 24008,
"responseTimesInMillis": {
"probeRequest™: 1,
"authenticationRequest™: 1,
"handshake™: 38,
"associationRequest”: 47

"resit: -35,
"channel™: o4

STUBO1-SENS3-1815I# show dotll sensor test config
Test Config Received Time: 2018-01-09 05:57:18.971401
{
advancedConfig: {
rssiThreshold: -75
}
testConfig:
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name: DNS
bands: BOTH
connection: WIRELESS
frequency: {
value: 30
unit: MINUTES
}
ssids:
{
username: null
validTo: 0
numAps: 0
id: 0
authTypeRcvd: null
authType: OTHER
ssid: ubcvisitor
authProtocol: null
eapMethod: null
certxferprotocol: HTTP
status: ENABLED
psk: null
bands: 5GHz
certfilename: null
profileName: eduroam
password: ****
certstatus: ACTIVE
wlc: 10.0.32.145
certpassphrase: null
numSensors: 0
certdownloadurl: null
wlanId: O
validFrom: O

S5TUBB1-5EN53-1815I#show dotll sensor test config
Test Config Received Time: 2018-81-89 85:57:18.97148
{
advancedConfig: {
rssiThreshold: -75
1
testConfig:
{
name: DNS
bands: BOTH
connection: WIRELESS
frequency: {
value: 38
unit: MINUTES

1

s51ids:

¢
1

username: null
validio: @
numAps: @

id:
authTypeRcowd: null
authType: OTHER
s51d: ubcvisitor

STUBO1-SENS3-1815I# show dotll sensor synthetic work list
Test 1 Suite 5a331790d07£6£00201c8b0b afdb243d-67bf-488b-a4d7-d8b5%ae93868 DNS AP 00:c8:8b:46:7b:ee radio 1



Wlan eduroam band 802.11la
ssid eduroam frequency 30 freg unit MINUTES on_demand O repeatCountOnFailure 0

Test 2 Suite 5a331790d07f6£f00201c8b0b_afdb243d-67bf-488b-a4d7-d8b5%9ae93868 DNS AP lc:6a:7a:fc:0c:8e radio
Wlan eduroam band 802.11la
ssid eduroam frequency 30 freq unit MINUTES on_demand O repeatCountOnFailure 0

Test 3 Suite 5a331790d07f6£f00201c8b0b_afdb243d-67bf-488b-a4d7-d8b59%9ae93868 DNS AP 10:05:ca:72:06:de radio
Wlan eduroam band 802.11la
ssid eduroam frequency 30 freg unit MINUTES on_demand O repeatCountOnFailure 0

Test 4 Suite 5a331790d07£6£f00201c8b0b_afdb243d-67bf-488b-a4d7-d8b5%9ae93868 DNS AP 10:05:ca:c4:0b:7e radio
Wlan eduroam band 802.11la
ssid eduroam frequency 30 freg unit MINUTES on_demand O repeatCountOnFailure 0

Test 5 Suite 5a331790d07£6£f00201c8b0b_afdb243d-67bf-488b-a4d7-d8b5%9ae93868 DNS AP lc:6a:7a:f2:0d:4e radio
Wlan eduroam band 802.11la
ssid eduroam frequency 30 freg unit MINUTES on_demand 0O repeatCountOnFailure 0

Test 6 Suite 5a331790d07f6£f00201c8b0b_afdb243d-67bf-488b-a4d7-d8b5%9ae93868 DNS AP lc:6a:7a:fc:00:be radio
Wlan eduroam band 802.11la
ssid eduroam frequency 30 freg unit MINUTES on_demand O repeatCountOnFailure 0

STUB@1-SEN53-1815T#show dotll sensor synmthetic work list
Test 1 Suite 5a331798d07f6F00201c8b0b_afdb243d-67bf-488b-a4d7-d8b5%0293868

Test 2 Suite 5a331790d07f6f08201cBbOb_afdb243d-67bf -488b-a4d7-dBb5%ae93868
Test 3 Suite 5a331790d07f6f0A201cBbOb_afdb243d-67bf -488b-a4d7-dBb59ae93868
Test 4 Suite 5a331790d07f6fOA201cBbOb_afdb243d-67bf -488b-a4d7-dBb5%ae93868
Test 5 Suite 5a331790d07f6f0A201cBbOb_afdb243d-67bf -488b-a4d7-dBb5%ae93868
Test 6 Suite 5a331798d07f6f08201cBb@b_afdb243d-67bf -488b-add7-dBb5%ae93868

Test 7 Suite 5a331798d07f6f00201cBbOb_afdb243d-67bf -488b-a4d7-dBb59ae93868

Test 8 Suite 5a331798d07f6f08201cBb@b_afdb243d-67bf -488b-odd7-dBb5%ae93868

STUBO1-SENS3-1815I# show dotll sensor stats
## Network Assurance Sensor Statistics ##
WSA Status: Enabled

NA Connectivity: Not Connected

NA Connectivity I/F: Radio 0 http

NA Server URL: https://10.0.32.42

Auth Type: 10

HTTP Proxy IP:

Backhaul SSID:

Id-token: <BASE64 Encoded String removed>
Port: 80

Total Test Cases Run: O

Successful Test Cases: 0

Failed Test Cases: O

Network Assurance 5G Radio Statistics
Host Rx K Bytes: 58643

Host Tx K Bytes: 8097

Unicasts Rx: 267431

Unicasts Tx: 59926

Broadcasts Rx: 53327

Broadcasts Tx: 5550

Beacons Rx: 456662

Beacons Tx: O

Multicasts Rx: O

Multicasts Tx: O

CRC errors: 4178

Network Assurance 2G Radio Statistics
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Host Rx K Bytes: 0

Sensor Troubleshooting on the WLC

is in Sensor mode ~
on the WLC

» Verify that all
radio’s are indeed

up and operational

Sensor Troubleshooting ==

AP Name SENS3-18151 |1

» Confirm SensorAP

General |

Location
AP MAC Address
Base Radio MAC

Lawer Flaor

09:2¢:¢6:80:63:28
00:23:84:16:05:20

Admin Status Enabie §
AP Mode sensor  ¢|]
AP Sub Mode Nane i
Operatianal Status REG

Port Number we

Venue Group Unspecified
Venue Type Unspecified $

Add New Venue

Venue
Language Hame

Radie
Slat#  Radis Interface Type
[ 802, 11bain

BOZ 1ainfac

106865

Versio

Primary Saftware Version

Backup Software Version

Predownioad Status
Predownicaded Version
Predownioad Next Retry Time

Predownioad Retry Count

Book Version

105 Version

Mini 108 Version

1P Cou

nfig

CAPWAP Preferred Mode

BHCP lovd Address
Static 1P (Tpvd/Tpvé)

1395326

Sub Band

8.5.107.102
B.5.107.71
Nane

Nane

A

A

1.1.2.4
B.5.107.102
0.0.0.0

Ipvé (Global Config)
10.40.100.134

bus Tx Unicast Packels flx Unicsst Packebs Tx Mon-Unicast Packets Mx Nen-Unicast |

a

Admin Status  Dper Status

Erabie
Eratic

e
e

2% URL

DNA Center (ZBH9 2 R¥ = A FERIZRLET,

DNA Center EIEEHA K :

http://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_

dnac_admin guide 1 1.html
DNAEVB— A VA b=)L HA K

http://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/install/b_

dnac install 1 1 0.html

DNA Center D)) —RX / — | :

http://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/rn/b_dnac

release notes 1 1.html
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