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MMoT : Internet of Things (& / DA ' Z—x v §) | OEPRIZEY, A ¥ —Fy MBI DT A ZAOBUTIEH
WZHIML CWET, ZRHDTRTOT A ANRIx VTV B haHR—F L TWAEbIFTIERS, f v Z—F v
W T 2T DDA D= A LBMETT, BFX 2T 4 AD=ALD 1 D>THbH WPA-PSK NUETFE L LT
Ez2bNET, BIEORETIL, FRTHEAF—I1ZF U WLAN (26T 5T _XTD 7 54 7 FTRUTT, ZE-KE
R EO—EOBRBERE T, ZHICLDF—DRE2—WZHEEIN, EX=2 VT @ XK ELZLLET, Lieho
T, FIROWNESLETDOMOEHIZ LY . KBEBRBRETIXZ 7470 2 LI —BEOFRHA F— 2 i L T M3
NELET,

+ Identity PSK 1%, [A] U SSID O A F 72 id2—W Z A —T7 DO dIcElk &z —BEoFHpi£a % —T7,

c VT AT v MIEMERREINEDH Y FH A, PSK LR LT 7 ILET, 10T, BYOD., 7 A MIx L TRz &#
BCTX %9,

¢ 802.IX REILDIFEAEDT NA ZATHR—FEIND-D, LVBRIRIT X2V T 2R R LET,
ML E 2T 1 DDOT AN, ZAEEIHMENCKHTEHT 7 B A EBEICERY EEET,
T H DX —ZfHHEICEETEX, AA AV —R"ZN L TR THZENTEET,

Traditional Vs Identity PSK
Traditional PSK Identity PSK

SSI1D= Demo SS1D= Demo
Lo avaiasal [sv ool

= v o ] v é%
— Ci T PSK= Cisco123 o . A
PSK= Ciscoi?23 \ ! IPSK= Cisco456 | el IPSK= C\SCOE?S
PSK= Cisco123 4 @ IPSK=Cisco67 {8
& @
Hmm WG| ide
cisco Training

EORIZRT LD, WERDOPSK Tk, FFED SSIDIZHEH T DT XTDI F7A T bOF—IZRE LD T, %=V
T 4 EORMBEICS223 ) £97, IdentityPSK Tl [MUSSIDICHHETH 7 T4 T > hZEIZHOXF—2 R ETEET,



IPSK V1) a1—< 3>

747 N OEGERERC, AAA ‘b"_/\ X7 747 FDOMAC T RLUA%ZEBEEL ., Cisco-AVPair U A hDO—#8& LT

RATL—X FREENTWBEEES) ZFELET, WLCIZRADIUS IGZEDO—EL LTI a=Z{E L. PSK DFHED
7= DBILEE L F 9,

TIGAT VBT IV BARAL L ST 0 —REFY A RENTWASSIDIZT VY T—va VERZEETDHE, UA
YL ALANZY ha—F37 547 FOEEDMACT FL 2 %&&TeRADIUS Bk 37 v M &TEAL L. RADIUS #—
ANITHRELET,

RADIUS V— NTFGEE EIT L. 7 A T 2 bR HFAIENTWAENE S )y, BLUWLC~DJ%Z & L TACCESS-ACCEPT
F 7213 ACCESS-REJECT DWW NN EEETINE I NETF =7 LET,

Identity PSK ;gf"j-ﬂ_\g’— ]\bﬁ‘}:)f:y)éz puuu ‘H-b—/\ muu mﬁ%%{#ﬁ_éﬁ_ j—ffct< N ;0)4‘2_]’/]30)7 747/ ]\L?ﬂ

T AV Pair "A7 L—X &4t LEd, Zhid PSK OHEDOOIZES LI ESNET,

RADIUS r—/N%, 7 T4 7 2 MIEA D2 —H 4, VLAN, QoS72 EDBINRT A —Z % Z DIETIRET 52 L 4

TEET, B -a—¥RHAELTWIEEDOT S, ZADEHICNA T L —X%E—-IZ L TEL b TEET,
Private PSK On The same WLAN

Cisco-AVPair += psk-mode=ascii
Cisco-AVPair += psk=abc12345

=jafo]h

GlenlO]E] 0 PWLAN

@) @ = MAC Filtering Device MAC Group
wEE .

0 AAA Override 10T Devices abc12345
[ Sensors xyz12345 |
[ Employees s |

Wireless LAN Controller

No PSK attributes

T r— WLAN PSK

J

85') 1) —X T IPSK DEREFIE

IPSK (%, CISCO AV-pair Z 7R — F 5 AAA Y — S TERETE LT, ZOEANA FTIE, Cisco ldentity Service Engine
TORECEREGDOEET, ISE2.2 MK TFIH

FIE



ATV T KOELHIZISETT A MRHROUA YL A2 ha—F %BM L, [Radius Authentication Setting] “C secret
password Z & E L C [Submit] #7 U v 27 LET,

Identity Services Engine Home » Context Visibility » Operations » Policy [l LK " » Work Centers

» System  » Identity Management = ~ Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

|~ Network Devices | Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers E»
(<)

Network devices Network Devices

Default Device

J Edit  okAdd  [fyDuplicate  @almport @y Export v @ Generate PAC | )€ Delete »
Name - IPiMask Profile Name Location

I _10.10.10. ,10.10. b Cisco @ ocations
[0 NAD_10.10.10.2 10.10.10.2/32 & All Locati

Identity Services Engine Home  »ContextVisbilty  » Operations  » Pollcy » Work Centers

» System  » Identity Management =~ ~Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAG

+ Network Devices | Network Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services

Device Security Settings

@ Network Devices List > New Network Device ‘
Network devices

Network Devices
Default Device
* Name
Device Security Settings:
Description | ywireless Controller
% IP Address: [ 10,10.10.2 i &

* Device Profile | Clsco | &3

Moge Nee
Software Version

* Network Device Group

Device Type |AII Device Types ) | [ Set To Default |
IPSEC [15 IPSEC Device ) | [ Set To Default |
Location [all Locations © ] [ set ToDefault |

\

» RADIUS Authentication Settings
O ') Tacacs Authentication Setings
O 'y sNMP Settings

O

» Advanced TrustSec Settings

s JETN

ATv 72 LUFOHNZART X 512, [Policy] > [Results] > [Authorization] > [Authorization Profiles] > [IPSK-Device] C
Authorization Profile ZFpl% L, R L 7,



Identity Services Engine

*» Authentication

Home

+ Context Visibility

i#fidard Authorization Profiles
2 For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

» Operations

Authentication ~ Authorization  Profiling  Posture  Client Provisioning =~ Bg 48§ Elements
/,.-—' Click here to do wireless setup and visibility setup Do not show this}
Dictionaries  » Conditions v Results =
—_— o

» Administration

» Work Centers

= Authorization
# Edit Add Duplicate 3§ Delete Show | All R
Authorization Profiles i + ©
[] Name Profile «  Description
Downloadable ACLs
O Blackhole_Wireless_»Access s Cisc Default profile used to blacklist wireless devices. Ensure that
Bl L] [ Cisco_IP_Phones % Cisco B Default profile used for Cisco Phones.
+ Posture [J cisco_WebAuth % Clsco B Default Profile used to redirect users to the CWA portal.
IPSK-device s Cisco B Identity PSK
» Client Provisionin|
8 [ NSP_Onboard % Cisco © Onboard the device with Native Supplicant Provisioning

License Warning 4

Selected 0 | Total & G5}

ATv T3 LUFOHNIRT X 51T, [Access Type] 73 [Access_Accept]. cisco-av-pair /3 psk-mode & psk password TR E

L 7= Authorization Profile Z1Fak L £,

«huil  |dentity Services Engine » Work Centers

Home + Context Visibility

+ Operations | + Administration
g S——

+ Authentication

~ Authorization

Authorization Profiles

Downloadable ACLs

+ Profiling

Authaorization Profiles

Downloadable ACLs

¢+ Profiling

» Posture

» Client Provisioning

Authentication ~ Authorization  Profiing  Posture  Client Provisioning | ~ Poli¥ Elements
= Click h
=
Dictionaries  » Conditions  ~ Results =
,/
[} >

.//-
* Name |[ PSk-devicd |
Description || Identity PSK
* Access Type || ACCESS_ACCEPT v

Network Device Profile il Cisco | » | &3

= Advanced Attributes Settings

: [Cisco:cisco-av-pair O] = |pskmode=ascil Ol
: [Cisco:cisco-av-pair O] = |psk=abc12345 ol

Access Type = ACCESS_ACCEPT

cisco-av-pair = psk-mode=ascii
cisco-av-pair = psk=abc12345

Save Reset

ATy T4 WOBNZRT L D1, [Policy] > [Authorization] T IPSK T &5 T _XTDHT /A 2 F 7212 —H MAC

T RLVAONL—NVERELET, LETHONIT, HHOMACT RLA2 = N 2FEHTEET,
GE) n—iE, ATy I3 TERLETa 7 A i) 7 EnET,

TNA ADMac” RUANELSEREIN TS Z L 2R LT ZEW, SEOFITIE, Apple
# MacBook @ Mac 7 RL AZREL TWET,

G¥)



Home + Context Visibility » Operations | * Policy » Administration » Work Centers

ovisioning  » Policy Elements

Click here to do wireless st

Authorization Policy

Define the Authorization Poligy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Admjiistration > System > Backup & Restore > Policy Export Page

[ First Matched Rule Applied/ v
» Exceptions (0)
Standard
Status  Rule Name Conditions (identity groups and other conditions) Permissions
IdentityPSK I (Wireless_MAB /D Radius:Calling-Station-ID EQUALS then  IPSK-device
AD3BE3SSTILE )
IdentityPSK_copy (Wireless_MAB AND Radius:Calling-Station-ID EQUALS then  IPSK-device

if
ﬁ, 14:5c:89:61:10:43

then ireless_Access
Profiled Cisco IP Phones It Clsco-IP-Phone then Cisco_|IP_Phones
Status Rule Name Conditions (identity groups and other conditions) Permissions
8 - i [Any & |and [ Wireless_MAB AND Radius:Callin... =i then [ IPSKdevice < |
IdentityPSK_copy I (Wireless_MAB [ Radiul Condition Name Description
10:43 ¥ [wireless_MAB ©)] | Normalised Radius:RadiusFlowType EQUALS WirelessMAB AND .
Wireless Black List Default T Blacklist AMD Wireless_; 4] ‘Radius:ca\ling-sm‘.. 5' ‘ Equals ,l |AD:3B:E3:95:73:4E Q‘ {3‘5_

Profiled Cisco IP Phones it Cisco-P-Ph [ MaC address ~]

Profiled Non Cisca IP Phones

Non_Cisco_Profied_Phones then  Non_Cisco_IP_Phones

ATv TS LRROTRTOTFIENETII, TXTORENET SNWRAFASNEZ 2R LET,

O bO—SXEDFIE

FIE

ATY T ROFID Podl-IPSK (/7T X 912, 22> hra—F D WLAN Z1Emk L 97,



CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANSs WLANSs > Edit ’'ldentity PSK’
+ WLANs Y Y " B "
o General [ Security | QoS | Policy-Mapping | Advanced ] s
¢ Advanced [ -
Profile Name {Identity PSK
Type WLAN
SSID Pod1-1PSK
Status ¥ Enabled
Security Policies MAC Filtering[WPA2][Auth{PSK)]

(Modifications done under security tab will appea

Radio Policy [ Al v

Interface/Interface Group(G) '_management ¥

Multicast Vlan Feature | Enabled
Broadcast S5ID | Enabled
MNAS-ID .nunc

ATY T2 WLAN CTEx=2 U7 ¢ & LTWPA2PSK IZEXEL, MAC 24 IWLE ) T2 LET, LLFOHIT
IZ. PSK ¥ — & LT PSK=12345678 Z{HH L T\ ¥,



CISCOD MONITOR | WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT

WLANSs WLANSs > Edit 'ldentity PSK’

+ WLANs
WLANS

¥ Advanced

[ wPa+wPaZ

MAC Filtering® |+

Fast Transition

Fast Transition Adaptive ¥ |
Over the DS o
Reassociation Timeu:uuti_E_gl |Seconds

Protected Management Frame

PMF | Disabled T |

" it b SRR

WPA+WPA2 Parameters

WPA Policy k=
WPAZ Policy [
WPAZ Encryption ¥/ aES TKIP L ccMP2se LlgcMp12a
OSEN Palicy o

ATFv T3 WLAN TEXx 2 UF 0L LT WPA2PSK ITEEL., PSK R ELET, UTOHITIZ, PSK F—& LT
PSK =12345678 Zf/H L T\ F 7,

¥ Advanced Authentication Key Management 12

802.1X | Enable

Enable
FT PSK | Enable
PSK Format |ASCII ¥ |
w— vesee

ATv T4 WLC CRBAEV— Z ISEIP 7 KL A& H L C&E L., LR FNETIER L 7= WLAN Podl-IPSK (2]t F
LET, ZOFTIZ, ISEDQIP 7 FL A% 10.91.104.106 T,



CISCOD MONITOR | WLANs | CONTROLLER WIRELESS SECURITY

WLANSs WLANSs > Edit 'ldentity-PSK’

= WLANs e =
: Secur
WLANs . j
¢ Advanced

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface | Enabled
Apply Cisco ISE Default Settings L /Enabled

Authentication Servers Accounting Servers

Server 2 | None

AT TS HHIZ, [WLAN advanced settings] T AAA Override Z B0 L £,



CISCO MONITOR | WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANSs > Edit ’'ldentity-PSK’
w “LLLi::S " General T Security | QoS [ Policy-Mapping | Advanced |_
: . bl
F Advanced -
Allow AAA Override #| Enabled DHCFE
Coverage Hole Detection W Enabled o
Enable Session Timeout |4 .28800 ) |
~ Session Timeout (secs) B
Aironet IE (0]
irone - Enabled OEA|
Diagnostic Channe| 48 L Enabled —
. IPvE =
Override Interface ACL 1Pvd. | None v | i
1 e =T M-Nﬂ-ne__ |
Layer2 Acl ;_-_Nu:-ne 'd Mana
URL ACL | None ¥ |
P2ZP Blocking Action h-D_lsa_bIEEI '-1 M
Client Exclusion 2 el IE_EL'I DTIM
Enabled = — —!
Timeout Value (secs)

IPSK LA EHE-WLC B—AJL KR o —

AVC LRIL L H1Z, mDNS F7/-13A4—7 2 DNS 7 a7 7 A /Uid, $EDTNA A LA TDIFZAT 2 bOF=HIZr—
ANVRY =iy S TEET, IPSKIX, a2 hr—F0a— R o—LHAEDEZY | FFEDWLANIZY ¥
BT L7352 TEET, AV-pair=PSK-mode 5 J: U PSK-password % ISE 72 £ D AAA — ST ET 5%
A, BHEIL, PO AV-pair=role BT B Z LT, =& 2L, HETETITFED IV —TITH LT, TOR/EDO T —
MR 2=V R V—%FETHIEHTEET, En—WNL R v—Fh 7777 A V4, ACL, =—
e THRAZZALT BEO, RILWLAN T B 7 7 A LIZ X D FFRI SN TW RN —EZAZFRIHAER T 5 2 L3 T
X5H2E00, RY U—FHIREFAIT 2 AAA G — =T A RIZEDSNT, 7277 4 7IRRIETHHEH L TRETE £
7

[[]—® WLAN TIPSK ¢ o —H /L RY o —%2 A8 L, Z<OSEIERER TV ATHIBERSEHTx X
hj—o

- 213, FNEHEIT, FENIPSK Tr VA L, Zb—7 Students IZBTHFHEDI, BEDODT TV r—a v
IR E DOBIRIR L B E DT A AT, BEDOKM T 78 AT 50—V R —%2EHT5LIICRETEET,
IPSK L o — 0 R —%fAirtbE s 2 LT, FEITERIRO S BREZFH TX £,

10
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CIsSCOo MONITOR  WLANs WIRELESS SECURITY MAMAGEMENT COMMANDS
Security Policy > Edit
& General Policy Name IPSK-tast
= RADIUS "
Authentication Policy: 1d 1
Accounting
Fallback o
DNS Match Criteria
Downloaded AVP
, m&cﬂs\T Match Role String [ |
e Match EAP T, LR
Local Net Users e 'fpe Al A 5
MAL Filtering
= Disabled Clients z =
User Login Policies _DEWEE List |
AP Policies : S
Password Rolicies Device Type L Add
¥ Local EAP
Advanced EAP x
¥ Priority Order Acton
Mmona ¥ |
b Certificate Ded i [none ¥
¥ Access Control Lists URL ACL nane ¥ |
b Wireless Protection VLAN 1D o
Polici S
olicies oz Palicy — -
A A Diata Rate(kbps)
wer ata Rate 0
b TrustSec = i -
; p 1
e e Awerage Rezl ime Data Rate(kbps) o |
 OpenDNS Burst Data Rate(kbps) o |
b Advanced Burst Real time Diata Rate(kbps) a |
Session Timeout (seconds) |1800_ |
Slesping Client Timeout {min} LZ-"_EEI
Flexcannect ACL [nane ¥ |
AN Profile | none Y|
mONS Profile [none ¥
OpenDNS Profile [nane ¥
Active Hours
Dy Maon L
Start Time | Hours | | Mins
End Time | Hours | Mins
_Add |
Day Start Time End Time

WLC D TR D74 ) 0ER)O— IO VDHBE

Cisco Tlt. ISE /- LTT A A0, Ao Hh—F 47, RAF ¥, BIORY > —%2FE74 5, BEHRE
L TCWET, WLC TiEHiZIZ, X2y hT—7 LD RT A 2 %P4 572912 DHCP, HTTP 72 ¥ 71 b
AZESLK T A AT a7 7 A4 Vo TETVET, 2—HE, TXAAR—ZAOR) O —%FREL, *v hU—
I EQa—YTL FRETAA AR =T LICHEHATEET, WLC T, =2—% T L, FHE3T A A AR
AV P EICESHIERE T ANA AT L OWYIRARY o —HFRTEET,
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BYOD (Bring Your Own Device) TiX., ZDIEHEN Ry NU—7 LOXEXE T A AOHEMIEELET, 0k
REZff 5 Z & T, WLC H& T/MIIZ BYOD & 338 Tx £,

i & B Y

OB v a T, Aire0S8.5 a2 — REENL TWA CiscoWLC T a7 7 A Vv 7R —2HELTETLE
ﬁ—o

TaTrA YT ERY S —OWEAIT. 2 00RRLa L R—F L M ELTHRELET, WLC TORTEIT, Biot s
VarTCTRELILELIIE, IPSK X2 VT 4 2FHL TRy NU—ZIZEMT D7 T4 7T MIFERRERFH/NT
A—RICHSXET, HFEORY P —RBIEZIRDO LB T,

1. Role: 2—¥NR@T 22— XA T E i da—V L —T 2 EHR
2. PSK-mode : ASCII
PSK-password : FFED PSK /XA T — R & T34 ZAD MAC 7 KL R L D—%
fol 2R, FAE, EERRY
3. Device : T/NA ADHX A T & ER
72 & z21E, Windows ¥ >, A~— b7 %>, iPad X iPhone 72 & ® Apple 7 /3 A A
4. Timeofday : BXET, = RARA 2 MRy MU —7 ECHFA[ S5 R % E 7%
EREONRTA=Z IR v —HUEEL L TRIETE £, WLCTIE, ERED/ST A—=HIT (22 FARA > hZELD)
—ETo@BELmETLE RV —2@EHLET, R —0@HIIRO LI kv v a VBHEIZESHTHET,
« VLAN
« ACL
ckwviar AT TR
* QoS
s AV —TWREDI TAT
* FlexConnect ACL
s AVC 77 7 A )L
*mDNS 717 7 A /L
« I —72DNS a7y AL
kX2 VT4 TN—=T H T
a—PE, INHDORY V—FREL, BELERY) V—%2 TV RiRA v M@ TEEd, VA VY LR T4 T
I, MAC7 FL- A, MACOUI, DHCP, HTTP =2—# =—Y =k (HTTP 7R 7 74 U 7&K IEH7-0DIC

X, Internet ~D 7T 7 L ANMKIE) [ZESNWT, a7 74V 7 E3NET, WLCIEZINLDOEM - CEBFALDOHIET
07y ANEMERALT, T35 ZA&BLET,

12



JOJ7A4 ) 08K UR) O—DEKRTE

FIE

ATFYT1 WLAN CTNA AT 774V TERETDHICE, AT 47 70774 ) 0 TEBLOR) v—%

=/u
(53

TET DRIGRE 72 505 E D WLAN [IZB#8) L C, [Advanced] 27 VU v 7 L %9, [Allow AAA Override] 2345 %)
272> TV B AT, B2 L £ 4, [DHCP] ® [DHCP Addr. Assignment],

WLANSs > Edit 'POD1-dotix’

| General | Security |;s_| Policy-Mapping | Advanced

[ <Back | [ Apely |

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet 1E
Diagnostic Channel
Override Interface ACL
Layer2 Acl

P2P Blocking Action

Client Exclusion 2

Maximum Aliowed Clients |

(] Enatled
Enabled
1800

Session Timeout (secs)
@ Enabled

[JEnzbled
1P | None
[ Disabled 3|

#Enabled 60

Timeout Value (secs)

o

1Pv6 [ None = |

DHCP

DHCP Server 0 override
DHCP V6 Server U Override

DHCP Addr. Assignment o Required s

OCEAP

Split Tunnel ] Enabled

Management Frame Protection (MFP)

352896

DTIM Period (in beacon intervals)

AT w72 [DHCP Required] 47> a » EHMLT-#%, A7 va—/L X7 L. [Local Client Profiling] ¢, [DHCP
Profiling] & [HTTP Profiling] 23 G 21 CRWGEIZANT LT, [Apply] 7 U v 7 LET,

WLANSs > Edit 'POD1-dot1x’

(ommnEs

. I QoS I Policy

Mgmt Via Wireless
Off Channel Scanning Defer

CIEn2bled

Scan Defer Priority

Scan Defer Time(msecs)
FlexConnect
‘ FlexConnect Local
Switching £
FlexConnect Local Auth 12
Learn Client [P Address £

Vian based Central
Switching 42

Central DHCP Processing
Override DNS
NAT-PAT

WLC GUI 5 WLAN TR —Z /K

01234567

[0 Enabled

Enabled

+ Enabled

Enabled

Enabled
Enabled
Enabled

[ <Back | | Apply |

Passive Client (]
Voice

Media Session Snooping [ Enabled
Re-anchor Roamed Voice Clients [ Enabled
KTS based CAC Policy
Radius Client Profiling

] Enabled

DHCP Profiling

HTTP Profiling (o]
Local Client Profiling

DHCP Profiling ——
HTTP Profiling & —

PMIP
PMIP Maallity Type

PMIP NAI Type

352897

[ Hexadecimal

ATFYT3 Ty A NVERELEL, a—h)L R —OEHK E WLAN TOREAICERFE T, WLC A =a2— R—
T. [Security] > [Local Policies] IZB#ET % &, RNU > — U R FOfEREHEAFE RIS ET,

13



ATy T4

ATy TH

ATvT6

MONITOR MWILAMs

CONTROLLER W IRELESS COMMANDS  HELP  FEEDBACK

General

| Maximum Local Database entries (on nest raboot),
aaaaa

Humber of entries, already used 3

DHS
»TACACS+
LDAP
Local Met Users
MAC Filtering

¥ Local EAP
¥ Priority Order

¥ Certificate

¥ Wireless
Protection Policies

¥ Web Auth
TrustSec SXP /
Local Policies

¥ Advanced

352898

[Local Policy List] T, [New]ZZ7 U v 27 LT, AU —£ZERLET, ZOHITIX, teacher-LP %7K VU
DHELTHERALTWETD, LEOAFEZMEHL TMADORY > —%2ERTHILHTEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Policy > New < Back

Apply

Policy Neme  |teacher-LP

362899

R o —2 %% E L7=#%. [Role]. [EAP Type]. [DeviceType] B —ET 5 K 972KV o —2/ERTE 77,
Flo, —BEMICHEHESTOIMNERT Vv a v EERTEET,
Z Z I, [UserRole] & [Device Type] % [Match Criteria] {ZffEH L CWETR, LEWIS U THHEREDOX A 7
A TE £7,
(G¥)  [Match Role string] 28 AAA TERINTZE— AL ERILTHD Z L 2R LTI ZEN, Z0f)
TiX. Tteacher] L EHRIINTWVET,

[UserRole] Z AJ1 L. [Applyl &7 VU v 27 LEd, ZZTldu—/4 lteacher] 23 & L CHEHAINTVE
R
Z—H TN, RSN TARY —ZEH T 5I121E, [Device List] T, [Device Type] K> 77X U &
Fnn, R V—Z2WHTITNAR A TERIRL, [Add] 227V v 7 LET,

Z ZC. [Match Criteria] {IZ%} L, 7 /34 A X% A 7L LT [Apple-iPad] Zfli ] L TV E 3, Apple-iPhone X°%
D> Apple 7734 A B [REIEEIZ [Device Type] K w7 X2 U A R GHBINTE £,

GE) (EEOTNAA R LA T L —EIERWIEGAEIL, [Device Type] 7Y a3 VAR E LRNTLZS

AN

ATy T @Y7 7y a rEEATSI2IE, [Action] D/XT A—FNEEHR LT, AU v—2MHALE7, &KEOt

14
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security Policy > Edit
* AAA :
General Palicy Name IPSK-test
= RADIUS :
Policy Id
Authentication o L
Accounting
Fallback o
DNS Match Criteria
i s SR Match Role String feacher
tEcAaﬁ Net Users Pk EAR dypie IEéEE——'—;
MAC Filtering
= Disabled Clients z 5
User Login Policies Dewsce Lt
AP Policies 5 o
| Password Policies Devize Type ] Add
b Local EAP
Advanced EAP
Action
¥ Priority Order
{ b Certificate Tehet AL [none ¥
b Access Control Lists URL ACL none il
b Wireless Protection VLAN ID @ |
Policies 1 =
Qos Palicy none ¥
Ve =tz Ratel o
b TrustSec G S ;——
A Real time Data Rate(kb
Local Policies o I {ibps) i .
} OpenDNS Burst Data Ratefkbps) o |
b Advanced Burst Real time Data Rate(kbps) in i
Session Timeout [seconds) :.‘l_ﬂj_ﬂ |
Sleeping Client Timeout [min) :.720—
| Flexconnect ACL IEET”_ETJ
AVC Profile [AUTDQDS-AVC-PROFILE ¥ |
mDNS Profile [ defauttmdns-profile ¥ |
OpenDNS Profile [none ¥ |
| Active Hours
Day [Mon ¥
Start Time ﬂn_| Hours L'l_s__j Mins
End Time [22 |Hours 3o | Mins
Add |
Day Start Time End Time
3 — 2N S R Y 2EY & . ;
G wv—InRY—DOREDFEMIONTILY 7 a2 S ML T < 72 SV http://www.cisco.com/c/en/

RTFY T8 2—HiF, 1 2L Eou—Dv RY —2EK L,

GE)

us/td/docs/wireless/controller/8-3/config-guide/b cg83/b cg83 chapter 01110.html

Istudent-LP) OFAIC#EHA & 7,

[Match Role string] 7% AAA/Radius V' — S TEZRINICE— LA LFAICLTHD Z L oA LT
AN
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Policy > Edit

Policy Name
Policy Id

Match Criteria

student-LP

6

Match Role String l student e ——
Match EAP Type | none =
Device List
Device Type | Android =
Add |

Apple-iPad B ———

Action
1Pva4 ACL | none = |
VLAN 1D 0 |
Qos Policy | none )
Session Timeout (seconds) 1800 l
Sleeping Client Timeout (min) : 720 ]
Flexconnect ACL [ none : |
AVC Profile | student-AVC | 4o
mDNS Frofile | none |

Active Hours
Day [ Mon 5]
Start Time Hours | | Mins
End Time Hours Mins

ATV T ZOMDT AL ADT 7 4V hOR—H)V RY —EERLET,

2 —J L AR Y =il ACL 23 H STV e WG Apple-iPad ISR DD T /31 AL, T _XTHORY
DT 4 NV HREEEN [Allow all] 72D T, TV r—v a7 78 ATEET,

Apple-iPad R TR TOTNAL ZADTRXTOT SV r—rarwzr7ny 73 57HIZ, [denyall] ACL %
ERRLCr—B v RY —Z#A L, Z0%, WLANIZZORY —%#A LET, FidA7 J—r
Vay MO REFESRLTIIZIN,

TRTCOIPvE 7 —% 71y 745 ACL #{ER L £,
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MONITOR

WLANS

CONTROLLER

Save Configuration Bing Logout  Refresh

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

General
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients

Access Control Lists > Edit

<Back |  Add New Rule |

General

Access List Name deny-all

Deny Counters 0
Source Destination

Seq Action 1P/Mask 1P/ Mask Protocel Source Port  Dest Port DSCP  Direction Number of Hits
0.0.0.0 0.0.0.0

L Deny / / Any Any Any Any  Any o -]
0.0.0.0 0.0.0.0

352902

7 —7V AR Y > — [Block-all] Z/Em L. [denyall] ACL # ZAUZ#EH L, T34 A g— A7 277 AL
FEIR L RN TS IZE N,

Save Configuration Ping Logout Refresh |

Security

* AAA
Genaral
» RADIUS
Authentication
Accounting
Fallback
DNS
Dawnloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

* Local EAP

Advanced EAP
¥ Priority Order
b Certificate

¥ Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

¥ Web Auth
TrustSec SXP

MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
o y < Back |
Policy > Edit |
Palicy Name block-all
Policy 1d 3
Match Criteria
Match Role String |
Match EAP Type | none |
Device List
Device Type Android i Add I
Action
1Pva ACL deny-all ¥
VLAN ID o
Qos Pelicy | none b
Session Timeout (secands) |1800
Sleeping Client Timeout (min) 5720
Flexconnect ACL _none‘ v
AVC Profile [nane v
mDNS Profile [nene i

352903

WLAN TOR) o—DITvEYS

FIE

ATFYFT1 WLC A ==2— =05 [WLANS[ IZBEI L, RY v —%&ELZW[WLANID] %227 Y v 27 L4, WLAN
@ [Edit] A == —75 [Policy-Mapping] # 7% 27 V v 7 LE7,

[Priority Index] C. 1~ 16 ) HALE

niBMmshET,

DEZ#ELET, [Local Policy] Fr v 7 & 72 UR KRG, T T2
ERRL7Z2ARY —Z@IN L E9, WLAN THR U U—%#H3512%, [Add| 227V v 7 LET, AU v—
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WLANSs > Edit 'POD1-dot1x’ < Back |

Apply

 General | Security | QoS | Policy-Mapping | Advanced

Priority Index (1-16) [1 A

Local Policy | teacher-LP ] —

Add | oo

Priority Index Local Policy Name

ATy 72 YR Y v —% WLAN O [Policy-Mapping] (2181 L £,

352004

FEEDBACK

|l|lnl||| Save Configuration  Ping Logout Refresh
CISCcO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs > Edit 'pod3-dotix’ < Back | Apply
~ WLANs  General | Security | QoS | Policy-Mapping | Advanced
et (ESSNREESSEREGEN Poicy-Mapoing [NISESNN
b Advanced v
Priority Index (1-18)
Local Policy teacher-LP ¥ |
Add |
Priority Index Local Policy Name
1 teacher-LP [~}
2 student-LP (-]
3 block-all (]

352905

AT w73 [Advanced] ¥ 7. [Allow AAA Override] 73 IPSK D72 DITFRE SNV T THINREAIL, ERhic L £,

18



WLANSs > Edit 'Pod1-IPSK’

General | Security | Qos | Policy-Mapping | Advanced |
Allow AAA Owverride #| Enabled ﬁ" DHCP
Coverage Hole Detection #| Enabled DHCP Server ) owerride
Enable Session Timeout 3 |1800
Session Timeout (secs) DHCP Addr. Assignment ¥ Required
Aironet IE 1«
Enabled GLAD
Diagnostic Channe| 18 _'Enabled
B f - IPVE Split Tunnel ! Enabled
Override Interface ACL 1Pv4 [ None ¥ oy -
- - | Mone ¥ |
Layer2 Acl | None ¥ | Management Frame Protection (MFP)
URL ACL | None ¥ | : :
. 5 < i jond | Opti i ¥
P2P Blocking Action [ Disabled v MFP Client Protection | Optiona |
Cliost Erdlisiona ¥/Enabled 60 | DTIM Period (in beacon intervals)
Timeout Value (secs) .
Maximum Allowed Clients & 0 i 802.11a/n (1-255) |1
Static IP Tunneling 42 |_'Enabled 802.11b/g/n (1 - 255) |1
Wi-Fi Direct Clients Policy '_'Disa'bléd 3 ' NAC
Maximum Allowed Clients Per AP [200 NAC State '_None v .E
Radio L
) _ Load Balancing and Band Select

ATy T8 AAAR— A RELSRESN TS ZLEMRLET, 2EV, AAAF—"TOR—AAF =/ R
U v —TEFKIIN TV D [Role String] & —H T 24 ENH D £9, LLFOHIL, cisco-av-pair role=teacher T
X E S AU TU D Cisco ISE 11— 3T, role=students (Z%f L T H [A Uik ETI,
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Identity Services Engine Home  » ContextVisibiity b Operations » Administration  » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning =~ ~ Policy Elements

Dictionaries  » Conditions  ~ Results
o Authorization Profile

* Name | IPSK-device| |

» Authentication

Description | Identity PSK

~ Authorization

* Access Type [ACCESS_ACCEPT -]
Authorization Profiles
Network Device Profile s Cisco |« | B
Downloadable ACLs e i — T
» Profiling Service Template
Track Movement [T
+ Posture

Passive Identity Tracking [

+ Client Provisioning

+ Common Tasks

| Web Authentication (Local Web Auth)

| Airespace ACL Name

| ASAVPN

| AVC Profile Name

« Advanced Attributes Settings

Cisco:cisco-av-pair u| = ‘psk—moﬂe:ascii ;_,,| s
i [cisco:cisco-av-pair O] = [psk=abc12345 =]
it | Cisco:cisco-av-pair Q| = ‘mle:teacher e D|

w Attributes Details

Actcess Type = ACCESS_ACCEPT
cisco-av-pair = psk-mode=ascil
cisco-av-pair = psk=abc12345
dsco-av-pair = role=teacher

Save Reset

Ik TN ADEE

FIE
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ATV T1 MACT RLANISE TRESNTNWDT Y K 22— 531 2T, WLAN Podl-IPSK (2855t L. £ DT /3
A AD IPSK /XA T — K abel2345 # AJ1 3250, F72IXISE TRESINT- LI LET,

—FERUC AR L E L7z

AT w72 [F LT WLAN [T PSK 12345678 THife L E 7,
KL ET

ATw 73 AL WLANIZ MAC 7 RV AN ISE (TR E S TWRWT /3 2 & PSK 12345678 THEfke L £97,

BRI L E LT
=, The Wi-Fi network "Pod1-lPSI(". requires a WPA2 P The Wi-Fi network "Pod1-IPSK" requires a WPA2
6“;;:% password. — &";“% password.
v L
- | i
Password: abc12345 Password: 12345678 ‘
v Show password v Show password
v Remember this network v Remember this network
T Cancel Join ? Cancel Join
ATv T4 WLCGUI D, KU —oi & M3 57212, [Monitor] > [Clients] |ZF£8) L C [Client MAC address] %
7Yy LET,
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Clients > Detail

Max Number of Records | 10 < |

' General [ AVC Statistics ]
Encryption Cipher CCMP (AES)
EAP Type PEAP
SNMP NAC State Access
Radius NAC State RUN
CTS Security Group Tag Mot Applicable
AAA Override ACL Name  none
AAA Override ACL s
Applled Status Unavailable
AAA Override Flex ACL none
AAA Override Flex ACL il s
Applied Status :
Redirect URL none
1Pv4 ACL Name none
FlexConnect ACL Applied .
Status Unavailable
1Pv4 ACL Applied Status  Unavailable
1PvE ACL Name none
IPvE ACL Applied Status  Unavailable
Layer2 ACL Name none
Layer2 ACL Applied .
Status Unavailable
mDNS Profile Name default-mdns-profile
mDNS Service 0
Advertisement Count
AAA Role Type teacher
Local Policy Applied teacher-LP

352809

FEH

*Mac 7 4V HZ U 7B XN AAA Override WAL &, ISERREESNTWDar ba—F %, IPSK &
TNA AWISE THREINT-MAC 7 FLAZMHH LT WLANIZER T Z L2 LET,
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«ISE THREINT MAC 7 RL 2 %&EDOF N1 AL, WLAN ICHEH O PSK T TE T, ZDF A ADT=DIT

E &7z IPSK TOAEEGETE £77,

< ISE THRIE SN MAC 7 R LR ZFFI2 /20T /31 (3, 3@% D PSK DA T WLAN [ZHE T & £,

« IPSK /&, FlexConnect local switching TIZH AR — b S EHF A, AAA % —/3T AV-Pair OV 7R — FRKLE T,
* IPSK /&, FlexConnect Group TlI¥ A — h ZivFEH A,

«IPSKZFSREZHV AR —h L, @Er—I ORI, 2—I 7 2L DORADIUS A BT D72, F—F v v

VT EFITLET,

CHETED R Y 2 — /L XN TR IPSK OFRE X AT T 5121%. RADIUS 2 D radius session-timeout J& M & i

MTEE7,

CLila<> F#{ERAL IPSK DEETE

WOBEEND CLI X, Z OHEBED =D I N ET,

config wlan mac-filtering enable <wlanId>

config wlan aaa-override enable <wlanId>

config wlan security wpa akm psk enable <wlanId>

config wlan security wpa akm psk set-key <ascii/hex> <key> <wlanId>

BEFID show 2~ R, WLANB LRI IA4 T FOBRTCEERLET,

show wlan <wlanId>
show client detail <clientMac>
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