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interface GigabitEthernetl/0/37
description » Connected to Master AP «
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cisco AIR-AP1852E-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K bytes of memory.

Processor board ID REDP2BCRO21

AP Running Image : 8.2.100.0

Primary Boot Image : 8.2.100.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE

0 Gigabit Ethernet interfaces

0 802.11 Radios

Radio FW version . 1401b63d12113073a3C08aa67£0c039c0
NSS FW version : NSS.AK.1.0.c4-0Z026-E cust C-1.24160
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cisco AI R-AP1852E-UXK9 ARMv7 Processor rev 0 (v7I) with 997184/726252K bytes of memory.
Processor board ID RFDP2BCRO21

AP Running Image : 8.2.101.0

Primary Boot Image : 8.2.100.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE
AP Configuration : NOT MOBILITY EXPRESS CAPABLE

ZDAP Tay hu—TJ OMRELZFEITT 596, AP Configuration | MOBILITY EXPRESS
CAPABLE A H T OMENRH Y £3, APRELXZEHE T 51T, APCLI TRD A~ RE5E
1TLE9, AP#ap-type mobility-express tftp:/

TIRARA L MR FEE L, BERIC2 br—T7 OBEELZFEITT 52 LN TEET, show
version D1 7] % FERER LT, AP Configuration )> MOBILITY EXPRESS CAPABLE |25 5
NTWDHZ L ZMERT 2 &N TEET,

show version 7% AP Image Type: MOBILITY EXPRESS IMAGE 3} J. ' AP Configuration:
MOBILITY EXPRESS CAPABLE % #7792 44. 7 27 £ A 41 > }ZIZ Mobility Express
A=TURHY, A b —TOWRELZFITTELIL2BERLET, ZDTF U AT show
version O H TR DO X H TSN E T,

cisco AIR-AP3802I-B-K9 ARMv7 Processor rev 1 (v71) with 1028384/255032K bytes of memory.
Processor board ID FCW2034NXAV

AP Running Image : 8.4.2.66
Primary Boot Image : 8.4.2.66
Backup Boot Image : 8.4.2.34

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE
1 Multigigabit Ethernet interfaces

1 Gigabit Ethernet interfaces

2 802.11 Radios

Radio Driver version : 9.0.5.5-W8964
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S

Py

Radio FW version : 9.1.8.1
NSS FW version : 2.4.18

CAPWAP % #4795 7 7 & A i"A > k% Cisco Mobility Express (2 CTE £4, /-2 Dk
HAHETCT,

CAPWAP i & Cisco Mobility Express ~D7 7 £ X 1R4 > kDZE A

llac Wave2 7 7 & A 7RA > k T® Cisco Mobility Express D&iis %, #7225 AireOS U V — AT
BAINTWETR, 77 R RA 2 FDS Mobility Express (ZE I NDHIZ, TV BRA KA
> k@ Cisco Mobility Express DFEREZ P4 — N L7/ AireOS CAPWAP A A — U B3 LET
HDHZLIZEELTLEEV, CAPWAP 75 Cisco Mobility Express ~D 2% R — 4%
T ERARA L FOKRAND AireOS U U —ZIFTRDO & B Y TT,

%= 4: Cisco Mobility Express & R— +9 5 5/ND Aire0S ') ') — X

TOERKRA U+ CAPWAP A * — %4 7R— k3 5&/\D Aire0S
Jy—=x

Cisco Aironet® 1540 U — % U Y —285LI%E
Cisco Aironet® 1560 >V — X VY —2R84LIE
Cisco Aironet® 18151 /U — X UYU—= 84 LIk
Cisco Aironet® 1815M ' J — % U Y —285LI%E
Cisco Aironet® 1815W +/ U — X U U —2 84 LIk
Cisco Aironet® 1830 > U — X JJ—2=281MR2 LI
Cisco Aironet® 1850 U — X JJ—2=281MR2 LI
Cisco Aironet® 2800 3/ U — % VY —283 L%
Cisco Aironet® 3800 >V — X VY —283 L%

GE)

T U A RA L NO CAPWAP A A — 73 Cisco Mobility Express % 78— kT % /D AireOS
VY=L HWEA, 77 8R KA 2 MEIRIZH/ND AireOS V U — ALl EAEITT 5
WLC IZZM LT CAPWAP A A—V %7 v 77 L— RT50ENRHY £9, AP O CAPWAP
A A=V%T w77 L— KL%, CAPWAP 75 Mobility Express ~ AP #ZE#T& £7°,

CAPWAP % FE{T4 57 7 & & 7RA b T Mobility Express ~DZ#a % E474 5 121E, RO FNE
WV ET,

Cisco Mobility Express ') ) —Z 87 A H A K [



Cisco Mobility Express D& A |

. CAPWAP /& Cisco Mobility Express ~D7 Y £ R RA > D ZEH:

ATy T

ATy T2
ATy T3

FIE

Cisco.com 705 TFTP = "~T VB A RA V FOEHA A=V a—RLET, I
Xtar 77 ANVTT, ZDOT7 7 AT L WNWTL 7280, IRODFEIZ, Cisco Wireless Release
8.7.102.0 [7]1F @ Cisco Mobility Express /7 b7 =7 2R L E T,

R5E:TIOECRARAV bDE R tar 774U

YRAB—AP £ LTHR—FENBH7H X |Unified Wireless Network Lightweight AP */ 7
RA 2k ) = 7 H* 5 Cisco Mobility Express [ZZ #9515
BIZOHERAT SV I b7
Cisco Aironet® 1540 U — X AIR-AP1540-K9-8-7-102-0.tar
Cisco Aironet® 1560 ' J — X AIR-AP1560-K9-8-7-102-0.tar
Cisco Aironet® 18151 U — X AIR-AP1815-K9-8-7-102-0.tar
Cisco Aironet® 1815M > J — X AIR-AP1815-K9-8-7-102-0.tar
Cisco Aironet® 1815W + U — X AIR-AP1815-K9-8-7-102-0.tar
Cisco Aironet® 1830 ' J — X AIR-AP1830-K9-8-7-102-0.tar
Cisco Aironet® 1850 ' J — X AIR-AP1850-K9-8-7-102-0.tar
Cisco Aironet® 2800 * J — X AIR-AP2800-K9-8-7-102-0.tar
Cisco Aironet® 3800 */ U — X AIR-AP3800-K9-8-7-102-0.tar

TIRARA L M LET,
7 7 A RA D CLI T AP#show version #3317 L £3°, show version D1 7)7>5, AP Image
type & AP Configuration 2}l C& £3, WICEM T n v AR ET

7—2X 1 : AP Image type > MOBILITY EXPRESS IMAGE T AP configuration 7> NOT

MOBILITY EXPRESS CAPABLE O34, kD2~ K& AJJ LT, AP Configuration %

MOBILITY EXPRESS CAPABLE [ZZA® L 77,

AP#ap-type mobility-express

Gx) 7 7 A RA 2 M AP Image type: MOBILITY EXPRESS IMAGE 3% % 728, #7

LA A=VFF T rn—REShEEA, av REFTLEH®R, 778ARA b
NEEHE) L ¥, HiELEhtk. AP Configuration | MOBILITY EXPRESS CAPABLE
WCEESNET,

‘7—2X 2 : AP Image type & AP Configuration 73/~ 4172 W5 TX. AP 75 CAPWAP A A —
VEFATLTNDLILaFIRLEY, BMEITIICIE, KOa~<vy REFTLET,
AP#ap-type mobility-express tftp://<TFTP Server IP>/<path to tar file>

i

AP#ap-type mobility-express tftp://10.18.22.34/AIR-AP1850-K9-8.7.102.0.tar
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ATy T4

Cisco Mobility Express /> CAPWAP ~07 % £ 2 K4 > rozk ]

Starting the ME image download...
It may take few minutes to finish the download.

Image downloaded, writing to flash...

do PREDOWNLOAD, partl is active part

sh: CHECK_ME: unknown operand

Image start 0x40355008 size OxOldaed4la file size OxOldae7ca
Key start 0x42103422 size 0x00000230
Sinature start 0x42103652 size 0x00000180
Verify returns 0

btldr rel is 16 vs 16, does not need update
part to upgrade is part2

activate part2, set BOOT to part2

AP primary version: 8.1.105.37

Archive done.

Oe as AP needs to boot up with ME image

The system is going down Now!
sent SIGTERM to all processes
sent SIGKILL to all processes

Requesting system reboot79]
[07/24/2015 18:19:43.0887] Restarting system.
[07/24/2015 18:19:43.1257] Going down for restart now

() AA—TVOXTLa—RPRETTDLE, A A—VNRT Ty allHEEZIAEN, TO%
HEThIhET, AP BEEIT S & AP Image type 13 MOBILITYEXPRESSIMAGE\
AP Configuration X MOBILITY EXPRESS CAPABLE (272 1) 7,

TNy NU—T TRAIOT 78 A RA v FOBEIL., 2> ba—T OERENRB S 1.
CiscoAirProvison SSID # 7 0 — K%y A L £,

Cisco Mobility Express H 5 CAPWAP ~D7 VX R4 > DZEHh

Mobility Express £ A — V&2 EITT BT VA KA b % CAPWAP ICEHT HEHILEIIZ2 D
HVET, ROLEBY TT,

1. Mobility Express EEATT 7 & X RA » M afER LI2WS, ~AF— AP BT = — /LA —
NR—=F BB, TIEBARA L b~ AZ—ER T ot 2IBIMEETL R0,
2. 1 2Lk Mobility Express X7 7 € A RA > b & T 77 A4 7 A WLC £721F vWLC IZ
BATLIZW,
1. CAPWAP [ZEH#T 2HHN EFLD 1 OFA, LLFOFIRIZHEVET,
1. avY—FidshnbT7 7 8A KA FCLIICEZ A > L, EXEC E— NIZT 7
TALET, vAX— AP % CAPWAP ICEHT H551%, 2 VY — L OEHRICLY =

Y hr—J CLIIZTY 7 EALET, APCLIZMHT 51X, 2 b= v
K Capciscochell E AHJ L, T7®AFRA L b v=izu s LET,

2. ap#ap-type capwap CLI Z 34T L £3, ZHIZ XV, AP Configuration 73 NOT
MOBILITYEXPRESS ICEE S, TI7EBARAL Y MITAZ —RIR & 2|23
MmLUEEA,
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B cisco Mobility Express 7 5 CAPWAP ~D 7 & £ % K4 > kD Z

2. CAPWAP |[ZZEH ¢ AF AN EEED 2 OBE. L FOFINEICHENE T,

1. 2= VFEREsshoT7 7 A RA L MCLIICE A L, EXEC E— KIZT 2
A LET,

2. RO CLIZEITLET,

(Cisco Controller) >config ap unifiedmode <switch name> <switch ip address>

<switch name> and <switch ip address> is the name and IP address respectively of the WLC
to which the APs need to be migrate.

A\

G¥)  Efto=z~ KTiX, AP Configuration: MOBILITY EXPRESS CAPABLE THf#i L T\ 57
7 A RA 2 F AT T AP Configuration: NOT MOBILITY EXPRESS CAPABLE [ZZ5 2
NET, Zoa<wr RREITESNLE, APHHEE I, =22 e —7 (switch_ip_address)
ERELTBMLET,
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Cisco Mobility Express 1> FO— 35 DEXTE

Cisco Mobility Express = & b 0 —Z [3EHO HFIETHRETEET, EHTE 2 HETRO LB
n<Td,
1. CLIkEy N7y 7 U gH—F
2. Over-the-Air vy F7 v 7 U 4P —FK
3. Xy U= TFIZ3TT7 LRI LA
*CLIEy b7 v 7 U gP—F (15~=)
s Over-the-Air £ N7 v 7 7 4 F— K (16 X—)
Xy NT—0 TIZTTURTLA (185—Y)
» Cisco Mobility Express Z{# ] L 7= APIC-EM %~ NU—27 757 7 K S L A8 AL
vary (22°35—Y)
« Cisco Mobility 7 7 & & iR A > b D#efe (31 LX—2)

O > R

CLilty r7v T 4P —F

CLINGD®y b T w7 4P —ReFEHT I, T78A RS bDay ) —)L K-}

WS DMERH Y £, 2= R—FDF 7 4L hXT A—=ZX, 9600 R —, 85 —

ZEy R 1AMy TEY M BLXOXRYUT 2L T, 2V — b R—MNIN—RUxT

7a—ifiliflEz AR —FLTWERA,

TIRARALA Y by — v R— MR LR, T7T78A R MEEEILES, LIE

65TDE, TIZEBARAL L MINED 2 ha—FHREZ2 BB L E7,

Mobility Express = > b 2 — 7 i ET HI2IE, IROBFITRT LI R FIEEZFEITLETS,

System Name [Cisco 2c:3a:40] (31 characters max): me-wlc
Enter Country Code list (enter 'help' for a list of countries) [US]:

Configure a NTP server now? [YES][no]: no
Configure the system time now? [YES][no]: no

Note! Default NTP servers will be used
Management Interface IP Address: 40.40.40.10

Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 40.40.40.1
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Cisco Mobility Express 2> O—5OEE |

. Over-the-Air zv b7y T o4 H—F

\}

Cleaning up Provisioning SSID

Create Management DHCP Scope? [yes][NO]: yes

DHCP Network : 40.40.40.0

DHCP Netmask : 255.255.255.0

Router IP: 40.40.40.1

Start DHCP IP address: 40.40.40.11

Stop DHCP IP address: 40.40.40.254

DomainName :

DNS Server : [OPENDNS] [user DNS]

Create Employee Network? [YES][no]: YES

Employee Network Name (SSID)?: WestAutoBody-Employee
Employee VLAN Identifier? [MGMT][1-4095]: MGMT
Employee Network Security? [PSK][enterprise]: PSK
Employee PSK Passphrase (8-38 characters)?: Ciscol23
Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]: YES

Guest Network Name (SSID)?: WestAutoBody-Guest

Guest VLAN Identifier? [EMPLOYEE][1-4095]: EMPLOYEE
Guest Network Security? [WEB-CONSENT] [psk]: WEB-CONSENT
Create Guest DHCP Scope? [yes][NO]: NO

Enable RF Parameter Optimization? [YES][no]: YES
Client Density [TYPICAL] [Low] [High]: TYPICAL

Traffic with Voice [NO] [Yes]: Yes

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
Cleaning up Provisioning SSID

G¥)

TIRARA Y ME Ny 7Ty T LI HEE) L EJ, Cisco Mobility Express =2 > b7 —3
IZ HTTPS ® A LB 4REAELZMH LT, 77 7 O https://<mangement_ip_address> 7> 5
WebULIC 7' A » LET, 2D, TR_TOT T UHFTEE R v —INEREN, FEHE
W7 T T PFITHRR SN DERCHISORE T HHATT 200 E I D aERshEd, 20U A7 %
=7 AL T, Mobility Express DV A ¥ LALAN 2 ha—70a /A2 = ~DT 7 A
(ZHERE

Over-the-Air vy F 7V T D4 —FK

ATy I

Over-the-Air X, #7225 HLY i L T Mobility Express % &% €9 % 72 O Bl CHijHL 72 15T,
OTA 7u v ¥a =7, WiFi¥ItDOT /S A, £721310S T 7341 AT IZIE App Store,
Android 7 /34 A Al FIZ1% Play Store 726 4 7 11— R T& % Cisco Wireless 2 i L THEJi T
& F9, Cisco Wireless app |, 17 24455 T Mobility Express Z3E AT 572D/ v D
REA TV a v EEM L £,

FIE

T I RBARA L NOLED BN BIZH >1=5., WiFixlnT7 v 7 v 7% CiscoAirProvision SSID
WHERt LET, T 740 b XA — Rid password T3, 77 by 7EH 7 xy b
192.168.1.0/24 7» 5 IP 7 RV A& HUG L £9,

GE) CiscoAirProvision SSID /X, 24GHz T/ o — K%y XA &£,
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I Cisco Mobility Express 3 > F O— 35 D&%
Over-the-Air &2y b7y T D4 H— K .

ATv T2 Web7 7 UHAEEIL. http:/mobilityexpress.cisco (27 7 A L ET, ZHIEIHRETY 4P —F
WU XA L7 RIS, Admin 77 2 FOR—VRERRINET,

ATV T3 RONRTA=HEREL, [Stat] R¥ > %27 Vw7 LT, 2> bha—7TAdmin7 h V> b &
ER L £ 9,

e admin D2 —Y 4% AT LET, HKT24 5D ASCI LT T,

e NMAT—REANLET, KT 24 XFD ASCIH XLFETT, RAT—REANTHLE X
X, MO EDITHREL T IV,

o NAT— RIZiX, /NXF, RCF, BT BT 0 526, 32U EOXXT7 7 A0
FEREENTWAMERH Y 17,

¢ NAU— RNTR UXFauKE L T4 E#RYIRTZ LITTEERA,

CHIRDNRAU—RELT, BELEZ2—TL LR LD~ L EZHILTZH DI
T £H A,

o« XA T — RZIE, Cisco &9 FEDKILF % /NLF Wﬁbt%aﬂﬁta@@hlﬁf%]\
NEZ=HD (cisco, ocsic7e &) ZHTEERTA, T2, i0fbYIZI, 1. | &,
oD VIZ0E, sDICPVIZS EHEHATAZ LT TExERA,

AT w74 [SetUp Your Controller] ¥ 7 3 > T, UF&ZRELET,
VAT LA LET
s Fuy7H T URARNPLEZRRLET
« B ERRNTABMICANI S NE T, FETRETHZEHTEET
s Ry Xy YR INOEZA LY — BRI ET

« TTIFAET DHEAIE. NTPYV—DIPT RLAZ AN LET, EHICTSE, NTP T/ —
VRN EHBENICHER SV ET

ey br—FOEHIP T RLAEANLET
TRy N AT EANLET
T IHNN = U A B AN LET
RTvT5  HMHEDHCP Y — 3% L TV 54, [Enable DHCP Server(Management Network)] % 65012 L
%9, Mobility Express =2 > k 2—F LONESDHCP — & 4 5454, DHCP —/ DB
EEREFEE LET,
ATFwT6 [Next]ZZ7 Vw2 LET,
AT w71 [Employee Network] ® T @ [Create Your Wireless Network] T, LA FZi%E L £,

Xy MU= EANLET

e X2 VT 4% WPA2 /X—YVFNLFEHITIWPA2 2 X —TF T4 XL LT Ry Xy
UXRDHERLET
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Cisco Mobility Express 1> FB—5 D% |

B <7557 k700

ATvT8

ATvT9
ATy 710

s WPA2 /X— Y TNV EBIR LA, N"ATL—XE AN LET

[RF Parameter Optimization] Z G ZNZ LT, L FEZRET L EH T ET,
o MEEIZHS UC, [Client Density] A7 A Z 28 L E7
* [Traffic Type] 7>& ., [Data] % 721% [Data and Voice] Z i8R L £

Next| 227 U w7 LET,
NR=UTRELHR L., [Applyl RF¥ %227 Vv 7 LET, T/ AR MPAHESL, &
@glcar hr—THEZEITLET,

GE)  77vAKRA L IOFHEE L, EB)#IZ, https:<management_ip_address> % fifi ] L
T. 77 7% )5 Mobility Express 2> k27— WebUI v 71 > L %9, Cisco
Mobility Express = > h @ —Z (X, HTTPSIZH C.BEAREHELZHEH L E T, 20720
TRTOT T U TEEA U NERRII, GEIENRT 7 7 FIRR IR DERIC
BISRODIREE T HHATT 20 E I D EERSIVET, 2D Y A7 %251 AL T, Mobility
Express DU A YL ALAN Y v —5 00/ A 2 RX—=TU~DT 7 E A EHLET,

2y NI—0 TSTF7RTLA

[F L &HIZ

VARADX Y NT—07 FZ T TR TFA DY) a—varit, 2o F—TF74 X Xy b
U — 7 B RFORBEMRICK L, VTN TEXa TR Ee—E A&t L, Cisco Mobility
Express # 7B BV a =0 7T 570 LA hor—AT 0 NERGIZLET, DY
Va—3alTiE, 799 R VAL VLI ary =R, AT VLI R, £HITFOMBE
DA LT, Cisco Mobility Express, /A =1 /I/—ﬁ' AL v F TR EIND = Z—TF
A XXy NU—I7OREENEZTeeya=r 7%, 13FEn ¥y FOBEAT T 2
AL LTI LES,

VAADRy NI—7 TFZT TR T T TV r—yaryEZFEALTYA a7 e e
Ya=r27 1L, %A MZ CiscoMobility Express Xf/5 D7 7 B XA RA » h&BMTEET, ZD
TEEIZIX, 77 ®8AKRA ]\fﬁ?ﬁ@ﬂﬁk Mobility Express Xf)ixD 7 7 7 A A b _ECTHELT
TOEMEa b —F0ar be—IRET 7 ANDT v — FRGENLET,

YEZEF 7Y Cisco Mobility Express ®fJixD 7 7 & A ARA > F &kl L CERAE AiLb &, DHCP,
DNS £721327 70U R U XA L7 g —EA%ZfEH L T Cisco APIC-EM =2 fr—J %
iR LET, BB a2 2AN5E T L2k, APIX, =—B /L PnP — b ha—
TRET7ANEA 0 —RT50, F2E 4= FEeTHPPY— N XA L7 bT
HIVITTRIEAL VI varyrP—ERLEBEELET,
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| Cisco Mobility Express 21>  O—35 DHE

(b=

1. YRaDFRy NIT—2 F537 72 R A %EHT% APIC-EM U U — % 1.4 DI,
Cisco UCS FE72iZFFED Y — B~ E LTHRA FSNET,

2. 7 Z7&AKRAL b : Cisco Mobility Express ¥ 7 k7 = 7 % 5179 % Cisco 802.11ac Wave 2
TIEAKRAL b,

3. AR —JFE: Fxy NU—7 PP 27 v 7' m— FT2%7H®D Cisco Mobility Express =
YR —=IRET 7 A,

APIC-EM 7« R AN\ AT 3

1. A7 343 24 LT DHCP $— 3% E L. Cisco Mobility Express ¥} 7 7 & 2 &
AV FTAPIC-EM 2y b —J 2 HEIRHTE 2 K 5ICLET (U FZ7 U RUX AL T
VETARLTWAEITOGAIEA T a 43 1 30EHY FHA) , DHCP A7 3 v
43 (X, BE SN TWD DHCP H— 3307F] (472 3 > 43 ascii
[SAIN;B2;K4;1192.168.1.123;J80] ) ZHEpE L £,

Y

GE)  192.168.1.123 X APCI-EM —/ XD IP 7 KL AT,

2. A7V APnP Y —NIL [pnpserver.yourlocal.domain| %/ L CDNSIZIBINTE £,
(A7 Va3 RRESN TN W EOEET) DHCP 7 « A48 23, APIC-EM =1
Y har—=FOIPT FLAORFIZKRILTZGE, A2 7 70 R 7Tl =2—Px
Y RME,DNSAy I T o FEAERMALLS E LET, DHCPH— "M b IEI 7R > B
T —27 RAA UHIZHAE | FRERE SNTZA A 4 Tpnpserver] Zf#H LT, APIC-EM
ary bu—J OFEAEM FAA 4 (FQDN) ZAE L £¥, 7=& 21X, DHCP % —/ 3/
5 RAA 4 Teustomercom| DVRENF-HE, VA2 FF3 7 7 R LA 108 =—
vz M Tpnpserver.customer.com] &9 FQDN Z/ERk L £4, &KIZ, Z @ FQDN D
IP7 RLUAZRRT BT, m—H x—h b—_"%HLET,

3. JIURUFA VLT ary P—ERITIT, A F—Fy b~DHER L,
[devicehelper.cisco.com| ZfiFRTE 542072 DNS— "N TT, 7T R XA L
7 v a v H— ¥ A& Cisco Mobility Express 77 £ AR A > h % APIC-EM I U # A L7 |
L/iﬁ‘o

APIC-EM/~v k7 —7% PnP H—/\DETE

Y4 FOEFIIJOEDIZVINOT—o 70—
AADXy NIT—=0 FIT T TR TLAICEoTHEY A boFRI Vo ya=rrBL

QEHENTEET, LA FEEkT 2L Xlc, Y RAa2oxy NU—7 527 7K
L A TR L 7= Cisco Mobility Express = b1 —F  RET 7 A /b, HiLID B L 0L Y
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Cisco Mobility Express 2> O—5OEE |
B <> +7—% PoP ~0 Cisco Mobility Express 2 7 7 1 LA LHi— k

TNEGEFEMT R a = 7 TEET, ZUd, A FDTBRITHEAET 272 DI12) D
iz ffiF b L Ok L £ 9,

Z DOMOMEEES PP % EOFEMIZ OV TIE, RO U 7 H#BRLTIEEN,
http://www.cisco.com/c/en/us/support/cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html

Xy NU—=27ZH A FEFEFHI7rEYa =073 51003, ROFIEEZETLET,

1. X v hU—2Z PnP IZ Cisco Mobility Express 2> b2 —F DR ET 7 A V& A HR— |k
2. Imv=s bOERL
3. 7'm¥ =7 KT Cisco Mobility Express Xt/ 7 7 £ 2 RA » hEBEML =2y hr—FREX

BT %
v k7 —7% PnP ~® Cisco Mobility Express X 7 7 1 LD A Vik— k

FIig
ATw 71 APIC-EM =2 hu—F|Zra 71 > L, [Network Plug and Play] > [Configurations] |28 L £,

ATFvF2 [Upload] 27 Vv 27 LT, 2 hu—IREEZT7T v7e—RFLET,
ATFY T3 m—n~oohbaryba—I0RET 7 A NVERIRLET,

[©] .luil APIC-EnterpriseModule /  Network Plugand Play
0 Dashboard Projects Unplanned Devices Images  Configurations Bulk Import Settings
o
=
o Yrilters
X [ User-Uploaded v Config Name Size (Bytes)
i x
54 aws me config.tt 25971
T T
948
% config.txt 20714
10 v 3 Config(s) 1

JOoo Y FOER

FIE

AT w71 [Network Plug and Play] > [Projects] {Zf58) L £,
ATY T2 7ul=l NOL4RIEANL, [AAd] RZ %2270 v 7 LET,
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| Cisco Mobility Express 21> k O—35 DEE
FOU 1Y kA Cisco Mobility Express 557 2 £ 2 K4 > hoEme s ro—SzEomEdT [

il APIC-Enterprise Module  /  Network Plug and Play Al P miny
Dashboard L UUESSl  Unplanned Devices Images Configurations Bulk Import Settings
Project |SITEA “ Edit Clone Delete

Showing0of4 X

@mmnasxm T )

&

ATw T3 [Create] R¥ %27 Vw7 LT, 7rv=” hafERLET,

alialn
cisco

APIC - Enterprise Module /  Network Plug and Play

Dashboard Unplanned Devices Images Configurations BulkImport Settings

Add Project x

Project Configurations
Project Name * SITEA
TFTP Server

TFTP Path

R < BEEAEEEX)

©lnstaller Notes

et N

A<y bA® Cisco Mobility Express XI5 77 X R4 > rDEMETY FA—FEK
7E DEREST T

FIE

AT 71 [Network Plug and Play] > [Projects] {258 L =7,
AT w72 [Project Devices] D FiZdH D [Add] R¥ %27 U v/ LET,
AT w73 [Add Device] 7 4 > KT, IROEREATILET,
* Device Name : (&A1 NMZ—EDARIT) T3 A4 E AT LET
*ProductID : KRy 7 XD URRNLT 7EAKRA LY NOT A ZID ZRIRLET,
» Serial Number : Mobility Express 77 E A ARA » bDOV IV T NAESFEAILET,
« Config : HILWREZT v 7 u— RT 570, LAANZBMULIEREY 7 A VA BRIRTE £
ﬁ—o

ATy T8 [Add|RE %270 w7 LET,
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B cisco Mobility Express £/ L 1= APICEM % v k7—% TS5 7o K TLABAA Toay

rhilie APIC- Enterprise Module  /  Network Plug and Play

Cisco Mobility Express 2> O—5OEE |

APL

admin &

R - PEEAEEEES

ocer ||

Qsearch \

© Credentials Configurations

o

Dashboard Unplanned Devices Images Configurations BulkImport Settings
Add Device
Device Configurations
| nad [ et [ Reset CRefresh |
- - Device Name * AP1852 L3
Y Filters
ame Product ID * AIR-AP18521-8-K9
Status
i Serial Number KWC202201IN
P conte Err—

.9@

W

N « PR

el apic

Dashboard

Add

Y Filters

©O Clear

- Enterprise Module /  Network Plug and Play

Unplanned Devices Images Configurations Bulk Import Settings
Project  SITEA “ Edit Clone Delete
SITEA Devices
Edit Reset. Delete
Name Device Certificate Serial /| MAC Product ID Config Bootstrap
AP1852 KWC202201IN AIR-AP18521-B-K9 config.txt
10 v 1 Device(s)
Q search

admin &

 Refresh

Last Contact Status

Pending

Cisco Mobility Express Z{£F L /= APIC-EM =y k7 —%
TS5 TR TLAEBAFT T3y

Fy NU—2 F57 7R 7 LA %R L7z Cisco Mobility Express DA TIX, 2 DDA
AT a R R—- R ESRTOET,

TTA_X—K 7 F7 KO APIC-EM =2 ha—7

APIC-EM 2 b —F~D I T RT3 T R T UA R LIV XA L7 b
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| Cisco Mobility Express 2> kO—35 D&

i
filt

F54~—t o359 rnapicEMas to—5 ]

TI3AR—+ I FJFOAPIC-EM Y FO—5

ZOEAAT g NliE, AT 343 £IIEDNS T 4 A BN B LT, Cisco Mobility
Express 77 A RA V M Lo THRIHHTE D4 7L I X APIC-EM =2 b r—F BT

B

1: 754R—+ 959K JA—DAPIC-EMa Y FA—5

Master AP
running PnP
Agent

DHCP
server

APIC-EM IP addre:
in DHCP option 43

DHCP response with o

PnP Agent initiates HTTP communication
with the server and sends the device UDI

PnP Agent installs local trustpoint,
for the server SSL certificate

PnP Agent initiates HTTPS communication
with the server and sends the device UDI

DHCP Request

LAN/Internet

HTTP PnP work request with device serial number (UDI)

HTTPS PnP work request with device serial number (UDI)

PnP Server us
self signed S¢
certificate

PnP Server receives UDI
and sends server SSL
certificate over HTTP

PnP Server receives UDI
and sends ME controller
configuration over HTTPE

A7 a431F, APIC-EM 2> he—FDIP 7 RV AZF/RLTCWVWET, 723743 T

DHCP A 2 =7 ZRET H121%, BLFIORTEAUTHE D T L RHEETT, LLFOHIT,

192.168.1.123 I1Z. APIC-EM =t hu—F D IP 7 KL A TY,

ip dhcp pool pnp device pool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

option 43 ascii "5AIN;B2;K4;I192.168.1.123;J80"

DNS 5 4 Z AR FF g &2 LT APIC-EM =t > b —F Z i< %121%. DHCP &

I—7DDNS P — ¢ KA AL A ERTELET,

ip dhcp pool pnp device pool
network 192.168.1.0 255.255.255.0
default-router 192.168.1.1
domain-name cisco.com

dns-server 172.20.229.8

APIC-EM 2> FA—5ADITSIOK TS 7oK TJULAERKIZLD

JEALY b

IR IVEAL VT ar —ERAX, APIC-EM = > k17— 7T Cisco Mobility Express %f )i
TIRARAL L bV EA VY T DT, YAIAONRTY v 7 RAT v R 2770 Rafl
AL E9, H/hEMAX, MobilityExpress 7 7 EARA L N Ry hT—712, Y AID/RT Y v
7 777 RICEZAREZR DHCP, DNS, #0365 2 & TY, ZOEAF T g Tk, DHCP
Ra—=T DX T a3 ERETHLELDY WA, @57 A NTIL, DHCP 7 KL 2%
HS L. BEBH &4 CTu % Mobility Express AP 7> & [devicehelper.cisco.com] (T ping % 158 L £ 97,
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Cisco Mobility Express 2> O—5OEE |
B /5o 750 70k FLa FRqz U LY F FRESIZLIDT—H TA—

R 2:APIC-EM 2> FA—5 ZA—~DYSI K TFST TR TLA TIRARYEAL LY +

Cisco Cloud
Redirect Server
°“°" @ sl
server &~
PnP Server

PnP Server uses
self signed SSL
certificate

FHEEH

DHCP Request

DHCP server i Device creates pre-defined cloud redirect server

responds with device H name (devicehelper.cisco.com) and resolves for IP
IP, domain name and . . address H
DNS server ! Device establishes _e HTTP request with device serial number (UDI)_}
i communication with :
Cloud Redirect:Server Cloud redirect server
°—4 receives UDI and sends
APIC-EM IP address

PnP Agent initiates HTTP communication with HTTP PnP work request with device serial number (UDI)
the APIC-EM server and sends the device UDI

PnP Agent installs local trustooint PnP Server receives UDI and
for the server SSL certificate sends server SSL certificate over

_° HTTPS PnP work request with device serial number (UDI) HTTP

PnP Agent initiates HTTPS communication
with the server and sends the device UDI

— RS O » > o) — > N ~\s
DS9ORTSTTFTUORTLALATNARYEA LY FTAED 3=y
JMJ— 70—

IDBIaryTIE, VIR TITIT TR LAY — A& LT APIC-EM =
I ©— 7 {Z Cisco Mobility Express D7 7 F A RA » "2 U XA L7 hT 57280 FIAIZ DN T
HBAL £,
IO RTIZT TR TVABERIZELD VXA LT PP —EREERETHIZIE, ROFIE
PEVET,
1. A~—hFsT7HU FEEIST2
APIC-EM 2t hu—F 7 a7 7 A VEIERT 5
T /3A A U A MZ Mobility Express X7 7 B A KA > M &BINT 5
APIC-EM = > kB —F 7't 7 7 A JL|Z Mobility Express X[tz 7 7 & A AR A > b % A
)
Z DM OBERES PnP REDFEMIZOWTIL, ROV 7 2B L TLFEE N,

https://www.cisco.com/c/en/us/support/cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html

AR— b THO U ZEBRIRT S

Eal ol

FIE

AT w71 http://software.cisco.com |ZFEHE) L £,
RTYT2 A== TAHUY NeRFET L0, BMFOAY— T H v MouZ A LET,
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| Cisco Mobility Express 21> k O—35 DEE

APIC-EM 2> FE—5 TaT7 A LEERTS [

Log in to access all features.

Cisco Software Central

Register for a Cisco Account.

Download & Upgrade Network Plug and Play @ License

Software Download Plug and Play Connect Traditional Licensing

Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfilment of software, licenses, and Training, documentation and videos Smart Software Licensing

documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise License Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise License

communications. Agreements.

Upgradable Products
Browse a list of all available software updates.

w

Order Administration

Buy Directly from Cisco Request a Smart Account
Configure, price, and order Cisco products, software, and services. Available to partners and to Get a Smart Account for your organization or initiate it for someone else
with a direct i

Request Access to an Existing Smart Account
End User License and SaaS Terms Submit a request for access to a Smart Account.
Cisco software is not sold, but is licensed to the registered end user. The terms and conditions provided
govern your use of that software. Read them here

Manage Smart Account
Modify the properties of your Smart Account and associate individual Cisco Smart Accounts with your
Smart Account.

APICEM O > +B—35 JAIJ7AIILEERKT S

FIE

AT w71 http://software.cisco.com (BB L C, n /A1 L%,
AT w 72 [Provisioning] > [Plug and Play Connect] (&) L £ 7,

Worldwids [changs] Lo

il

Products & Services Support How to Buy Training & Events Partners

Cisco

Cisco Software Central English [Change ] & Hello, Rajat Tayal PnP Test Account - KB
n Order ~ Download & Upgrades ~ License - Administration «
Network Plug and Pla
l

— " 4

Download & Upgrade Network Plug and Play €@ License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software Device management through Plug and Play Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses
eDelivery Learn about Network Plug and Play
Get fast electronic fulfilment of software, licenses, and Training, documentation and videos Smart Software Licensing
documentation Track and manage Smart Software Licenses.
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Cisco Mobility Express 2> O—5OEE |

B rrcemaos ro—5 FaoraLEERT S

AT w73 [Controller Profiles] #27 U v 7 LET, N—F ¥V T AU MEBRIRLET, FFo T
Bl FTAN—F XL THT Y FEAFRLET,

ATv T4 [AddProfile] #27 Vv 7 LT, HrLvarte—7 a7y A LEERLET,

Worldwide [changs]  Loggedin | Account | Log Out My Cisco
. 'l o I I Products & Services How to Buy Training & Events Partners m
s =
cIsco
Cisco Software Central > Device Redirect ; Hello, Rajat Tayal B PnP Test Account
Device Redirect Feedoack Support Help

Devices Controller Profiles

Virtual Account: TME -

Add Profile... Edit.. Delete Make Defaul Show Log

~)  Profile Name Controller Type Default Description Used By

| TME-APIC-EM PNP SERVER APIC-EM SERVER IN TME LAB 10

Showing 1 Record

AT w75 [Controller Type] % PNP h— L LT KRRy Xy URXRNHERL, [Next] 227 U v L

Add Controller Profile X

i 1

Profile Type

Choose the type of Profile to be created:

* Controller Type: I PNP SERVER by ]

ATYT6 ROEREASILTC[Next] 227 U v 7 LET,
1. 7u77A14%

P
3. IPv4, IPv6, HTTP, FE7/ZIZHTTPS ZZER L, PNP ¥ —DEEE, IPT FLAZ AT L
£9

(G¥)  HTTPS =R T HL513, SSLAEAEEZ A AR — M LET, F, LEIST T,
vhHoFY artao—JOFREANTEET,
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| Cisco Mobility Express 21> k O—35 DEE

APIC-EM 2> FE—5 TaT7 A LEERTS [

Add Controller Profile X

ST

1v 2

Profile Type Profile Settings Review Confirmatio

Profile Settings:
= Profile Name: APIC-EM
Description: APCI-EM for Site A @ |

* Primary Controller:

| 1Pva | [Hrtea ¢] | 1r22020.07

IPvE HTTPH e.g. 2001:0db8:0a0b:12{0:0000:0000:0000:0007 | 80

¥ Secondary Controller:

Cancel Back

ATy T1 = NV EHERLT, v bha—7 a7 7 A VEBINT 572912 [Submit] R¥ %7 U v
7 L. m&iZ[Done] 7 Vv LET,

Add Controller Profile X

stee | v ster D step 3

Profile Type Profile Setfings Review

Review the following options to make sure they are correct before you Submit the changes.

Profile Type:

Controller Type: PNP SERVER

Profile Settings:

Profile Name: APIC-EM
Description: APCI-EM for Site A
Primary IPv4 Address: 172.20.229.17
Primary Protocol: http

Primary Port: 80

Cancel Back

Add Controller Profile X

STEP 1 o

2 ster 3

Profile Type Profile Setfings Review Confirmation

The controller profile "APIC-EM" was successfully created.

] TME-APIC-EM PNP SERVER APIC-EM SERVER IN TME LAB 10
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Cisco Mobility Express 2> O—5OEE |

B 7 1% U FIz Cisco Mobility Express XS 7 7 £ X KA & kEEBMT 5

—

T/

A4 R 1) R < Cisco Mobility Express Xt 7 2 £ R R4 > L ZBMT 3

FIE

AT w 71 [Provisioning] > [Plug and Play Connect] (2 &) L £9°, [Devices]| 27 V v 7 LE 7,

ATV T2 [Devices] 7 Vw7 LET, X=F X)L ThHU bEBEBRLET, FFoTWARWEAX, £
PTNR—F XL T HY Y NEAERLET,

AT w73 [Add Devices] R¥ %27 U v 27 LT, H LT /31 A (Mobility Express 7 7 £ A RA > 1)

ZEMLET,

cisco

Device Redirect
Controller Profiles

Virtual Account: TME ~

Add Devic Edit

Serial Number

FCW2024NNTP
FCW2025N4KF
FOC20364X9E
FCW2034NWXY
F0C20364X9U
KWC192905DC
FJC2024F2TZ

FJC2029F5KY

Products & Services

Cisco Software Central > Device Redirect

Delete Show Log

Base PID

AIR-AP3702I-B-K9
AIR-AP3702I-B-K9
AIR-AP1815I-B-K9
AIR-AP3802I-B-K9
AIR-AP1815I-B-K9
AIR-AP1852I-B-K9
AIR-AP2802I-B-K9

AIR-AP3802E-B-K9

Product Group

All

Access Point
Access Point
Access Point
Access Point
Access Point
Access Point
Access Point

Access Point

How to Buy

Status

All

Pending
Pending
Pending
Redirect Successful
Pending
Pending
Pending

Redirect Successful

Training & Events

Description

CL-Berlin-Flex-PnP2
CL-Berlin-Flex-PnP1
18151

AT&T 3802| PNP Demo
CDW 18151 PNP DEMO
CDW 181521 PNP DE..&

Cristian-ap

Partners

Worldwide [change]

2 Hello, Rajat Tayal PnP Test Account

Controller

All

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

TME-APIC-EM

Logged In | Account | Log Out

My Cisco

Feedback Support Help

Last Modified

B4 Select Date -

2017-Feb-12, 22:09
2017-Feb-12, 22:08
2017-Feb-12, 21:40
2017-Feb-09, 22:14
2017-Feb-08, 19:23
2017-Feb-08, 19:23
2017-Jan-27, 00:54

2017-Jan-17, 04:57

Showing All 8 Records

ATy T8 TS AFERPTEH SN TND CSV 7 7 A V%A »R— h 3 %7, [Enter Device info] % T8}

TERLES, [Next] 227 Vw27 LET,
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| Cisco Mobility Express 21> k O—35 DEE

F/34 Z ) R k12 Cisco Mobility Express 5557 2 £ 2 K4 > r£md 3 [

Worldwide [change] | Account | Log Out My Cisco

g
. I = l L Products & Services Support How to Buy Training & Events Partners m

Cisco

Cisco Software Central > Plug and Play Connect English [ Change ] }, Hello, Rajat Tayal E3 PnP Test Account - KB

Plug and Play Connect

Feedback Support Help

Devices Controller Profiles Configurations Configuration Templates

Virtual Account: TME ~

Add Device(s)

STEP ‘I

Identify Source dentify Device(s, Review & Submi

Identify Source & Download Sample CSV

Select one of the following two options to add devices:

v

") Import using a CSV file

© Enter Device info manually

"1 Also add Configuration to the Device D

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Palicy | Trademarks

AT w75 [ldentify Device] K% > %27 U > 7 LEF, [Identify Device] 7V 1 & RUMK v 77 v TRIRE
nE+, VU T NNESE AT L, [Base PID] 3 L U [Controller Profile] (LARGIZVERL) ZIRIN L
£9, [Save] RZ NZHENT [Next] RH¥ %227 Y w7 LET,

afraln
Cisco

Products g

Identify Device

Ciseo Software Central > Plug and Play Conned| ~ 02 NUMber Fach2ubag L Hello, Rajat Tayal G} PP Test Account - KB
Plug and Play Connect Feedback Support Help
4 Controller Profile APIC-EM g

Devices  Controller Profiles | Configurations|  paseription Enter short optional description for this device. ‘

Virtual Account: TME ~

Add Device(s) Cancel
STEP 1 v STER 2 STEP 3 STEP 4

Identify Source Identify Device(s) Review & Submit Results

Identify Devices

Enter device detalls by clicking Identify Device button and click Next to proceed to the next step. © Al | @ vaid | @ Erors | @ Existing
<+ Identify Device...
Row Serial Number Base PID Controller Description Actions
No Devices to display.
No Records to Display
|Cancai}lBad(} | Mext

Cisco Mobility Express ') 1) —2 87 A1 F |



Cisco Mobility Express 2> O—5OEE |

B =<1 2 U R FI= Cisco Mobility Express 557 2 £ 2 KA > h £:8MF 5

ATy T6 = FYEHERL, [Submit)| R¥ %7 U w7 LTTNA AZBMLUET, K&K&IZ, [Done] %
70y 7 LET,

Worldwide [change] Account | Log Out My Cisca

TN

Products & Services How to Buy Training & Events Partners m
cisco " ‘3

Cisco Software Central > Plug and Play Connect English [ Change ] }, Hello, Rajat Tayal &3 PnP Test Account - KB

Plug and Play Connect Feedback Support Help
Devices Controller Profiles Configurations Configuration Templates
Virtual Account: TmE -

Add Device(s)

STEP 1 4 STEP 2 v STEP 3 v

Identify Source Identify Device(s) Review & Submit Results

Attempted to add 1 device(s)

Successfully added 1 device(s) !

It may take a few minutes for the new devices to show up in the Devices table. Please wait a minute or two and refresh the page as needed

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Palicy | Trademarks

AT T TARALANBINEN, AT —FADNMERIRIE (VEA LV vay) THLHZ Ea2ERLET,

| Account | LogOut | MyGisco

alialn

Products & Services Support How to Bu) Training & Events Partners m
cisco L I 2 * :

Cisco Sofiware Central > Plug and Play Connect English [ Change | L Hello, Rajat Tayal PnP Test Account - KB
Plug and Play Connect Feedoack Support Help

Devices Contreller Profiles Configurations Configuration Templates

Virtual Account: TME ~

+ Add Devices.. ||~ Ed ed c
Serial Number Base PID Product Group Controlier Gonfiguration CEE Last Modified Status Actions
Any v | | Any - [8 SelectRange v | | Any ~ || ClearFilters
FOC125DR3 AIR-AP1852E-B-K9C Access Point APIC-EM - 2017-May-03, 23:00 [Show Log. hd

Showing 1 Record

Contacts | Feedback | Help | Site Map | Terms & Conditiens | Privacy Statement | Cookie Pelicy | Trademarks
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I Cisco Mobility Express 3 > F A—35 DEEE
Cisco Mobility 7 2 £ 2 1 ~ ko [

Cisco Mobility 7 7 £ X R4 > kDL

%1 LV Mobility Express %1 h & BT 521X, 7727 7 R 7 bA = AREET L3

kv — Z 5% E & L 7= Mobility Express 7 7 £ A iR A > F THRESINTWNWD I L AR LE
T, FIAR—| 757 REAF ST 90D APIC-EM 22> —F 2+ %34 . DHCP
Aa—TF DA T a2 43 £72EDNS T 4 AN ERETHLENH Y £9, APIC-EM =
Yhue—FEAF TS ar DI TR TITT TR T A EERICEI DI XA VT NEH
TH5%G., V77U RNTITT7 TR T UAEEGOBET D ET X TH APIC-EM =2 b —
FICEFIZV XA LT FENTWAHZ EHiERLET,

Z 2T, %A T Mobility Express 7 7 & X KA v ba#ER LET, 1 FTIHRUALEDT
TR RA L MERRE LET, HE D Mobility Express 77 A ARA > b3 A FTEHFE SN T
WAHBE, v AZ —BIRBEOICRE L, ~AX—=T 7B ARAL  FPBIRENTZHITD I,
Xy NT—=0 T30 T R T = REDBEERBL, AL T a2 SRR
A MR —TRET 7 ANEZT R —RTHZLICERELTLES N, o7 7R KA v
M, %y hU—2 P57 T R T LA F—EALOBRERIMBLETA, a2 han—F#
ETTANNT 7 RARL L N THE U va— RER%, BB L Tay br—F e ET
LET, Y14 DRV DOT 78R RA U NI, WRT 7 EARAL e LTwRE—=T 7
A RA YV MIEILET,
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Cisco Mobility Express ) A&} DHCP H—/\
D fE A

UU—283.102.0 6, WEDHCP — "2 HMI LT, 7278 ZX KA FIB LTV WLAN O
A2 a—7 % C& £9, Cisco Mobility Express TILA#t 17 f#l(O DHCP A 22— 7 3% 7R — b
SILTWET, WESDHCP — %Ml % &, Cisco Mobility Express (3545 DHCP #— /3%
LTI A N A ZFTTHILEHTEET,

G¥)

1 > Mobility Express M A CRIFRFIZPNE DHCP H— 3 & 2L DHCP H— & i {325 Z &
X, VY =87 TIIVAR—hrSNTWERA,

« DHCP %2 2 —7 DOAERE (33 ~<—7)

DHCP X O — T D1ERKL

ATy I

W DHCP —"Z G2 L, Day0 D&y 7 v 7 74— REBL VU Dayl D=2y fua—7
WebUI % fi > TDHCP A 2 — 7 ZAF CT& £9°, . WLANIZ A a2 —7 2Bl 554,
Dayl ® =1 k7 —F WebUI %{# - C DHCP A = — 7 Z#{Epk L £ 7,

ar hr—7 WebUl ZfE LT, Aa—7"%fEk L., WLAN IZBEAT T 521X, LN OFIA
IZREWNET,

FIE

[Wireless Settings] > [DHCP Server] > [Add new Pool] |Z#8) L £ 9", [AddDHCP Pool] 7 1 > R
MRy 7T v TRRSINET,

AT w72 [AdAdDHCPPool] 7 4 > RUT, DT 4 — RKE AT LET,

« WLAN @7 @ DHCP 7—I)LE& & A1 LE T
s [Pool Status] ZH N LET
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Cisco Mobility Express P98 DHCP — /S &R |
B ouer xa—Jok

* WLAN @ VLANID # A/ L£7
*DHCP 7 747 FOY—REBEZ AN LET, 774/ hiX 1 Day TT
XY NT—=DIRRYEASLET
« DHCP 7'— /L ORI IP Z AJ L £
* DHCP 7=V D& T IP # AT L ET
GE)  HEPERINAT ICHHRT D227 74T N TAL ZARAOA =T OHRAE, TI+IL
45— kx4 & LT Mobility Express > b O—5 28T AN H D £
*DHCP 7= NVDTF 74N~ = =A% ANJLET
*DHCP /=14 —+r A IP AT LET
*DHCP 7= 1D AL V& (A7 ar) ZAHLET

o F2—L H—\DDiz, BLEIZG U T [User Defined] ##IRN L, *—A —DIP T N
L A% AL ET, OpenDNS F—L H— "D IP T KL ANHBIZ AT ENTWDHA
IZ OpenDNS %R L £ 7,

AT T3 [Applyl 27 VU v 27 LET,
ATY T8 Aa—T %R L7=%, DHCP A 2 — 7|2~ v 7 Z3LCV % VLAN % WLAN [ZH| 0 4T,
WLAN |Z VLAN %%V 24T 25|21, [Wireless Settings] > [WLANs] (28 L £,

AT w75 WLAN MFE L7 WIGEIE WLAN Z21ER L, FET 2854 1387 D WLAN % fFHE L T,
[VLAN and Firewall]| # 7% 27 U v 27 LE7,

AT w76 [VLAN and Firewall] # 7' C, I FEZ#ZELET,

« DR —FHEDIH NAT O WLAN FIO¥A. 54 7> b 1P &5 % 7- 13 Mobility
Express O > k A—3 D722 [Network(Default)] Z 3R L £ 9

* [Use VLAN Tagging] T [Yes] Z3{R L £,
« %4747 VLANID # Ay LE T,

« WLAN D7~ I LIETIZ/ERL L7 DHCP X 2 — 748K L ¥4, VLANID |%. DHCP %
a—7 BN LI ZICEEBIRIC A SN ET,

. Cisco Mobility Express ') ') —X 87 BAH A F



| Cisco Mobility Express ®P9&8 DHCP - —/ SO f

pHep 22— T otes ]

Add new WLAN

General WLAN Security [ VLAM & Firewall ] Traffic Shaping Advanced

Use VLAN Tagging | Yes v

Native VLAN ID § 122 v
DHCP Scope || WiFi-Guest v |VLANID *} 20 | ¥

Enable Firewall | No v

VLAM and Firewall configuration apply to all n ke Ear i
WLANS — Apply Cancel

ATy 7T [Applyl 227 U v 7 LET,
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B,
=% =R

Mobility Express T® TLS H7K— k

Cisco Mobility Express I%, 802.11ac Wave 2 7 7 B X iR A > MIFHAIAE NIRRT A ¥ 1L &

ay he—JOMRETT, 778 A KAV FTUAL YL ALAN 22 b —F OREE F4TT
HEEMEIC LY BRI, VA FTRRI0DT 72 ARAL v MEFFOHE—OY A4 bE2X
BEOIA NZZr =T T4 R TAYLA VY 2a—va U EEATEET, vLFHA b
JEBATIE, BRIX, W ITP Y MZEE S 415 Cisco Prime Infrastructure £ H L C, &
A NEEBTEET, 2L, [lxDOV A FRISPRETA ¥ —F vy MR SN TEY .,

BEH O WAN B CTHEft SIL TV R WA IX, oo~ vF A NERZERT 5 2 &0
LWGERH Y 7,

Z DOREE RIS B 7212, AireOS U U — A 8.6 LI D Cisco Mobility Express Tl. B& I

TLS bk v %L % #&H 9 2 Cisco Prime Infrastructure Z{#H L C~ /L F I A FNEBHAZEH TE 5 XL
I E Lz, ZhH0H A FoOFRIZIA T, DOTIx @@REE R % RADIUS (ISE) (245
LT, ZNEHRYoA N THA FCPLICHh> TREATEET,

et R~ TLS k> R/LTiX SNMP, RADIUS, BLWNSSH F T 7 1 v 7 OIHDFidL,
FT—HX N T T 4y 7B EHREMA DY A FTR—=HIWIAL v F U T ENDZ EICEELT
<TEEVY,

TLS o CIT 2 oD arR—%r B H Y F4,

1. TLSZ 747 b : AireOS V U —X 8.6 LABE, TLS 7 71 7 R~ X Cisco Mobility Express
a— RICHBIAEN., A X — AP L TEITENET,
2. TLS#7—bTU=A : Zhud, Flt oA N CREBEINTTLS by RV EMNLT 5 720 DR
<~ Tt TLSF—h 7 =2 AITIE2O0DF% Y "I —27 A LV Z—T = ARH Y £,
1. X7V w7 Xy hU—7 : ZHUE, X TOYAZ— AP 0O EFERRER T Y v 7
IPTY, TLSZ I9A T MI. ZOT7 RLAZFEH LT, vAX— AP & TLS #—
7 = A B TLS b o RV ZHESL L E T,

2. 94—k Ry hU—2 : ZhiL, Cisco Prime Infrastructure, RADIUS 1 X XF D
Xy FNU—27 FARLZAREBEHENTWDL TLS ¥ — M = A OERICHDH T TA
NR—h 2y FT—IDIPT RLATT,
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B nsy—roza

Prime Infrastructure ISE

Central Site

«  TLS Tunnel is formed from
Master AP from each site to
the TLS Gateway

Client Data Traffic is still
locally switched

——
_———

Site B Site D

Site A

(= 5
i - " 3
Master AP Private IPs ¥ Naster AP Private IPs

e -2 e =2 0
) 7 > @ = > (KD ~ Y ﬁ
m 9 5 g m) & B wm) T B m

cTLS ¥ —h T xA (38 X—)
cTLS 7 T4 Tk (48 _X—3)

TSy —bFkoxA

TLS 7 — h Y = A3~ ThH Y | Rt MBS ET,

TS 7 —hrVTADIRTLEWR

1. A=A W : VMware-ESXi 5.5.0/ESXI 6.0
2. VMU YV—2XA

1. 4vCPU

2. 8 GBRAM

3. 100GBDA KL —
4. 2ODONIC (XT VY v r Xy "NT—THETTAR—F Ry NT—2 H)

3. IPV—T 1 T Ef

1. Prime-infra (SNMP) . ISE (Radius) . DHCP¥— 3, SSH, F=# U ' J AT L~
D TLS-GW 7T A4 _X—k X NU—=INSHRN—T 4 7 (FOw EEE)

4. TLS-GW /X7 U v 7 IP [X ME-AP OEH IP MO E|FERRETHILENH VY 7,

TS — b1 DEFR

UTOFMIZHES T, FRY A MITLS 7 — bV = A 2R L TS 72 &V,
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nss—roz1oEH |

FIE

ATV F1 TLS = hU A DOVA 7 7 A VEAFLET,
AT w72 vSphere 7 74 7> k Ul C, [File] > [Deploy OVF Template] (& L 9,
e m0x9-vsheelemx ____________ [-To§=

[File ] Edit View Inventory inistration Plug-ins Help
New * fentory b B Inventory ‘
Deploy OVF Template...
Export ,
Report » localhost.Jocaldomain VMware ESXi, 6.0.0, 3029758
Print Maps > Summary | Virtual Machines [ ResourceAllocation [ Performance | Configuration | Users | Events | Permissions
Bit close tab [X] k

What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines o’
as ESX or ESX, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

‘You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux

vSphere Client
Basic Tasks
[## Manage this host from vCenter Server

&' Create a new virtual machine

Recent Tasks Name, Target or Status contains: ~ Clear X

ATYT3I o=V~ DTS 7 — b= OVA 7 7 A VEBRLET, [Next] 227 U v 7 LET,

@ 172.20.229.6 - vSphere Client —[a] x
File Edit View Inventory Administration Plug-ins Help
‘9 Home b g Inventory b [l Inventory
& &

= 172.20.229.6

{3 DNA-Sensor2

Source
Select the source location.

localhost.localdomain

Source
OVF Template Details
Name and Location
Disk Format

Ready to Complete

What is a Host?

A host is a compu
as ESX or ESXi, 1o
CPU and memory
give virtual machi
connectivity.

Deploy from a fle or URL
[c1\sers\administrator\Downloads\msp-ts-gw-0. 1.7.6 18.0va =] [ eromse... I

Enter a URL to download and install the OVF package from the Internet, or specify a location
accessible from your computer, such as a local hard drive, a network share, or a CD/DVD drive.

You can add a virt
one or by deployil

The easiest way g
virtual appliance.
machine with an of
installed. A new vi
system installed o

Basic Tasks
[§# Manage this|

G create a ne

<Back Next > Cancel |

Recent Tasks Name, Target or Status contains: + Clear

ATv T84 OVFE T 7 L— bOiFMAZRER LT, [Next] 27 UV v 7 LET,
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B ss—rozqomm

@ 172.20.229.6 - vSphere Client -|a
File Edit View Inventory Administration Plug-ins Help
(<= ‘g Home b g Inventory b (31 Inventory| £ Deploy OVF Template l;l_- ‘
& & OVF Template Details

Verify OVF template details.

localhost Jocaldomai

(@ DNA-Sensor2

Getting Started §

Source
OVF Template Details
Neme and Location

Ahost is a compu 5‘5:’ Sl vos

k Network Mapping

?:;Esa);gr;j%r; Ready to Complete
give virtual machi .
connectivity. ubishes o ce

Dowrload size:  1.8GB

What is a Host? Product: tisgw_ova

You can add a virff
one or by deployi Size on disk: 7.6 GB (thin provisioned)
16.0 GB (thick

The easiest way e epraed
virtual appliance. Description:
machine with an of
installed. A new vi
system installed o

Basic Tasks
B¢ manage this|

G} Create ane:

< Back | Next > I Cancel

Y,
Recent Tasks Name, Target or Status contains: ~ X
—_ N ~ S oy
v — NYA
ATYTE TLS /= F U =A OB~ OARTZIEEL £,
@ 172.20.229.6 - vSphere Client
File Edit View Inventory Administration Plug-ins Help
[« =] ‘Q Home b g Inventory b [ Inventory| £ Deploy OVF Template Iili- ‘
g & Name and Location
Specify a name and location for the deployed template
2 localhost.Jocaldoma
(& DNA-Sensor2
Getting Started %
Source Name:
e OVE Template Detsis =T N
: Name and Location
—_ Disk Formatt The name can contain up to 80 characters and it must be unique within the inventory folder.
0st is a compul 7 =
s ESX or ESXi p[ Network Mapping
CPU and memory Ready to Complete
give virtual machi
connectivity.
You can add a vir
one or by deployi
The easiest way t
virtual appliance
machine with an of
installed. A new vi
system installed o
Basic Tasks
[ Manage this|
&' Create a ne
<Back | Next > I Cancel
Y.

Recent Tasks Name, Target or Status contains: ~ Clear X

ATYT6 T4 AIEROLGEIT, 774NV IDOFEETNext] 227 U v 7 LET,
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nss—roz1oEH |

[2]

File Edit View Inventory Administration Plug-ins Help

Disk Format

& @
[E] 172.20.229.6

(@ DNA-Sensor2

localhost.localdomain

G 6 (& e » 3 s+ 55 rerer el OV et = |

In which format do you want to store the virtual disks?

172.20.229.6 - vSphere Client =@ x

Source
OVF Template Details
Name and Location
Disk Format
Network Mapping
Ready to Complete

What is a Host?

A host is a compul
as ESX or ESXi, tof
CPU and memory
give virtual machi
connectivity.

You can add a virg
one or by deployi

The easiest way tq
virtual appliance.

machine with an of
installed. A new vij
system installed of

Basic Tasks
[ Manage thi

Datastore: [datastore1 (8)
Available space (GB): 22290

@ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
€ Thin Provision

<Back | Next > I

Cancel I

Recent Tasks

Name, Target or Status contains: ~ Clear %

RATY T Xy MNU—2 vy BT DEEIE,
U—7 Zi @R L ET, [Next] 27 Y

RTINS 2y NI —=T A B —T oA ADWHF Y
v 7 LET,

@

File Edit View Inventory Administration Plug-ins Help

172.20.229.6 - vSphere Client - @] X

ﬁ €y Home b g Inventory
& @

(@ DNA-Sensor2

b [ nventory

Network Mapping

What networks should the deployed template use?

Source
OVE Template Details
Name and Location

Map the networks used in this OVF template to networks in your inventory

Add Networking... Properties...

Disk Format Source Hetworks | Destination Hetworks
Network Mapping VLANIES DMZ-VLANID
. Ready to Complete — VM Network 172

<Back | Next > I

Cancel |

Recent Tasks

Name, Target or Status contains: ~ Clear X

ATV T8 REHELHAELET,
7V w7 LET,

[Power On after deployment] = > 7 AR v 7 A% HHZ L [Finish] %

Cisco Mobility Express ') ') — X 878 AH A




B nss—rozqom

Mobility Express TO TLS #HK— k|

[Z]

File Edit View Inventory Administration Plug-ins Help

B Bl |@ tome > g9 mventory b Inventory

172.20.229.6 - vSphere Client - a

+ &

& &

B [ 172202296
(@ DNA-Sensor2

Hardware
Health Status Source
Processors OVF Template Detais
Memory Name and Location
- Disk Format
i Network Mapping
! {Netivaridng, Ready to Complete

Storage Adapters
Network Adapters
Advanced Settings
Pouer Management

Software

Licensed Features
Time Configuration
DNS and Routing
Authentication Services|
Virtual Machine Startup,
Virtual Machine Swapfi
Security Profile

Host Cache Configurati
System Resource Rese
Agent VM Settings
Advanced Settings

localhost Jocaldomain Vi1 | S VRN SR,
Cating e, S| Are these the options you want to use?

When you dick Finish, the deployment task wil be started.

Deployment setting

Deploy OVF Template ==

Refresh Add Networking.

OVFfile:
Dovinload size:
Size ondisk:
Name:
Host/Cluster:
Datastore:

Disk provisioning:
Network Mapping:
Network Mapping:

I Power on after deployment

Ci\Users\administrator\Dovnloads\msp-tis-gw-0.17618.0va
18GB

16.0 GB

TLSGW

localhost.

datastore1 (§)

Thick Provision Lazy Zeroed

"VLAN105"to "VM Network 172"

"192.168,1.0" to "DMZ-VLAN10"

<Back I Finish I Cancel

A

Recent Tasks

Name, Target or Status contains: ~ Clear

Properties...

X

TS 7T — kT4 DEFE

TLS 7' — N U = A OFREIT. RO 3 DOFENLELY 7,
1. TV I7BIOTITA X=Xy M= AL B =T 2 A ZADIPT RLADEIE

2. TLS 7 —hU=A DERT 7 A VOFRER IOV —E RDBA

3. PSKID-KEY X7 OHKE

TLS 77— b U = A D OVA Z &P L CEIRZ ATk, RO FNAIHES>TTLS 77— b v = A

ERELET,

NI BEUVTSFTAR—KR2YFI— A3 —T A ADIP

7 RKLADHTE

FIE

ATFYT1 TLS A —h T2 VM ~DarV— Lty a2l kO LT ooy VEERALTH

JA LET,
2—H4  tlsgw
IRAT — K tlsgw
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KIV v BEVTITAR— R ky b T—5 4128—T124 207 FLZAOEE [

anlp @ D> S 8B @GRS R

El] ngésifis ) Ubuntu 16.04.3 LTS msp—tls—gu ttyl
-sensor
3 [TLSGW

~[[Ptls—gu login:
Password:

Login incorrect

msp-tls—gu login: tlsgu

Password:

Last login: Tue Oct 3 06:26:56 IST 2017 on ttyl

Uelcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-92-gemeric x86_64)
* Documentation: https://help.ubuntu.com

* Management : https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

15 packages can be updated.

7 updates are security updates.

tlsguensp-tls—gu:™$ _

Recent Tasks

Name, Target or Status contains: Clear

@ 172.20.229.6 - vSphere Client -[a] x
File Edit View Invent| (&3 TLSGW on localhost.localdomain
€] @ tHome| File View VM

X

AT T2 UTIRT I, ifeonfig EATILTRT Y I A H =T 2 A AL TTA_X— K f X —
T2AADIPT RLVAZFERLET,

@ 172.20.229.6 - vSphere Client =g x
File Edit View Inventory A (& TLSGW on localhostlocaldomain =110 -
€] €Y Home > gl File View VM
anly) @@||l® 0> &8 &G BB [
o meaans Ubuntu 16.04.3 LTS msp-tls—gu ttyl
({3 DNA-Sensor2 L
i [Tisaw nsp-tls-gu login: tlsgu
Passuord:
Last login: Wed Nov 15 06:55:52 IST 2017 on ttyl
Welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-92-generic x86_64)
= Documentation: https:/ help.ubuntu.con
* Management : https:,/landscape.canonical .con
= Support: https:/ ubuntu.con advantage
15 packages can be updated.
7 updates are security updates.
t1sguBnsp-tls—gu:~$ sudo bash
Isudol password for tlsgu:
root@nsp—tls—gu:“# ifconfig
ens160 Link encap:Ethernet HWaddr 00:0c:29:01:c1:3b
inet addr:10.10.10.11 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: feB0::20c:29ff :fe01:c13b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5 errors:0 dropped:0 overruns:0 fram
TX packet: errors:0 dropped:0 overruns:0 carrier:0
collision: txqueuelen:1000
RX bytes:864 (864.0 B) TX bytes:1332 (1.3 KB)
Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 add 1,128 Scope :Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:176 errors:0 dropped:0 overruns:0 frame:0
TX packets:176 errors:@ dropped:@ overruns:@ carrier:@
collision: txqueuelen:1
RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)
root@nsp—tls—gu: "
Recent Tasks

Name, Target or Status contains: + Clear X

GE) ensl601I/X7 ) v Xy NU—T 4 F—T A RZHHG L, _EFEOHFITlX DHCP

H— 0 10.10.10.11 DIP #IELTHWET, F7-. IPT RLAZEIZEIY YT
L2 TE, UMOFIETHIHALCWET, £72. Lo ifconfig HHIZIZ 7T 4

NR—=FRy hT—=I DA H =T 2 AFHV EF¥A, THITFHTHRETDI LD
T&, IBEOFIETHBP L TWET,
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B o) rB80T54R— RV FT—9 A1 28—TILRDIPF KLADEE

AT v 73 tlsgw@msp-tls-gw: 7' 12 > 7 kT sudo bash & N JJ L. tlsgw @ [sudo] 7S AT — R & LT tsgw &
ANTLET,

ATYT8 RTV v I BROTTAR=F Ry NT—F L B =T 2 A ADIPT FLAERET HIT
I, ¥ =V cd /etc/interfaces & NJJ LT Jetc/network 7 + V7 N VIZBEI L £,

RATY TS vV TCviinterfaces E N1 L, vi =T 4 Z % L interfaces 7 7 A V=B X 7,

@ 172.20.229.6 - vSphere Client =[] x
File Edit View Inventory A (@) TLSGW on localhostlocaldomain u_-' =
B B (@ rome b gl File View wM
anlp a@ls uip> &8 GRS P
T § memass # This file describes the network interfaces available on your system
& DNA-Sensor2 # and how to activate them. For more information, see interfaces(5).
5 [TLSGW .
source setc/netuorksinterfaces.d =
# The loopback netuwork interface
auto lo
iface lo inet loopback
# The primary network interface
auto ens160
iface ens160 inet dhcp
"interfaces" [readonlyl 12L, 308C
Recent Tasks. Name, Target or Status contains: ~ Clear X

GE) censl60 33TV v Xy NI—F A B —T A ATHY ., 574/ kT DHCP
HAIREEINTWET, N7V v Xy NI A F—T A ADIPT L A%
ISR ET AT, LLTOBID X 912 ensl60 DX EZRIRD X 5 ICE XMz 9,

auto ensl60

iface ensl60 inet static
address 10.10.10.11
netmask 255.255.255.0
network 10.10.10.0

RTYT6 TTA4AR—KNFy NT—F S H =T x4 ZADIPT RLAZRETHITIE, KOLIIC
interfaces 7 7 A JVIZLL T ZBIMML, 77 ANV ERELET,

auto ensl92

iface ensl92 inet static
address 172.20.229.60
netmask 255.255.255.192
network 172.20.229.0
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T o BEVTIAA—F 2y kT—5 1v8—T21420P7 FLZO%EE [

@ 172.20.229.6 - vSphere Client

File Edit View Inventory A TLSGW on localhost.localdomain lLI_-

E _a Home b gl File View VM
Ry a@lE nr &6 6

B @ 172202296 H

(3 DNA-Sensor2 S . . .
T [TLSeW # This file describes the netuork interfaces available on your system

# and hou to activate them. For more information, see interfaces(5).

source setc/netuork/interfaces.d/ =

# The loopback netuwork interface
auto
iface lo inet loopback

# The primary netuork interface
auto ens160
iface ens160 inet dhcp

# The Private network interface
auto ens192

iface ens192 inet static
address 172.20.229.45

netmask 255.255.255.192
network 172.20.229.0

Recent Tasks Name, Target or Status contains: ~

AT9 71 v NI—7 = REHEBT DL, Jetc/init.d \ZBE) L, /networking restart © NJJ L E
9, T T, ifconfig ZFITT D & /\°7“U I A B =T A ADIPT RLRELET T A _—

FAE =T 2 A ADIPT FLADWMGRFERSNET, ~"T Vw7 LT TA4_X—FDOWJ;

DIP 7 R AT ping & FATL T A ead L E T

] 172202296 - vSphere Client ] |

Bl (B0 WU bradiny 6 TLSGW on localhostlocaldomain
a €) Home b gl File View VM
By @@l® n|> 8B @& BERSR
5 vimass killprocs mountnfs-bootclean.sh  reboot unattended-upgrades
@ ONAsensor2 Kknod mountnfs.sh resoluconf urandon
@ oW cron 1un2 netuorking rsync uuidd
cryptdisks lumz-lunetad  ondemand rsyslog

cryptdisks-early Iunz-lumpolld  opem-iscsi screen-cleanup
dbus Ixcfs open-un-tools sendsigs
rooteénsp-tls-gu:/etc/init.d# ./netuorking restart
[ ok 1 Restarting networking (via systemctl): networking.service.
rootensp-tls-gu:/etcsinit.dk ifconfig
ens160  Link encap:Ethernet Huaddr 00:0c:29:01:c1:3b
inet addr:10.10.10.11 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: £e80::20c:29ff :fe01:c13b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:i
RX packets:? errors:0 dropped:0 overruns:0 framc:0
TX packets:19 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuclen:1000
RX bytes:1004 (1.6 KB) TX bytes:1998 (1.9 KB)

ens192  Link encap:Ethernet Huaddr 00:0c:29:01:c1:45
inct addr:172.20.229.45 Bcast:172.20.229.63 Mask:255.255.255.
inet6 addr: £e80::20c:29ff :fe01:c145/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:i
RX packets:9 errors:0 dropped:0 overruns:0 framc:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuclen:1000
RX bytes:749 (749.0 B) TX bytes:648 (648.0 B)

Link encap:Local Loopback

ddr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:i

RX packets:176 crrors:0 dropped:0 overruns:0 framc:0
overruns:0 carrier:0

collisions:0 txqueuclen:1

RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)

rooténsp—tIs-gu: etc/init.dt _

Recent Tasks Name, Target or Status contains: ~
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B so— oz ommorLogEs LU —E RO

TS —Fr IO A DERT7AMILDEBEES LU —EXDRA

FIE

AT Y T 1 Jopt/cisco/msp-tls-gw/bin/ \ZFEE L, LLF D X 512 tlsgw_config.ext ZfHE L £7,
server listening ipv4 address=10.10.10.11 // Public IP of TLS Gateway
server listening port=443 // Port

server private ipv4 address=172.20.229.45 // Private IP of TLS Gateway
prefix subnet=172.20.229.0 // Private IP network of TLS Gateway

prefix length=26

debug level=4 // Loglevel for TLS Gateway

dhcp static pool ipv4=20.1.0.0:255.255.0.0 // Local IP pool configured for TLS Client
IP allocation

dpd_interval=60 // Dead Pear Detection timer value for client
rekey interval=3600 // Rekey timer value for client
retry interval=20 // Retry timer value for client

GE) TLSZ7—bhUxA DFH%RTDHCP H— %2 H L TV D84 1%, tlsgw_config.txt 7 7
A JUZ dhep_static_pool _ipv4 ZFERL L7eWVWTL 7SV, ZHUE, 7r— RF¥ ¥ X bR
tls-gw D77 A ~X— [ IP #FH TiEE 4L, DHCP #—/ N3 TLS 77— b U = 1 O %
WCFEETHHAE. TLSZ A4 7 MZIPT RLAZE D Y THULERH HT2HDTT,

ATYT2 77 A NVERGFELET,

AT Y T3 /homertlsgw | ZFEEN L, A7 U startSecureServer.sh %5 L CTLS 7— sV =4 H—t
A& L ET,

ATYTE TLS /= bV A P—EABREFICEITSNTND Z EEMRT 211E, KITRT LI
/Jopt/cisco/msp-tls-gw/bin/ \ZFEE) U T, Ssgw cli % FIT L E£7,

@ 172.20.229.6 - vSphere Client

File Edit View Inventory ANl TLSGW on localhost.localdomain lLIi-

a @y tome b gl File View VM

miy @@|® m|p &8 &GRSR

B [ 172202256
@ DNA-Sensor2
5 [TLSGW

root@nsp—tls—gu:/opt/cisco/nsp-tls—gu/binkt cd /home/tlsgu/
root@nsp—tls—gu:“# ./startSecureServer.sh

Setting FD Limits sucessful ...

net.ipu4.ip_foruard = 1

root@nsp—tls—gu:“# cd sopt/cisco/msp-tls—gu/bin
root@nsp-tls—gu:/opt/cisco/nsp-tis—gu/bintt . tlsgu_cl

tlsgu-clitt tlsgu version

TLS-GU RESP:
TLSGH Version: 0.1.7.618
tlsgu-clitt tlsgu status

TLS-GU RESP:
TLSGH STATUS OK
tlsgu-clitt _

Name, Target or Status contains: ~ Clear X
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pskID-keY <70z [

PSK ID-KEY X7 D& E

)

TLS #'— b ¥ = A THAHAF— (PSK) R ELET, Ziud, vA4—AP EOTLS 7 7
AT IBTLS 7 — b U = A TRRAET D72 OIS E T,

GE)

TLSGW (2135 K 3 2D PSK ID-KEY X7 Z# & ECTX £9, PSK-ID (213 ~ 50 LFDOEED
WFEHNEFEHTE, PSK/XAT— K (F2EF—) I2E5~256 DEEOXFIE#FHTE £
T, T [ . AR—=RFENTH 7T psk-id & psk-key Dli ST TEFAI S TWOER A,

BET DITIE, ROFNAZEITLET,

FIE

AT T Jopt/cisco/msp-tls-gw/bin/ \ZFEE) LT, Msgw cli % FITL £,

ATy T2

ATvT3

®D CLL ZfEA L TPSK R EL X,

tlsgw-cli# set-psk=cisco
Setting PSK ID-KEY pair

Enter the PSK key for this ID:

TLS-GW RESP:

OK

WD CLI ZfH L TPSKID B ESINTNDZ AR LET,
tlsgw-cli# get all psk-id

TLS-GW RESP:
List of stored psk-ids: cisco
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[z}

172.20.229.6 - vSphere Client

a €y Home b gl

LR
2 @ 17220.229.6

& [TLsGw

File Edit View Inventory A @&

TLSGW on localhostlocaldomain

File View VM

N> &0 G R &

rooténsp-tls-gu: opt/cisco/msp-tls-gu/bink cd shomestlsgu/
rooténsp-tls-gw:“# ./startSecureServer.sh

Setting FD Limits sucessful ...

net. ipud.ip_forward = 1

rooténsp-tIs-gu:"# cd optrcisco/msp-tls-gubin
rooténsp-tIs-gu:/opt/cisco/msp-tls-gusbini . tlsgu_cli

tlsgu-cli# tlsgu version
TLS-GW RESP:
TLSGH Uersion: 0.1.7.618
tlsgu-clii tlsgu status
TLS-GW RESP:

! fi 0K
tlsgu-cliéi set-psk=cisco

Setting PSK ID-KEY pair
Enter the PSK key for this ID:

TLS-GY RESP:

0K
tlsgu-cli# get all psk-id

TLS-GW RESP:
List of stored psk-ids: cisco
qU=CTIY

Recent Tasks

Name, Target or Status contains: ~

TS 547 2k

TLS 7 F A4 72 Fik, AireOS V U —Z 8.6 IZHE

IhTEY,

a— RWNIZRA T 4 ZITHAEL

¥4, TLSZ7 AT FCTLS 7 — U= A LD TLS b RV EFESLT HITIE, A X — AP

MNTLS = b x=AD/RXT Y v 7 IP LBETE HXLERD

TLS 7 547> FDRIHREH

1. Cisco Mobility Express AireOS U U —2Z 8.6 Ll |k

V)\iﬁ_O

2. TLS7— b0z ADNRTY T IPT RLVAIL, ~AX— AP DL EEFRETHLILEND
DWEd, TLSZ— FU = A D FQDN Z{iH3 555
P—NIZERE L, HLDNS*%~/\®IP%ME:/%D FIZHELTCTLS ' —h 7 = A
® FQDN Z i3 2 B3 & ) £97,

TLS kU RILDERTE

TLS 7 7 A4 7 h& TLS 77— F U = A OFEIZ TLS |

NFET, FREHETKRD ERBY TT,
T3 1: 2y FU—I PP EEA LY ¥y F T g
Day0 C, Xy hU—2 PP b ay ba—IFELX V0 — RTEET, vAX— AP MR

BRET 7 ANEL 70— L CHEEE) LER L%

. Cisco Mobility Express ') ') —X 87 BAH A F

#1X. TLS GW FQDN % = — 7 /L DNS

N RV ERIET DI, 2 0D JTERD

HEIRIZTLS 7— b o = A & D TLS



| Mobility Express T TLS 4K — ~
s korrozz [

Mo FNVEMSLTHE DI, TLS FRAVEEE I b —TFDORET 7 A WM IRAT Z &
HTEET,

AT 32 WebUl 725 TLS F o V& FETHRET S

ME WebUI 7>5 TLS k> R ERET HI2E. WO FNEIZHENE T,

FIE

ATv 1 2 hr—7 WebUI C [Expert View] (2] 0 #x £,
AT9 T2 MO RA=a—D5 [Services] > [TLS] (IZBEN L £,
AT w73 [TLS Tunnel] X— T, IRDNNTA—=HZHELET,
1. TLSY—F U =ADNXTY v 7 IPT7 RUAEIEXFQDN # ASJ LET,
2. R—=FEFEANLET, 774V MEIL 443 TT,
3. PSKIDEZALET,
4. PSK¥—% AHILET,
5. RADIUS & SNMP # A%z L%,

G¥) RADIUS /% ISE (Z2f# H & 41, SNMP iZ Prime Infrastructure (Z{# H SV E 9,

TLS Tunnel

R Monitoring

L Wireless Settings

8 Management

TLS Tunnel Uptime Stamp Not Available
I" Services TLS Tunnel Uptime Not Available
0 Failure Reason Feature disabled

< Advanced

TLS Gateway FQDN / IP Address | 10.10.10.11 |0

Port Number | 443 |

TLS Pre-Shared Key Identity | disco |0

TLS Pre-shared Key

cisco | (2}

Show Password

RADIUS

SNMP Trap

TLS Client Inner IP Address

ATy 74 [Applyl 27 VU v 7 LET,

ATY TS F#HIZ, =Y EETTLS b rZ24M LET, TR CTORFREHN M-I TV 55
B TLS = b U= DPEIIT AT —APONRNT I w7 A B —T = A AT b XIVBE
REnET,
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Mobility Express TO TLS #HK— k|
B s orons

TLS Tunnel

*R Monitoring

¥ Wireless Settings

ﬁ- Management

TLS Tunnel Uptime Stamp Not Available

I" Services TLS Tunnel Uptime Not Available
0

Failure Reason Feature disabled
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RIS

=6~
=% =R

B4 ~ H—~ A H Cisco Mobility Express ®

=JL ==
ax AE

o %Ak Y—A1 ] Cisco Mobility Express D% & (51 ~X—)

H# 4 + Y —~ 4 F Cisco Mobility Express D% E

Cisco 802.11ac Wave2 7 7 B A KA v MEI, IREBETVA XY LR ar ha—JOEEEZ T 7 & A
A v MTHLAA AT Cisco Mobility Express (2% it L TV E T,

TA YLV A ay ha—7OREREZ 4T3 % Cisco Mobility Express D7 7 &£ A RA > M, 7
TAT LV OUA Y LA bR LET, 7782 KA MBI A R P—_AIIHEHTE

%P DHCP H— bR — b LET,

1. 727 %A KAk : Cisco Mobility Express ~ 7 b7 =7 %3179 5 Cisco 802.11ac Wave 2
TR A RA L b, LLF® AP X Cisco Mobility Express % ¥4 — k L ¥ 97,

TOEXKRAV B

P4 MY —_A OBBEEYR— B Y-
A

1540 U — X AireOS® U U — 2 8.5 LI
1560 U — X AireOS U U — 2 8.3.111.0 LIF%
18151 > U — X AireOS V U — 2 8.4 LI

1815M > U — X

AireOS® U U — 2 8.5 LI

1815W > J —X

AireOS U U — % 8.4 LI

1830 U —X AireOS U U — 2 8.3.111.0 LI
1850 U —X AireOS U U — 2 8.3.111.0 LI
2800 U — R AireOS U U — 2 8.3.111.0 LIF%
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B cuzEmLEY A 59—~ D1=5D Mobility Express

#4 k %—~ 1 F Cisco Mobility Express D& E |

ks
filt

TR RSB YA b H—_RAD¥REEYR— T 51—
e
3800 U — X AireOS U U — % 83.111.0 LAWK

2. B VAR I—_AIMEHENDT 7 EA RS MCRVETR, TI7ERAFRA VB
WA 72BN R CELERT XX EIFI NNy T Ry 72 FEHL TS EEN,

3. Y= r—7) (7T ar) : CiscoMobility Express £, CLI % 721X Over-the-Air
AL TCERETE £, CLIIZ X > T Cisco Mobility Express i ET d%4. 77 A
KAV ROy — VBRI TT,

CLIZFERAL=YA kb H— A D7I=HD Mobility Express DX E

ATy T
ATy T2
ATvT3

FIE

TIRARAL L FDaL I —)LITHRE L ET,

BIRT X T2 ETNIN TV Ny 72 ERLTT 78R KAV FOERE ANET,
TR RA LV IBRERICEET D (VAT LA 3 ba—7BFATINRERBIRIEIC /e
%) ETHLET,

CLIty b7y 7 U4 P —FEHFEHLTIAVY LA ar ba—F2%ELET,

G YA b YP—~A TiL, DHCP % — N[FTHZH T, Cisco Mobility Express TH A — k &4
F7, LLFICHFHZ R STV % DHCP H— D% EIL, Cisco Mobility Express @
DHCP #— Rz fhCT 272D MHATT,

Would you like to terminate autoinstall? [yes]:yes

Enter Administrative User Name (24 characters max) :admin

Enter Administrative Password (3 to 24 characters max) :Ciscol23
Re-enter Administrative Password: Ciscol23

System Name: [Cisco 3a:d2:b4] (31 characters max) :me-wlc

Enter Country Code list(enter ‘help’ for a list of countries) [US]:US
Configure a NTP server now?[YES] [no]:no

Configure the system time now?[YES] [no]:yes

Enter the date in MM/DD/YY format:02/28/17

Enter the time in HH:MM:SS format:11:30:00

Enter timezone location index (enter ‘help’ for a list of timezones):5
Management Interface IP Address: 10.10.10.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.10.1

Create Management DHCP Scope?|[yes] [NO] :yes

DHCP Network: 10.10.10.0

DHCP Netmask: 255.255.255.0

Router IP: 10.10.10.1

Start DHCP IP address: 10.10.10.10

Stop DHCP IP address: 10.10.10.250

DomainName: mewlc.local

DNS Server: [OPENDNS] [user DNS]OPENDNS

Create Employee Network?[YES] [no]:yes

Employee Network Name (SSID)?:site survey

Employee VLAN Identifier?[MGMT] [1-4095] :MGMT

Employee Network Security?[PSK] [enterprise] :PSK

Employee PSK Passphrase (8-38 characters)?: Ciscol23
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ATy 71

CU £HEMA L9 1 k H—~A O f=t>D Mobility Express D&% ]

Re-enter Employee PSK Passphrase: Ciscol23

Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]:NO

Enable RF Parameter Optimization?[YES] [no]:no

Configuration correct? If yes, system will save it and reset.[yes][NO]:yes

TIRARA LV IPERICERNTHETHLET, VA4V L2 ar be—JHENFEITIN
7% T, Wy T o7 T 4 = IR E LT BB — 4 F 72138 A T — R&MH L T
ay he—JCHEEe A LET,

(FFvay) :CLUOEy Ty 7 U HF— Rz, By NV—27 X2 U7 113,
PSKICRRESNTWET, TSIV, 7747 v NORBERERE N cE£4, AQE
20 TA T bASSID IZHEGE L7RWE HICSSID Y — R¥ vy A MEBEHICTH LT
£9, PSK & SSID 71— R¥ ¥ 2 hEMHICT 521X, 2 he—F CLI TROa~v > R
ANTTLET,

(Cisco Controller)>config wlan disable 1

(Cisco Controller)>config wlan security wpa disable 1

(Cisco Controller)>config wlan broadcast-ssid disable wlan 1
(Cisco Controller)>config wlan enable 1

(Cisco Controller)>save config

F v R, EEHS. BIL O Radio DF ¥ FIVIEEZ R ET HI21E. &I Radio 2 NI L
T, BEET>TOHLEEANLET,

2.4GHz @ Radio ZF ¥ RIL 6 [CEET HIZ(X, ROFIEFETLET,

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b channel <ap name> <ap name> 6
(Cisco Controller)>config 802.11b enable <ap name>

2.4 GHz @ Radio EEHNZLARIIIZEET BICIE. ROFIEEEFTLES,

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b txPower <ap name> <ap name> 3
(Cisco Controller)>config 802.11b enable <ap name>

5GHz ® Radio ZF ¥ RIL M4 [CEET BIZ(X, ROFIEFETLET,

(Cisco Controller)>config 802.11la disable <ap name>
(Cisco Controller)>config 802.11la channel <ap name> <ap name> 44
(Cisco Controller)>config 802.11la enable <ap name>

5GHz ® Radio ZIEHENZLARISIZEEHIT BICIE,. ROFIEEETLET,

(Cisco Controller)>config 802.1la disable <ap name>
(Cisco Controller)>config 802.1la txPower <ap name> <ap name> 5
(Cisco Controller)>config 802.1la enable <ap name>

5 GHz @ Radio F ¥ >R JLIEZE 40 MHz [ZZEE T 512, ROFIEEEITLET,

(Cisco Controller)>config 802.1la disable <ap name>
(Cisco Controller)>config 802.11la chan_width <ap name> 40
(Cisco Controller)>config 802.1la enable <ap name>

2800 B L TN3800 > ) —RXDT Vv A RA L "oV A NP —_A1MEHT 554, XOR Radio
IZOWTDORONFIZHERE L TLTEEW,

1. XORRadio ®T 7 # /v FEIWEAT — X A% 24GHz TT,
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#4 b H—~A f Cisco Mobility Express D% |
B cuzERLEY A~ F— oA D8O Mobility Express DT

2. 24GHz7°6 5GHz ~T VT FHET 7 A2 KA F® XOR Radio DR ELXLEETX F
T, Flo, TOHWHEEETY, T T AT T 7 BRAKRA » FTid, XORRadio THRE
FEETDHRNINET 7 F 2 DART 2 37 X I SN TWD I ENNETT,

3. XOR (2.4 GHz) Radio 7% 5 GHz CTEIET B L 9 IZRE S5 &, 5 GHz B Radio 225
100 MHz VA BF v XV ZBETLENH O 17,

4. XORRadioNT T FHNBT 7 A RKA > N TS5GHzE— RCTEWET A L HIZHREIND
L EEHS (k) OHENTEESN, BEIITEEREA,

XOR (2.4 GHz) Radio % 2800 &£ U 3800 ') —XDT7 VX RS T, 5GHz TEMET
BEINITHRET BICIF. ROFIEEZEITLFET,

(Cisco Controller) >config 802.11-abgn disable ap

(Cisco Controller) >config 802.1l-abgn role ap manual client-serving

( )

( )

Cisco Controller) >config 802.11l-abgn band ap ap 5GHz
Cisco Controller) >config 802.11l-abgn enable ap

5GHz TEIES 5 XOR Radio ZF v RIL 40 IZBHFT BIZIE. ROFIEEZEITLET .

(Cisco Controller) >config 802.1l-abgn disable ap
(Cisco Controller) >config 802.1l-abgn channel ap ap 40
(Cisco Controller) >config 802.1ll-abgn enable ap

5 GHz T3 % XOR Radio D F v R JLIEZ 40 MHz ISR E T BIZ1F. ROFIEEZETLE
TD

(Cisco Controller) >config 802.11-abgn disable ap
(Cisco Controller) >config 802.1l-abgn chan width ap 40
(Cisco Controller) >config 802.11-abgn enable ap

. Cisco Mobility Express ') ') —X 87 BAH A F



WLAN

Irh-7:|&:
5 2

DJAX LRIy FT—9DERK

s WLAN (55 *—7)

- fEZEH WLAN OfERL (56 ~—2)

*« WLAN TO¥ > k7 /b Web fBGEH AR — k(58 X—Y)

*« WLAN TDO¥ > k7L Web iBFEHAR— K (59 X—Y)

« 7 A N WLAN OfERK (59 ~=—7)

e 74—/ K H—7 > (DNS FhiFiE ACL) (63 =—7)

« Web BEEONTAT T v a X—= (64 X—)

« WLAN . —HDEH (67 <—)

« WLAN TORKZ 74T > MEOEE (68 ~<—)

« APRadio Z ¢ D KZ TA4 T v MEDOFE (68 ~2—)

s WLAN TOD AAA A—/"—F A4 K (68 =—)

« B L— MR (69 =—2)

* WLAN TOEHRI NAT (69 ~—2)

e WLAN TO I —H /)L MAC 7 4 V2 7DD MAC DB (71 ~<—3)
* Mobility Express T RLAN ¥7R— kK (73 ~4—)

AP I V—T DIERI L VAP Z /L — 7~ 1815W DENN (73 =—3)

Cisco Mobility Express ' U =.—3 3 3 K 16 1D WLAN Z 474K — F L£9, 4 WLAN |2
T, —EOWLANID (1~16) . —BO7u 77 A N4, SSIDBEID Y ToNET, Fio,
HBphexa )T 0 RV —%E0VHETH L TEET,

7&tx?4ybi T_XTDOT 77 477 WLANSSID 27— F¥% % X L, WLAN =
CIERTHRY v—mEALET,

Cisco Mobility Express /' U =—3 23 » TlX, W< DOMNO WLAN X = VT ¢ 473 Ui
R—hSnET, ERATva v iF3koLsh T,

1. Open

2. WPA2 /x— YL
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TAXYLR 2y hT—2 DER |
B atzewan o

3. WPA2 =¥ —7FF 4 X (4 RADIUS, AP)

ZA N WLAN IZDOW T, WL ODOERENRY A — FZhE T,
1. CMX 7= k8t

2. WPA2 /N—YVF v

3. ¥x7 T 47 FKR—%/ (AP)

4, X TFT 47 R—EL (5 Web H—X)

%S WLAN O1ERK

WPA2 /X—Y )L Z{ERA L =% & WLAN D {ERK

FIE

AT v F1 [Wireless Settings] > [WLANs] (B &) L TH» 5., [Addnew WLAN] ARZ %27V v 7 LET,
[Addnew WLAN] 7 « > UMK 77 v FERINET,

AT w72 [Addnew WLAN] 7 ¢ > K7 ® [General] X—YC, U FEHELET,

a)y FAITFANBEASILET,
b) SSID # AL ET,

RATw 73 [WLAN Security] #7 UV v 27 L, LFZ#FELET,
a) [Security] T WP42 73— F /L8R L 77,
b) NRITL—X&EANL, RRITL—X ZMBELET,

ATy T4 [Applyl 227 U v 7 LET,

WPA2 T2 —T 54 XHE LU ERRADIUS H—/\Z{FERL-KX8
WLAN D {ERK

FIE

AT v F1 [Wireless Settings] > [WLANs] I &) L T, [Addnew WLAN] A& > %7 U v 7 LET, [Add
new WLAN] U (> RUBKR 77 v TR RSINET,

AT w72 [Addnew WLAN] 7 1 > K7 ® [General] X—2 T, U FEHELET,
a) FJAT77AILEBEASNLET,
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| 74vLR %Ry F7—0 DR

ATvT3

ATvT4

ATy TH

WLAN D {E Rk

WPA2 T8 — 54 Xk URIEF—/3& LT AP 245/ L=t 8 wian ot |}

b) SSID # AJJLET,
[WLAN Security] #27 U v 27 L, LFZHELET,

a) [Security Type] TWPA2 TR —TF54 X &38R L £,
b) [Authentication Server] T[External Radius] % %R L ¥ 7,

RADIUS H—ZBML, L F&Z&RELET.
*RADIUSIP Z AJJLET
*RADIUS A"— h&# ASJLET
« Shared Secret # AJJ L £7
e [tickl] 742> % 7Y vy 7 LET

[Applyl 27 U v 7 LET,

WPA2T VB —T 54 XAEXVRBAY—/NELTAPZFERAL-XER
FIE
[Wireless Settings] > [WLANs] (Zf#) L T, [Addnew WLAN]| A% > %27 U v 7 LE7, [Add

ATy I

ATy T2

ATvT3

ATy T4

new WLAN] ¥ 4 > RUNR v 7T v 7FRENET,
[Add new WLAN] ¥ ¢ > K7 ® [General] *—Y T, LLFZ&ELET,

a) FAITFANBEANTILET,
b) SSID Z# AL ET,

[WLAN Security] #27 Vv 7 L, LFZ&ELET,
a) [Security] CTWPA2 T2 —T 54 X %®INL 7,
b) [Authentication Server] T AP Zi#R L £,

GE) APIE, v b — I EZET L TCWVWAYAXZ—AP T, ZOEHAMITIL, =
Vb —F3RRE = THh B, m— )V WLAN 2—HF T hH 7 ML, 7
FTAT M NOERTH Ly b —TIFEETHLERH D 9,

[Applyl 27 U v 7 LET,
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TAXYLR 2y hT—2 DER |
B wea2 x> 5551 X585 RADIUS 554 U MAC 7 1 L8 U » 5 B L 1AL £ B WLAN OFER

WPA2 T A —TS54 X/NEBRADIUS BELUMAC 7 4 LAY U5 % F
FB L 1-%t3% & WLAN DO 1ERK

FIE

AT 71 [Wireless Settings] > [WLANs] (28 L T, [Addnew WLAN] R¥ > %7 VU v 7 L%9, [Add
new WLAN] 7« > RUNR w77 v 7FERENET,
AT w72 [Addnew WLAN] 7 f > K7 ® [General] # 7 C, LAFZ&RELET,
cJOTFANBEANTILET,

«SSID # A LET,

AT w73 [WLAN Security] # 7% 27 U w27 L, LFZRELET,
+ [MAC Filtering] Z A%z L3
* [Security Type] C [WPA2 Enterprise] % 3R L 77,
* [Authentication Server] C [External RADIUS] % &R L £,
s Ray 7 Xy U R HE [RADIUS Compatibility] 38R L £ 9

« Ray7Zv2 U A R5E [MAC Delimiter] 38R L £ 4

AT 74 RADIUS —%BML, UFEZELET,
* RADIUSIP # AJj L £
* RADIUS R— & AJJ L ET
* Shared Secret % AJ) L £
cltickl 7TA a2 w2V v 7 LET,

RATv 75 [Applyl 227 U v LET,

— - X [0
WLAN TO+t > F5J)L Web FZ5EH7HK— k
Z—H L Web F8GE SSID 128t L £ 37, EBRIZIIA—T VR MAC 74 VX2 Y7 THY, L
A¥3EX=2UT 4 TiEHY £HA,

1. 2—VYNRTI70VEExET,
2. WLCBF AN FR—F I EAL LT FLET,
3. 2—YPRR—Z NV TRIFINET,
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WLAN Tt > k5L Web ZEEHR— ]

4, ISEN, 2—VNHFHTHDHZ L E 2L b —F R T72ODRADIUSE A AR (CoA-UDP
R— bk 1700) ZEE L, HEOICT 78R 2> ha— U A K (ACL) 72X @ RADIUS
EBHE T2 LET,

WLAN Tt > k5 )L Web EEFH7R—

&
ATy T2
ATvT3

ATy T4

YU NI Web BAEEERATHE, FA S 22—, R—=F VIV FA LT FENThDT
NA ARG 7 oy a = TEEMRTHIET, Ay NT—J T I7®8ATEDL LS
I F4, CWA D7 —IZi%, ROLEREGEENFE T,

1. = —F X WebiBFESSIDIZ#EE L £3°, FERRIZITA—T U RMACT7 4V EZ U 7 ThD
LA Y3EX=2UT7 0 TiEHY EFHA,

2—YNT T EHEET,

WLC N7 Ak IR—=Z U Z A4 L7 LT,

2—YFRR—Z L CHRIESNET,

ISEN, 2—¥NFETHHZ LExar hr—TF|RT72DDRADIUSTEAIAHE (CoA-UDP
F— R 1700) ZEEL., &7 782 2> ha—n JA K (ACL) 7 ¥ @ RADIUS
BtE 7y a LET,

T b T Web BAEHF R D WLAN Z1ERLT 5 121E. RO FNEIZHEWNE T,

LA S

FIE

[Wireless Settings] > [WLANs] (281 L, [Add new WLAN/RLAN] %#72 U v 27 LE 7,
[Security Type] C [Central Web Auth] % #&R L £,

[Add the RADIUS Authentication Server] # 7 U v 7 L, 7 /3 ZABEHDOR—F V2R A K LT
WD —ZBIL £,

[Applyl 7 U v 7 LET,
G¥)  CWA WLAN fERkD—Bg & LT, FRIFGE ACL 25 HBIFICIERL S L. AAA A —/3—
74 K, CoA, ISENAC 7% WLAN THZhZ22 D £,

GE)  CWA ZHEEESHE DT, SHIZISEZRET HLENRDH Y £,

7 X ~ WLAN O 1ERK

Cisco Mobility Express = > hz—F (X, 7 A h =—HEHD WLAN T/ A h =2 —%# 77 &R
ERMTEET, WLANZ S A b 2—% 7 7 v 2EHICHET D 72912, [WLAN Security] #
7' D F D [Guest Network] = H 02 L £9,
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TAXYLR 2y hT—2 DER |

B cvxcomnect D% v 757 ¢ T R—SLEBR LIS R - WLAN OFERL

CMX Connect DX v T T4 T 7/R—2J)LEFER L= X ~ WLAN DERL

ATy T

ATy T2

ATvT3
ATy T4
ATy TH

ATvT6

FIE

[Wireless Settings] > [WLANs] (28 L T, [Addnew WLAN] AR ¥ %27V v 7 LE9, [Add
new WLAN] 7 « > RUMNK o 7T v TR RENET,
[Add new WLAN] 7 ¢ > R ® [General] ¥ 7 C, L FZ&RELET,

s AT FANRBEATILET,
+SSID Z AJJLET,

[WLAN Security] % 7 ® T ® [Guest Network] & A 2hZ L 97,
[Captive Portal] T CMX Connect % & L £ 97,
¥ TT4TR—=FILDURL #ASLET,

GE) ¥ 77T 47 Hm—%/L® URL L, https://yya7lc.cmxcisco.com/visitor/login FZ =29 %
VENH Y £9, yyaTle X CMX Cloud 7 57 > h ID T,

[Applyl 27 U v 27 LET,

GE) BIMOFIENR, ¥ T T 4T R—=Z)V, TI7BARLS LV BBV A FBLOY A
MZBEAT T O TWE XY 7T 4 7 R—F L EAEKT 5 72912 CMX Cloud il T4
=TT,

MR T Ty a R=UZEMA LIS X b WLAN OERX

AN WLANIZHEE L CWD 27 T4 T > hDOF AR — RIZHEH T& % Mobility Express = & b
H—=ZICEN M Y ESNTENBAT T v va X=VRH Y £+, ZONMATT va ~—
VTR, DAESIARXINTIENRN RV ET v 7B — RLTR—=VENAZ~YARXTHZEHT
EFET, WA~ A REINTNEBAT T v va =V T v 7ra— T 521%, [Wireless
Settings] > [Guest WLANSs] (28 L £ 9", [Page Type] T [Customized] % 3R L. [Upload] &~ %
YEIIV I LT, DAEZA RINIZA—T DR RV ET v 77— RLET,

WESA T T v a2 =D 72912, CiscoMobility Express (T 7V £ R B A TOEH{OA T =
YEYVFR—FLET, YR—FLTVWET 7R XA FFROEEY TT,

1. ve— A a—¥FT7h7 b
2. Web it

3. BEBEFA—INLT RLA

4. RADIUS

5.

WPA2 /X— Y F )L
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ATy

ATy T2

ATvT3
ATv74
ATy TH

ATvT6

AR TSy 2 A—vEgmALEsz wan ot [l

FIE

[Wireless Settings] > [WLANs] (Zf#E) L T, [Addnew WLAN]| A¥ > %27 Vv 7 LET, [Add
new WLAN] 7 ¢ > RUNR Y 77 v 7ERENET,
[Add new WLAN] 7 ¢ > R @ [General] ¥ 7 C, LN ELET,

Ty ANKLEANTILET,

*SSID Z AJJ L £

[WLAN Security] # 7 ® T @ [Guest Network] Z A2 L £,
[Captive Portal] CHER TS5 v o R—UARIRNLET,
VEIELT, ROTIERBATDHIHD 1 SERIRLET,

1. B—ANLA—HFTFHIUr AT T a2 _X—=F, Fy NI —7 T RBAEZHTT S
AN, 2 b= Ko TRIET DM ER D D2 —HF 4/ E XA T — RO A 22 —H(Z
FRLET, 2=V WLAN =—HZ, YA N 7747 MR T 52 e —7T
TERT 2 BN H D £77,

2. WebEiE: A7 T v ia X—=Vid, Xy NIT—7 TI7BANFTFR SN DRI E L —
PIZFERLET,

3. BFA-NTFRFLR AT T yva X=VF Xy NT—7 T 7 EANRFA SN DRI
WA= T RLADA N Za—PIcF R LET,

4. RADIUS : A7 T v a~X—ViE, Fv NU—7 T 7 ¥ ANHFA SN 5HIIZRADIUS Y—
NTRRAET AMENH D2 —PH L XAV — RO AN 2 —PFIZRK R L E T, [Access Type]
T RADIUS %# &R L, RADIUS V" —_ROFEE AT LET,

5. WPA2/X—VYF )L : Zhid, L2+L3 Of] (Web #at) T, LA V2PSKEF=VUT «
PRRENRAANIAT DI, WIZ, Xy NI —7 T 7 BABRFASNARNCAT T v o ~N—
U e —PIZFR L E T, [Access Type] TWPA2/A—Y F)LEEIRL, /SR T L—
R AN LET,

[Applyl 27 U v 27 LET,

NBRT S w2 R=UZFHEALIZ7 X b WLAN O 1ERK

INHBAT T 2 =0, SNEB Web Y — NIZHFELE T, WA T 7 v va X— Ltk
|2, Cisco Mobility Express IX, SMBAT T v a X—=U%HH L TT IR 24 TOEKED A
TvarvkEYR—FLET, PER—FLTWLIT VR XA T IFROLEEBY TT,

1. e—Ar=a—%T7hork

2. Web #Fits

Cisco Mobility Express ') ) —Z 87 A H A K [



TAXYLR 2y hT—2 DER |

B 6275002 R—UEERLESR F WLAN OFERL

ATy I

ATy T2

ATv7T3
ATy T4
ATy TH

ATvT6

3. EB\FA—ILT KFLRA
4. RADIUS

5. WPA2 /X— Y} )

FIE

[Wireless Settings] > [WLANs] (Zf#) L T, [Addnew WLAN]|AZ > %27 U v 7 LET, [Add
new WLAN] ¥ ¢ > RUNKR Y 77 v 7FERENET,
[Add new WLAN] 7 .t > R @ [General] # 7 C, L FZ&ZTLE7,

T FANBEATILET,

«SSID Z A I LET,

[WLAN Security] % 7 @ T @ [Guest Network] # B2 L £ 7,
[Captive Portal] THERR TS5 v o R—=UERINLET,
VEISE LT, WOFTIERBALTDILD 1 DERINL £,

1. B—ANLA—HFFHIUr AT T2 =L, Ry NT—7 T RBAEZFHATD
AN, 2 br—F 2R o TRAET DMERH H 2 — W4 & XA T — RO AT &2 —HI|Z
FoRLET, =BV WLAN =2—H%Z, YA N 7747 MRk TH 2 hr—FT
TERRT D ERH Y £77,

2. Web&fig : A7 7 v X—=UlE, Ry hU—7 T 7B AR ENDRNCTHTFHEE 22—
FIZERRLET,

3. BFA—NWTERELR: AT T vva =V, Fvy NI—7 T 7 RANRFFAINDHEIC
EIA—NL T RLADAN Ea—WFzEzERLET,

4. RADIUS : A7 T v aX—UL, *v NT—7 T 7 AN S5 H1IC RADIUS ¥ —
NCRRAET AMEERH D 2—PH L RXAT— RDOA N 22 —WFIZFRRLE T, [Access Type]
T RADIUS %3®{R L, RADIUS +— O EE AN LET,

5. WPA2/8—YF)L : ZHhix, L2+L3 Ol (Web #Fifi) T3, LAV 2PSKEFx=2VUT ¢
PRENEBANZATOI., WIZ, XY NT—7 TR ANFAISNDLANCAT T vy a ~N—
U —PIZFR L E T, [Access Type] TWPA2/X—Y F)LEZEIR L, /SR T L—
A= AN LET,

[Applyl 7 V v 7 LET,
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4 —IL K A—T 2 (DNSZEHTEE5E ACL)

v+ —IL K H—F> (DNS BEFTERSE ACL)

ATy 1
ATy T2
ATFvTS3

7 74T 2 R’ A N WLAN (ZHERE L72BS, @i, 27T via XR=UEFTA b AR—X
T, BRI TEDETA VX =Ry N T 7 AT 0y 735 KICREINTWET,
WRAEZTE T SEDDITIE, T B AZFHT 5 Web A FORFED RAAL & IPT FLA
PBMTALENRHY T,

U Y —2 87 LIKETIE, WLAN k|2 DNS HAR8FE ACL & IPv4 X— 2 D HAFTHEFE ACL 3% E
TXFET, 120 ACLIZOXHE K20 D URL L— AR PR —FENFET, & URL DE X35
K255 XFTY, URL TIEV AV KA — KPR — S THET,

FIE

[Wireless Settings] > [WLANSs] > [Add new WLAN/RLAN] ([ZBE) L F 7,
[General] % 7 C, MEEZ)H U T WLAN OfExE A ) LET,

[WLAN Security] # 7 C. [Guest Network] Z %2 L £, [External Splash Page] & L T [Captive
Portal] 232 L, [Captive Portal URL] Z AJJ L E£7, [Access Type] & L T [Web Consent] % i3
R L ¥ 9, [DNS Pre-Auth ACLs] #8419 %121, [AddURLRules] K& > %27 Vw7 L, §FAf
FITEST D URL 2B L £7,

Add new WLAN/RLAN

VLAN & Firewall

General WLAN Security Traffic Shaping

Guest Network ( ) @

Captive Network Assistant
MAC Filtering
Captive Portal = External Splash page
Captive Portal URL | hitp://myciscosplashpage.com
Access Type Web Consent

Pre Auth ACLs

AddIP Rules | @

action Protocol Source IP / Mask Source Port Dest. IP / Mask Dest. Port DSCP

R e
AddURLRules @ h

URL Action

myciscosplashpage.com Permit

&F = linkedin.com Permit

Z x facebook.com Permit

-
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B wezsonsmz 75y v <~

ATy 74 [Applyl 27 VU v 27 LET,

Web SE2EFORNERA TS v ra R—

Cisco Mobility Express i, 77 4 /v hONEZF A N R—FX L EHR—bMLET, =1
K R TEBHAY v A XENTNES 2 R H— 2L b P HE— b LET

TIHILEFORFT R b R—2IILDFEHR

FIFINV DT AN PR—=EZNL R_R—=DFFER LD, hRAEZ~ A XENTZT A R—H )L ~_—
THEA VR — T A0, LTOFNEICHENET,

FIE

AT F1 [Wireless Settings] > [Guest WLANs] (28 L £,
ATV T2 A NWLAN X—VUTLUTEHRELET,

« Page Type : [Internal] (77 4/L ) ZiEIRL £+
s Preview : [Preview]| R¥ %27 Vv 7 LT, R—=Y %L Ea—T&ET,

* Display Cisco Logo : 7 7 4 /L b X—2 04 EFMICF/REIND VA2 v TEIELRIZT D
W21, [No] Z#EIR L ET, ZD7 4 —/L RiX, 774 /L hT[Yes] IZFEEINTNET,

» Redirect URL After Login : 7 7' 1 L1227 A b =2 —H Z4ED URL ({83 URL 7 &)
WCUEA LT R THICE, ZOT7TFA R Ry 7 A6 URL # A LET, ek 254
LFEANNTDHZENTEET,

s PageHeadline : = 7' A > R—IIMBE DO~y RTIA U EFRRTDHIZIEE, ZOTFA MRy
ANWBIRT XA NEATILET, ‘IR RTXLTFEANTHZERNTEET, T 741
kD~ FZ A4 1%, Welcome to the Cisco Wireless Network | T,

» Page Message : 17 A L X—U TMEDA vE—VERRTHIZIE, ZOTFABN Ry
ANZBERT XA N AT LET, BRK2047 LFEANNTHZENTEET, T 7
v hD A vE—1%,  [Cisco is pleased to provide the Wireless LAN infrastructure for your
network.Please login and put your air space to work.| T,

RT3 [Applyl 227 U v/ LET,
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nzsv4 2Entnirz kr—roEm ]

NRAEIAXENT=REBT A b R—ILDERA

NABZZA RSN AN R—=FNVETA N 2—FICERTLHLEND D56, Wk LIk
IZ Cisco Mobility Express > b @ —F |24 VAR — F TE 5% 7 N~_X—T% Cisco.com 75 4
vor— RTEET, X—T%HE L. Cisco Mobility Express =2 b2 —F ~D7 v 7' m— R
DUFN TE 2%, ROFIMAITHENFE T,

FIE

AT 71 [Wireless Settings] > [Guest WLANs] (28 L £,
ATYT2 AN WLAN =V TUFERELET,
« Page Type : [Customized] %% L 7,

« Customized page Bundle : [Upload] "% > %7 U v 7 LT, WAZ~<A RAINTX—TD
/N KL% Mobility Express 2> hr—Z(Z7 v 7r— RKLET,

s Preview : [Preview] R¥ %27 Vv 7 LT, AN R—=F NV &E T L E2—T&ET,

* Redirect URL After Login : & 71 V1227 A b —H ZFED URL ({83 URL 72 &)
WU ZA VL7 FERIE, ZOTFA L Ry 7 ZZHER URL Z AJJLET, Ak 254
XTFEANITTHZENTEET,

AT97T3 [Applyl 227 U v 7 LET,

5 Z + WLAN TOE ! NAT

X =Y R YP—ER 7Ta M ZE, 1 ODF A R T1I~T70ED AP 0"H V. [ERFIZ 300 2L E
DIAYXYVATTAT YV MREERT D LD 72 R T AR aE Bkt LT 31—y RWi-Fith—t
2z LET, 20X RGP CIIWANEGDN IR SN D 72D AL —7" > AV, 250
Mbps Z FEID £, 7 747 > MTx L THNES DHCP — &5 2 &%, #UROHIR
NHHT=D, EEHOT NRAZABIONI T4 T2 MIRESNET, A N T A ZADHE,
FANDTRTCD NI T4 v T~ AR =T I BARL LV MRERETL—T 4 7 TEH LD
\Z. ¥ A — AP O DHCP Y — O N S £,
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4k WLAN T O S % NAT

Small/Medium Site oy
QL

MSP Modem/Router

DHCP for back office devices
50.50.50.50
VLAN 50 E Gateway for VLAN 50, 60

50.50.50.51
VLAN 50

VLAN 60 VLAN 60

N
Inside interface for Guest in
70.70.0.0/16 (VLAN 70)
Internal DHCP on Master AP.
Master AP Gateway for VLAN 70}

VA

No inside interface. All guest
traffic Bridged to Master AP

WiFi Device 4 WiFi Device 3 WiFi Device 2 WiFi Device 1

SSID café-guest $SID: café-backoffice-01 SSID: café-guest SSID: Gafé-backoffice-01
Open wicaptive portal WPAZ-PSK Open wicaptive portal WPAZ-PSK
DHGP from Master AP in VLAN 70 DHGP from MSP Modem/Router in VLAN 50 DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50

A N WLAN THEHA NAT 23 ET 5121, L TOFRIRIZHENET,

FIE

ATy 1 NAT ALBE S5 WLAN D72 ® DHCP F— /L& BML 9, A a—7%/EkT 51203,
[Wireless Settings] > [DHCP Server] > [Add new Pool] {Z&#) L £9°, [Add DHCP Pool] 7 1 > R
NNy 7T v 7 FRRENET, [AddDHCPPool] 7 4 > KU T, UFZRELET,

* WLAN O 728 ® DHCP F—I)IL& % A/ L £

* [Pool Status] = AN LET

* WLAN @ VLANID # A/ L E3

*DHCP 7 747 hO)—REBEATILET, 7 74/L MX 1 Day TT
* [Network/Mask] Z A1 L &9

« DHCP 7"—/VORAR IP 2 AJJ L £§

*DHCP 7 —/LO#T IP Z A LET

*DHCP 7= VDT IAI S F— b4 %A LET

GE)  HHPRNATICHRT 27 TA T M TAA ZAHDORa—=TDEEIX. T4
b *— k94 & LT Mobility Express 2> b O—35 258N+ 20BN H Y £
‘é—o

*DHCP 7— /WD RAAL R (v ay) BATLET

o F—LH—/\D7=DIT, KBS U T [User Defined] #BIN L, r—24A —DIP T K
L 2% ASLET, OpenDNS X —L $—_"DIPT FLANHBICANENTWAEES
I% OpenDNS Z &R L £ 7,
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*[Applyl 7 V w7 LET,

AT w72 WLAN Z{ERLT HI2I%, [Wireless Settings] > [WLANs] (28 L £4°, [Add new WLAN] £ 7-1%
[Edit WLAN] 7 ¢ > K C, [VLAN and Firewall] ¥ 7% 7 U v 7 L, LFZ&%EL£7,
* [Client IP Management] C [Mobility Express Controller] Z & L ¥ ¥

* [Peer to Peer Block] #F = v 7 LT, £® WLAN [Z#HE L CWND 22507 T4 7 MED
WEZEN L ET

« *4 T4 T VLANID Z A1 L ET,
« Mobility Express = b2 —F T A~ 7 4 7 > NAIZAER & 4172 DHCP R O— T %4 8

RWLET
GE) : 20O WLAN O729® VLAN (%, AP 3 L TCWVWDTRTDAAL vF A— K TK
ETHVENHY 9,

AT97T3 [Applyl 27 U 7 LET,

WLAN 1 —H5 D EE

Cisco Mobility Express (37— /L 22— 7 7 FOfEkEZ AR — N LET, ZO=2—HFX
AP BRGEY—NE L TRELEX 2T A ELTWPA2 2o X —T T4 R&HHTH LI
REINTND WLAN, FEA—ALA—F FHIU L LTOTIER 24 TENEHE
TN A T T v a XR=VEMEHT LI ESN TS S A N WLAN D72 DIZFBGE S
nET,

a—H) a—H% T hor NEERT HIZE, LFOFRIRCEWE T,

FIE

AT 71 [Wireless Settings] > [WLAN Users] (248 L T, [Add WLAN User] R¥ > %27 V) v 7 LET,
ATYT2 WLAN 2—H# & LTUFERELET,

» User Name : =—H% £ & AJ LET,
* Guest User : 7 A b =—HF DA [GuestUser] T= v 7Ry 7 A&EHMNILET,

o Lifetime : A2 s 2—HDFRE, 22— 7 H o NOFYMEERLET, T 741 b
%, TERCEEDN G 86400 F0 (7213 24 FFf]) T,

* WLAN Profile : == — 23§74 %5 WLAN 23R L £,
e Password : =—V T hH U FDOIRAT—RKE A LET,
* Description : = —Y% 7 h 7 v MIBET M EIZ= AV B,
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B wancosxs 517 rsoBE

[tick] TA 2 &2 ) v LET,

WLAN TO®RKI SA7 2 FHDERTE
Mobility Express I%, & 100 AP & 2000 7 74 7> haHAR—hLET, 1 DO WLAN [Z#:

MCED7 TAT v bORREZRHIRYT HICIE, ROFIMEICHENET,

FIE

AT w71 [Expert View] G0 L E 7,
AT 72 [Wireless Settings] > [WLANs] > [Add new WLAN/RLAN] (2@ L £,

AT v 73 [Advanced] # 7 ¢, [Maximum Allowed Clients] D% A4 50, £7old Ry 74 J &
PO AR L 7,

ATy 74 [Applyl 27 Vv 27 LET,

AP Radio CEDHKI 547 2 FHIDEKRTE
Mobility Express (%, radio Z & 1T K200 7 74 7 hETHAR—FLET, radio ITHHETE

57 74T bOBRRKEEGIRY DIIE, ROFMEIHENET,

FIE

AT F1 [Expert View] ZHNZ L E9,
AT 72 [Wireless Settings] > [WLANs] > [Add new WLAN/RLAN] (28 L £,

AT w73 [Advanced] ¥ 7 T, [Maximum Allowed Clients per AP Radio] Dfix AJJ L £,
ATy T4 [Applyl 27 U v 7 LET,

WLAN T®D AAA F—/\—5 A k

WLAN O AAAF—N"—F3 4 ATV a2+ 5E, WLANTID Xy U —F 7 &5
ETEET, IDFXRY NT—F 7 TiE, AAA Y — 35K S 3172 RADIUS JBPEIC ST
% WLANIZ, VLAN, 727 %A 2> ba—/L U Ak (ACL) . 3 X0 Quality ofService (QoS)
A CcExET,
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FIE

AT F1 [Expert View] ZHNZ L £9,
AT w T2 [Wireless Settings] > [WLANs] > [Add new WLAN/RLAN] (28 L £,

AT w73 [Advanced] ¥ 7 T. [Allow AAA Override] ZHZhZ L £9°,
ATY T4 [Applyl 227 U 7 LET,

WA R L— kR

Aire0S 8.7 5, M H M L — MEIRBSKOBALTHHR— FINET,
« V54T v NHAL
« BSSID Hifif

« WLAN Hifir

FIE

AT F1 [Expert View] ZHN L E9,
AT 72 [Wireless Settings] > [WLANs] > [Add new WLAN/RLAN] (2 &) L £,

AT 73 [Traffic Shaping] % 7' C, LEIZJSLTL— MlBREZRELET,
ATy T4 [Applyl 27 U v 7 LET,

WLAN TOEHE! NAT

VR —=V RY—ER T FL, 1 OO A FTI~T70ED AP 35V | [FKFIZ 300 LLE
DIATXYVARTTAT» MBNEERET D L0 2R T A/NGE Ikt LT~ 32—y RWi-Fih—t
2EFEMELET, O L5 Gt CIEWAN SRR IR S5 7o O A L—7 » h 3 lE | 250
Mbps % FEID 97, 7 T4 7 > Mk UTHMNE DHCP % — & ]34 25 2 &%, B OHIR
N, ¥EAOTNNAARBIOI ITA T MIRBESNET, A N T8 ZADIGHA.
FANDTRCDORN T T4 v 7~ AL —T I RARAL L MERTLV—T 47 TEH LD
\Z. ¥ A X — AP O DHCP Y — O AN S x4,
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B wun cossmnar

Small/Medium Site Py
QL

MSP Modem/Router

50.50.50.50 gHtCP forfba::/kszSc:OdZ\gces
VLAN 50 ateway for B

50.50.50.51
VLAN 50

VLAN 60

N

Inside interface for Guest in
70.70.0.0/16 (VLAN 70)
Internal DHCP on Master AP.
Master AP Gateway for VLAN 70)

VLAN 60

f

No inside interface. All guest
traffic Bridged to Master AP

WiFi Device 4 mDewcs 3 WiFi Device 2 WiFi Device 1
8SID: café-guest 8S8ID: café-backoffice-01 S§\D: café-guest S8ID: café-backoffice-01
Open wicaptive portal WPA2-PSK Open wicaptive portal WPA2-PSK
DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50 DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50

WLAN CTHEFRI NAT 2% ET DI, L FOFNEIZHENE T,

FIE

AT v 1 NAT LB &5 WLAN DO7-H 0 DHCP 7 — /L& B L9, Aa—7%/EkT 51203,
[Wireless Settings] > [DHCP Server] > [Add new Pool] {Z##) L &3, [AddDHCPPool] 7 > R
NNy 7T v 7FRENET, [AddDHCPPool] 7 4 > KU T, IFZRELE T,

* WLAN O 728 ® DHCP F—L& % A LET

* [Pool Status] BN L ET

* WLAN ® VLANID # A/ L &7

*DHCP 7 747 hO)—REBEZAILET, 7 74/L MX1Day TT
+ [Network/Mask] Z A1 L £

* DHCP 77— /VDBIRIP Z A L £

« DHCP F— /L DT IP Z A LET

*DHCP 7= NVDT I+ b F— b2z A4 %A LET

CE) HEPRNAT CHRET 227 747 2 b TAA AADA =T DHAIE, T4
b 7— kDA &L LT Mobility Express 3> bA—5 2R THMLERH Y F
‘j‘o

*DHCP 7= /VDRAAL VK (S arv) AN LET,

o F—LH—N\D7DIT, HEIE U T [User Defined] ##IN L, xr—A —DIP T K
L A% A LET, OpenDNS F—L H— "D IP T KL ANHBIC AT ENTWDHA
I% OpenDNS Z &R L £ 7,
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WLAN TOE—AL MAC 7 4 L2 U > 5 nt=to0 MAC osem [}

*[Applyl 7 V w7 LET,

(GE)  DHCP 7—/VA{ERT BB, PRI NAT BICREESNZ WLANICZ DA a—T %
HEHT LM ERNHL5H1E. TI4HIL M F— k224 L LT Mobility Express 3 > k
O—5%BRTI2BENHYET,

AT w72 WLAN Z{ERKT HI2I%, [Wireless Settings] > [WLANs] (2 E) L £9°, [Add new WLAN] £ 7-1%
[Edit WLAN] 7 ¢ > R C, [VLAN and Firewall] ¥ 7% 27 UV v 27 L, LFZRELET,
* [Client IP Management] C [Mobility Express Controller] % %R L & 3~

» [Peer to Peer Block] #F = v 7 LT, =@ WLAN {[ZE L CWDB 2507 547 v MMED
HWEAZESZLET

e 4 T4 VLANID Z AT LET,
« AN ITAT Y FAIC/ERR L7 DHCP RO— T ZHIN L E£7,

Gx) Z @D WLAN O728® VLAN (X, AP BEH L TWATRXTDOAAL v F R— N THRE
THULENRDY T,

ATv T3 [Applyl 227 U v 7 LET,

WLAN TORA—AJLMAC 74 J)LEZ ) T D1=6HD MAC
DB

Cisco Mobility Express [£, =¥ k12— ® WLAN TORE, I XL UYMTRADIUS ZfH L <,
MAC 7 4 NE Y 7% R—FLET, 2 Fa—FICMACT RLAZBIMLT, AUA
NI RARNEZET T 7 VA MOWTINICHEE TEET, 2 b —F~MACT FL 2%
BN 5121, L FOFIRICIENET,

FIE

AT 71 [Wireless Settings] > [WLAN Users] (248 L T, [Local MAC Addresses] %7 V v 7 L%,
AT w72 [AddMAC Address] %7 V v 7 LET,
AT w73 [AddMAC Address] 7 > R T, LFNEFELET,

* MAC Address : 7 /3 ADMAC 7 RL A& ASJLET

* Description : &2 A7) LE3

«Type : ZOMACHATYA RYARNEIEZT T v 7 VA MDOWT U D0 E BRI L £5
* Profile Name : = —¥' 385§t 45 WLAN 28R L £
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B wian passpoint o4 71—

ATy 74 [Applyl 27 VU v 27 LET,

WLAN Passpoint D+ 7R—

U U—2R 8505, Cisco Mobility Express CTix WLAN T Passpoint %78 — F 28BN TW
£7, IEEE802.1lu X—AD Xy N —7{FHE VR — 27 78X RA L ~&, WiFi
Alliance TRRE SAVIZERE Y 74 7 2 b 73 AL U CEIEL ., Passpoint HfE A AR — k
L/i‘a‘o

802.11u XfISERE Y 7 A 7 b 7734 A, 802.11u %fix AP/Cisco Mobility Express = > k12—
?ﬁ‘%pre association DERIINE SN FERICHKSE, ¥ —F Y FAPZHRHI L, BINLET,

BaliZ TA TV N THRAL R, THAAL ANORET 7 A MIEENDHR—L OLFEH, LLA
BRRAL AR EDT Y a = THIORy NU—ZERERHET, 610, Eil7 7
AT VN TAALRE, FHASHZ SIMUSIM 71— RinBA372 IMSI 7 — & il L TR — 24
Py NI—IEREBGTHZ L TEET,

802.11u Xfiix AP 1%, Ay b ARy bOFTAHEOFHM, v —I 7 RX—hF— LA UX
k. 3GPP BT —1FH, NAA 42503 EFSEREROV A MR LET, LAY
A ME, vvag b, BEET D EAPRAEY A v B DU A RSB L £, ZofFH
D Z X, IELW EAP BRAEROZMREIT O 72012, i/ AT > b TAAL RTE -
THEARRKTT,

WLAN ¢ 7E T, H— SSID & #% SSID (X422 72 Passpoint {5 & LR EINE T, Z 0B
@ Passpoint fF#1T, B —ar Fid7 v —TINEERITEIN S 3, Passpoint Xt DERE Y 7
ATV NTNNAANAP L, 72V 2FT LTI RHEREMETELLIICLE

9, 7 = UALEEFZ ANQP-Access Network Query 7' 12 k /L L M EN D HEHE Y & |k 2 LT
RSN ES, ZI2TE e banid BENR2 V= £E34 T4 N R AT

T A& L, AP & ANQP — 0L+ EMAEBG LT, EifZ 747 h T3 A
ADBRES MR SN DIIER AP ZRE L E T, DO Fi=A 7 7t A%, GAS-Generic
Advertisement Service 71~ =/L & FETAL, IEEE 802 11u fEMECTER STV ET,

Passpoint # 5% &3 5121, UL FOFIRIZENE T,

FIE

AT 71 CiscoMobility Express C [Expert View] Z 42 L £ 7, [Expert View] IZIRIZRT K 512, Cisco
Mobility Express WebUI @ | » 7 N —TEHFEETT, ZHUZL D, WLAN O [802.11u] &
[Hotspot 2.0] # 7 BHNC2 D £,

] Q A © <

AT w72 WLAN @ 802.11u 33 X Uf Hotspot 2.0 Z 5% E T 5 (21X, [Wireless Setting] > [WLANs] (2 L &
9, [Add new WLAN] F7-1% mwwumnhwwﬁf\wnnq&f%iwmmmum&
Txa7 Vv L, BMETLIREEZATILET,
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| 74vLR %Ry F7—0 DR
Mobility Express T RLAN 4K — ]

AT T3 [Applyl 27 VU v 7 LET,

mgm (]
Mobility Express T ® RLAN H-7Rk—
U Y —= 8.7 LI TI, Cisco Mobility Express T RLAN Z{ERL L, 1810W B LN 1815W O F
PRAR— FEAEHETE LT,

Mobility Express 17 —#% N7 4 v 7 Dua—h)L AAf v F o TP R—FLTNSHD
RLANT—% F 77 4 v 27 08—V TAAL v FINET, ROFITIE, 802.1XME724%FHL
Ta—Hh) AL v F 7 HORLAN Zi%E L, A7 7 & AHO AIR-AP1815W LD A —
v b LAN AR— MZBEMTE3, REF AZIFRD LBV TT,

1. 802.1x FiFA i/ L T RLAN Z/ERk L £,
2. AP VL —TFZAER L. RLAN & AP 7 /)L — FIZBREfHT TH 5 AP & AP 7 /L — 12380
L. &BICABAR— b%& RLAN [ZBBEA T £,

802.1x FBFEZ{HH L T RLAN Z{ER 7T 2 12iE, IROFNRIZENE T,

FIE

AT 71 [Wireless Settings] > [WLANs] (/48 L, [Add new WLAN/RLAN] R¥ > %7 U v 7 LET,
AT T2 [General] ¥ 7T, [Type] Kr v 7 X7 U A )b [RLAN] 2R L F 9,

AT w73 [Profile Name] 2 A ) L E 7,

AT 74 [RLAN Security] T, [Security Type] {Z [802.1x] Z &R L 9,

RT9TS G T4 T 2 M 802.1x 5BiE & M7 2% DT, [Add RADIUS Authentication Server] % 2 U
27 L CRADIUS h— % AN LET,

AT w76 [VLAN & Firewall] %# 7 C. [Use VLAN Tagging] #H%NC L., T—% +T77 4 v 72T 5
ID % [Native VLAN ID] & [VLANID] (IC A L £,

AT 7T [Applyl 27 VU v 7 LET,

AP JIL—TDIEREB LUV AP 4 IL—TAD 1815W DB

AP 7 V—T%ERL L. AP Z/L— 712 1815W ZBI4 A 121E. ROFINEIZHEVE T,

FIE

AT 71 [Wireless Settings] > [Access Point Groups] (2 L T, [Add new group] R¥ > %7V v 7 L%
R
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TAXYLR 2y hT—2 DER |

B 2r L — TR ELUAP 51— T~ D 1815W DA

ATy T2
ATvT3
ATy T4

ATy TH
ATy 7T6

[General] % 7 C. [AP Group Name] & [AP Group Description] Z AJJ L 797,

[WLANs] % 7 C, [Addnew WLAN/RLAN|R%Z > %27 U v 7 L, AP Z )L —7IZEMF 5 RLAN
Vit N D= S

[Access Points] % 7 C. 20 AP Z/L—FIZiBMIT 5 % 4 —/L FL— k AP 28R L £,
[Ports] %# 7 C, ME/R LAN A — FEHFMZL, TDOKR— MO RLAN Z&R L £,
[Applyl #7 U v 7 LET,
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. 8.
=% =R

Cisco Mobility Express Z{#H L= —E X
nDEHE

Cisco Mobility Express A CTHR— hENDWNWL OO —EZANH Y £, 207 g
TiX, ROV —vRAZHmPLET,

« Application Visibility and Control (7 7'V 7r—3 3 > @R[ b L Hl#) (75 X—2)

+i0S 12 & » Thatlifb S #u7= Wi-Fi #%#it & Fast Lane (77 ~X—72)

» Cisco Mobility Express & CMX Cloud (79 ~<X—2)

ApplicationVisibilityand Control (7 7'!) 77— 3 > DA[{R

1t & il 1)

Network Based Application Recognition (NBAR) (X, VA YLV A Ry NTU—F TOT 7Y /r—
va U ERRRIC L, EERME S AEE A B ET, £, Y ROV ) a—
v 3 & LT Cisco D Application Visibility and Control (AVC) ZJEiEL 9, ZHizk v,
Xy MU= WNOT 7V r—3 g ORI HUEA RS, BEE IR 7Y 7—
va rOflEb TEET

NBAR X, A7 — 7NV IA~LI D EVR— b T5T 4 =T Xy b ALV AXT v ary T
7 7 aY—TF, NBAR DEREHFIE LT, F¥ "0 74 FT70=07 2y NT—Iff
HEOR—=ZXF7 14 Mk, BIOHEIRAZEEST 27 7Y r—2a 0O XD BERERERH D £
T, TV r—a VOFEHRWOER ZHIETE 5700, Xy NU—7FHEIT, x> b
U — 27 ETCHREENA UGB IO B HE OB LW 7 r—a UG EHERT ) —
VarERETHIE T I ARV DU RAOEEWRETEET, IHIZ, FFEDOT Y
r—vay b7 T7 4y OERIBMAELZELEZY, Fuy L4528 TaEd,
AVC/NBAR2 = V0%, HEED WLAN @ QoS iR E & AHAEH L £,

WLAN TO7 77— 3 o OaRIiEDE®E

WLAN CTOT7 7V r—a OrUbEFRET HI1iE, LFORIAICHENET,
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Cisco Mobility Express £ L= —ERDEE |
B wancorTusr—s 3 osimoamit

FIE

WLAN CTOT 7V &r—3 2 O R Z G NI T DI, [Wireless Settings] > [WLANs] (2 )
L %9, [Addnew WLAN] 7213 [Edit WLAN] 7 ¢ > K C, [Traffic Shaping] ¥ 7% 7 U v 7
LEd, 2O WLAN TOT7 7V r— a3 ok z a3 5121, [Application Visibility
Control] T [Enabled] Z#4R L £,

WLAN TO7 T 75— 3 VU OHIEDOBIE

77V = a Ok WLAN THINZ 2o 72k, SESERT TV r—va ol
Ol ZBMTE LT, 77V r—va COfilillz BT 5121, 2 20HERS D £7,
[Network Summary] ~X— 3@ [Applications] 7 4 ¥ = v LT 7V r—3 a v Ofilfl & EHH#EE
32 75>, [Monitoring] > [Applications] IZFBE) L, LIS L TT 7Y r—v a il %8
mcEES,

[Network Summary] R—U o7 T r— 3 UHIHOEMN

FIE

AT 71 [Network Summary] ~<— <" C [Applications] 7 4 ¥ =~ b & B L £, [Applications] 7 4 ¥ =
kZ3BA09 5 121%. [Network Summary] /X —DOHEMICH L [+ T A 2% 27 U v 7 LET,
[Applications] 7 ¢ ¥ = » h Z3®IR L £ 7, [Applications] 7 « = hiX. Mobility Express %
NT—=0 DI F7A4T 2 RBRT DL ML 10HOT 7V r—va v aRELET,

ATy T2 fl\EENT 277V r—var&s )y 7 LET, [AddAVCRule] V 4 & RUMRKR Y 7T >
TFRREINET, [Action] IR L £ T, [Action] 1T, ¥—¥ ., FRYTE7iZL— rAIRT
T, ¥Y—Y O%AEIE, DSCP & LT [Platinum], [Gold]. [Silver]. [Bronze]s 72/ [Custom] % 3&&
RTEFET, DWAXLEEIRL72HE1L, DSCPIEAIEET 2 LERH Y £3, L— MR
e, 77V r—varyOFEHL— e NRN—2A b L— FERETEET,

ATV T3 120 EDOAVC TAT 74 )LE SSID OfAGHOEZ RN L 57,

ATy T4 [Applyl 227V v/ LET,

[Applications] R— W57 T r— 3 UHIHO BN
FE

AT 71 [Monitoring] > [Applications] ~X— 2B HE L 7,
ATw 72 HIHEEMT L7 7V r—varz27 Vv LET, [AddAVCRule] 7 4 > RUNKR Y 7T >
TFRRENET, [Action] ZIBIR L E T, [Action] 1L, ¥—4 ., FAyFTE7IL— LFIRRT
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| Cisco Mobility Express % L 1= — E R D EE

ATv73
RTvT4

08 12 & > THIEIL & - WiFi 565 & Fastlane ]

¥, ¥—2 DAL, DSCP & LT [Platinum]. [Gold]., [Silver]. [Bronze]Z 7=i% [Custom] % 3%
RTEET, WAXLERINLIZGAIL, DSCPEAFET HILENRHY £9, L— MHIRD
BAE, TTV = arOFHL— e R—2 b L—  RIETEET,

1 DLl ED AVC A7 7 A JLE SSID DFlAAOEZEINL £,

[Applyl 27 U v 7 LET,

i0S [Z & > Tk S 1= Wi-Fi #4#% & Fast Lane

R L S 1= Wi-Fi #Zit DR E

ATvT1

ATy T2

802.11r & Is WLANIZ, VA VLAV FA T TR ZADu— v ek L4, v—
R 2 ANRY T AR LSS0, 108 10 #EATT 5 i10S T N1 A% 1 ki
WLAN (2895 Z L 2B LET, 7272 L. WLAN T lr 26820235 &, FT AKM O
E—a BT —TInE 2@ LWL Y — T8 2% WLAN I Capl e F
To IBNOHIET, 27472 8N T3 AOMEEZ M LT 1r %HEST /31 2% FT 3T
NA AL LT WLAN [ZEHEATREIC L, [AIRFIC, LAY — T30 2% 11I/WPA2 7 /314 2 & L
TR T ITHVENRLY 7,

Cisco Mobility Express U U — X 8.4 1%, 802.11i XA %72 WLAN T, i0S 7 /31 ATk L TDOH
802.11r ZH I TE E T, KIET 5 i0S T /31 AL OREA B L, £ WLAN (2% LT
FT7 Y x—2a s T0WET, VA2 UL VLA AL TTANT 7 F¥ix, F#FT WLAN
TFT 7Y vx—yvaraRxIdvm— N TELH7 A A% LT, WLAN L CFT 7 YV v >x—
varEITH)ZEEFALET, A TAireOS 8.4 23 @) {E L CU>% Mobility Express Tld, SSID
T 802.11k & 802.11v 3T 7 4/ R CHMIT /> TV, ZNHLOMfEICKY, e—I0 7
FTREFXA IV T ERAN—APIZHEHTLHERND Y 747> MBS, v—I v 7R p0E
Tl JIZBEICAXR Y = VTR BRDBDT, 7747 ha—I v 7 OWEITHET
HET, I0STNA AET 2T VR REVR— T 5720, 802.11k 1A 73— U A MM, i0S
FTNRAAZKIGSLTT a7V N RTHEHT SN ET,

WLAN T, 11k, r. v ZF&ETDHI21L. L FOFIEIZHENE T,

FIE

Cisco Mobility Express C [Expert View] = A %02 L £ 3, Expert View [ Cisco Mobility Express
WebUI D | v 7 NF—THIHTE, FHEL 2 —THMHNTERNWS LI ERRIEATRE T A —
BERDNZTEET,

stlualy, Q A © = o

[Wireless Settings] > [WLANs] (8 L £9°, [Add new WLAN] £ 721X [Edit WLAN] 7 ¢ & R
T, [Advanced]| # 7% 27 UV v 7 LET, 20— T, LEZHUT, 80211k, r. v ZXE
L/iﬁ‘o
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Cisco Mobility Express £ L= —ERDEE |

. FastLane DX E

Edit WLAN

General WLAN Security VLAM & Firewall Traffic Shaping Advanced

802.11k | Enabled(Default) v
802.11r |} Adaptive{Default) v
802.11v | Enabled(Default) v

Client Band Select

Client Load Balancing

— D &>

AT T3 [Applyl 27 U v 27 LET,

Fast Lane D% TE

Apple i0S T /3A AlE, IETF OHELEZHE > T QoS ~—F > 7 4T\ E 97, AireOS 8.5 2N E{E L
T\ % Mobility Express Tl&, CLI 72> Fastlane #REZ AN T 5 Z LIk D RO X 5 72187
eiRE TR CE 9,
* WLC QoS iXEN 7 v — Uik Sdv, VT AEA LT T r—a OV FR— R
mELET,
+i0S 10 7 /34 A TlX, WMM TSPEC/TCLAS X 3T —3a v E#FAT35Z LT v
ARN)—=LEFRNT T4 v IV BRETEET, A VT TANT I F YR INLDIHRDOE
Fe—% U ZIkE LET,
*QoS 77 7y ANEIOS 10 T/NA AZHHT 52 LT, Ty 7 AR —LTQoS v—F
VIUBNEAINDGT SV = ark RANZ T4 — NELEFARNY T T U RTHEE
ENLT TV r— g U ERRETEET,
Ul 7*® WLAN (Z Fast Lane 5% E 7 5 2i%, L FOFIEIZHENE T,

FIE
ATY 71 WLANTT 7V r— 3 U ORLE AT 212X, [Wireless Settings] > [WLANs] ([Z B &) L

%7, [Addnew WLAN] %7213 [Edit WLAN] 7 . > K7 C, [Traffic Shaping] # 74 7 U v 7 L
F9, Z® WLAN T Fastlane % H %029 5121%, [Fastlane] (Z%f L C [Enabled] ZE8R L £ 97,
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| Cisco Mobility Express % L 1= — E R D EE
Cisco Mobility Express & CMX Cloud [

AT T2 [Applyl 27 VU v 7 LET,

Cisco Mobility Express & CMX Cloud

Cisco CMX Cloud

Cisco Connected Mobile Experiences Cloud (Cisco CMX Cloud)ix, fil e CA»7—F7 71 T4, v A
aORadiof VT TARNT I F ¥ LV —ALVACHATHILET, VAYLATFALNT Ik
A DFEME & EE N TOME RO T IC KR E 2B b E b7 b LET,
ZDU 70 R$Eftd % Software-as-a-Service (SaaS) (%, BANKS CEIEMICHEHCTE £
9, T, CMX 10.x =2— RiZHE-3% | Cisco Mobility Express U U — A 8.3 & HHaMENH 1 F
T WO —EABREENFET,
cHFARNT I RBADIZDDOM : V— v, BIALTEEE, Ya—bh AvkE—Y P —t R
(SMS) 72 LD S EF S ERBAESELMMT DU AL L R—=Z LT, HNRT NS
ARNTIRA VY a—va rEECRELET,
« LB UAGHT  ERNOTRTO Wi-Fi 734 2 (LU T731 2] ) Zfiti L, WiHE
R, BTHRAE R ) B —% . BROE— 7 B2 EDOT LB R E G LET,

CiscoCMXCloud V') 2 —> 3> DEHMET LY v oI R

* AireOS U U — R 8.3 LM% 52179 % Cisco Mobility Express
» Cisco Mobility Express {Z%fJix L TWAHFTXTOT 7R HRA b

Cisco CMX Cloud E A DFx/NEH

CMX Cloud E A D/ NEMAIIR D LB TI,

5P CiscoCMX Cloud Y V 2o —> 3 VOHEMME~ N v 7 A &R L E7,

HESES % 7 Z 1L Chrome 45 LI T9,

60 HREID b Z A 7 /LD 7= I https://cmxcisco.com THA > 7 » 7§ 57>, Cisco Commerce
Workspace (CCW) M BTN L7 CMX Cloud D —E X T4 AEFALET,

T L2 XA HDT-61Z Mobility Express T CMX Cloud ¥ — E X =B %)
29 %
CMXCloud 7 17> hZEAERR L7 6, RO FIAIX, v~ A% — 7 7EAX KA T CMX Cloud

P—bERERELTAMMEL., CMXClowdIZT — 2 2 HETERLHITTHZETT, RET
H1i%, LFOFRIEICENET,
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B 7.t zxa60t00 cMXcloud L0 1 F%E

ATy

Cisco Mobility Express £ L= —ERDEE |

FIE

Cisco Mobility Express WebUI C, [Advanced] > [CMX] (ZBEI L £,

ATFv T2 CMXHY—/S® URL (¥4 FURL) Z A LFET,
ATYT3I CMXY—N =02 (ThHhT b b—22) ZEANLET,
ATy T4 [Applyl 227 VU v 7 LET,

Evbh BRELEBHRAFEHL T AZ —APD CMX Cloud ¥ b ~OHEpeE 2 iR+ 5 7
OIZ, [TestLink] R¥ %227 Vw7 LET,

TLERADHFT D=0 CMX Cloud EDY 1 FDEEFE

ATy T
ATvT2

ATvT3

ATvT4

ATy TH
ATvT6

ATy FT17

CMX Cloud FicH A FEER LT, LB AT OTEOICHA NMCT 7B A RA v &8
T 5121k, LFOFNEICHEWET,

FIE

https://cmscisco.com/ T CMX Cloud 7 7 7 > MZw 7 A > LET,

[Manage] > [Cloud Enabled WLC] (2B & L C, WLC D IP 7 KL AN Y A MIFEREINDZ &%
MR LET,

[PRESENCE ANALYTICS] > [Manage] (28 L %97, [Sites] 21 > 3B & £9°, [Add Site] R ¥
a7V v 7 LT, A FEERLET,

[NEW SITE] ¥ 4 > R 7T, ROFFEMEZREL E7,
« A FOABEATLET,
e A NDODFT RFLRZASNLET,
e FryTHT L VR INNLRA LY —VEFRLET,
< (ESEE®D L EULME (Ignore, Passerby, Visitors) Z R L F7,
- REEOR/NEERME (9) EALLET,

[Save] #7 U v 27 LTHA FNEAERRLET,

B A bk ZVER L7= 5. [PRESENCE ANALYTICS] > [Manage] @ F® [Access Points] &2 U v 27
LT,

TIRARA L FNERIRL, [AddtoSite] R¥ &7 Vw7 L, Ray XXy UREnbY
A4 MEBIRLCGBEMLET,
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| Cisco Mobility Express % L 1= — E R D EE
FLE YRS DHD CMX Cloud L4+ FoEE [

AT w78 F#IZ, [Presence Analytics] % v v = R— RIZBEIL £, /ERLZY A FE2RIRLET, &
UL, TLEVR T2 BRARAENTNDOEHERLET,
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Cisco Mobility Express £ L= —ERDEE |
B 7.t zxa60t00 cMXcloud L0 1 F%E
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9.
=% =R

Cisco Mobility Express & A O &

11l

« T U EBANRA L FOFER (83 =)

« Mobility Express %~ b T —27 ~DT 7 ¥ A KA FOBEA (85 ~<—)
* Optimal Join (86 ~=*—3")

« AP Join D728 @ SFTP F 7213 TFTP OF%E (87 ~X—)

« AP Join D 7= @ Cisco.com D% E (88 ~2—3)

BRIX YTV I FELTHOT 7 EA RS FORE (88 2—)
RF 707 7 A VORE (89 X—)

EELT VB ADORE (91 X—)

e Admin 7 H 72 FOEE (92 N—)

* TACACS+ £ L (X RADIUS $— "OEH (93 =—)

» Cisco Mobility Express DR DOEHL (96 ~=—)

» Cisco Mobility Express ¥ 7 b7 =7 D7 v 77—k (96 <—)

* CALEA AR — k(106 ~<—)

TOEAKRAY FOEE

U U —2Z 84 N5, CiscoMobility Express i K 100 D7 7 A KA hETHR—FLZE
To TVBARA L FDY R MEFIRLIZY | NTA—=Z2BET 5I21E, LLFOFIMEITHE
£,

FIE

AT 71 [Wireless Settings] > [Access Points] (28 L £,

GE) [P]7TA 2> TERRINTVWDERNDT VA RA L MR AZ—AP THVY | KV
R 7T 7 A RNA L FTT,

RTYT2 TIVRVARA LY NORTA—=FEERTHITIE, [Bdi) R ¥ %27 Y v 7 LET, [AccessPoint]
VALY RUE, T EBERRA L MIBET 5N RT A—F 2 KR LET,
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B 7rexfkroronm

Cisco Mobility Express EADE#E |

« Operating Mode (FEAHY BEH 7 4 —/L ) v A X — AP DG, ZO7 4 —/L NIZiX
[AP & Controller] & FRENET, MODOHEE AP DA, ZD7 4 —/L RITIZ AP DHNFE
RENET,

e APMac GEHABVEH 7 41—/ R) : TI7EBARAL L FOMACT RLARERENE
ﬁqo

¢« APModel GGEABMVEH T 41—V R) : T EBARA L FOEFTILOFERPFZRINE
j—O

« IP Configuration : AP D IP 7 KL A3 Ry hU—2 F® DHCP H—NZ K-> THID K TH
N5 & 9129 51TiE, [Obtain from DHCP] Z &R L E 7, FE7ziX, [Static [P] ZEIR L F
9, [Static IP] 7 K L A 23341 L7=A 1%, [IP Address]. [Subnet Mask], 5 & ¥ [Gateway]
DET 44—V RERETETET,

«APName : 77 B A RA » FPOLHIZHRELEST, NI 7V—FTFAF 7 4—/L KT
j—O

sLocation : 727 ® A RA v O EHRELET, ZUI7V—TFA K 74—/ KT
7,

AT w73 [Controller] # 7 (v AX— AP TORMHAIRE) T, IRONTA—HE2EHTEET,

« System Name : Mobility Express D> A7 LA &2 AT) L ET,

*IPAddress : IP 7 KL AIZL-T, aryba—F3DO WebAf v X —T A A~DOT A
URL WMRE SN ET, Z® URL L, https:/<ip address> & W H BT, ZDOIPT7 KL
AHEEETLHE, vl A URL bEEEINET,

* Subnet Mask : &7 x> h v A7 2 AT LET,
« Country Code : EFEFZEZ AT LET,

AFw T4 Radiol (24GHz) & Radio2 (5GHz) T. RO T A —Z EfRETEET,

« Admin Mode : BZ/ENZ LET, ZHL, AP THed 5 Radio Z BN £ /- I1XEIZ LE
3~ (802.11 b/g/n I 2.4 GHz % 7213 802.11 a/n/ac FIIZ 5 GHz) ,

* Channel : 7 7 # /L N & Automatic T9~, [Automatic] ZZRT 25 & BT v 1 /LEID 24 C
DAY £3, ©F Y, Cisco Mobility Express =2 > k7 —Z Ol FiZdH 54 AP I
T ¥ FADBIAPZEID L THNET, ZNICEY, BEETH AP BRFEILTF ¥y LT r—
RFF ¥ 2R TERWVWEDIZRDT2D, FHRZOMOEE LoMEN RS ET, 24
GHz Radio D56, KETIT 11 OF v v, RO OHIR TIIHR KT 14 OF ¥ R0
SN ETH, 20T ¥ X VBT 5 AP THEH SN SE, BEE LW E R
H2DIE 1-6-11 7215 TF, 5GHz @ Radio DIEIE, Ik 23 DIEA— =T v 7 F¥ %
ARSI NET, FEDHZEIV YK THE, APIZZEDT ¥ RANEMICEID B TH
ESr N

+802.11 b/g/m : 1 ~ 11,
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| Cisco Mobility Express A O %12
Mobility Express % v k 7—2 ~0F 2+ Z 4 > toiem ]

+ 802.11 a/n/ac : 40, 44. 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136,
140, 149, 153, 157, 161, 165,
 Channel Width : 2.4 GHz @334 1% 20 MHz, 5 GHz ®351% 20, 40, B X80 MHz CTi%/E
SNFET,

* Transmit Power : [1] ~ [8], 7 7 # /L M (X Automatic T3,

U EBEREOEGH T, DFE D AP THEA SN A EET RV —TT, [1] BNimE. 2] 08
(1 D5r, BIN[D 14 720 LUTRERICHEAD LT E £, [Automatic] 8RNI 5 & |
ZEMOEENT HIES L ULIZESW T, Radio DEEHAINFHE SN ET, Zhicky +o
VAR AT, T x—TF 4 U RIEEN AL LA, 1T E A ORI, kR CENME
TEET, TR KEICEET L E T, BHEENDBLETE T THEML E,

ATv TS5 [Applyl 27 U v 27 LET,

Mobility Express r Y f T—O D7V X KA > FDiE
il

7 7 A KA k% Cisco Mobility Express & > b U — 27 ZBINT 2 BEIZIX, LN EBET 24
EWRd 0 ET,

FOCRAKRA DY I DT IN—=23 0  BINTET7 7 8ARA L OV T vy =T

I— PRI ALZ—APOHLDERBRLGHIL, YAX—APTHEITLTNDHaA— KDY 7 hU =
ThE, BNTAETIBRARA L MIA o — RT20ERNHY T, v AX—AP THEITL
TWba—KREForna— T30, FTLWT 78 RARA L MIROWTNNERET D
WVENRB Y F4,

» Optimal Join : Optimal Join |%, iBJ19 % AP 3~ A% — AP L[WU AP €7V Th D56
2. AL —APPLAa—R&Zyrun— RTELHETT, ZOMETIE, v AX—AP
ETEITLTWD 2= FE2ARA M 24ME— IS EDH Y THA,

A\

G Z OFEREIL. 2800, 3800, 1560 >V —ADT 7 A KA KT
PR—=—FENLTVET,

* SFTP /21X TFTP — ROFEMET 7B A RA V bDA A=V N2ERE, V7 FU =
T T T T = hFDOR=UTHRETHLENRHY £,

¢ VAL — AP IZ83.102.0 LIED a— KR HIUE, YT bV 2T Ty T T— FDON—TT
Ciscocom P27 A > J LTy )VEREL, HILWT ZBARA L EBRBINTDHEXIC
Lz — K73 Cisco.com 206 BEIWIZ A v om— REnE T,
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Cisco Mobility Express EADE#E |
. Optimal Join

\}

() Ciscocom »HEPEY 7 by =T X 7 ra— KT 521, ~ A% — AP 7 SMARTNet 35D
HMRTHIVLENH Y FT,

Optimal Join : Optimal Join Z A NI T 2 I1ZIL, WO FIEIZIENE T,

FIE

AT 71 [Management] > [Software Update] (2 &) L £ 9", [Transfer Mode] C [TFTP] & 7= 1% [SFTP] %%
U, SFTP F/IL TFTP N T A — X ZRFELET,

AT w72 WIZRT L DI [Optimal Join] ZH N2 L £9,

dies’ o ' : Q A © = o
& Monitoring e cisco : Se S5 =

¥ Wireless Settings

ﬁ- Management

& Admin Accounts

O Time
¥ Sof r ndate Transfer Mode | SFTP
< Advanced Optimal Join O G
IP Address(IPv4) * 172.20.229.7
Port Number * 29

File Path * 8.7/

Username * rtayal

Schedule Update

Set Update Time C]

Auto Restart

ATY T3 [Savel &7 U v/ LET,

Optimal Join

Optimal Join Z A ZNZT 2 121%,. RO FIRICHEVE T,
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AP Join O 7= SFTP -2 TFTP oixe I}

FIE

AT 71 [Management] > [Software Update] (2 &) L £ 3, [Transfer Mode] C [TFTP] % 7= 1% [SFTP] %%
RU, SFTP F72IX TFTP /87 A — X % E L 7,

AT w72 WIZRT L DI [Optimal Join] AN L £9,

‘thatl’ Gsco Aronet 2 I Q A 0@ = o
@ Monitoring © cisco : ries . =

£ Wireless Settings

A- Management

© Access 8.7.1.104

& Admin Accounts

@ Time
¥ Softy Transfer Mode | SFTP
:n Advanced Optimal Join 0 +—
IP Address(IPv4) * 172.20.229.7
Port Number * 22
File Path * 8.7/

Username * rtayal
Password

Schedule Update

Set Update Time ]

Auto Restart

ATv 73 [Savel 27 VU v 7 LET,

AP Join D 1=6H D SFTP £ =1L TFTP D&% E
Fl&

AT w1 TFTP % —/3Z Cisco.com BTV ®ARA U N A A=V Dzip 77 ANV a—RKLE
T NURADONA=Taf, vAZ— AP ETHEITENTNDHNRY RLERITE A=V 3 T
HOLVENRDH ET, HAxDT IV ERAFRA L M A A=V EMBT L7 7 A NV ERHRLET,

AT 72 [Management] > [Software Update] (2 &) L £ 3, [Transfer Mode] C [SFTP] % 721% [TFTP] %%

L

L. SFTP 721X TFTP T A — X 2 &R EL E£7,
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. AP Join M 1= @ Cisco.com DX E

AP Join @ -8 @ Cisco.com D% E

FIE

[Management] > [Software Update] (Z#8) L £ 7", BxiXE— F T [Cisco.com] R L, Cisco.com
Da—HF T HT o MIBETLZNTA =2 ERKELET,
F) AA—VOFTra— R —EXROFWITHELETA, A A—TVDF T m—
RAET LIz, AP IZHEIMICHER L Thb, v AZ— APIZBMLET,

82IXH T AU FELTDT7OER KRA 2 FDERTE

&
ATy T2

ATvT3
ATy T4

AireOS U U —Z 8.7 LLF%, Cisco Mobility Express & F{T9 57 7 A RA » b & 802.1x 7'
J1v k& LTERETE £, Mobility Express AP 1% 802.1x 7'V 1> k& L THERE
EAP-FAST, 3 X UNEAP-TLS & PEAP #fEH5% ISEIZX L TAA v FIZ L > TRFESNE
T 802 IXWAEH DR — FBREIND &, AA v FIL, R— MIEERINTZT A ANEL
SFFEESNDETIE, 802Ix b T 7 4 w7 UAND NT 7 4 v 7 BN — N Elilad 5 2 & &2
LEHA, APIX, ME-WLCIZZMT 51, FIESMLIZZONT NN CTRRAESNLET,
THOBETH, T7EBRARA L PR WLCIZBMLTZ#%I12802.1x &2 AA v FICEEL £,

FIE

[Wireless Settings] > [Access Points] {2 #Eh L £ 7,

[Global AP Configuration] " & % 7 U w7 LC, [Credentials(802.1x)] % 7 CIRDIAH #i%E L
i ﬁ‘o

* [Username]
* [Password]

* [Enable Password]

[EAP Method and LSC AP Auth State] Z 341 L £,
[Apply] 7 U » 7 LET,
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RE7o7 7 oiE ]

RF7AOJ7A4ILDHETE

AireOS U U — % 8.6 LI, Cisco Mobility Express X HH AR SN/ 6 DO RF 77 7 A )b
ERF 7277 A VOEREY AR —FLTHET,

RE 777 A NEHERTLE, EDOHI AL v V=BG35 AP VL —F 5T L,
ZFDHNRL Y = ND AP KT 5 RRM OEMEZ BIRICEFE TE £, 7-&xi1E. £
S Da—FREFSE, FHREFEET2V 7T, REPEEED AP Z BT A2580H 0 £
T ZOHBIE. RA—F ¥ XA THEER LR, RVEEISHLT 5720ic, 74 L—
N BENOWM G EZBET DMERNH Y £, MET Y T TlX, BEOI ALy VRS E
TN, ZTOLIBRBMECE > TEBEZ Y TOI NNy VRKkbnbZENHY £9, RF
n7 7 ANE AP I N—T AT HE BROIBESI ALy Y = TEIET S AP 7
N—FNZ%FT % RF % E & fifb & £9, RFE 727 7 A Ld, 802.11 radio FHICIER S v
T, REZa 77 A iE, AP 7V — 1@ T 5T _XTOAPIZEA I, ZO7NV—7HNOF
RTOAPIZRIUZa 7 7 ANVNRRESNET, REFu 77 AV EEHLT, 7—% L—h
BXIOESN (TPC) EEHIH T E 9, REZ2 7 7 A /LNDENL K& AP 7 /L— 7 |ZBE AT )
720, HTLWRF 727 7 A VEAER L THD AP Zb—FICBE#fHT 5 Z &N TE £,

RF7A 774 ILDHETE

RF 7’07 7 A )VEFRET H1-HIZ, Cisco Mobility Express T Expert View % B2 L7,
Expert View |3 \Z7159 X 9 12 Cisco Mobility Express WebUI @ k v 7 /N —TCHIH T& | =
Ea—CTHHTERN S ESERBRERENT A ZAMTTEES,

tliale, Q A © = o

FIE

AT 71 [Advanced] > [RF Profiles] (28 L %9,
AT 72 [Add new RF Profile] R¥ > %7 U v 7 LT,
AT 973 [Generall| ¥ 7 C, WOHHERELET,

* [RF Profile Name]

* [RF Profile Description]

* [Band]

* [Maximum clients per radio]

* [RxSOP Threshold]

* [Multicast datarates]

ATv T4 [802.11] % 7T, WOHEHZRELET,
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B 7rexskeorv—Toze

ATy T5

ATvT6

TR RA

ATy I
ATy T2
ATy T3

ATvT4
ATy TH
ATvT6

* [Data rates]

* [MCS Settings]

[RRM] # 7 C, IROEHZHELET,
* Channel Width
* [Select DCS Channels]

[Client Distribution] # 7 C, RDOIHH Zi%E L £7,
* [Window] (0~2027 7 A 7> b)

* [Denial] (1 ~ 10)

» O Erla f—]
b ONN—TDHEE
AP I N—T %R ET B 72912, Cisco Mobility Express T Expert View ZH %012 L £7, Expert

View % Cisco Mobility Express WebUI @ b~ v 7° /N —TCHIHTX | L = —THFTE 20
SEIERREAGENRT A —HEHMCTEET,

alialn Q A © = o

FIE

[Wireless Settings] > [Access Point Groups] (&8 L ¥ 7,
[Add new group button] %27 UV v 7 LE 7,
[General] # 7 C, WO HZHELET,

* [AP Group Name]

* [AP Group Description]
« [NAS-ID] (T 32)
* [Venue Group] (7 32)

* [Venue Type] (A7 3 >)

[WLANs] # 7 C, [AddWLAN]R¥ %27 Y » 7 LC, WLAN & AP 7 /L—7ITIBINIL £7,
[Access Points] # 7 C, AP 7 /L —IZBMTBRERH DT 7 A KRA v M EBRIRLET,

[RF Profiles] # 7' C, 24 B L U5.0GHz#HORF 7 7 7 A L& EIRLEd, REZu 77 AL
NZDOAP ZV— I S NE T,
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7oez sk I—TonE |

AT 7T [Applyl 27 VU v 7 LET,

TR RAY

K SIL—TDERE

AireOS U U — % 8.6 LI, Cisco Mobility Express (X, VA YL A 2 hu—JiEZFEITL T
W5 AP DET IS L T, &K 100 D AP V' v—7 %P R— kL £ 7,

AP IL—T1%, VAT L ARy hT—JNDOT 7B RARA v FEHRBEHICZ L= LTS
DTT, AP /L —7TlInr— g 0 _XR—2A0Y—EANARETT, DF0., HDH—HEDOT
I ARAL FDSSID & Rip D —HDOT 7B A RA L FORD SSID 7 1 — F¥ 4 2 b

R

BlE. AP 7 V—T 5B L, ET 7 BA KAV FNEBINT 52 &L TEITTEET,

() Mobility Express Tl K 50 D AP 7 —7 N R— ki, 1250 AP 7/ — 72Tk
100 &> AP Z3BINTE £,

EET7IOLANDHKRTE

Mobility Express = > k @ — 7 D [Management Access] f ' Z—7 = A AlX, 2+ —J7DA
YRV NERRS, mH =T T A A= EANOEFUMH EN DT 7 AV DA =T =
AATY, Flo, arbte—=7L7 782X A MHOBEICHERShET,

To
1.

HTTP Access : HTTP 77 £ A E— K& G LT, Web 7 7 7 C http://<ip-address> %
FHLTa he—J0OGUIIZT Z7EATES X HI12T5I21E, [HTTP Access] R v~
Z 2 YA NG [Enabled] 38R L E T, A2 LRWAIE, [Disabled] Z IR L %
9, 7 7 % /L MHEIL [Disabled] T4, HTTP 727 ¥ A £— R, ¥ a7 R#EH CIEdH Y
FHA,

HTTPS Access : HTTPS 7 7 £ 2 E— RZH I LT, Web 7 7 U ¥ T https://ip-address &
FRHL T2y he—T0OGUIIZT 7 & AREEICT 5I21E, [HTTPS Access] K2 v 7 &
U A ~ 75 [Enabled] 28R L £, AT L2RWEEA 1T, [Disabled] 38R L E4, &7+
JU MEIX [Enabled] T4, HTTPS 77 & A £— Ni&, &%= 7 284 T,

Telnet Access : Telnet 77 X £— REHHI LT, Fv T by FDavwr K 7Far7h
EHEALTCa hur—FOCLI~DYE— K 77 EA%ZAEICT 5I21E, [Telnet Access]
Ka w7 Zv U ARG [Enabled] 238K L E9, AT L7A2WEA 1L, [Disabled] %%
RLUET, 77 4/L MEIT [Disabled] T9, Telnet 77 = A £— Rid, ¥ =7 28 C
TH Y FHEA,

SSHv2 Access : Secure Shell /X—3 2 (SSHv2) 77 &R ®T— REZGTT HITIE.
[SSHv2 Access] Ke w7 & 7 U A K5 [Enabled] Z®INLET, ZOT7 7R E—FR
1L, Telnet DX =2V T 0 Z8{LL7=b DT, T—F 52 {bLEX 27 F¥ V%M
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ATvT1
ATy T2

ATvT3

Cisco Mobility Express EADE#E |

LCTF—2 &k LET, AT LRWEGEEIL, [Disabled] 3R L ET, 77+ /L ME
/% [Enabled] T9, SSHv2 7 7 & 2 E— Rit, Bx =27 REEHETT,

A ha—FDRRDLEATOERT 7 AEHEITECT HI2E. ROFIEAE
i—a_o

FIE

[Management] > [Access] (258 L £ 7,
KT 7 'A XA TIZOWT, [Enabled] F 7213 [Disabled] 28R L £9°,

B Dl tblo20T 7 BAZATEANT DHERHY T, WTFRLAMIC LR
WA, BEo—YR MoblhtyExpress arhr—=Inbuy 77U IR,
77tx%ﬁfﬁ&¢5t i, 2=V EEH L TEETARNERDH Y 77,

EEEZRET DI, [Applyl 227V v 7 LET,

Admin 7 ho > ~FDEHE

Cisco Mobility Express £, Admin 777'J 7 FOER AR — N LTEY, BEESNLTH RN —
PRary be—I5BRELLVRELZERRTHOEMIELET, Admin 2—H%F 7 h 7k
FRD 3 HDT 7 E A V/\/D“Cﬁ‘ﬂf*— FENET,

1. B /FEZIAS  GiANY EEBEZIABOWERZFFOT Y MIIGEER TR EY g =
YIRSV TR £,

2. wAHY R B EHOMREFFST h U M, F=F U U BEREO AR TTRT
OHZZRTEET,

3. rE—=T Ut E— mb— 7 U\ H—|L, Cisco Mobility Express T4 A b @ —H# 7
Uy FEER L CTEBTEES, ne—7 0\ X —, [RENRREHERZRL, 7
ANTAYY NEEETDIOICHHAT D Web N—YDAIZT 7 EATEET,

GE)

B—H 2—H F—H =L, KT b U 2048 (T 7 40 M) IZHIRS L CnvE
T, T—HR—RF, eI NVEBo—Y (rE— T U\ X—5ET) . m—Hh Ry B
J—7 a—% (FAM2—FEEL) MAC7 4% = b BRSNUA = b T
FEINEdT, oz 8bE T, RXEEZEADZ LIEITEERA,

Admin = —Y ZERT 5121%. ROFIEIZHENE T,
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TACACS+ & & U RADIUS H— & [}

FIE

AT 71 [Management] > [Admin Accounts] (58 L. [Add New User] RZ %27 U v 27 LET,
ATY T2 Admin 21— T U MERETHIZIE. UTFE2ANDLET,
* AccountName : Admin = — W% %2 A LET, 22— 4 TIERILF E/DNTFRRBIE 4,
R T24 05D ASCIL X F M TEES, =PI, AR—RAE2ZHDH T LITTE
FHA, £, —EBICTHLERH Y £7,

s Access : Admin 71 7 > kD72, [Read/Write], [Read Only] & 721 [Lobby Ambassador]

TR EER LET,
« New Password & Confirm Password : YX DL — L IZHE-> T, Admin =—%F 7 7> MTs

AT—REANLET,
e NAT— RTERILF LN FREBISNET, AN—AIMEH TS EE A,

¢ NRAT—=RE, ROTRXTDI FADLF% 8 LFULEFORUERH Y £7,

o Hov
o BRER ST
« N2 — RNTR UXFZ2ERE L T4 ELL F#YIRTZ LT A,

¢ /XA T — R|Z, Cisco &I FEFE 21T Admin 2 —V LI IEHTE EHA, IHIT,
INHOFEOLFEHINAZ L2 O, RKXFE/NLFICEL LD, i % 1,
|, ERITVCEESBITZHD, o Z 0 ICEZIBIL LD, s S ICESHIY

DEMEHTHZ L TEEEA,

AT T3 [tickl 7TAav&27) vy 7 LET,

TACACS+ & & U RADIUS H—/\DEH

Y Y —Z857/ 56, CiscoMobility Express I3 KT 6 20 RADIUS ¥ LT3 5D TACACS H—
N R— K LET, RADIUS & TACACS+ H— %% ET 572912, Cisco Mobility Express
T Expert View Z 202 L £ 3, Expert View /% Cisco Mobility Express WebUI @ | v 77" 73—
THHTE, B2 —CHHTERVWS EIERREFARNATA—FEHANITEET,

e Q A © = O
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B rcacse 5—iosem

TACACS+ H—/ M iENN

FIE

AT w71 [Management] > [Admin Accounts] |28 L £,

259 T2 TACACS+ H— %8I 5I21E. [TACACSH # 7 %7 U v 7 L£7, [Add TACACS+
Authentication Server] R¥ %7 U w7 L, WEAJILET,

* Server Index : 1 7»5 3 Z @R L £7

« State : [state] Z AL L FET

» Server IP Address : TACACS+ #— 3D IPv4 7 L A& AJJ L ET

« Shared Secret : shared secret 2 AJ) L E 4

* Port Number : TACACS+ #— S & DEFITHA S THWDOR— MESEZADLET
« Server Timeout : % —/N X A L7 DU h &2 ASJLET

AFTv T3 FULZ &% RADIUS KB — S TITVET,

RADIUS H—/\®D;E N

FIE

AT w71 [Management] > [Admin Accounts] |2 L £,

AT w72 RADIUS —"%iBNT 5121, [RADIUS] ¥ 7% 27 U v 7 L%£9, [AddRADIUS Authentication
Server)] "NZ &7 Vv L, e ATJLET,

* Server Index : 1 225 6 Z R L E T

« State : [state] ZH ML L FT

» Server IP Address : RADIUS —/ 3D IPv4 7 RL 2 & AJLET

» Shared Secret : shared secret 2 AJJ L F3

« Port Number : RADIUS #—/ N & DOBEFEIEH SN TWELR— MESE AN LET
* Server Timeout : —/ S XA LT 7 h & AJJLET

ATw T3 AL T &% RADIUS A&GEH— S TITWE T,
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apsshoL7o oo noBE ]

APSSHY LTV v ILDETE

Cisco Mobility Express TiX, APSSHZ LT ¥ ¥ /L IT 74/ hTar ha—ID 7 LT v
¥ NLELTRESNTWET, T _XTDHOAP TAPSSH 7 LF U I v V2B ETHI121E, K
0)%’”/@; \—TIEl/\ji—g_o

FIE

AT v T 1 [Wireless Settings] > [Access Points] (28 L %97,
AT w 72 [Global AP Configuration] iR % > % 7 U »» 7 LT, [Credentials(SSH)] %# 7 CIRDOHEH 2% T L ¥
D

* [Username]
* [Password]

* [Enable Password]

AT T3 [Applyl 27 U v 27 LET,

Admin 21 —HELIEGLDEE
U U —2x85 X YHEITIX. Cisco Mobility Express ® Admin 77 7> hE, 2> he—7Tr—
FMHERR S NE L=, U U —2R 85 TACACS+ B X RADIUS — 1%, Admin = —H D7
FEICBEHTE £,
BHOT —H R=ZARNZESNTWDLEE, Admin 7 7 > s O —VEREIEN 3% ET D 2
ENEETY, ERIAMZRET DIIE, U TFOFIEICHENET,

FIE

AT 71 Cisco Mobility Express C [Expert View] Z A %02 L £9, Expert View | % Cisco Mobility Express
WebUL O b v 7 N7 —THHTE, FEEE2—TRHATE RV S LS ERREARENT A —
2 HEAPNCTEET,

e afra, Q A ©® D =

CisCO

*R Manitoring

AT 72 [Management] > [Admin Accounts] (Zf4H) L, [Management User Priority Order] %7 V v 7 L%
j—o

B  F7x1 FT =TV T F = R R *w\é;nia“o =R RO
S0 a. a2 hr—Z13, RADIUSIZRE STV 5561 RADIUS H—r3~D
g1y ?ﬁ&tz TACACS+ IZRE STV DG 1L TACACS — 3~ 0 #i % 2470
£9. 774N hOFKEIZE—H /L, RADIUS DOJIEIZ/A: > TWET,
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. Cisco Mobility Express )RS o) & I8

AT w73 TACACS+ & RADIUS B OBIENEN ZEE T 512X, WiInra s Uy 7 L, EFICB#LF
T, B—HD Admin T A T2 M, EBRIEM 3B TEEFHADOTIEELEE W, 1
72132 DWW D IR T,

Cisco Mobility Express M B fE D& E

5D Wireless Express £ N7 v 7 7 ¢ ' — F&2 3474 HFRIZ, Cisco Mobility Express = &
FE—=F DT AT LD LR EERESNET,

NTP H—/\DEFE

Wireless Express D v 87 > ZRHZ AfF & R A 50E L2 o 7o, A &Rzl & R
% 72812 Network Time Protocol (NTP) ¥ — % 3 OF TRETE XY, XA L V—0F7
0y EMIETAT-OICRETEET,

HA D=2 b NTP = REFHET HI1E, L TFTOFNEICHENFE T,

FIE

AT 71 [Management] > [Time] (2B E) L £9°,

AT v 72 b REE AR L 9,

ATv T3 NTPDR—Y U TMRE A LET, A—V o ZHROHFIE 3600 ~ 604800 F T,
ATv T4 NTP — "% BT 521, [AdANTP Server] RZ %227V v 7 LT, UFZRELET,

*NTPIndex : 1. 2. £72E3 00T TI,

« NTP Server : Z#UiZ, NTP — "D IP 7 KL A, NTP +— L /2137 — /LT3, I&K
3OO NTP — "B R—FINFET,

s[tickl 74 a2V v 7 LET,

GE) oy bae—I9RNHEEFHINITZ, BIR2—VEREOR—Y VJHEEI 12, BE
MBNTP — RIS ET,

Cisco Mobility Express ¥V 7 bz 7D 7 v 77—k
Cisco Mobility Express 2> b a2 —F DY 7 "o =7 7T v 75— hE, 2> ba—70 Web A

VE—T 2 A AR L TCETTEES, VI N2 T Ty 7 TF—MMILkoT, avhun—J
LT RTOREBLTCNWADET 7B ARA » MO T OEFHIRIAES N E T,
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Cisco.com (5t E— FEHERALEY I bz 7 7y FTF—+ .

ay ha—=ZZBMT5HAPIE, HODOY 7 M7 DNR—=Ta B~ AT — AP D=V 3
veilig L, A —BOLAIEY 7 Ny 2T Ty T — b EERLEST, Y7 N =T TS
7 — K ClX. [Software Update] ~— 3 CEREE— R L XL T 252 ET HLERH Y £,

GE) <~ AH—APIZAPA A—VaFFoTWVWERA, T, RESNZEEE—RKNSL Y7 MU=
T 77T —heERLTWET IR R b~DFH LWV T h 72T OEREEZRHICL
F7,

TIRBARLS L FTOY 7 vy T Furan—RiL, Y7 b7 &FRICET7 82— L
TWH AP B 5 BLLTFIZ72 5 L OWICHBMIZIEF T b, 7y 77 L— RPKLE AP 37
TRHLWA A=V DX —REETTHET, ZOX2—0OLH 2kl T E7,

Cisco Mobility Express @Y 7 b7 =7 7 » 77— M ClL, IROEREE— FRVA— M E

7,

1. Cisco.com
2. HTTP

3. SFTP

4. TFTP

GE) AA—VOFEFFvrya— NP —EARFW SN Z LT FHA, A A—VOHEFL
U a— RBF_TO AP T5E T L7212, Mobility Express ®* » bV —7 % F#) TR+ %
2. ERIIEHEESEZ AV 2 —VRE L TEITLET,

Cisco.com ¥ X E— FZERAL=Y I kD7 7y TT—F

Cisco.com |2 L% Y7 hv =7 7 v 77— M, Cisco Mobility Express 3 A TH AR — h ST
WOLTXTDOT 7 EBARA L FTEELES, AFOZEMIL, CiscocomnH Y 7 by =7
Ty 7T T OB L TV ARENDH D 17,
s A H—F v § T RAIL CiscocomNH AP ~DY 7 by T Xy v— RIZKLET
I, 7272, TaX IR E T,
e 2—YH LR — RINZE S 572, H%h72 Cisco.com (CCO) 7w b,
« 2—HF T LD EULA KGR, v AX—APIZDH (v MU =7 DT ~TD AP TEH Y %
HA) SMARTNet BN LEETT, ZRINLWE Y T v =7 777 — MNIBBLE
A,

A\

GE)  Ciscocom 6DV 7 vy =7 77T — I, GULIZK > TOBYR—FEhET,

Cisco.com 5t — R&EHEHT2 Y 7 b =7 7 v 75— 2 EIT7T 5121%, L FOFEIEIZHE
WET,
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B vmesss—rEERLEY IR FYTF—

FIE

ATwF1 Ciscocom (ZLDY 7 by =T 7 v 77— %175 I21L, [Management] > [Software Update] (2
BEILTUTERELET,

« [Transfer Mode] T [Cisco.com] Z#4R L £9°,

* Cisco.com D1—H &% A LET,

« Cisco.com D/ART— F# AJLET,

« [Automatically Check for Updates] % A0 L £, MeRI% 30 HIC —EfTbhET,

* [CheckNow] %27 U v 7 LT, HHDY 7 b =7 U U —RAL Ciscocom#HEDY 7 h 7=
7 V=22 BGLE T,

ATv T2 [Applyl 27 U v 27 LET,

RATY T3 [Updatel #27 Vv 7 LT/ 7 voxT7 Tyv7T—h P —FRERBLET,

ARTVT8 V7 =T Ty TT— R U4 P RT, RSNV T b =T V) —AERERHO Y
ZheT VY —RAERINLET, Next] 227V v 7 LET,

ATYTS V7 =T Tl T— T BT 572DI21E, [Update Now], % 721% [Schedule the
Update for Later] % 3%&R L £,

(GE¥)  [Schedule the Update for Later] Z 3% L 72455 1%, [Set Update Time] 7 1 —/L R & i% &
LET,

ARTYT6 VYT =T Ty7T—MRET LRI, 2y NT—ZHNOTRTOT 7 EAKRAS L bD
HEELE N LB 241X, [Auto Restart] F= v 7Ry 7 2% 27 U v 7 LE9, [Next] &7

Vw7 LET,
x%v77mm%m%7uy&LTy7b?I77yf¥—b%%%Li¢o

a7 78R RAL 2 FOX Y a— NilEEEE =47 25121%. [Predownload image status] %

BRI LE 9,

HTTP i E— FZERALE=Y I Dz 7 7y TT—F

MoblhtyExpress BMATT 7 A RS NOETABEUSGE, V7 b7 7y 77—
FATT D DICHTTPHEEE— REFEH T E9, HITPHAEAE— RTlE, v—A/L <~ o
577 A T°/( DT T T VU= R A A=V EBRICT v r— R TE £ 7, HTTP 5k

T—FEFEHALTY 7 by =T 7Ty 7T — NEFTTH12F, LFOTFIRICHENET,
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HTTP &% E— FEMALEY T ryz7 7y 77—+ ]

FIE

2T w1 Ciscocom NS —HL v U NZAP DA A— N RvaAra—RLET, ROFIL.
VY —2Z87102.0 DA A—T & RLTWET,

TORRRA b TOERRRLY bDAA—D N L, VT
b7 7y TT—MERT SELD AP
A A= EENET,

AT 972 |Cisco Aironet® 1540 2 Y — X AIR-AP1540-K9-ME-8-7-102-0.zip

Cisco Aironet® 1560 + ) — X AIR-AP1560-K9-ME-8-7-102-0.zip

Cisco Aironet® 18151 3/ ) — X AIR-AP1815-K9-ME-8-7-102-0.zip

Cisco Aironet® 1815M ¥/ J — X AIR-AP1815-K9-ME-8-7-102-0.zip

Cisco Aironet® 1815W U —X AIR-AP1815-K9-ME-8-7-102-0.zip

Cisco Aironet® 1830 3 ) — X AIR-AP1830-K9-ME-8-7-102-0.zip

Cisco Aironet® 1850 3 ) — X AIR-AP1850-K9-ME-8-7-102-0.zip

Cisco Aironet® 2800 + ) — X AIR-AP2800-K9-ME-8-7-102-0.zip

Cisco Aironet® 3800 + ) — X AIR-AP3800-K9-ME-8-7-102-0.zip

Gx) EiRDOA A—=VIT AireOS UV U —284.100.0 HTT, A A=Y RN FE, VU—A
NP AV L/ = S B

ATFYT3 APA A=Y NURNLEIRL T, lx D AP A A—VHHH LET, ST 54 A—I~0D
TIEARLA L VO ELTITRO L FBY T,

TR RALA b+ TFORBRRLAV A A=
Cisco Aironet® 1540 >V — X aplg5
Cisco Aironet® 1560 >V — X ap3g3
Cisco Aironet® 18151 >V — X aplg5
Cisco Aironet® 1815M U — X aplg5
Cisco Aironet® 1815W U — X aplg5
Cisco Aironet® 1830 3/ ) — X aplg4
Cisco Aironet® 1850 3 ) — X aplg4
Cisco Aironet® 2800 >V — X ap3g3
Cisco Aironet® 3800 > — X ap3g3

ATY 74 HTTP AT — RIC KDY 7 v =T 7 v 75— b %47 9 121%, [Management] > [Software
Update] (IZBEN LT, LFZERELET,
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B srrass—regEALEY IRy T Py TF— 1

s [Transfer Mode] C [HTTP] Z@&4{R L ¥ 7,

cHODF Y NT—T DT 7R ARA L MIHIGTDHE—TIVAPA A=V 2B L7,

VTR =T Ty T = IBRETLERR Y NI =7 NDOTRTOT 78RR D
HENF BN LB 725 [Auto Restart] = v VR 7 A% 7 ) w7 LET,

ATv TS5 [Applyl 27 VU v 27 LET,
ATw76 [Update] 27V v/ LC, Y7 =T 77 T—raBlLET,

SFIPis X E— FZFERALI=Y I b7 7y ITT—F

SFTP #5ikE— NIZ LD Y 7 hv =7 7 w77 — ML, Cisco Mobility Express 3 A CH AR — k
SINTNDLTRXRTOT 7 BARA Y MIAENTYT, ZOT v 77 b— RFEZHERT I,
NAL =TV REARA L EWBETEDSFIPH—"NUETY, ZOFEFLETa hr—
7 WebUL B L' CLI 2B HAR— S ET,

WebUl NSO 7y T L—F

WebUI 7> 5 SFTPERAET— REZHHLCY 7 b =T 7 v 75— M2 FETT5121E, ROTFIAE
IZHEWET,

FIE

RTYT1 AP A A—¥ /N KL% Cisco.com 75 SFTP h— N2 F 7 m— KL ET,

ATYT2 AP A A=Y N RVEMFRL T, Hx D AP A A=Y &L £,

RAT9 T3 SFTPHRE— NICKD Y7 MY =7 7 v 77— M&AT 5121, [Management]>[Software Update]
WEBEIL T, AN ERELET,

s [Transfer Mode] C [SFTP] Z iR L £,

* [SFTP] % —/3® [IP Address] & [Port Number] = A/ L E 7,

* SFTP — 3 BIZFRIE S L7 AP A A — 3~ [File Path] # A1 L £ 7,
* SFTP #—/3® [Username] & [Password] # A7) L £ 7,

GE) I BDHMENE. ZONRADANTT, WOTFIAIZEDRNIZZ ORXAZELL AT
THZENEETT, HxDAP A A—TFFR A FLARWTLEE N, AP A A —
CrEDT ALV M) ERA LV NTHZUNERH Y F9,

ATV T8 V7 =T OFya—RKRET LERIZ, 2y NI HNOTRCTOT 7 EARA Y FD
HENVFEEN DM E 7254 1X, [Auto Restart] = v 7 Ry 7 A% A2 LET,
ATy TS5 [Applyl 27 U v 27 LET,
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TP EE— KEEALEY I b7 7y 77—+ |

ATw 76 [UpdateNow]| RZ %7 Vw7 LT, Y7 bhu=T Tv7T—bafBELET,

GE) HBCTOEHFE AT Y 22—/ 5HI21E, [Set Update Time] 7 4 —/L KD HEF 2B L,
[Schedule Later] NZ % 7 U v 7 T 504N H Y £9, HEBKHOREIT, 1 A—
POFEFL T v — RRFG SRS e < LB 2RFRZEIT D 2 L A HERE L £
T, ZAUT LY., Mobility Express £ NV —2 ETHTXTOT 78X RA L hDA
A—VOHREFIF T = FPRET LTS Z ENRIAESILET,

TFIPEiEE— FZERALEY I b7 7y TT—F

TFTP #ZtE— RIZXK B Y 7 by =7 7 v 77— X, Cisco Mobility Express TH A — k &4
TWNBTRTCOT 7 BARA LV MTENTT, ZOT7 v 77— RFEEZFERT L. <X
B —T IV ARAL NEBETED TFTP —A"ARMETT, ZOREFHETa L fe—F
WebUIl B8 L ONCLI B AR— FERET,

WebUl ™N5D 7y T L—FK
WebUIL 75 TFTP Bk — K& HTAY 7 b =T 7T v 75— M 2ET T 5120E, ROFE
Bz eV FE T,

FIE

ATYT1 AP A A— /N KL% Cisco.com 7*5 TETP — N2 ¥ v rm— R LET,

RTYT2 AP A A—T N RVEMH LT, HxDAP A A=V LET,

ATY T3 TFTPHEEE— RICL > CY 7 hou =T 7 v 75— F %3479 521X, [Management]>[Software
Update] (ZBEI L, LLTZRELET,

* [Transfer Mode] C [TFTP] Z3&RK L 9,
« [IP Address (IPv4)] 7 4 —/V FiZ, TFTP — DO IP 7 FLRAEZ AN LET,

« TFTP — RO ENTZ AP £ A= ~DT7AIL ISAEATILE T,
GE) KL< BDEWVT, ZOXZXOATTT, ROFIAICHETRIZZ O/XAEZELL AT
THZENEETT, HEDAP A A—V%HRA L P LRNWTLSZEWN, AP A A —
CrhEDLT ALV M) ERA L NTHZUNERH Y F9,

ATy T4 [Applyl 227 VU v 7 LET,
ATw 75 [UpdateNow] 27 Vv 7 LC, Y7 b7 7T v 75— bl ET,
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B cureoryis—¢

G¥) % CTOFEFHE AT Y 2—/LF 5T, [Set Update Time] 7 « —/L KD H &2 341 L |
[Schedule Later] NZ &7 U v 7 T H04LE N H Y £3, HEBFHOREIT, 1 A—
CVOREFZ U — RBB SN N7 L B 2RI H T L AL F
T, ZAUT XY, Mobility Express £ NV —7 ETHTXTOT 78X RA L hDA
A=V OFRERF TR — RNRETLTND I EMRIESNE T,

CUANSDTyTITL—R

ATy

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 71

FIE

SSH % 713 Telnet (A%h72854) 12X - T Mobility Express = > b 1 —F #FE{T LT\ 5 AP |
74 LET,

T8 AL T EEELET,

(Cisco Controller) >transfer download datatype ap-image
A E— FZdEEL 7,

(Cisco Controller) >transfer download ap-images mode tftp

TFTP — XD IP 7 RV AZIRE L E7,

(Cisco Controller) >transfer download ap-images serverIp <IP addr>

TETP H— "D AP A A — DA EFBELET,

(Cisco Controller) >transfer download ap-images imagePath <path to AP images>

G¥) KL< BAMEWT, ZORXZROATTT, ROFIRICHETRIZZ OXZAZTELL AT
THZLENEETT, HADAP A A—T%RA L FLARNWTLTEE N, AP A A —
CrEDT ALV M) ERA L FTHZMNERH Y F9,

AP DA A=V DFEFIZF T — RERBLET,

(Cisco Controller) >transfer download start

1@ L TETP

D o T 74 < T ap-image

TETP Server IP. ...ttt ittt ittt et 10.1.1.77

TETP Packet TimeoUL .. ..o ii ittt ennnn 10

TETP Max Retries....c.iiiiii et inenneeennnn 10

TETP Path. .ttt ap_bundle 8.1.112.30/

This may take some time.

Are you sure you want to start? (y/N) y

TFTP Code transfer starting.

Triggered APs to pre-download the image.

Reboot the controller once AP Image pre-download is complete

KO CLLZFATLT, FHlF 7 r— NOAT —F A %R LET,
(Cisco Controller) >show ap image all

Total number of APs............... 3
Number of APs
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ATvT9

Mobility Express TD/Xy T 954 7> b HiR—k .

Initiated.......coiiiiiiiiii, 1
Predownloading.........c.oevuuvnen. 2
Completed predownloading.......... 0
Not Supported........cvveiiennenn. 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Predownloading - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Predownloading - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Predownloading - NA

TIEARL L PDAA—VDHEFIF T B — R RRETTHOEHELET,

(Cisco Controller) >show ap image all

Total number of APs............... 3
Number of APs
Initiated..... ... i, 1
Predownloading.........couvivueno.. 2
Completed predownloading.......... 0
Not Supported.........c.iiiieennn 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Complete - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Complete - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Complete - NA

FRIFX D — RBRET LIZH, WITRT L DIT, reset system & FEIT L E T,

(Cisco Controller) >reset system

The system has unsaved changes.

Would you like to save them now? (y/N) y
Configuration Saved!

System will now restart!

Mobility Express TD/Xv > T 9547 k HiR—F

Ry T 7747 hEiE, HTEIPT RLARHRESN TS, A7 —n7 Y 28D
TAXYVLATNRAATE, ZNOEDIITAT U MIL TIVEBARL L MIT Vv =— 115
EEXIPTRLA, 7Ry hvR7 BIXOF— MU oA fFERZEDIPIEREZEGE L EE
Ao

0 —H VAL »TF &3 D WLAN % £ FlexConnect AP DIGE . /N7 7 54T MEEE
IZE>T, ARPEROTZT B — RE ¥ X MREITRD, APIZZ FA4 T2 bOROVIZISEL
£7,

GE)

N T 75347 8 ¥R—MI, A FE CWAWLAN THFIHTE R A,

AP TRy v 7 774 T2 NEeFINZT HIT1E. WOFIBIZHENET,
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B 7o xrrriss—sogE

FIE

AT F1 [Expert View] ZHNZ L £9,

AT T2 [Wireless Settings] > [WLANs] IZf£8) L, [Addnew WLAN/RLAN] R¥ %27 U w7 LET,
AT w73 [Advanced] ¥ 7 C, WLAN |Z [Passive Client] Z# A ZhZ L 9,

AT v 74 [Multicast IP] [ZfEZE AT L E T,

ATy TS [Applyl 27 U v 7 LET,

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Advanced 802.11u Hotspot2.0

Allow AAA Override

Maximum Allowed Clients = Unlimited(Default) v 9

Maximum Allowed Clients Per AP Radio 200

802.11k Enabled(Default) v

802.11r Adaptive(Default) v

802.11v  Enabled(Default) v
CCKM [2)

Client Band Select ()
Client Load Balancing ()
Passive Client () (2] h

Multicast IP[ 230.23.23.14) ]9«

7 ENVRKRFENS A—2DEHE

Cisco Mobility (X, ZHEEENEETE LWL DD RE NI A—H & KR—F LT, Fv hU—
7 DEANERGEIE L E T, T RN ARRFRT A—F 2T 5121, L FOFIEICHENE
T
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FIE

AT 71 Cisco Mobility Express @ [Expert View] Z A %12 L £9, Expert View | % Cisco Mobility Express
WebUL D | 7 NF—THIATE, BEEE 2 —THHATE RN S S ERBRETRE NN T A —
FEAMTTEET,

il il Q A © = @

AT w 72 [Advanced RF Parameters] D FiZ&H D, IRO/INT A —X il T&E 7,
*24GHzBand : ZHX7 02— UERET, AR ELIIESHICTEET,

*5.0GHzBand : X7 0 — NLERET, ARhELIEESICTE ET,

+ Automatic Flexible Radio Assignment : Cisco Mobility Express DEgHiIZ 7 V¥ 7L T VA
THA A N AR— 3252800 & 3800 —RADT 7 AR MRD LG,
NET TN RIRTE £ T,

» Optimized Roaming : ~UE7 7 — VLR E T, AR EITEShccx£7,
* Event Driven RRM : Z#UE 27 v — NLERE T, AEITELICTE T,

* CleanAir Detection : CleanAir /% 2800 33 L3800 >V —XDT 7 A iRA > h THAHR—
hEI, BRIELITEYERIRTE E7,

* 5.0 GHz Channel Width : 7' 2 — LR ED best IZFRE S 4. F v K/LIEIZ 20, 40, 80 F
7213 160 MHz 38R T& £,

« 2.4 GHz Data Rates : A7 A X %#BEI ST, 24GHz N> R TTF—% L — ~ & F%h/HER
IZLET,

+ 5.0 GHz Data Rates : A7 1 X #BEI X, 5.0 GHz X R TTF—# L— 2 H3N/ES)
I LET,

* Select DCA Channels : 7 v ® /L Z@&IN (flx DF vy xv%27 Y v27) LT, 24GHz, 5.0
GHz X Rl D DCA LG D Z ENTEFET,

GE) F Y RMTEIPIN TV DREO TRIE, RSN TWHWDHZ EE2RLET,

ATv T3 [Applyl 27 U v LET,
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B vizEmLL. ou. EAP 7 34 REEBIE. EAPCAEHENT v TO— K

UIZ{ER LT, OUl. EAPT/\14 REEBAE. EAPCAZIBAZ 7 v JO—
o

8.7 LV RHITIX, OUI 7 7 A /L, EAP 731 AGEH#E, BXOEAP CAGEHEDT v 7 u— K
IZCLIG LIWTEERATLE, 87LUKTIEZ, v—hL 7747 v Fa—FK (HTP) .
FTP. E£7/-1X TFTP 2 L T WebUL 57 v Fr— RTE £,

Ty Za— RT5IZ, ROFNEICHENE T,

FIE

AT 71 [Advanced] > [Controller Tools] > [Upload File] {268 L &7,

RATw T2 7yv7u— KT 5 [FileType] &R L ET, ¥A 71X, OUI 7 7 A /L, EAP T /3A AGEHE,
BLOEAP CAGEENGIEIRTE £,

AT 73 [Transfer Mode] (Z HTTP, FTP % 721X TFTP Z#4R L, @l eatfifEdia AL E7,

AT w 7 4 [Transfer Mode] ° [HTTP(Local Machine)] D354 (%, [Browse] R¥ > %27 U v/ LCT7 7 ALV %&
Ty m—RLET,
AT 75 [Apply settings] 3 L O [Import] 2727 U v 7 LT,

CALEA H7R— k

Communications Assistance for Law Enforcement Act (CALEA) 7% Cisco Mobility Express U U — %
8IS MBLIAR—FENTWET, CALEA ¥ — " ZRET DI2E. LLFOFIRIZENET,

FIE

AT 71 Cisco Mobility Express C [Expert View] A2 L £ 9", [Expert View] IZIKIZ/RT X 512, Cisco
Mobility Express WebUI @ |k » 7 /3G —THEH A]HE T,

ikl Q A o =

AT 72 [Advanced]>[Controller Tools] (28 L 7", [CALEA] #7427 Vw7 L, AFEHELET,
* [CALEA status] # BN LET

* [CALEA server IP address] & [Port] Z A1 LET
s [Sync] DRIfEZE S HEALTATI LET
o [Venue] 15#H A ASJ LET
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AT T3 [Applyl 27 VU v 7 LET,
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TAZ—APD T z—ILA—N\—EKUH
LW REZ—DETE

Cisco Mobility Express (. Cisco 1560, 18151, 1815M, 1815W, 1830, 1850, 2800, I L 1}3800
VY —=ADT A RA L NTHR— hZIET, Cisco Mobility Express B TZALH DT 7
TARA L FPRIELTVDEHE, ~AX— AP DRIR T v R L, 77747 AKX — AP
DT 2= NF == EDT 7 EARA > FH (Mobility Express = > ~ 17— F A 3474
H72012) BIRENADERELET, VRRPIL, H LW AX—DBEBNOT-8H, v A X —AP
DEEZRHT D720 HINET,

() Mobility Express £, VRID 28 1 T& % MAC 00-00-5E-00-01-VRID ZfH L £9, ZDERENIZ
FITLTWD VRRP DDA LV AZ AN LGEIT, TNODA A Z AL 1 LS D
VRID ZfiH L £,

e VAKX — AP DT = — LA —— (109 X—)
cH LW AX—T IR ARA L FOER (110 2—)

TAA—APD Iz —I)LA—/\—

Mobility Express % b U — 27 \ZTUEMZFil- & 51213, 2 5 L4 ED Mobility Express Xt/ 7
JHARA Y EPMETT, INHDOT 7 A KRA L ML, AP Image type % MOBILITY
EXPRESS IMAGE, AP Configuration % MOBILITY EXPRESS CAPABLE (2T 2 XLEXH Y F
T, VAKX — AP OFEENRAE LA, Bl Mobility Express ¥fiis AP 23~ A % — & LT H#)
ISEESNET, HLIBESNIZYAZ —APIZIE, LDV AZ— AP LF U IP LREMN
REF SN ET,
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B sLo~zx5—7rex K1 roER

\}

GE)

\}

YR—=FEINDTITBARA LV MICEHLT, 77 A RS F BT ALY R—FT2
HEORIRN RS Z L 2EBETH L, W UBMEHIREZ R — 22680 EOT 722 KA
VRERETHILEEBIHIELET, L XE 100BDOT 7 EARS U N EYFER— TS
VRS LA, Vi< &b 2 AL ED 3800, 2800, F72IEiE DAL HOEBMLETT,

GE)

Mobility Express Image % 5> TV %23, AP Configuration 28 NOT MOBILITY EXPRESS
CAPABLE TH 257 7 EARA v ME, ~AZ— AP O@EET X IFIZIML EHE A,

HLWIRAE—TF7 IR RS2 FDER

)

v A H R T AL, —HOBEEICESNTWNET, T T TRYAY— T IR
HA v b CHENRAET B L RIS 0 ARHIE S, BN —E T 2 LR HA b
M~ A5 — AP L LTRIRSHET,

GE)

ATy T

VAL —BIRT oA, 3 b —TOFRBEEITL TS AZ— AP RZ T LT
Th,. BOVDOT V7 ERARAS L MI, AZ U RT7R Y B— R, 8L TWATIA4T
NeTF =2 NI T4y 7 mm—d VT LT £3, LW AZ—RRIRENTZH%T, X
o RTuay 7I7RARAL L MIaxsZ Ty KE—RIIBITLET,

RO LI, v AF—T 78X RA 2 bOBERIE, —EHOEBEEIZESNTNET, B
JEGZIZRD & F 0 T,

FIE

User Defined Master : =T — I~ A X — T 7R KA MITDHT 7 BA RS FEEIRT

EFET, TOXIRBERELEBA. LW RAY =T, T T 4 T~ AR —|TREENEE

LTCTSITBRESND Z LIS EHA, SHBRBBIEDOS AKX —NT 7T 4 7T TRONGATL,

L TS EESI, Bl AZ —ORREFMLET, FHITYAY—ZERT DI

L. LR OFIRICEVE T,

a) [Wireless Settings] > [Access Points] (ZfE) L £7°,

b) 77 ARAL L DY RN, ~AX—AP & L TRIRT LT 7 A KA > b [Edit]
TAarEI7Y 7 LET,

¢) [General] % 7 C. [Make me Controller] "% %27 U w7 LET,

d) [Confirmation] 7 1 > R T, [Yes] &2 VU v 27 LET,

GE) RIO~AZ —PNHREE L, BIRINEZT 7 2ARL IR TIZary ba—F
WREEEEIL CT 7T 4 T~ AKX =20 £,
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ATy T2

ATvT3

RTvT4

ATy TH

HLnwza—7o 2 K1 v roER [

Next Preferred Master : /5 B3 X, Next Preferred Master Ul 55 L ONCLI 23R ETCE£7, Ih
DRESNTT VT 4 772~ A — AP \ZEEDNHAT 5 & [Next Preferred Master] & L Tk
EINTWNDEONRTAX —L L TERIRSIVET, [Next Preferred Master] Zi% &7 521X, LA
TOFNRIZHENE T,

(G¥)  Cisco Mobility Express Ci. Next Preferred Master % 1 D77 1T X ETZ £,

a) [Wireless Settings] > [Access Points] (ZfE) L £7°,

b) Next Preferred Master & L C/ERKT 5 AP ZfmtE L £,

¢) [Edit AP] ™ > R C. [Setas Preferred Master] b 7 /L Z AN LET,
d) [Applyl %7 U w7 LET,

21 hw—% CLI %>5 Next Preferred Master Z 5% 9 5 21%, IROFNEIZHE- T &V,
[Next Preferred Master] 5% &3 2 1Z1%, KD CLI 3T L £,

(Cisco Controller) >config ap next-preferred-master <Cisco AP>
<Cisco AP> Enter the name of the Cisco AP

[Next Preferred Master] & Z~3 2121%, kD CLI #3TL £,

(Cisco Controller) >show ap next-preferred-master

[Next Preferred Master] %7 U 79 5 1Z1%, KD CLI #5FAT L £,

Cisco Controller) >clear ap next-preferred-master

Most Capable Access Point : i #]D 2 DDA R E SILTWRWEGE, v AX— AP D
BIRTNVTY XLIT 7 BARA V DOBRRICESWTH LW AZ—5E @R LET, &2
IE. 3800 3B HEESEEESE < . 2800, 1850, 1830, B L UMRLIZ 1815 2 ) — XLk £,

G¥) 18153 ) —XDT 7 A RA v MOEBEEITTXTRE%ETYT,

Least Client Load : [6] UMSFEDEIROT 7 v 2 KA v b (72 & 2 1TEHD 3800 7 7 & A FA
YN OBE RANDTTAT U NEGEDT VAR NIRT AL — T ITRARA B
ELTERENET,

Lowest MAC Address : -XCDT 7 E A RA v FREILTHILIHE. Hb/NEWMAC #F
DT ITBARA LV IR AZ—L L TERINET,
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