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WLANs WLANS > Edit ‘test-15 WLANS WLANSs > Edit ‘test-15"
~ WLANs ~ WLANs s ’
WLANS sy | General | Security | QoS | Policy-Mapping |
¥ Advanced r—— e
= » Advanced Eoars >
Toyer 3 Security & [wpA+wpaz v
Mt Layer Securty b Bolicy ¥
Fast Transition ) Captive Netwark Assistant Bypass [ None ¥
Fast Transition [Disable ¥ ® Authentication
Protected Management Frame
et by 7 Passthrough
oME [Disabled ¥
Lz J Conditional Web Radiract
WPALWPA2 Parameters B
) Splash Page Web Redirect
WPA Policy
© on MAC Filter failurel®
‘WPA2 Palicy L/ -
WPAZ Encryption #aes mw  Oocwezss  Oocweizs  Dacueass ¥R Oy tons e L E
AL I Presuthentication ACL 1Pv4 [Hone ¥ | 15v6 [None Y| WebAuth Flexacl [None ¥
Authentication Key Management 12 Sleeping Client [/ Enable
802.1% # Enable
Overrida Global Configl? Enable
coxm [ Ensble
PSK 1 Ensble
FT 802.1% D Enatte

LLF @ Cisco Wireless Controller £ = U 5 4 BREWED A7 J—r 3 a v ME, PCIDSSEX 2T 4 a v F54 7
2 ERAS X2 )T o HEREEMEREL TOET,

= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
* TACACS+
LDAP
Local Met Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP &
¥ Priority Order

 Certificate
LsSC
S5C
CER

¥ Access Control Lists

- Wireless Protection £

Palicies

¥ Rogue Policies
Standard Signatures
Custom Signatures
Signature Events
Summary
Client Exclusion Policies
AP Authentication
Management Frame
Protection

General

WLANs ‘rﬁ”

* Web Auth
Web Login Page
Certificate
Secure Web

b TrustSec "’
Local Policies

} OpenDNS &=

b Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Local Significant Certificates (LSC)

General | AP Provisioning |

AP Provisioning

Enable (7]

Update |

Number of attempts to LSC (0 to 255) |3
LSC AP Auth State ECADWAP-D'H_S v

AP Ethernet MAC Addresses

Foot Notes

1 Cenfigure when fo use LSC cartificate by AP from listed options

Cisco Aironet AP DX = V7 ¢ #3570, YU —Z8TLUBETIZHLWAP U I MRIEHFRIGEMENT
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802.1x Supplicant Credentials

802.1x Authentication ﬁ |

Username | |

Password | |
Confirm Password = |
EAP Methods EAP-FAST ¥
EAP-FAST
A i EAP-TLS
AP Failover Priority i
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|
Security AP Policies
+ AAA
General . . .
v RADIUS Policy Cenfiguration
Authentication
Accounting Accept Self Signed Certificate (35C) =
Fallback B
DNS Accept Manufactured Installed Certificate (MIC) ||
Downloaded AVP | Signif i =)
» TACACS+ Accept Local Significant Certificate (LSC) [+
LDAP Authorize MIC APs against auth-list or 284 ]
Local Net Users B
MAC Filtering Authorize LSC APs against auth-list [

= Disabled Clients

AP Autheorization List

TR EY O
AP Policies
~Password poncres

b Local EAP Search by MAC | | _Search |

A am e ERE MAC address / Serial Number Certificate Type SHA1 Key Hash
¥ Priority Order 1ci6a:7a:7f:09:c0 MIC
¥ Certificate dcide:35:46:F0:88 MIC
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COMMANDS

HELP

FEEDBACK

Security

 AAA
General
» RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
* TACACS+
LDAP
Local Net Users
MAC Filtering
« Disabled Clients
User Login Policies
AP Policies
Password Policies

¥ Local EAP
Advanced EAP
¥ Priority Order

¥ Certificate
LsSC
58C
CSR

Security

¥ RAA
General
* RADIUS
Authentication
Accounting
Fallback
DNS
Cownloaded AVP
P TACACS+
LOAP
Local Met Users
MAC Filtering
» Disabled Clients
User Login Policies
AF Policies
Fassword Policies

¥ Local EAP
Advanced EAP
¥ Priority Order

~ Certificate
LSC

Ly
CSR
b Access Control Lists

Wireless Protection
Policies

¥ Web Auth

1<

CONTROLLER  WIRELESS SECURITY

Local Significant Certificates (LSC)

=

" General | APP

L |

AP Provisioning

Enable

Update

Mumber of attempts to LSC (0 to 255) 3

LSC AP Auth State

CAPWAP-DTLS

AP Ethernet MAC Addresses

_Add |

| BO2.1x+CAPWAP-DTLS

MAC Address

" General [ AP Proy
CA Server
CA server |http:.-".-"1?2.19.21.82.-"’c:er‘tsrv.-"’msc:ep.-"mscep.dII
URL (Ex: http://10.0.0.1:8080/caserver)
Params
Country |US I
Code L
State lca
City Richfield
Qrganization !REQ-WNG
Department  |REQ-SW
E-rnail |test1@c:isc:0.c:om
Cormmmoan .
Hate |I-<u|-<r|_ctr|2
Key Size 2048
Certificate Type Status
CA Present
Device Present B
General
Enable LSC on Controller 4]
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\}
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ARELT, BEIEAF T3 VICHigh ZHEELTTLSVI2 ZFEATHIENTEET,

(5520-MAl) >config network secureweb cipher-optiom ?

high L Configure whether or not to use TL5v1,2 for web admin and web auth.
rcé4-preference Configure RC4 cipher suite preference for S55L/TLS 1.0 based web administration and web authentication.
sslv2 Enable or disable 55Lv2Z for both web administration and web authentication,

HR— SN TS APDILS ESIEAKITUTDESY T,

(5520-MAl) >config ap dtls-cipher-suite ?

ECDHE-ECDSA-RES128-GCM-5HA256 Select ECDHE-ECDSA-AES128-GCM-5HA256 cipher
ECDHE-ECDSA-RES256—-GCM-SHA3E4 Select ECDHE-ECDSA-AES256-GCM-5HAZE84 cipher
RSA-RES128-GCM-S5HA256 Select RSA-AES5128-GCM-5HA256 cipher

RSA-RES128-5SHA Select RSA-AES12B-5HA cipher

RSA-RES256—-GCM-SHA3E4 Select RSA-AES256-GCM-S5HAZE4 cipher

RSA-RES256-5HA Select RSA-AES256-5HA cipher

RSA-RES256-5SHAZSE Select RSA-AES256-5HA256 cipher

TLS 1.2 SHA2 7 7 2V (JE AEAD)
« TLS DHE RSA WITH_AES 256 CBC_SHA256 (0x6b)

« TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384 (0xc028)
« TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (0xc027)

« TLS_ DHE_RSA_WITH_AES 128 CBC_SHA256 (0x67)
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GE)  TLSI12WEE b FRNZEAT I8z, ZOHRAETFR—F LT ZRWEW AP E 7213 Wave-2 FEXISD AP 8% v
N — 72 ET HAEAIE, MLOEEE-> T EE N, TLS122 YR —F LTWARWAPIFZA YL, X v
FO—2 ARy DOMENRAELET,

TS APDTLS NA—2avlE, DTLSN\—2 32010 Fk1F 1.2, 3 LLIEFOWMAZI Y FO—STHRETEE
ER

{Cisco Controller) >config ap dtls-version ?

delsl O Select DILS1. 0 version
delsl .2 Select OTL31.2 version |
'dtls_all Select all DTLS versions for backward compatibility

{Cisco Controller) >config ap dtls-version I

)

GE) DTLS12 v harZ@EfAd+ a8z, #0770 halzZPR— kL TRV EW AP F721% Wave-2 FEXGD
AP Ry MU —ZITFIET HHEAIE. MLOEEZH > TLEFEV, 10S X— 2D AP & Wave-1 3D AP 3
AL, Xy NU—7 ORERREALET,

WDFETIL, TI0S BLTNCOS Wave-2 X—ZAD AP THR— FENTWARIMFFRNBLIURTLS X—=T 3 2O\ T E &
HTWVWET, £z, IOSR—ZABLOCOS X—ZAD AP THHR— K I TWSD CAPWAPTLS N"—V 3 U HoRr L TWE

B
105 -AP - COs-AP
105 AP - Port Auth CAPWAP COS AP - Port Auth CAPWAP

B3 EAP FAST TL510 TL51.0 No support TLs1.0/1.2
B35 EAP FAST TL51.0 TL51.0 No support TLS1.0/1.2
86 EAP FAST TL51.0 TL51.0 EAP FAST TLS 1.0 TLs1.0/1.2
87 EAP FAST TL51.0 TL51.0 EAP-FAST, EAP-TLS, PEAP TLS10 TLS1.0/1.2
BB EAP FAST TL51.0 TL51.0 EAP-FAST, EAP-TLS, PEAP TLS12 TLS1.0/1.2
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K 1:

_— 5508,2504,8510

Ul{ when we use HTTS) TL51.0-8.0,8.2
TLS1.2-8.3,8.5.,8.6,8.7,8.8
TLS1.0-8.0,8.2

Local-EAP TLS1.2-8.3,85.,8.6,8.7,8.8
TLS1.0-8.0,8.2

WPA2-EAP(ccmp) TL51.2-8.3,85.,8.6,8.7,8.8
TLS1.0-8.0,8.2

LDAP TLS1.2-8.3,85.,8.6,8.7,8.8
TLS1.0-8.0,8.2

webauth TLS1.2-8.3,85.,8.6,8.7,8.8
TLS1.0-8.0,8.2

NMSP TLS1.2-8.3,85.,8.6,8.7,8.8
TL51.0-8.0,8.2

local Auth on flex TLS1.2-8.3,85.,8.6,8.7,8.8
TLS1.0-8.0,8.2,8.3,8.5.,8.6,8.7

.1x Supplicant TLS51.2 -8.8
TLS1.0- 8.0, 8.2

Eadlala TL51.0/1.2 -8.3,8.5.,8.6,8.7,8.8
TLS1.0- 8.0, 8.2

TLS1.0/1.2 -8.3,8.5.,8.6,8.7,8.8

Ul( when we use HTTS) TLS1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8
TLS1.0-8.0, 8.2,8.3,8.5,8.6,8.7,8.8
Local-EAP

TLS1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8
WPA2-EAP(ccmp)

TLS1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8

LDAP

TLS1.0- 8.0, 8.2,8.3,8.5,8.6,8.7,8.8
webauth

TLS1.0-8.0,8.2,8.3,85,8.6,8.7,8.8
NMSP

TLS1.0-8.0,8.2,8.3,85,8.6,8.7,8.8
local Auth on flex

TLS1.0-8.0,8.2,8.3,85,8.6,8.7,8.8
.1x Supplicant

DAL TLS1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8

ZDDEEER

PCI T—H{REEENN—T 3032

TLS1.0- 30 82 8.3,8.5.,8.6,8.7
TiS1.2-8.8

TL51.0- 8.0, 8.2
TL51.0/1.2-8.3,8.5.,8.6,8.7,8.8
TLS1.0- 8.0, 8.2
T151.0/1.2-8.3,8.5.,8.6,8.7,8.8

__ 5508,2504,8510

TLS1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8

TLS1.0- 8.0,8.2,8.3,8.5,8.6,8.7,8.8

TLS1.0- 8.0, 8.2,8.3,8.5,8.6,8.7,8.8

TLS1.0- 8.0, 8.2,8.3,8.5,8.6,8.7,8.8

TLs1.0-8.0,8.2,8.3,8.5,8.6,8.7,8.8

https://www.pcisecuritystandards.org/documents/PCI_DSS v3-2.pdf?agreement=true&time=1525790995255

Cisco PCIDSS Rt S K UREHS K

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Compliance/Compliance DIG/Compliance DIG.pdf

Cisco SAFE SSL/TLS Bt 5514 %t it

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone/ssl-tls-vulnerability-response.pdf

PCltEFXxalyTa4 REAVE—FK Aol

https://www.pcisecuritystandards.org/document _library
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https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Compliance/Compliance_DIG/Compliance_DIG.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone/ssl-tls-vulnerability-response.pdf
https://www.pcisecuritystandards.org/document_library

RO TA XY LRABAHA K

https://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/products-technical-reference-list.html
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