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NA AL, PRP 2FEET 57 27 ViE(E /7 — K (DANP) EPEEILET, DANP OE{EILIE. 5D LAN (Zxf L CIAl
BRZ2 007 L— A% %EFELET, DANP OZE1E, WO 7 L—a%ZEFE L, EE7L—L&2WELET, 1 5D
LAN [ZFEENRAEL7ZHAETH. DANP O5E5EIEDH 9 —HD LAN OB &EfiE 7 L — A xZ[FTE £,
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PRP over Wireless ¥fEIL. 2 DDTUEF 7> a v &2 272 IW3702 WGB THR— F SN TWET, ZZTliX. A2 7
ATV RDRNT T 4w I NB2OOWGB EN LIzT 27 VEERY 7 (F27/VWGB, 727 VER) | 72037 =
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AR EFERI S R— 2 b

PRP over Wireless H§FEIZ, DY 7 by =7 VU —R 7T v b 74 —Ah, APE—RFRTHFHR—FINTWHET,
e FTaTIVWGB T a7 VERTES sy UAF¥ L2 ariia—7 V7 77 U U—X84
e VIV WGB T 2T NVERTEAS T ary ULV LA aryba—F VY7 =T U U—R8S5

e AV TTART I F ¥ lD AP : FlexConnect E— R (B> FTVEEHE, v —HI)L ZAA v F L 7)) . RO I0S ~—
ADT Ty T F—ILRPR— FENTWET : IW3702, 2700, 3700, 1570 > VU — X,

cENAI T TAT 2 MUl WGB : TW3702
ZOV=a T VCRESN TV DORELIL, RO A= N THEESILTWET,
e UALFYLALAN =2 Fbr—7F (WLC) : VU U—2X38.5.120.0
e A7 T AKNTZFx AP : FlexConnect E— KD IW3702 AP (&> F TARERE, B—H/)L AAf v F )
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Fw b7—2 RO DDA

WO, T 2T/ WGB T 27 /VEM PRP TR bR Pof a2 R LET,

Gi1/0r7 Gi1/ Daia

ELDM Data < VLAN 800>
Git/o/8 Git/2
v Data i

Aggregate
switch

IE4000 —
801 [N Data| Git/or1| |Git/oe 802 JESEN Data % 1)
QinQ format anQ format |
P1 AP2 ’ A
5GHz 5GHz
s ___'_'5_'_5_'9_ PREL.... 5008 2 SHID AR i Infrastructure side
Data | 1 [Data | Mobile Client side
IWS?OQ IW3702
(WGB1) (WG B2)
GiO
G Gil/2 SSID: PRP1 <--> VLAN 801
SSID: PRP2 <-- VLAN 802
— Sl Data VLAN 800 ) Service VLAN: 800
¥ 1
IE4000

IO RRB YT, 220 WGB T2 250 5GHz B TILENSANRESNET, 2 OO PRP A1 vF (ZOHITIE
CiscoIE4000) 1X. EXA NI TA T MUt Xy "U—=2 AT F AT 7 F MO ST TRedBox (SRR v 7 )
ELTEMEL, X7y NEELEEEWFELEZITLET,

B Ry NT—7 ayR—%y NOZEMAEEEL LT CHA L E T,
AVITSRSOF

e AT TANTITF D PRP I AA v F (Z OFITIL Cisco IE4000) 1%, RedBox & L THREL . /4 v ME
HB X OEHEBEEZFITLET,

s AT TANT T MO AP 1L, 725 SSID (ZDOFITIEPRPL & PRP2) # N LCET—X N7 74 v %
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ITL, 7o 7 AN —A NI 74 v 73 7 vMUERZFEITLC, EELLE NTF 7 1 v 7 %Z5]D VLAN T
GRETELLIICLET,

ENAIL Y5472 M

« £ IW3702 D Gig "— k0 (PoEIN) X, PRP AA v F D250 PRP ARN— MIHHE S £ 9, IE4000 PRP AR — b %
PoE 7R — K T/ 728b, IW3702 13T —A > ¥ =7 X ZHHT D20 ERH Y £,

« PRP {5 A A »F IE4000 1%, 75 A4 7> F VLAN 57 ¢ v 7 (VLAN800) 1Zxt L 37 v FEER X O EBER
FERRE X FAT T A OIS E T,

« £ TW3702 I WGB & L CEMEL, $72% SSID (Z OfFITILPRP1 & PRP2) T8 L. #7825 VLAN (Z OfIT
IZ VLAN 801 & VLANS802) 7 H A v ENET, MREUYA YL A RX|T, 250 WGB ET2 50 5GHz R IC
X0 WGB O % OERT 747 > Mtk E 9,

A—I VUM%

* 22D IW3702 @ Gig A"— F 1 (POEOUT) ZIE AA v F A —Hh Xy b A U F—T oA A%[MHL THEHT L2
LT, WAFOWGEB BRFICE—I V7 LanEHIcTbe— v Ve Rt cx £,
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GE)  802.3at FEIHA IO PoE IN A — F TEIRZMFRT 5 & IW3072Gig A — M 1Bl &E b T 74 v o %
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ARV FYAIDERE
ZITHE RDA T TART 7 F X RAOBRECHOWTHIHLET,
TJAX¥LXLAND Y FO—5DERTE
ZIZTHEH, ROUAFYLALAN 22> ha—F OFEICOVTHA L E T,
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Flexconnect @ — 4/ A A »F F— KTPRP X QinQ ZEESHBI2IE, ROEXAFI v I A F—T =
AAEHRETHHLENRDY 7,

*WGB (VA YL A TZTFAT ) VLANICw o B 7 &5 WLANVLAN A v X —T = A, ZD
BCi%, VLAN 801 & VLAN 802 73, # #1741 SSID PRP1 & SSID PRP2 @ VLAN IZ2 D 4, 2D
VLAN |Z, QinQ /X7 v hOAWEIX 77 LTHERHEND Z LI/ £,

+QinQ /X7 v FOWHEEZ 7L LT, Flexconnect AP (2L » T SNAH#Z 747 F VLAN, ZD
1 Ti%. VLAN 80O 3B #E 27 A4 7+ F VLAN & L CHRESNTWET,

Cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
e ——————
Controller Interfaces
General
Icons Interface Name VLAM Identifier IP Address Interface Type Dymamic AP Management IPvE Address
Invento managemant 201 172.16.201.12 Static Enabled 20031:10:10:10::1 /64
redundancy-management 201 [FRE R R Static Not Supported
Interface Groups regdundancy-port untagged 0000 Static Not Supported
Multicast prRl_wiam B0l £1.1,1,254 Dynamic Disableg /128
b Metwork Roubes prad_wlan BOZ £2.1,1,254 Eynamic Disabled /128
pra_client_wian BOO &80.1,1.2584 Eynamic Disabled :f128
} Fabric Configuration service-port [T 10.74.5.48 Static Disabled of128
b Redundancy wirtual N, £daa Static Not Supported

AT w72 SSID » WLAN Z{Emk L %3 (PRPI1/PRP2) ,

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

C—

WLANs
Current Filter: Mone [Change Filter] [Clear Filter] Creats Mew Go I
WLAN ID Type Profile Name WLAN S5ID Admin Status Security Policies
11 WLAN PRP1 PRP1 Enabled [WPA2][Auth(FT-P5K}] B
12 WLAN PRP2 PRP2 Enabled [WPAZ][Auth{FT-PSK)] [~ |

X F w73 PRP over Wireless ##E1Z. Flexconnect & — R TOAHEMEL £9, {ERk X472 WLAN T FlexConnect = — %
VAL F T = REAMMZLET,



WLANSs > Edit "'PRP1T'

ety mos i s OnnlpRotoEeopto| Advanced |

FlexConnect

FlexConnect Local

Switching 2 Enabled

FlexConnect Local Auth 22 [ | Enabled

Learn Client IP Address 5 Enabled

WLANSs > Edit 'PRP2'

[ecnesswaseo vy oosipmoy mepsnag| Advenced |

FlexConnect

FlexConnect Local
Switching 2 Enabled
FlexConnect Local Auth 22 | Enabled

Learn Client IP Address 5 Enabled

AT T8 APEA LT T A NT 7 F¥IZ#%: L. Flexconnect B— KT WLC IZB NS HE T,



All APs > Details for ROAM-AP2

T l..?-an»nra.l. .

R LET,

General
AP Mame ROAM-APZ
Location default lecation
AP MAC Address 00:81:c4:ca:59:50
Base Radio MAC 00:81:e4:40:26: b0
Admin Status Enable
AP Made FlexConnect il
AP Sub Mode Nore B
Operational Status REG
Part Murnber 1
Venue Group Unspwﬁa:d 5
Venue Type Unspescified B
Add New Venue
Venue
Language MNama
m"gﬂﬁm FOA7SSFOZBERCESCI45DABIFASEDAA
GPS Location
GPS Present Mo

Versions

Primary Software Version
Backup Software Version
Predownload Status
Predownloadad Version
Predownload Mext Retry Time
Predownload Retry Count
Boot Version

105 Version

Mini 105 Wersion

1P Config

B8.6.1.74
3.0.51.0
Mone
None

A

A
15.3.2.4

15.3{20170730:133551)%

0.0.0.0

CAPWAP Preferred Mode

Static Ipvd Address

Static IP {Ipva/Ipve)
Static IP (Ipv4fIpvE)  172.16.201.62
IP Mask/Prefix Length | 255.255.255.0
Gateway ([pwd/Ipve) |172.16.201.15

1 DNSIP
Address(Ipvd/Tpwi)

Domain Narme

0.0.0.0

Ipvd (Global Configh
172.16.201.62

ATy B T_TPHAP TVLAN ¥ v B 7 & H/%Z L, PRP HICIER & 472 WLAN 28 VLAN ICEFNTWH Z &



All APs > Details for ROAM-AP2

Genersl | Crodentisle | Imterfeces | High Avallabiity

General
AP Name ROAM-AP2
Location default location
AP MAC Address 00:81:c4:ca:59:50
Base Radio MAC 00:81:c4:d0:26:b0
Admin Status enable [
AP Mode FlexConnect
AP Sub Mode None <]
Operational Status REG
Port Number 1
Venue Group Unspecified
Venue Type Unspecified B
Add New Venue |
Venue

Language Name
Intertace by U™ FOA795FD2BEBCEECIB4SDABOFAGEIS43

GP5 Location

GPS Present



All APs > Details for ROAM-AP2

| General | Credentials | Interfaces | High Availability | Inventory FlexConnect | Advanced

VLAN Support Make VLAN AP Specific Go |
Inheritance Lewvel AP-Specific ‘/
3 Mative VLAN ID 201 VLAN Mappings |

FlexConnect Group Name  dualradioprp
WLAN AVC Mapping

VLAN Template Name none

VLAN Name Id Mappings

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT

All APs > ROAM-AP2 > VLAN Mappings

AP Name ROAM-AP2
Base Radio MAC 00:81:c4:d0:26:b0

WLAN VLAN Mapping

Make AP Specific Go |

— WLAN VLAN |MNAT-

— Id 551D ID PAT Inheritance
El=1 PRP1 801 no AP-specific
02 PRP2 802 no AP-specific

Gx) EHEtX =27 2—3 7 HFXCCKM 2T 53561%. CCKM BEIET % & 9 I FlexConnect 7
N—TEERT DM ERH Y £7, CCKM TOEHE —I 7 2 EHT5121F, AP TR U2
N—TH e ERATHLERDY T,

WLAN T® PRP D E3h1k

PRP #EREZ M3 & 95 WLAN (2% L CTOA PRPHEGEEZFH N LT E SV, T O Tk, PRP#iEIX WLAN PRP1 &
WLAN PRP2 (2% L CHENZT ALERNH Y £77,

10



MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT

WLANs > Edit 'PRP1'

. General T Security T QoS T Pnllq_rlll:pplng ] Advanced |

Client user idle threshold (0-10000000) O Bytes

Radius MAI-Realm
1lac MU-MIMO

WGB PRP Enabled

Off Channel Scanning Defer

Scan Defer Priority 0 123 456 7

C 160 o0 W ]

Scan Defer Time{msecs) 100

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit 'PRP2'

. General T Security T QoS T Policy-Mapping ] Advanced |

1lac MU-MIMO

WGB PRP Enabled

Off Channel Scanning Defer

Scan Defer Priority 0123 456 7
00008860

Scan Defer Time({msecs) 100

WGB Y /)LF 254 7> k VLAN DEEE
WGB 7 7 A4 7 >k </AF VLAN R — s AT 5121E, WLC & WGB Dl 2R ETHMLENRH Y 97,

WLC . [Controller] > [General] % 7IZ#&&E) L, WGB VLAN 7 A 7 > MZ%I L [Enable] Z 3R L 9,
WGB T, kD =z~ K& LTWGB VLAN ¥ ¥ 7 2 A LET,

WGB (config) #workgroup-bridge unified-vlan-clientwGs (config) #workgroup-bridge unified-vlan-client
broadcast-tagging

11



A\

G¥) WGB (D VLAN RENH 54 . encryption vian 801 mode ciphersaes-com 72 &', 5D VLAN (Z%f L T
Wb E— NEF—2RET DHDLENDHY £9, KIZ, =2+ K encryption mode ciphersaes-ccm 2 AJJ L T,
YN FX XY AT RXY AN A X =T 2 f ATHSLE— RE 70— VUCRET 2HERH Y £,

PRP X1 v F DT

THBD YA APEREMA — Y Ky b AL v FILPRPAEEL Y AN— F LTWET, IROBITIX, TE 4000 A1 > F T PRP
F v N EAERT D EE R LET,

switch#configure terminal switch(config) #interface range GigabitEthernetl/1-2 switch(config-if)#switch port
mode trunk switch(config-if) #no keepalive switch (config-if) #no cdp enable switch (config-if) #udld port disable

switch (config-if) #prp-channel-group 1 switch(config-if) #no shutdown switch (config-if) #spanning-tree bpdufilter
enable

A\

(¥)  spanp-treeportfast edgetrunk =~ > KiX, prp-channel f > % —7 = A A T{FA T a o TTR, m RSN
F9, ZUZLEY ., PRPLAN- A B LI LAN-B DA NR= U TV ) —au NX—U = AREENSREINLE T,

PRP F v RV 7 —T D% EDFEAIZ OV T, [Parallel Redundancy Protocol (PRP) for IE 4000, IE 4010, and IE 5000
Switches] ZZM L T 7230,

EHRAVFDORE

Iz, AL v FOREFZRLET, VLAN201 1T WLC B A > X —T = A4 ZATT,

interface GigabitEthernetl/0/1 description ***Port to APl*** switchport trunk encapsulation dotlg switchport
trunk native vlan 201 switchport trunk allowed vlan 201,801,802 switchport mode trunk interface
GigabitEthernetl/0/2 description ***Port to AP2*** gswitchport trunk encapsulation dotlg switchport trunk native
vlan 201 switchport trunk allowed vlan 201,801,802 switchport mode trunk interface GigabitEthernetl/0/7
description ***Port to IE switch PRP port*** switchport access vlan 801 switchport mode dotlg-tunnel spanning-tree
portfast trunk interface GigabitEthernetl/0/8 description ***Port to IE switch PRP port*** switchport access
vlan 802 switchport mode dotlg-tunnel spanning-tree portfast trunk

ENAILDTA4AT 2 MUDEERTE
T ROEASAN T TAT 2 MUOFREIZDOWTHH L £,
D—o5)L—F Ty IR

ENAN T FAT 2 MAD 25D TW3702 AP |Z. SSID PRP1 & SSID PRP2 (ZfHRIICHHET 5 WGB & L THRET A4
BN D £97, GigabitEthernet0 78— k% IE4000 PRP 78— M T 2 LR H Y 9,

« RIZ. WGB1 TOH A ILiEa 1~ LET, SSIDPRP1 IZ VLANSOL & H# 72 547 > k VLAN 800 #4345
IoICRESNTVET,

12
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\)

GE) A—7v kX270 AN WGBEETHEAINTWET, KOFITIEL, mobile station scan xx xx Xx
F L O mobilestation period x thresholdx 2~ RIZ X > TREIND/XT A —H & A OREHICES
WTHHET 20BN DY T, m—I07Lvxa VT AIZBHTLIWEBRETA K74 2O T,
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1130-ag-series/113198-wgb-roam-config.html % 2}

LTLZENY,

hostname WGB1 dotll ssid PRP1 vlan 801 authentication open interface DotllRadiol no ip address ssid PRP1
station-role workgroup-bridge mobile station scan 5745 5765 5785 mobile station period 1 threshold 70 !
interface DotllRadiol.800 encapsulation dotlQ 800 bridge-group 2 bridge-group 2 spanning-disabled ! interface
DotllRadiol.801 encapsulation dotlQ 801 native bridge-group 1 bridge-group 1 spanning-disabled ! interface
GigabitEthernet0.800 encapsulation dotlQ 800 bridge-group 2 ! interface GigabitEthernet0.801 encapsulation
dotlQ 801 native bridge-group 1 ! workgroup-bridge unified-vlan-client workgroup-bridge unified-vlan-client
broadcast-tagging

o [AREIZ. WGB2 (% SSID PRP2 IZ VLAN 802 L A#r7 74 7 h VLAN 800 255 A2 L2 IR ESINTEY ., &
DFID X 1T F9,

)

GE)  A—7r tFa2 VT 4 HADR WGBRETHM SN TWET, ROFITIE, mobilestation scan xx xx xx
5 & " mobilestation period x threshold x =< > FIZ L > TRESNDH /3T A—F & A DRI HES
WTHBET MERHY ET, v—I 7 ltXxa )T 4ICBT2WGEBEENA KT A 2DV TIE,
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1130-ag-series/113198-wgb-roam-config.html % ZxH
LTLZENY,

hostname WGB2 dotll ssid PRP2 vlan 802 authentication open interface DotllRadiol no ip address ssid PRP2
station-role workgroup-bridge mobile station scan 5745 5765 5785 mobile station period 1 threshold 70 !
interface DotllRadiol.800 encapsulation dotlQ 800 bridge-group 2 bridge-group 2 spanning-disabled ! interface
DotllRadiol.802 encapsulation dotlQ 802 native bridge-group 1 bridge-group 1 spanning-disabled ! interface
GigabitEthernet0.800 encapsulation dotlQ 800 bridge-group 2 ! interface GigabitEthernet0.802 encapsulation
dotlQ 802 native bridge-group 1 ! workgroup-bridge unified-vlan-client workgroup-bridge unified-vlan-client
broadcast-tagging

WGB O— = VS DA

WGB O_T L, 2FHOXHE Y b A=V Xy b A F—T 24 A2 N L THEIETDHZEICLY, n—3 0 7k
AV R—hT&ET, 220DIW3702WGB D Gigl "— ~ %, IE AL vF A —H %> b R— MEHTHEREL, 2250
WGB O m — I U VR AR T 2 2 LN TE ET, ROFNTIX, ZOWEEZ AN T DO ERRENE
EFNTWET, ZTIZTiE, VLANSI 23250 WGB HOBEFEF ¥ /e LTr—I U 7ifICERA STV ET,

« WGB1 &% E

dotll coordinator uplink single DotllRadiol dotll coordinator timeout roam-wait 150 interface GigabitEthernetl
no ip address duplex auto speed auto interface GigabitEthernetl.5l1 encapsulation dotlQ 51 ip address
51.0.0.1 255.255.255.0 ip coordinator peer-addr 51.0.0.2 workgroup-bridge service-vlan 51

« WGB2 % &
dotll coordinator uplink single DotllRadiol dotll coordinator timeout roam-wait 150 interface GigabitEthernetl

no ip address duplex auto speed auto interface GigabitEthernetl.51 encapsulation dotlQ 51 ip address
51.0.0.2 255.255.255.0 ip coordinator peer-addr 51.0.0.1 workgroup-bridge service-vlan 51

e T vV N—TH BT A RE

13
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WGB @ Gigl A" — MIBEEEZIEA A v FRETERT 2% 615, WGBRIOAHRR Yy N =217 v Un—7
FEANTEET, ROFEFITIE, 7V v N —TEEHRETEET,

Y

GE) NI 74 v 2%, Y—E A VLAN TEEESH, 7r vy ZiZ&nEFHA.

« WGB O Gigl ' — MCEHHERT 2 HAICT Y v D —F Z T 2 121E, W50 WGB TIRO & 5 IZRREL
i—é—o

WGB (config) # access-list 700 deny 0000.0000.0000 ffff.ffff.ffff WGB(config)# interface gigabitEthernet
1 WGB(config-if)# 12-filter bridge-group-acl WGB(config-if)# bridge-group 1 WGB (config-if)# bridge-group
1 output-address-list 700

AL v FHNLT2ODOWGB BRI AHBEICNT 7 4 v 7 —T% 0N 5I120%. AA v FR—FTRD
X 9 LnXﬁzLdi7r

interface GigabitEthernet0/3 switchport trunk allowed vlan 51 switchport mode trunk interface
GigabitEthernet0/4 switchport trunk allowed vlan 51 switchport mode trunk

PRP X 1 v FMD&TE
«PRP F ¥ %/ ) —TZERL L E T,
ENRAL)N T TAT Y MUDPRP AA v FTPRP F ¥ R/ ZN—TZ2FHETH-DITIE. (ROBENDHLE T,

switch#configure terminal switch(config) #interface range GigabitEthernetl/1-2 switch (config-if) #switch port
mode trunk switch(config-if) #no keepalive switch(config-if)#no cdp enable switch(config-if)#udld port

disable switch(config-if) #prp-channel-group 1 switch(config-if) #no shutdown switch (config-if) #spanning-tree
bpdufilter enable

N

(3F)  spanp-treeportfast edgetrunk =~ > KX, prp-channel f > ¥ —7 = A A TiIA 7> 2 > TT0, H<H
T"IXNET, ZHNITED, PRPLANAj’oJ:U\LANB@X/\ VY — o= AR S E
SNET,

s 0 — X VPR OBET v 2V EERLET,

interface GigabitEthernetl/7 description ***To Gigl of WGBl1*** switchport trunk allowed vlan 51 switchport
mode trunk end interface GigabitEthernet 1/8 description ***To Gigl of WGB2*** switchport trunk allowed
vlan 51 switchport mode trunk

fERR
BIERTATHT Lib, koa~y FEHH L TRELHRLET,

e ALV TFTANFTIF %MD PRP AA v F T, —E XA VLANSO ZEA L TSVIA v X —7 = A ZAE/ERK L.
VLAN 800 ® DHCP ¥— /L& {ER L £,

¢« ENAJ T T AT MO PRP AA v F T, VLANSOO ZfHH L TSVIA & —7 = A A%Eak L. DHCP 7 7
AT ELTHEBRIIAT o eI 2b—hrLE9, DHCP 7 KL AjZ, DHCP 7 —/L VLAN 800 75|V 4
TAHAMLERHD F9,
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IE-SW#show ip interface brief Interface IP-Address OK? Method Status

Protocol Vlanl unassigned YES NVRAM administratively down down
V1an800 10.10.80.93 YES DHCP up up
I TAT U NDOART =X A EERLET,
(WLC) >show client summary Number of Clients............iiiiiiniiniininnnnnnnn 4 Number of PMIPV6
ClientsS . e e e ie ittt i ieeennn 0 Number of EOGRE ClientS....uoiuiuenenenenenennnnnn 0 GLAN/ RLAN/ MAC

—————————————————————————————————————————————————————————————————————————— 00:10:94:00:00:07 AP1
1 Associated 8 Yes N/A 1 No No Local 4c:00:82:1a:c0:b0 AP1 1 Associated 7 Yes 802.11n(5 GHz) 1 No No Local
f4:0f:1b:f8:3b:cl APl 1 Associated 8 Yes N/A 1 No No Local f8:72:ea:ed4:a4:d8 APl 1 Associated 8 Yes
802.11n(5 GHz) 1 No No Local (WLC) >show client detail £f4:0f:1b:£f8:3b:cl Client MAC

72N L B f4:0f:1b:£f8:3b:cl Client USEIrNamMe . ... eiitiieeneeneeneeneeneenenns
N/A AP MAC AdAIESS. .ttt tiiinnitiinaeeinnneennnns d4:a0:2a:98:88:00 AP
2T APl AP radio S1ot Td. .. .iiiiiiii ittt et e 1 2nd
AP MAC AdQreSS . ettt iiitttetenaeeeennaeeeennn d4:a0:2a:98:88:00 2nd AP
(1T APl 2nd AP radio slot Td......ieiiiiiinnnnnnennenns 1 Client
S = ot Associated Client USET GIOUDP . s et v et v ittt eneeneeneeneeaeenns
Client NAC OOB State. .. .iiiiitiineeneneennenns Access Workgroup Bridge Client..........ciiiiinnnnnnn.
WGB: f8:72:ea:ed:a4:d8 Workgroup Bridge Client....... i iiiinininnnnnn.n. 2nd WGB: 4c:00:82:1a:c0:b0 Wireless
2 A N 1 8 Wireless LAN Network Name (SSID) v vvveeeeeennnnnnn PRP2 Wireless
LAN Profile NamMe. ... etiitnneenennennnn PRP2 2nd Wireless LAN Td. ...ttt enneeneenennennnn 7 2nd
Wireless LAN Network Name (SSID) ...ivieeeee... PRP1 2nd Wireless LAN Profile Name€.......uueeeennnnnnn PRP1

s F—H SRR LET
ENRNAN T TAT Y MlInoA 7T AT 7 F XM ping #FEITLET,

PRP-SW#ping 10.10.80.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.10.80.1, timeout

is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/9 ms

A 7T AT F % PRP AL v FinbOHT

PRP-SW#show prp statistics ingressPacketStatistics GE ports PRP INGRESS STATS: ingress pkt lan a: 6 <=
LAN A receives 6 pkts ingress pkt lan b: 6 <= LAN B receives 6 pkts ingress crc lan a: 0 ingress
crc lan b: 0 ingress danp pkt acpt: 5 ingress danp pkt dscrd: 5 <= discard 5 duplicate pkts
ingress supfrm rcv a: 0 ingress supfrm rcv b: 0 ingress over pkt a: 0 ingress over pkt b: 0
ingress pri over pkt _a: 0 ingress pri over pkt b: 0

e —3IUIHEDOAT — 2 AR L ET,

WGB1#show coordinator status WGBl#show dotll coordinator statistics

UGILWGEB TATIVEHPRP AEA T3y

b0t Z g ilit, YNV WGB T o TIVER PRP OILEMDT-ODA LTS ANT I F il EAAALNL T
FAT v MUDOBRENEG ENTWET,

2y =2 RO DDA

WO, 7NV WGB T 2 TOVER PRP TEMOY 7 FARr P E R LET,
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Gl

Aggregate : 800 [BETEY
switch A ciioe G2
Wl Data ;

801 oS Data| Git/o/1 Git/or2 | 802 [ Data |

QinQ format QInQ format X, OX
AP1 AP2 B J\\,,__ e
2.4GHz 5GHz
LANA i iSSID:PRP!I'AN Bl iSSID:PRP:! Infrastructure side

Daa] @ & [pam]  Mobile Clientside

[Data| Mobile Client side

SSID: PRP1 <--> VLAN 801

/8 \ S5ID: PRP2 <--> VLAN 802
Pl KW Data|—( LA :
2 N VLAN 800 /| Service VLAN: 800

(WGB) switch

VNV WGB T 2 TV PRP TLEA 7Y a L OB, TLE/SA1ZY 7V WGB ED 2.4 GHz 3 L1V 5 GHz 5 %
ML CHHTEET, Y7V WGEBIE, £V 7 T7A4T7 2 MUITTRedBox (JLER v 7 R) L LTEMEL, 7y
NEME L EEWELZFITLETST, Ry T =2 A T7F AT 7 F I TIEL, PRP ZA v FHRedBox & L TENMEL F
T, HHxy T —27 aryR—3x FOFEMREEZ U TIORLET,

AVITSZRANSTYF

e AT TARNTITF ¥ llD PRP ¥fhin A A v F (Z DOFITiX Cisco IE4000) 1. RedBox & L THEREL . /X7 v ME
HE L O EEWEREL T LT,

AV TTANT T F D AP I, B2 SSID (ZDBITIZPRPI & PRP2) 2N LCRET—4% NI 74 v 0%
EZE L, #2725 VLAN (QinQ b3V 7ML FE 2130 7 vAAER) AL TN 74 v 7l T %
I EXR

R AL v FEAPRIDO N T 7 4 v 71 EQInQERTH Y, BETO/RAZMEH L ET, QinQHEREIX., HH AL v
FOAL =P %y b A Z—T x4 Z (Gil/O/TB LDV Gil0/8) THMMIRY LT, ZhodD2oDA v F—T A
AE, IEAA v FDOPRP R— M LET, UL AR —A 877 4 v 2721XQinQ kDA 7l
EIATL, Ty T AR =L 8T 7 4 v 7030 7B MMUEREZFEIT L, BEE LI NT 7 ¢ > 7 %50 VLAN E
TEETEDLLIICLET,

ENAIL D S4T 2 A

« IW3702 Gig0 " — M &, AA v F DA —H 3 v FR— MIEEE L 9, IW3702 (X PRPRedbox & L CHEREL . 7 7
A7 > FVLAN F7 7 42 (VLANS00) (Zxf L C /87 v hEER IO EENEMKELEITLET,

+IW3702 /X WGB & LCEMEL., 24 GHz B L N5 GHz R 265 L T8 72 5 SSID (Z @fITiX PRP1 & PRP2) (Z
Bt L. B7¢ % VLAN (Z O TlZ VLAN 801 & VLAN802) IZ7H A v EnEd, WEYVA YL 2 2%, &
V7V WGB | C24GHz 8L N5 GHz B Z /T LT WGB DS HOERY T4 7 MIEEEHET,

A—IUJHR%E

* 2.4 GHz 4 & 5 GHz TR OB O v — I > 7L, 2 SOEBNFERIC e — I > 7 L X 9 I ERE]
TRt £,

L

i)l
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ARV FYAIDERTE

LV WGB T o TIVEER TR A7 a > @ PRP over Wireless D4 Ry NI —2 "MRuI LAV T753A NS
F o MOBEIT. TaTVWOBTF a T VERTEAS > a v ERUTT, Sl WTIE, A 7F5A T 7 F ¥
OFETE (53—) | ZBRLTIEIN,

ENAIL I ZAT 2 FMUIDERTE
T, ROENSNAN T AT MUDERTEIZOW T LET,

D—05NWL—TF Ty R

ENRA) T FA4T 2 MUl TW3702 O 2.4 GHz 2 & 5 GHz RO 778 WGB & L TR E &4, F4LF 74 SSID PRP1
& SSID PRP2 (28t L 97, TW3702 O GigabitEthernet0 78— NI, A#RIZ FA T N b7 74 v 7 %7V v VT 57
WITHHE DAL v TF R— MR SN ET,

WDa<wy REFEHALT, WGB TPRP 37— FE2HANZLFT,

iw3702 (config) # dotll wgb prpiw3702(config-prp)# no shutdown

WD WGB OB ERITIL, AHZ 747> b vlan800 D kT 7 ¢ v 7 73 2.4 GHz ME#td SSID PRP1 (VLAN 801) & 5
GHz ##2 SSID PRP2 (VLAN 802) DF N2 EZNLTT7 Y v ENE T, Bvi-vlanid X, BVIAf > Z—T7 = A AD
VLANID OF%EICHH &, A2 747> O VLAN L3RI THLILERH Y £9°, ZOHITiX, VLANID 900 73
REENTWET, A7 T7ART7F MO WLCIZ, VLANID9OO Z A L7eFZAF I w7 L o F—T = A ADME

RS ET,

)

GE) A= tXx=2U7 1 X0 WGB RECTHEH SN TWET, IROFITIX, mobilestation scan xx xx xx 3 L
mobile station period x threshold x =~ > RIZ X o TRRESNH/NT A —F & MEHOERIZE S THET S
MBEPRHYET, =3I 27LExa2 VT 4IZHTLH WEBRETA R7A 2O TR,
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1130-ag-series/113198-wgb-roam-config.html % £ L T <
7230,

dotll wgb prp no shutdown bvi-vlanid 900 ! dotll ssid PRP1 vlan 801 authentication open no ids mfp client !
dotll ssid PRP2 vlan 802 authentication open no ids mfp client ! interface DotllRadioO ssid PRP1 packet retries
32 drop-packet station-role workgroup-bridge mobile station scan 2412 2437 2462 mobile station period 1
threshold 70 rts retries 32 bridge-group 1 bridge-group 1 spanning-disabled ! interface DotllRadio0.800
encapsulation dotlQ 800 bridge-group 50 bridge-group 50 spanning-disabled ! interface DotllRadio0.801
encapsulation dotlQ 801 bridge-group 100 bridge-group 100 spanning-disabled ! interface DotllRadiol ssid PRP2
packet retries 32 drop-packet station-role workgroup-bridge mobile station scan 5745 5765 5785 mobile station
period 1 threshold 70 rts retries 32 bridge-group 1 bridge-group 1 spanning-disabled ! interface DotllRadiol.800
encapsulation dotlQ 800 bridge-group 50 bridge-group 50 spanning-disabled ! interface DotllRadiol.802
encapsulation dotlQ 802 bridge-group 200 bridge-group 200 spanning-disabled interface GigabitEthernetO
bridge-group 1 bridge-group 1 spanning-disabled ! interface GigabitEthernet0.800 encapsulation dotlQ 800
bridge-group 50 bridge-group 50 spanning-disabled ! workgroup-bridge unified-vlan-client workgroup-bridge
unified-vlan-client broadcast-tagging

U7V WGB O v — 3 VAR, W OERNRERHIe —I 7T 50 <TmDIZ, 2.4 GHz /R & 5 GHz
R ONTEEIZE > TEELE T, v — I U 7KK Oa~ > FEER L TEICTE ET,

dotll coordinator uplink both dotll coordinator timeout roam-wait 100
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AA Y FDHRE

i

. AA v TFOY N HREERLET,

interface GigabitEthernetl/0/1 description ***Port to WGB*** switchport trunk encapsulation dotlg switchport
mode trunk interface GigabitEthernetl/0/2 description ***Port to wired client *** switchport access vlan 800
switchport mode access

T

At

WENTRCTET LD, ROa~y REEHLTHREEZMERALET,

18

c AV TTFTARNTZF DO PRP AA vF T, y—EZAVLANSOO Z#HH L TSVIA > Z—7 =1 ZAEERR L.
VLAN 800 ® DHCP *— /L& {E L £,

s ENANT TAT Y MIDAA »F T, VLANSOO ZEH L TSVIA ¥ —7 A ZA%/EHR L, DHCP 7 F A4 7
N LTERZ AT 2> Ialb— R LEF, DHCP 7 FL %%, DHCP 7—/L VLAN 800 7> HEI Y 24T 5 4
EMRH Y F9,

IE-SW#show ip interface brief Interface IP-Address OK? Method Status
Protocol Vlanl unassigned YES NVRAM administratively down down
V1an800 10.10.80.92 YES DHCP up up
CHBI TA TV PDARAT—H AR LET,
(WLC) >show client summary Number of Clients...........oiiuiiiiiiiiiiinnnnnn. 4 Number of PMIPV6
ClientsS . ettt i i iii e 0 Number of EOGRE Clients.........oiuiuiiiiiniennennnn 0 GLAN/ RLAN/ MAC

—————————————————————————————————————————————————————————————————————————— 00:81:c4:31:7d:90 AP2
1 Associated 8 Yes 802.1lac(5 GHz) 1 No No Local 00:81:c4:31:af:50 AP2 0 Associated 7 Yes 802.11n (2.4 GHz)
1 No No Local 00:82:c4:cc:cd:21 AP2 0 Associated 7 Yes N/A 1 No No Local (WLC) >show client detail

00:82:cd:cc:cd:21 Client MAC AdArESS . et it it neeneeneeneeaeeneennn 00:82:cd:cc:cd:21 Client Username
................................. N/A AP MAC AddreSS. . ueeeeeeeeeneeeneneneneneaeneneass 00:81:c4:d0:26:b0
2 = AP2 AP radio sSlot TId. ...ttt inninneenenns
0 2nd AP MAC AdreSS . et vt ittt nneeneeneeneennn 00:81:c4:d0:26:00 2nd AP
J = 0L AP2 2nd AP radio slot Id.......iiiiiiiiinninnnnnnns 1 Client
S = o Associated Client USET GLOUP .« .ttt ittt ennenneeneeneenns
Client NAC OOB State....iiiiiiiiiiiineineeneenns Access Workgroup Bridge Client..........ciiiiiiiinnnnn.
WGB: 00:81:c4:31:af:50 Workgroup Bridge Client......... .. 2nd WGB: 00:81:c4:31:7d:90 Wireless
LAN Td. v i ittt et eieeeeeeneeeeeneenens 7 Wireless LAN Network Name (SSID) .....ivuvinennnn. PRP1 Wireless
LAN Profile Name....ouuiiinnennennennnn PRP1 2nd Wireless LAN Td.. ... iuiutinennennennenneennn 8 2nd
Wireless LAN Network Name (SSID) ...vvveenennn.. PRP2 2nd Wireless LAN Profile Name€........ueeeuuunnnnn PRP2

.

T— NAEHERLET,
ETERNAN T TAT 2 MUINEA 7T AT 7 F %I ping ZEITLET,

PRP-SW#ping 10.10.80.1 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 10.10.80.1, timeout
is 2 seconds: !!!!! Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/9 ms

WGB 226D 77 ¢

WGB#show dotll wgb prp available uplink count: 2 Index: 0 Status: UP Name: DotllRadioO Virtual-DotllRadioO
AP: cc46.d616.ad84 Index: 1 Status: UP Name: DotllRadiol Virtual-DotllRadiol AP: cc46.d6l6.ad8a ========

Statistic counters cnt_total_sent A : 249701 <= RADIO 0
REPLICATION cnt total sent B : 249699 <= RADIO 1 REPLICATION cnt tx difference:
2 cnt_total received A : 2136458 <= RADIO 0 DISCARD cnt_total received B :
4123098 <= RADIO 1 DISCARD cnt rx difference: 1986641 cnt total errors A : 0
cnt total errors B : 0 cnt total discard: 531303 cnt discard table used items:
1024 max duplicate delay : 200




e — IV VTED AT —F A EERLET,

WGB1l#show dotll coordinator statistics

SOV a—TFT a9
ZIZTIE, YA Y LAPRP VY =—3 3 VORBEEBHT 2 HELSEO HFEICHOW T L E7,
T1T7ILWGB T T7ILEHPRP TEA T3>

pata Gi1/1__IE4000
——

Gi1/0/7

Aggregate switch

Gi1/0/8 Gi1/2

-

Client

1(:3947083f11

_ Data Gi1/o/1 Gi1/0/2 Data
QinQ format | QmQ format
-
AP1 AP2 WLC1
5GHz SSID:PRP1 5GHz SSID:PRP2 Infrastructure Side
IEEEEEEEEEEESR EEEEEEEEEEEEEEEENER LA RS R RRRRRRRRRRRRRRRRRRRRRRRRERRRERRRRRRRERERERERNEDNRND]]
Data Data Mobile Client Side

IW3702

SSID: PRP1 <-> VLAN:105
SSID: PRP2  <-> VLAN:106

i: Service VLAN: 800

Client2
00:e0:4c:53:44:58

IE4000

FORTIX, 2200F87 74T FBIFEAEICHEELTWET, Clientl (1¢39.47¢8.3f11) 1A > 7T A FT 7 F ¥ {AllC
H Y. Client2 (00e0.4c53.4458) 1XENSNA LT TAT v MICH Y F9°,

EE . AR Client2 1X DHCP, ARP, GARP 2 X D71 h /L& L CEREAVIHL L ¥4, 7277 L. A Client2 73
Ry T I IGAT Y N THLAREMERH Y £, 20, A T7TF AT 7 F Ml (A#Clientl "HDF T A R Y —
AL ARP) Moy NEZETHETEELERA,

NN a—=T 4 T FIEZHOWTIE, LTFD 2 >OETHA LT,

TFYTRN)—=L S T49IDCSZITNYa—Ta09
TTARNI =L T T4 T B T TN a—T 47T HI00E, WOFIEEZFER L THy 7HEN TRy v M &B
BRL £,

FIE

ATYFT1 7747 Milld IE4000 T, show mac address-tabledynamic Z 3217 L T, A% Client2 23 1E L\ VLAN ID
EFFOMACT FLAT =7 A THEHINTNLEMNE ) aR LET,
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ATy T2

20

1 :

IE4K-Switchl#show mac address-table Mac Address Table -——-—--—--—--——-——-

Vlan Mac Address Type Ports ——-- —=———=—————-— ———————u ————— 800 00e0.4c53.4458 DYNAMIC Gil/24 800
1¢39.47¢c8.3f11 DYNAMIC PR1 1 00ee.ab49.b643 DYNAMIC PR1 1 706d.157c.1274 DYNAMIC PR1 1 d4c9.3ceb.3490
DYNAMIC PR1 1 £80f.6£fc9.2a90 DYNAMIC PRl Total Mac Addresses for this criterion: 28

7 A7~ Ml TIE4000 T, show prp channel 1detail 2517 L C, PRPA— FBRELL A RENT
WAENE I IPEERLET,

1 -

IE4K-Switchl#show prp channel 1 detail PRP-channel: PRl -—--———————- Layer type = L2 Ports: 2 Maxports
= 2 Port state = prp-channel is Inuse Protocol = Enabled Ports in the group: 1) Port: Gil/l Logical
slot/port = 1/1 Port state = Inuse Protocol = Enabled 2) Port: Gil/2 Logical slot/port = 1/2 Port
state = Inuse Protocol = Enabled

show prp statisticsegressPacketStatistics # 517 L C, LAN-A B KX ONLAN-BDOH I 7 o ¥ ZRER L £ 77,
7 D PRP RS UP IREED T A 1E, L FORED 7 o 2 WE LML ET,

1 -

IE4K-Switchl#show prp statistics egressPacketStatistics PRP channel-group 1 EGRESS STATS: duplicate
packet: 7383179 supervision frame sent: 3113533 packet sent on lan a: 4870442 packet sent on lan
b: 5431455 byte sent on lan a: 1105813244 byte sent on lan b: 1141294801 egress packet receive from

switch: 7581389 overrun pkt: 0 overrun pkt drop: 0

i 5> WGB C show bridge (T LT, AMZ 7A T FOMACHELWT U v T N—7 (7Y v
ID) THFEEINTWENE I DEHERLET,

51 :

WGBl#show bridge Total of 300 station blocks, 291 free Codes: P - permanent, S - self Bridge Group
1: Address Action Interface Age RX count TX count 1c39.47c8.3fl1l1 forward Vvi0.106 0 5168 O
68a3.c4a0.2568 forward Vi0.106 3 2 0 O0Oee.ab49.bcla forward Gi0.106 0 2385 0 00ee.ab49.b619 forward
Vi0.106 0 20269 0 £f80f.6fc9.2a90 forward Vi0.106 0 158 0 00ee.ab49.b643 forward Vi0.106 0 50 O

Bridge Group 2: 00e0.4c53.4458 forward Gi0.800 0 3299 0 1c39.47c8.3fl1 forward Vvi0.800 0 1 119
00ee.ab49.bc4l forward Gi0.800 1 6 0 WGB2#show bridge Total of 300 station blocks, 294 free Codes:
P - permanent, S - self Bridge Group 1l: Address Action Interface Age RX count TX count 1c¢39.47c8.3f1l1
forward Vi0.105 0 5381 0 OOee.ab49.bcla forward Gi0.105 0 1908 0 00ee.ab49.b619 forward Vi0.105 0
3226 0 Bridge Group 2: 00e0.4c53.4458 forward Gi0.800 0 2656 0 1c¢39.47c¢8.3f11 forward Vi0.800 0 1
81 00ee.ab49.bc4l forward Gi0.800 0 6 O

WLC T, show client detail <mac of client> #5317 LT, 7 74 7 MR FEZI, W5 O WGB OFERA
WLC THEENTWENE I hERLET,

1 -

(Cisco Controller) >show client detail 00:e0:4c:53:44:58 Client MAC

20 L B S 00:e0:4c:53:44:58 Client Username
................................. N/A Client Webauth Username .............cccvc....... N/A Hostname:
....................................... Device TyPe: ittt erneeereeeennnaeaeenannenan.. Unclassified
AP MAC AddresSS. ... ..t iiiiittitttteeteeteneeneenns 70:ea:1a:29:90:80 AP

Name. .. ... i i e e e PRP_Root2 E984 AP radio slot

K 1 2nd AP MAC AdAreSS. ... ..ot vittitnennennennennenn
£8:0£:6£:c9:2a:90 2nd AP NaMe. . . . . .t ittt ittt ettt ettt et e et PRP_Rootl B89C 2nd AP radio slot
0 1 Client State. ..ttt it i e i Associated User
Authenticated by ...t None Client USer GrOUP . ... eue et enenneneeneenenenns
Client NAC OOB State.....uuiiiiiiiiiiiinineneenns Access Workgroup Bridge

Client........ ..., WGB: 70:6d:15:7c:12:74 Workgroup Bridge

Client.........tiiiiininnennnn 2nd WGB: d4:c9:3c:eb:34:90 Wireless LAN

LK 3 Wireless LAN Network Name (SSID) .. ivvnneeennnnn PRP2 Wireless
LAN Profile Name....ouviiinennennennnn PRP2 WLAN Profile check for roaming...................



ATy TH

ATvT6

Disabled 2nd Wireless LAN Td.....uiiuetetenneeeeennneeennn 2 2nd Wireless LAN Network Name

(SSID) v v e e e e e e eenn PRP1 2nd Wireless LAN Profile Name........uueeuuunnnnn PRP1 Hotspot

(802 . d1dU) vttt ittt ettt e ettt ettt et Not Supported Connected For
................................... 56696 SECS BSOSTID .t ittt ittt et ettt ettt ettt e

70:ea:1a:29:90:8f Channel. ...ttt ittt it it i i eeenenn 36 2nd

21 £8:0£f:6£:c9:2a:9f 2nd Connected For
............................... 68424 secs 2nd Channel.. ... ..ttt nennennen.. 108 IP
72N Lo Bl I 10.80.80.58 Gateway

2N Lo By Y= 10.80.80.1 NetmasK. .o w ittt ittt ittt ittt iaeeenennn
255.255.255.0 IPVO AdAreSS . i ittt it tnt ettt te e aeaeeeenenenns fe80::5faa:5113:e3ee:1515 Association
18 0 Authentication Algorithm............. i Open
System Reason COQe. . vttt iiiiittiiineeeeenneeeeennneees 1 Client

B0 2 € N/A SLAtUS COQE .t vttt ittt ittt ettt ettt teeeeeeaeaenennn 0
2nd Association Td. ...ttt ittt 1 2nd Authentication Algorithm........... .. ... ...
Open System 2nd Reason COQe. ..ttt eenennennennennns 1 2nd Status

[0 L 0 Session TimMEOoUL . . v vttt ittt ittt ittt eeeenenn 0 Client
CCX VeIrSION. i ittt ittt ittt et No CCX support 2nd FlexConnect Data
Switching.......coooiiin. Local 2nd FlexConnect Dhcp StatusS.........coviiiiinenn.. Local 2nd
FlexConnect Vlan Based Central Switching..... No 2nd FlexConnect Authentication...................
Central 2nd FlexConnect Central Association.............. No 2nd FlexConnect VLAN

NAME . ottt ittt ettt eeeeenn Unavailable 2nd Quarantine VLAN. .. ... ..ttt ennennennennnn 0 2nd

ACCESS VLAN . ittt ittt et e et ettt e e et e 106 2nd Local Bridging VLAN. ... ..ttt ennennnnn
106 Q0SS LeVel . vt ittt ettt ettt ettt ettt et Silver Avg data

RALE . ittt it e e e e e e e 0 Burst data Rate.......iiiiiiiiiiiniiniininennenn 0 Avg
Real time data Rate. ...t 0 Burst Real Time data Rate.........ciiiiiiiinno..
0 Avg Uplink data Rate. ...t iiiininnennnnn 0 Burst Uplink data

Rate . ittt it i e 0 Avg Uplink Real time data Rate................... 0 Burst Uplink
Real Time data Rate...........couo.. 0 802.1P Priority Tag. .. ee e e e et eienieneenennennenn disabled
SeCUTity GroUP Tag. v eu it n e eeneenenneenenn Unknown (0) KTS CAC

Capability. ittt et No Qos Map Capability ...ttt iiennns I

A TTFTANT T FOER A A »F T, show mac address-table 23247 L T, Client2 78 2 -2® VLAN
(PRP #M58 VLAN ID) THEEENTWAEMNE I AR L £,

1 -

IOTLABSWITCH#show mac address-table dynamic Mac Address Table
——————————————————————————————————————————— Vlan Mac Address Type Ports ---- —-—-—-------= ———————-—
————— 1 0077.8daa.c747 STATIC V11 77 0077.8daa.c773 STATIC V177 11 0077.8daa.c754 STATIC V111 40
0077.8daa.c764 STATIC V140 41 0077.8daa.c776 STATIC V141 47 0077.8daa.c751 STATIC V147 65
0077.8daa.c77b STATIC V165 104 0077.8daa.c769 STATIC V1104 104 d4c9.3ce3.l6ec DYNAMIC Gil/0/2 105
0077.8daa.c779 STATIC V1105 105 00e0.4c53.4458 DYNAMIC Gil/0/32 105 00Oee.ab49.b619 DYNAMIC Gil/0/9
105 00ee.ab49.b643 DYNAMIC Gil/0/9 105 1¢39.47c8.3f11 DYNAMIC Gil/0/9 105 706d.157c.1274 DYNAMIC
Gi1/0/32 106 0077.8daa.c74d STATIC V1106 106 00e0.4c53.4458 DYNAMIC Gil/0/32 106 0Oee.ab49.b619
DYNAMIC Gil1/0/5 106 00ee.ab49.b643 DYNAMIC Gil/0/5 106 1c39.47c¢8.3f11 DYNAMIC Gil/0/5 106
68a3.c4a0.2568 DYNAMIC Gil1/0/32 106 c412.£530.e10b DYNAMIC Gil/0/48 106 d4c9.3ceb.3490 DYNAMIC
Gi1/0/32 107 0077.8daa.c75d STATIC V1107 402 0077.8daa.c77b STATIC V1402 20 0077.8daa.c756 STATIC
V120 93 0077.8daa.c774 STATIC V193 800 0077.8daa.c752 STATIC V1800 803 0077.8daa.c757 STATIC V1803

AT T AT 7 F 2l IE4000 A A » F T, show mac address-table #2247 L T, Client2 ® MAC 23 1E
L) VLAN (N¥ VLAN) THEEHINTWDEINE I MhEHERLET,

£
IE4K-Switch2#show mac address-table Mac Address Table ——-—-—————————————————— -
Vlan Mac Address Type Ports —-—-- —=——————-——-= ———————— ————— 1 0077.8daa.c705 DYNAMIC PR1 1

0077.8daa.c709 DYNAMIC PR1 1 0077.8daa.c74d DYNAMIC PR1 1 0077.8daa.c779 DYNAMIC PR1 1 706d.157c.1274
DYNAMIC PR1 1 c412.£f530.el10b DYNAMIC PR1 1 d4c9.3ceb.3490 DYNAMIC PR1 800 00e0.4c53.4458 DYNAMIC
PR1 800 1c39.47c¢8.3f11 DYNAMIC Gil/1l1l
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IoT > F U A Tld, B VLAN ODREN Y ) 2 — 3 o TF, BREEX. Xy NV —27 2K TEFESE 2 OTAT
FORAL 2T HEI2 D VLANID #E 0 24 TEJ,

~/LF VLAN % v h U —27 OB EDZEMONTIE, WGB ~/LF 7547 F VLAN OFE (11 =—) 25K
LTL7Z&EW,

FEEEOEAFTIL, WGBRID—EDTFT AL AN T 754 T BEIPT RLAZESZ IS4 T hed) I
ROHZERHVET, T T A AR TAT U FEBETLIEHAIE. B AV M TARPEZ 72— RE¥y A MLE
j—o

Tu— KXy A FENTZARP ERiF, ARy NI—I BRI T7TvT 478N, BEEOWCA VT TANT I F v
APIZEZE L F T, VLANID 2% T 57012, AV T7TFANTFZF ¥ APIE, FOT KL ZAIZVLANID # A1 LT,
Tu—RE¥y AT RLAZEHR~LTF XY AT FLAICEH L F1,

Ny ROSWGBIZRIET S & WGB IR~ A T Xy A ha 7 — Ry v 2 MIEHL, VLANID #[E[{E L C,
71— K% x A b ARP REQUEST % %}t~ 9% GigabitEthernet %71 % —7 = A A|ZHAE L E 7,

AR O TV A% VT TN a—T 4 7T 5121, WOFNEEEH L THy THEA Ty NEBILET,

FIE

ATYT1 AT TARNT 7T ¥ APHITH ¥ 7F v 4TV, ARP B Q-in-Q B TH D Z L 2R LT,
ATV T2 ROT NNy 7a ViR LET,
a) /L— K AP T, debugdotlld[0[1] traceprint xmt ZHZHZ LT, KRR~/ FF ¥ A k& VLAN 25
MCEEEINDINE I NEMHRLET,

51

ICMP ping code 0 chk D3BD, id 2591 seqg 12170 9E21 665E 0000 0000 2446 0300 0000 0000 1011 1213
1415 1617 1819 1A1B 1C1D *Mar 9 16:24:35.131: 343DD786 t 18 0 - 0842 000 mO1005E C92A9F 361E08
6F40 198 IP 10.80.80.255 < 10.80.80.74 f1-0-0 id 0 ttl64 sum 84CO prot 1 len 84

b) debugdotll forwarding 3 & OF debugdot1l d[O|1] traceprintrev 2 L T, #ke~LFF v A b &
VLAN 78 WGB TEAE SN DN E I E R L ET,

51 -

*Nov 8 21:44:53.590: C572B747 r 18 39/62/128/57 57- 0842 000 m01005E C92A9F 361E08 F150 1114 IV
AAAA0300 0000 0800 4500 0054 0000 4000 4001 84CO OA50 504A OA50 50FF 0800 BE39 OAlF 2DEE 0120
665E 0000 0000 D367 0800 0000 0000 1011 1213 1415 1617 1819 1A1B 1C1D 1EL1F 2021 2223 2425 2627
2829 2A2B 2C2D 2E2F 3031 3233 *Nov 8 21:46:30.754: Unified WGB convert specific mcast+vlan pak
to ffff.ffff.ffff:00e0.4c36.1e08 on Virtual-DotllRadioO received, link 7, dest vlan id 0x4320
packet for ffff.ffff.ffff:00e0.4c36.1e08 on Virtual-DotllRadioO received, link 7 to host 1 rc
9 smf result 201 Virtual-DotllRadio0.106, O,

ATFv T3 WGBOHH Ty bRy 7F ¥ HF(TL, ARPWIELWVLAN T/ o — RF v 2 MIEHBINLINE
IMEERLET,
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1 0.000004606 RealtekS_36:1e:88  Broadcast ARP 74 Who has 10.80.80.73? Tell 10.80.80.74

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) en interface @
Ethernet II, Src: RealtekS_36:1e:08 (00:e@:4c:36:1e:08), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 106
802.1Q Virtual LAN, PRI: @, DEI: @, ID: @@
Address Resolution Protocol (reauest)

RDARY

I AN =LA a=Frv AL 7747 OEELERRTTR, 7y 7 AN —ALFRBRHIZRY £7,
PRP-WGB-SW T, show prp statisticsingressPacketStatistics z 317 L £ 7,

IR

IE4K-Switchl#show prp statistics ingressPacketStatistics PRP channel-group 1 INGRESS STATS: ingress pkt lan a:
7359054 ingress pkt lan b: 10102696 ingress crc lan a: 0 ingress crc lan b: 0 ingress danp pkt acpt: 7376949
ingress danp pkt dscrd: 1648270 ingress supfrm rcv a: 4175430 ingress supfrm rcv b: 4262230

UJIILWGEB T T ILERPRP TRA T3 Y

Gi1/07 Bl oo Gi11_ IE4000 I
= _

Aggregate switch s
S 1/0/3 Git/2

Client1
1¢:39:47:¢8:3f:11
B o civon| |civoz [N o
QinQ format QinQ format
QOO0 QOOOCO QOCOCO
AP1 AP2 WLC1
2.4GHz 5GHz )
SSID:PRP1 Sty L AN A LANBA ssiD:PRP2 Infrastructure Side
EEEEEEEEEEEEEEEER EEEEEEEEER LA AR RN RERRRRRRRRRRRRRRRRRRRERRRRRRRRRERRNERRRNERNESRNRNHS:,]
Data Data Mobile Client Side
SSID: PRP1 <-> VLAN:105
SSID: PRP2  <-> VLAN:106
Service VLAN: 800
Fy
Client2
00:€0:4c:53:44:58

FOETIX, 2200FRT FA T FAFEEICEEL TWET, Clientl (1¢:39:47:¢8:3f:11) 1A 7T A T 7 F %1
IZH Y. Client2 (00:€0:4¢:53:44:58) ITENRA NI FTA4 T MIZH Y £,

JHE . AR Client2 1Z DHCP., ARP., GARP 2 XD 71 h a )L L CGRIEAVIHL LE 4., 7277 L. A Client2 73
Ry T I IFGAT L N THDLIAREMERH D 4, 2FV, AV T7TA LTI F Ml (BfRClientl 2HDF 7 A MY —
I ARP) o7y NaEZIETHETHELEEA,

FNITNY a—T 4 TFIRIZONTEL, UTFO2 DOHETHMLET,
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FYVTRARM)=L S T749 DS TNoa—Ta0T
TOTARN)I =L N T T4 T B T TN a—T 4 07T HIT0E, WOFIEEZFER L THy THENMN TR v &

BRL £

FIE

ATy T

ATy T2

ATvT3

ATvT4

24

7547 > MUl IE4000 A2 A » F T, show mac address-table dynamic % 3217 L C. A## Client2 25 1E L 1>
VLANID > MAC 7 KL AT —T7 L TEEEINTNDINE I nEfRELET,

i -
IE4K-Switchl#show mac address-table Mac Address Table ———=————————————————————————————————————————
Vlan Mac Address Type Ports -—-- ——————--—-- —————-——— ————— 800 00e0.4c53.4458 DYNAMIC Gil/24 800

1¢39.47¢8.3f11 DYNAMIC PR1 1 00ee.ab49.b643 DYNAMIC PR1 1 706d.157c.1274 DYNAMIC PR1 1 d4c9.3ceb.3490
DYNAMIC PR1 1 £80f.6£fc9.2a90 DYNAMIC PR1 Total Mac Addresses for this criterion: 28

WGB T show bridge #Z1TLC. A#2Z A4 7 FOMACHRELWT Y v P27 —F (7)) v ID) T
HEBERTWENE I DERRLET,

&1

WGBl#show bridge Total of 300 station blocks, 291 free Codes: P - permanent, S - self Bridge Group
1: Address Action Interface Age RX count TX count 1c39.47c8.3f11 forward Vi0.106 0 5168 0
68a3.c4a0.2568 forward Vi0.106 3 2 0 OOee.ab49.bcla forward Gi0.106 0 2385 0 00ee.ab49.b6l19 forward
Vi0.106 0 20269 0 £80f.6fc9.2a90 forward Vi0.106 0 158 0 00ee.ab49.b643 forward Vi0.106 0 50 O
Bridge Group 2: 00e0.4c53.4458 forward Gi0.800 O 3299 0 1c¢39.47c¢8.3fl1 forward vi0.800 0 1 119
00ee.ab49.bcd4l forward Gi0.800 1 6 0

WGB T show dotllwgb prp #9217 L T, LAN-A B X ONLAN-B O 0 o Z Z i@ LE 9, /5D PRP
MRS UPREEDE A 1X, LT OREI T o203 LML E,

1 -

Current work mode : dual-radio Link selection mode : PRP Available uplink count: 2 Index: 0 Status:
UP Name: DotllRadioO/Virtual-DotllRadioO Peer: 54a2.7474.d920 Index: 1 Status: UP Name:

DotllRadiol/Virtual-DotllRadiol Peer: 54a2.7474.d92f PRP STATISTICS
LAN-A Send : 23991 LAN-B Send : 23991 Send Difference : 0 LAN-A Rcv : 0 LAN-B
Rcv : 0 Rcv Difference : 0 LAN-A Error : 0 LAN-B Error : 0 Discard : 0 Table Usage (INTERNAL) : O

Max Dup-Delay (INTERNAL): 0

WLC T, show client detail <mac of client> #3217 L T, 7 74 7 hRFE I, Wi O WGB OFEMIA
WLC TEEINTWENE I DEMmRLET,

i

(Cisco Controller) >show client detail 00:e0:4c:53:44:58 Client MAC

72N e et 00:e0:4c:53:44:58 Client Username
................................. N/A Client Webauth Username ..............c.cc....... N/A Hostname:
....................................... Device TyPEe: «itieieneeneneenennenennenennenaa.. Unclassified
AP MAC AdAresSS. ... ...ttt enenenenenenenens 70:ea:1a:29:90:80 AP

LET® 0 0 000 0000000000000000000000000000000000000 PRP_Root2 E984 AP radio slot

1K 1 2nd AP MAC AdAreSS. ... ..ot vittmtnneenennennennenn

£8:0£:6£:c9:22:90 2nd AP Name. .. ... ... uutnnnnnnneneeennnnnnnnnnns PRP_Rootl B89C 2nd AP radio slot
K 1 Client State. ...ttt ittt ettt i i e Associated User
Authenticated by ... .ot None Client USEr GrOUP . .« v v et ettt eeenneeenaeeennns
Client NAC OOB State. ...ttt innennennns Access Workgroup Bridge

[SILEUEN 80 6 6 00 000000000000000000000 WGB: 70:79:b3:87:89:b0 Workgroup Bridge

Client..........ciiuiiiinnnnn. 2nd WGB: 70 : 79 : b3 : 44 : 73 : 60 Wireless LAN Id



ATy TH

ATvT6

................................. o 3 Wireless LAN Network Name (SSID)................. PRP2 Wireless

LAN Profile Name. .. .ouvewinnennennennnn PRP2 WLAN Profile check for roaming...................
Disabled 2nd Wireless LAN Td. ...t tmeenennennennennenn 2 2nd Wireless LAN Network Name

(SSID) v v v e e e e e een PRP1 2nd Wireless LAN Profile Name€........uueeeumnnnnn PRP1 Hotspot

(=02t I G Not Supported Connected For
................................... 56696 SECS BSSID . ittt it ittt ettt ettt et e e
70:ea:1a:29:90:8f Channel. .. ...ttt ittt ettt ettt 36 2nd

BSOS I . ittt ettt e e e e e e ettt e £f8:0f:6f:c9:2a:9f 2nd Connected For
............................... 68424 secs 2nd Channel...... ...ttt nneeeenn... 108 IP
20 L S 10.80.80.58 Gateway

72 Lo B oy = 10.80.80.1 NetmasK. e v vttt ittt ittt ettt it et tieeennenn
255.255.255.0 TPVO AdAreSS . vt i it i etntteeeneeneeeeeeeneeneenenns fe80::5faa:5113:e3ee:1515 Association
18 0 Authentication Algorithm.......... ... Open
System Reason COQe. ..ttt ittt ttitieeeeennneens 1 Client

IPSK-TAG. ¢ vttt vttt N/A Status Code. .ttt i it ein 0
2nd Association Td. ...ttt ittt 1 2nd Authentication Algorithm.......... ... ... ..
Open System 2nd Reason COde. ...ttt it inneeeeenneeennns 1 2nd Status

[0 L 0 Session TimeoUb . . v vt it ittt ittt i eeeeeenn 0 Client
CCX VeIrSIoN. v it ittt et teieeeeeennn No CCX support 2nd FlexConnect Data
Switching.........o .. Local 2nd FlexConnect Dhcp StatuS......c..oeiiiiinnenn.. Local 2nd
FlexConnect Vlan Based Central Switching..... No 2nd FlexConnect Authentication...................
Central 2nd FlexConnect Central Association.............. No 2nd FlexConnect VLAN

NAME . ittt ettt ettt eeeeeen Unavailable 2nd Quarantine VLAN. . . vttt ettt ettt eenneeeeeneens 0 2nd

ACCESS VLAN . i it ittt ettt et et e e et 106 2nd Local Bridging VLAN. ...ttt ittt i nnennennnnn
106 QOS LevVel. ittt e e ettt ettt ettt eeeeeeeeeeeennn Silver Avg data

Rate . ittt e e e 0 Burst data Rate.......i ittt einnnnns 0 Avg
Real time data Rate. ...t 0 Burst Real Time data Rate.........ciiiiiiiinnon.
0 Avg Uplink data Rate. ...ttt innennennnnn 0 Burst Uplink data

2 ot 0 Avg Uplink Real time data Rate................... 0 Burst Uplink
Real Time data Rate............c.oo.. 0 802.1P Priority Tag. e ee oo et eeeeeeeeeeeenennenn disabled
SeCUTILY GIOoUDP Tag . e v oot it ot et eeeeeeeeeaeenenn Unknown (0) KTS CAC

CaPAPI LAty e e ettt e e NO Q0S Map Capability e eeimieieieeeennn. JE
EIPIN

A TFTANT I F o IOERK A A ~F T, show mac address-table #3247 L T, Client2 23 2 -2® VLAN
(PRP /M VLANID) THEINTWANE I D EHER L ET,

&1

IOTLABSWITCH#show mac address-table dynamic Mac Address Table
——————————————————————————————————————————— Vlan Mac Address Type Ports ---- ——--------— ———————-—
————— 1 0077.8daa.c747 STATIC V11 77 0077.8daa.c773 STATIC V177 11 0077.8daa.c754 STATIC V111 40
0077.8daa.c764 STATIC V140 41 0077.8daa.c776 STATIC V141 47 0077.8daa.c751 STATIC V147 65
0077.8daa.c77b STATIC V165 104 0077.8daa.c769 STATIC V1104 104 d4c9.3ce3.l6ec DYNAMIC Gil/0/2 105
0077.8daa.c779 STATIC V1105 105 00e0.4c53.4458 DYNAMIC Gil/0/32 105 0Oee.ab49.b619 DYNAMIC Gil/0/9
105 00ee.ab49.b643 DYNAMIC Gil/0/9 105 1¢39.47c¢8.3f11 DYNAMIC Gil/0/9 105 706d.157c.1274 DYNAMIC
Gil/0/32 106 0077.8daa.c74d STATIC V1106 106 00e0.4c53.4458 DYNAMIC Gil/0/32 106 00Oee.ab49.b619
DYNAMIC Gil/0/5 106 0Oee.ab49.b643 DYNAMIC Gil/0/5 106 1¢39.47c¢c8.3f11 DYNAMIC Gil/0/5 106
68a3.c4a0.2568 DYNAMIC Gil/0/32 106 c412.£f530.e10b DYNAMIC Gil/0/48 106 d4c9.3ceb.3490 DYNAMIC
Gil1/0/32 107 0077.8daa.c75d STATIC V1107 402 0077.8daa.c77b STATIC V1402 20 0077.8daa.c756 STATIC
V120 93 0077.8daa.c774 STATIC V193 800 0077.8daa.c752 STATIC V1800 803 0077.8daa.c757 STATIC V1803

AT T AT I F D [E4000 A A~ F T, show mac addresstable 54T L T, Client2 ® MAC 2 1E
L\ VLAN (N#8 VLAN) THEEENTWDENE I hafR LET,

K
IE4K-Switch2#show mac address-table Mac Address Table ------—————————————— -
Vlan Mac Address Type Ports —---- ———=——=———= ———————-— ————— 1 0077.8daa.c705 DYNAMIC PR1 1

0077.8daa.c709 DYNAMIC PR1 1 0077.8daa.c74d DYNAMIC PR1 1 0077.8daa.c779 DYNAMIC PR1 1 706d.157c.1274
DYNAMIC PR1 1 c412.f530.el10b DYNAMIC PR1 1 d4c9.3ceb.3490 DYNAMIC PR1 800 00e0.4c53.4458 DYNAMIC
PR1 800 1c¢39.47c¢8.3f11 DYNAMIC Gil/1l1l
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IoT > F U A Tld, B VLAN ODREN Y ) 2 — 3 o TF, BREEX. Xy N —27 2K TEFESE 2 OTAT
FOXAL 2T HEI2 D VLANID #E 0 24 TEJ,

</LF VLAN % v N T — 7 OFREDFEMCHONTIZ, WGB~/LTF 7 T4 T h VLAN OFTE (11 <—) 25
LTL7Z&EN,

EELOE AR TIE, WCBRID DT NA AN T 7544 T b GRIIPT RLAZFESZ I 7 bR E) I

RHZENRDHVET, T TRNA AN FTA T MeBETLIHAEX. B AV FMNTARPZ 72— KXY A MLE

7

7“D~F‘ﬂ’rﬁvx &7 ARP EsRIZ, Aty NI =7 BRI T7 T T 4 o7&, BEICA VT TANT I Ty
Pi(ZHE L £4, VLANID #4570, AV T7T7 AT 7 F ¥ APIX, DT FLAIZVLANID # AN LT,

7H~I\ﬂEﬂ77\ N7 RURZRRIE~ AT ¥ A N7 RUAIZEBRLET,

2y ROAWGBIZEIET D &, WGBIZEF e~V TF vy A hE2 7 — ¥ ¥ A MIA#H L, VLANID #[A]# L C,
71— K% x A b ARP REQUEST # %}t~ 9% GigabitEthernet %71 % —7 = A A|ZHAE L E 7,

B F VAR N T TN a—T 4 7B, WOFEEZER L TRy ZTHEM Ty FEBBFL £,

FIE

ATYT1 AT TARNT 7T ¥ APHITH ¥ 7F v 4TV, ARP B Q-in-Q B TH D Z L 2R LT,
ATV T2 ROT Ry a7 xR LET,

a) /L— K AP T, debugdotlld[O[1] traceprint xmt ZHZHZ LT, FpEk/2~/LFF ¥ A k& VLAN 25
MCEEEINDNE I DEMHRLET,

51

ICMP ping code 0 chk D3BD, id 2591 seqg 12170 9E21 665E 0000 0000 2446 0300 0000 0000 1011 1213
1415 1617 1819 1A1B 1C1D *Mar 9 16:24:35.131: 343DD786 t 18 0 - 0842 000 mO1l005E C92A9F 361E08
6F40 198 IP 10.80.80.255 < 10.80.80.74 f1-0-0 id 0 ttl64 sum 84CO prot 1 len 84

b) debugdotll forwarding 3 & OF debugdot1l d[0|1] traceprintrev 2 L T, #ke~LFF v A b &
VLAN 78 WGB TEAE SN DN E I 0 E R L ET,

51 -

*Nov 8 21:44:53.590: C572B747 r 18 39/62/128/57 57- 0842 000 m01005E C92A9F 361E08 F150 1114 IV
AAAA0300 0000 0800 4500 0054 0000 4000 4001 84CO OA50 504A OA50 50FF 0800 BE39 OAlF 2DEE 0120
665E 0000 0000 D367 0800 0000 0000 1011 1213 1415 1617 1819 1A1B 1C1D 1EL1F 2021 2223 2425 2627
2829 2A2B 2C2D 2E2F 3031 3233 *Nov 8 21:46:30.754: Unified WGB convert specific mcast+vlan pak
to ffff.ffff.ffff:00e0.4c36.1e08 on Virtual-DotllRadioO received, link 7, dest vlan id 0x4320
packet for ffff.ffff.ffff:00e0.4c36.1e08 on Virtual-DotllRadioO received, link 7 to host 1 rc
9 smf result 201 Virtual-DotllRadio0.106, O,

ATy T3 WGBOHEBR Ty hE ¥ 7F ¥ %2ETL. ARPBIELWVLAN T/ 2 — R¥ 4 2 MIEHIN L0 E
IMMEMERLET,
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1 0.000004606 RealtekS_36:1e:88  Broadcast ARP 74 Who has 18.80.80.73? Tell 19.89.80.74

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: RealtekS_36:1e:08 (00:e@:4c:36:1e:08), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 106

802.1Q Virtual LAN, PRI: @, DEI: @, ID: @@

Address Resolution Protocol (reauest)

RDEZRY

I ARN)—=ha=Fxv AL NT 74 v DOEELEERTTN, 7y 7 AR —A L HFRANHIZRY £9, WGB
C show dot11l wgb prp #2347 L T, LAN-A B X ONLAN-B D AN A 7 % 2R L £9, 70 PRP #EHR A UP (R AE
OEEIF. UTOZEI D2 RELIEMLET,

1

Current work mode : dual-radio Link selection mode : PRP Available uplink count : 2 Index: O Status: UP Name:
Dotll1Radio0O/Virtual-Dotl1lRadio0O Peer: 54a2.7474.d920 Index: 1 Status: UP Name: DotllRadiol/Virtual-DotllRadiol
Peer: 54a2.7474.d92f PRP STATISTICS LAN-A Send : 23991 LAN-B Send :

23991 Send Difference : 0 LAN-A Rcv : 53223 LAN-B Rcv : 53223 Rcv Difference : 0 LAN-A Error : 0 LAN-B Error

0 Discard : 0 Table Usage (INTERNAL) : O Max Dup Delay (INTERNAL): O

- > N IN
BEEER
* Parallel Redundancy Protocol Enhancement on AP and WGB
* Dual Radio Parallel Redundancy Protocol Enhancement on WGB

27


http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-4/config-guide/b_cg84/workgroup_bridges.html#prp-enhancement-on-ap-and-wgb
https://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn85.html#prp-enhancement-wgb
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