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Device# configure mpls ether-filter allow-list add

<0x0-0xffff> ether-type value
all allow all ether-types

i

Device# configure mpls ether-filter allow-list add 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

YA MDA =Y Ry N A TEEIBRT DI, RO CLI a~y> REEHLET,

Device# configure mpls ether-filter allow-list delete
<0x0-0xffff> ether-type value

il

Device# configure mpls ether-filter allow-list delete 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204, ethernet-I block
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Device# configure mpls ether-filter allow-list clear

i
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Device# show mpls config
Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethe
Device# configure mpls ether-filter allow-list clear
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: none, ethernet-I block

rnet-I block

FFAf ) A MZTRTCOA —Y Ry bZA T HBINTHI0E, ROCLIa~y REEHLET,

Device# configure mpls ether-filter allow-list add all

i

Device# configure mpls ether-filter allow-list add all
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: all, ethernet-I block
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Device# configure mpls ether-filter table clear

il

Device# show mpls ether-filter

Ether-type Direction Description
0x8899 INGRESS -—-
0x86DD INGRESS IPv6

Device# configure mpls ether-filter table clear
Cisco-81.160.136#show mpls ether-filter
Ether-type Direction Description
0x8899 INGRESS -—-
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Device# configure mpls ether-filter ethernet-I forward

i
Device# configure mpls ether-filter ethernet-I forward

Device# write
Device# reload
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Deive# show mpls config

Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I forward

Device# configure mpls ether-filter ethernet-I block

i
Device# configure mpls ether-filter ethernet-I block
Devicefwrite
Device# reboot
Device# show mpls config
Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I block
R EnTeA =Ry FEATOY X &R T D121, KD show 2~ FEEHLET,
Device# show mpls config
i
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

B EnleA =Ry FFIATOY X M EMERT DI121E, RO show =~ FEEHLET,
Device# show mpls ether-filter table
i

Device# show mpls ether-filter table
Ether-type Direction Description
0x8899 INGRESS -
0x86DD INGRESS IPv6
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1. [Cisco URWB IW9165E or IW9167E Configurator] 7 - > K 7 O EMIIZ % % [ADVANCED
SETTINGS] & 7 3 = o C [ethernet filter] % &R L £,

2. [Detected ethernet types] # 7 C, [Add] &#Z7 Vv 7 LT, §FAU R NMZA—HF Ry hFAT
ML ET,

3. [Detected ethernettypes] %# 7 C[Add]| %7 UV v 7§25 &, BINE&hicA —H Xy N2 A TN
[Allowed Ethernet type] % 7 (2Kt S L E T,

4. [Allowed ethernettypes] # 7 C, $FEDA —H Ry b Z A FZFFA[ U 2 MTBINT 51T,
TXAMRY 7 ANZA = Hy A THEZANTIL, [Add| 22V v 7 LET,

ROBIE, FFal U A MOBIMENTREDA =Yy M A T et shicA —Y 2y FZA
THERLTVET,
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Cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE

WIRELESS BACKHAUL

a
10TOD IW [ ortiine | Ethernet Filter

IW-MONITOR Detected ethernet types

FM-QUADRO

To add 3 datected athenyps to the alowlist cick on Ad.

TRy Ethertype Description Direction Action
-general mode 0xegge = INGRESS [ Ak |
- wireless radio

-antenna alignment and stats 0x86DD 1PV6 INGRESS “

NETWORK CONTROL
-advanced tools

ADVANCED SETTINGS Clear detected
-advanced radio settings

- static routes

-allowlist / blocklist Allow all ethernet types (]

- multicast Allow Ethernet 1 protocols (]
-snmp

-radius

_ntp Allowed ethernet types
- ethernet filter

To add a specific ethertype to the allowist, insert it in the text field and click on Add.
- 12tp configuration

-vian settings Ethertype Description Action

- Fluidity 0x8892 PROFINET

- misc settings

-smart license 0x8204 QNX Qnet
MANAGEMENT SETTINGS

- remote access Add

- firmware upgrade

- status

- reset factory default

- reboot

S “

©2023 Cisco andior its affiliates. All rights reserved.

cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
10T0D W [ ortine | Ethernet Fiter
IW-MONITOR = Detected ethemet types
FM-QUADRO To 3dd a detected ethertype to the allowlst click on Add.
DTS Ethertype Description Direction Action
- general mode 0x8899 - INGRESS Add
- wireless radio
-antenna alignment and stats. 0x850D 1PV6 INGRESS Add

NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS Clear detected
-advanced radio settings

- static routes.

- allowlist / blocklist Allow all ethernet types (]

SR S Allow Ethernet 1 protocols ()
-snmp

-radius

“ntp Allowed ethemet types

- ethernet filter To add a specific ethertype to the allowiist, insert it in the text field and ciick on Add.

-12tp configuration

-vian settings Etnertype Description Action

- Fluidity 0x8392 PROFINET
- misc settings

- smart license Add
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

©2023 Cisco andlor its aflstes. All rights reserved.
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1. [Cisco URWB IW9165E or IW9167E Configurator] 7 « > K7 OZEIZ & %5 [ADVANCED
SETTINGS] £ 7 3 = > C [ethernet filter] %R L £ 7,
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2. HFAIUARNDLTRCOAL—Y Ry N AT %7 VT T 5I21E, [Allowed ethernet types]
7 T [Clear allowed] 7 U v 7 LE 7,

3. [Clearallowed] %27 Vv 7325 &, FFA[U A LT RXTOAL —H Ry NFEATNRI T
EnET,

ROBL, FFAT) A S DBFFASNIZA =Y Ry NEIATRIT XTIV TSN L2RLT
WET,

e
CIsCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10T0D W  ortine | Configuration contains changes. Apply these changes?  Discard [ Review |
IW-MONITOR Disabled :
FM-QUADRO
Ethernet Filter
GENERAL SETTINGS. Detected ethernet types

- general mode
wireless radio

antenna alignment and stats Ethertype Descipion 2 E L Aon
st ey | . NGREsS [ haa |
-advanced tools
. NGRESS [ A |
advanced radio settings
- static routes B
- allowlist / blocklist Clear detected ‘
multicast B
-snmp
- radius Allow all ethemnet types []
-ntp

Allow Ethernet 1 protocols ]
- ethernet filter

-12tp configuration

vian settings Allowed ethernet types
- Fluidity
misc settings
- smart license Ethertype Description Action

- remote access
- firmware upgrade

status ‘
- configuration settings
- reset factory default

reboot
- logout

© 2023 Cisco andor ts affiliates. All ights reserved.
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1. [Cisco URWB IW9165E or IW9167E Configurator] 77 « > K7 DI & % [ADVANCED
SETTINGS] & 7 3 5 T [ethernet filter] %R L £ 7,

2. AR RSN — Ry N AT H T VT T HITIE, [Detected ethernet types]
4 7 C [Clear detected] 7 U v 7 L7,

3. [Clear detected] 22 U v 7 9% & | [Detected ethernet types] % 7 DA —H R N¥ A TR
V7 SNE7,

WORNL, FFal) 2 bbbt Snic A =Y Ry NIATRIT XTIV TSN LZRLT
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cisco Cisco URWB IW9165E Configurator

ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10TOD IW [ ortiine | Ethernet Filter

IW-MONITOR [ Disabica | Detected ethemet types

FM-QUADRO To add a detected etheriype to the allowlist click on Add

GENERAL SETTINGS Ethertype Description Direction Action

general mode

- wireless radio ( )
Clear detected

- antenna alignment and stats -—

NETWORK CONTROL

- advanced tools Allow all ethemet types [
ADVANCED SETTINGS

Allow Ethernet 1 protocols [
- advanced radio settings

static routes
- allowlist / blocklist Allowed ethernet types
- multicast = ;
o 3dd a specifc ehertype (o the allowist, insert i the text feid and click on Add.
snmp
B Ethertype Description Action

ok o592 PROFINET
ethernet filter
- 2tp connguraon e onxone

- vlan settings
- Fluidity Add
- misc settings

smart license

MANAGEMENT SETTING S { Clear allowed ‘
remote access —_—

- firmware upgrade

- status
Save
- configuration settings

- reset factory default
reboot
- logout

©2023 Cisco andior its affiliates. All rights reserved.
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1. [Cisco URWB IW9165E or IW9167E Configurator] 7 4 > K7 OEMIZ & %5 [ADVANCED
SETTINGS] £ 7 3 = > C [ethernet filter] % &R L £ 7,

2. TRTOA =Y Fy b A FZFFA Y A MTIBIT 521, [Ethernet Filter] £ 27 2 = > D
[Allow all ethernet types] T = v 7 Ry 7 A& AN LET (Vv 7 LET) |

3. [Save] & [Applyl &7 U w27 LT, REZELEELET,

KOKIL, T_RTDOAL =V Ry "EZA TOHFAY 2 F~DBIMZERL TWET,

Lav24rvvanEdtost I



B cuzEmLrLrv2TorarEton

alialn
Cisco
ULTRA RELIRBLE
WIRELESS BACKHAUL

10TOD W [ orine |
IW-MONITOR [ Disabiea |

FM-QUADRO

GENERAL SETTINGS
general mode
wireless radio
antenna alignment and stats
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS
advanced radio settings
static routes
allowlist / blocklist
- multicast
snmp
radius
-ntp
ethernet filter
12tp configuration
vlan settings
Fluidity
misc settings
smart license
MANAGEMENT SETTINGS
- remote access
firmware upgrade
- status
configuration settings
- reset factory default
reboot
- logout

Configuration contains changes. Apply these changes? Discard

LAY 24y 1DBERED

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

Ethernet Filter
Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x8899 - INGRESS
0x86DD Pv6 INGRESS

Clear detected

Allow all ethernet types
Allow Ethernet 1 protocols [

©2023 Cisco andlor its affiliates. Al rights reserved.

A=Y Fy b1 70 baLeRETHITIE, ROFIEZETLET,

1. [Cisco URWB IW9165E or IW9167E Configurator] 7 4 > K7 OZEMIZ & %5 [ADVANCED
SETTINGS] & 7 o 5 T [ethernet filter] % %R L £ 7,

g |

2. A—%FRy 1 7m barE—RFE2EMNIT HIT1E, [Ethernet Filter] =7 3 a > ® [Allow
Ethernet I protocols] = v 7 Ry 7 A% A2 LET (VU7 LET) o

3. [Save] & [Applyl 27 U w27 LT, REZELEHLLET,

WORIZ, A —%Fy M7 r halazifFad 2R EL R L TOET,
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cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
10T0D IW [ ornine | Ethernet Filter
IW-MONITOR [ Disabled | Detected ethemet types
FM-QUADRO

To add a detected etheriype to the allowiist click on Add,

GENERAL SETTINGS Ethertype Description Direction Action

- general mode 0x8399

wireless radio
- antenna alignment and stats 0x86DD IPv6 INGRESS “
NETWORK CONTROL

-advanced tools
ADVANCED SETTINGS Clear detected
-advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types ]
omlicast Allow Ethernet 1 protocols
-snmp

- radius

-nip Allowed ethernet types

- ethernet filter To add a specfic ethertype to the allowist, insert it in the text field and click 0n AdG.

-12tp configuration

th
e Ethertype Description Action
- Fluidity ox892 PROFINET
- misc settings
smart license 0x8204

remote access
-firmware upgrade

- status

configuration settings Clear allowed
- reset factory default
- reboot

e “

2023 Cisco andlor its affiliates. Al rights reserved.
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