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I%. Cisco loT Operations Dashboard (IoT OD) Zfif L T, E/cidu— WV EHA ¥ —T =
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Fureva=r7%— R, fl7eE— KD AP T, Dynamic Host Configuration Protocol (DHCP)
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DHCP ¥ — "=, T 74NV F— Tz L RAL R —LT AT A (DNS) H——%FE|
DYTET, 10T OD %, DNS OALEFHRAZMEH LT, KEND AP 2 2KE7 7 A X 1Tk L
F9, MOBFTOLHEIT, EUZ 7 AZ|THRESNVE T, 1oTOD QN E LW 7 A X |Z5%
EINTWAHZ AR LET,

DHCP|ZI7mrbE Y a = JE— R TORAMEASINET, @HFEMETHE, H#OIP 7 RL 2 &2E
DUTAHLENRHY £9, DHCP M TE 3, 1oTOD 2/ L7=RENSLEREAT, IPT
RLAR, TRy b, 74NV =1 U= Af, BLODNS Z#2FHCTHETEET,
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GE) T4 ARTrEeYa=r7E— ROHE, APIZDHCP — =5 IP 7 R L ADHE%
HET, TAAANDHCP 5 LTIP 7 RLAEZZETERWEE, AP X7 +— ANy 7
IP7 KL ZAD 192.168.0.1024 IZFE Y 4,

e TFNRAANTBE Y g = TE— RIS TWENE I DEHERT HIZIE, T/AA A ay
T4 FXalb—F A F—T o RIBEH L, FEDHR Y7 ANTIoTODIW DRAT—#
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CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

IOTOD IW Provisioning

IW-MONITOR Disabled

cTFNRAANTBE Y g = T E— RICRoTWANE I N EHRT HICE, ROCLI=2~
Y REFEHLET,

Device# show iotod-iw status
IOTOD IW mode: Provisioning
Status: Connected

* 10T ODIW O A7 —# A7 [Provisioning] & RSN TWHHA, T/ AZTrEY 3 =
V7= RIZRoTWET, F7201%, 10T ODIW O R T — X A [Online] F 721 [Offline]
ERTRINTWVDEELEIE, RO 2SOBMA T v a o bERLET,

CHLWT AR AZRET DL, VA YLAT NS AT ey a=r 77— RIIR
L., 73 2%V Ey LET, GUIZMEH L7271 2D THNMREOT 7 4 /1 k
~DYEy b (6—) ZBRRLTIEIN,

< BUEOBRE RN L THRt E 2L 21213, ke (10~—2) 22 LT

<TZEvy,
THRAANT R EY a =0 78— ROHE, T A avT 4 Falb—F A =Tz A

I0TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

FRO LD ICFRESNET,
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10TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.10.2
Current Netmask: 255.255.255.0

Configure DHCP to connect to IOTOD IW

Use this section to connect the radio to the Internet via DHCP to use IOTOD IW Cloud Management. Set fall-
back IP settings if DHCP is not available.

DHCP fall-back configuration

Local IP:  192.168.10.2
Local Netmask:  255.255.255.0
Default Gateway: 192.168.10.1
Local Dns 1:  192.168.10.200

Local Dns 2:

Reset to Provisioning

o TNA AMNDHCP h— =5 IP 7 KL AZZETERWEGEAIEL, 74— \v 7 IPT
FL A (192.168.0.10/24) IR Y £,

o TNA ADAT—H AL LED 3B HNZSIR L, T /31 AT 4 —/3y ZARREIZ /2 5
7>, [Online] & — R & 7213 [Offline] E— RIZ/2 5 £ T, LEDIZZDOH A 7 L&KL F
T, LED A7 —% ADFEMIZ DUV TiL, Catalyst IW9165 @ LED /34 — > F 7= [LCatalyst
IW9167 @ LED X¥ — U B L TL &V,

N

GE) DHCPIXmbEYa=rVF— RTOLFEHRAINET, BEEME
T, #MIP T FLAEZEN D Y THLENHY 7,

TNA AP DHCP YR — M DRy NU—ZIZEHi SN TS Z & &R LET, 1oT OD
SOEERMRINT D &L 7 7 0 REFIEHRD AT —H A3 [Connected] & FRILFET,

I0TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 10.115.11.152 (dhcp)
Current Netmask: 255.255.0.0

T =Ry 7T RLAZERETDHITIE., ROCLIa~y REFEHLET,
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GE) TubEYa = TE— RGN TWAEEIZ, IP. X2y M~ AT, T 74V NF— |k
ZxA, 774~ UDNS. BLOELLZY DNS OFE (P 2~ K) BNHFATEINET,

Device# configure ap address ipv4 [ static IP address [ static netmask [ IP address of
default gateway [ dnsl ip [ dns2 ip 1 1 1 1 1
I~ L ET,

Device# configure ap address ipv4 static 192.168.10.2 255.255.255.0 192.168.10.1
192.168.10.200 192.168.10.201

TN APDHCP —N—= 5T RLAZREGE L2 WEE, 74— NNy 7T KLAR (F7F
LR 192.168.0.10 EIIREINTZIP T RLR) NEHEIMIZEREINET, T8 AN [oT
OD IW [Z#5#t TX 2\ WA 1T, 1oTOD IW IZEET A 72Dk D Z & AR LET,

1L TAALRZORP>TVDHA —F Ry =T ARIEL RSN TN D008 D I Z R
Li‘g—o

2. @—H/VDNS V= _R—NRN[oTODIW 7 77 KY—R—DIPT7 RLAZREETEE0ED
MmE, FOT RFLARIZRETEDINE >0 EHERLET,

3. TIVBARA L FBRD KA A %L T tep/4d3 TT7 7 b3 K HTTPS #5f 2H L
TWAENEIDLEMERLET,

* device.ciscoiot.com
* us.ciscoiot.com
* eu.ciscoiot.com

4. IoTODIW NFEFEA T T A T >TWAEEIE, T A T 4 FXalb—HF
H—T A AR L= (774 V) HEEZITWET,

FNRAANT Y a = 7= RTxy MU= IZEEFETERWEAIE, ROFIEEZFEITL
F7,

1. IoTODIW A A—V %R LT, SLEIZE U TRED [Local IP], [Local Netmask], [Default
Gateway]. [Local Dns 1], 35 X 0" [Local Dns 2] DfE% A JJ L. [Save fallback IP] R &% > % 27
UwZ LET,
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@) 192.168.10.2

This device will be reset to Provisioning. Please make sure the
device is connected to a DHCP network or you have configured
the fall-back address (192.168.10.2) properly. Reboot to apply

the changes?

2. [OK]RZ %27V v 7T 50, [Reset] R¥ %27 V) v 27 LTIoTODIW IZREY . #iEL
L ET,

c[OKIRZ %IV FTHE, TRARAFYT—RMLETH, Yo va=rrE—
FOEFIZRY £7,

o TA RV, Br LV BEE

it

=

DIEZEM L TRy U =7~ ik £,

3. T/A AN [DHCP] X EEHEH L TRy MU —ZIH TE 254, [IoT OD IW Cloud
connection] 1 A 7 — & A% [Disconnected] & £/RI N FET,

IOTOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

4, TARAARTBEY g = 7F— RIZRoTWT, IoTODICER SN T ARWnE 50k
TR+ 2121, ROCLI =~y REFEHLET,

Device#show iotod-iw status
IOTOD IW mode: Provisioning
Status: Disconnected

WD CLIOFNE, TAA AN T e a = FEF—RTHY, DHCP $—"—n5 P 7 KL
2ETELTWASZ AR L TWET,

Device#show ip

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 10.0.0.2
Network: 255.255.255.0
Gateway: 10.0.0.1
Nameservers: 8.8.8.8
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Fallback Address (PROVISIONING Mode) :
IP: 169.254.201.72
Network: 255.255.0.0

WO CLILOHNE, 7utrya=r7F— ROFT /34 A DHCP — =5 IP 7 RL A ZH
BTET, TNV IDOT =Ny ZIPT RLAD192.168.0.10 L TWAZ &R L
TWET,
Device#show ip

IP: 192.168.0.10

Network: 255.255.255.0

Gateway:
Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers: 127.0.0.1

Fallback Address (PROVISIONING Mode) :
IP: 169.254.201.72
Network: 255.255.0.0

cGUI R LT AL RO THEHEFRGEOTFT 74 h~D U b (6 2—)
cGUI AR LT A 2D Y 7— K (82—
« TS ARFEDRAFEE T (9 =)
—REE (10 X—)
-77txﬁ4/%®:/y—wﬁ4ybm®%ﬁ (11 =—2)

GUIZERALETNNA RARDIEGHEHEDOT 74 IL bAD
)ty k

T I RARA L MCBABEIHEINTHD LX) By bARZ % 30 BT, 2074
Fal—F A =T A& LT, 71 22 LHHHKROT 740 M2ty b5
ZENTEET, Uiy PARZUOFEMIZOWTIL,  [Using the Reset Button] 22 L T<
72EW,

\)

GE) =KUYty LD, TRAADIPT RLARLEHERRAT— REET, T+ XTOT A
AREN TG REDOT 7 4V MR £9°, 29 TlIe T A A% ) 7— T 58551%
GUI ZE L7=T A 2D Y 77—k (8 =) ML TLEIN,

1. [MANAGEMENT SETTINGS] C. [reset factory default] 22 U v 7 LE7,
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Cisco URWB IW9165E Configurator
5.81.160.244 - MESH POINT MODE

10TOD IW [ Offine |
IW-MONITOR m Are you sure you want to reset to factory default settings?
GENERAL SETTINGS

NO YES
- general mode

- allowlist / bloeklist
- snmp

- radius

-ntp

- ethernet filter

- I2tp configuration

2023 Cisco andor its affilistes. Al ights reserved.

2. WERA—UT, [YES|ZZ7 Vv Z LET, LGHMAMEORE~D Yy hE2HIET5IC
INO1 %227 U v s LET,

3. LIENCT NS ZADORER 7 7 A VEARIEL TWAIBAIL. T AREDRFEELE T (9
N=) WIRENTNBE LI, REFELEREZT AN AELTEET,

GE) Bl E LCIBHAROREEZEA L TTF A, AZHRETHIVLERL LB ZRE, N—
Rty F2ETLAVWTLSEE W, "— KU Ey FTIEZ, 2=y hOIP T RL R LEHEE
NRAT—=EKn Yty hEN, Xy MU= 0ET 3,4 ZARNHIEnE 1,

CUZFEALETNA RDITHHFARDT 74 IL bADY Y
REDY y bEIATTHITIE, RO CLI =~ Rl LET,

configure factory reset config
WARNING: "configure factory reset config" will clear config and reboot.
Do you want to proceed? (y/n)

CLIa~> Y RTyZANLTCT AL AD Yy N A& AT 5. nZ AN LTk
Ak LET,

BEDODVEY NeT—HUATHFTTHITIE, ROCLIL a2~ FEFEHALET,

Device#configure factory reset default
WARNING: "configure factory reset default" will take minutes to perform DATA WIPE.

DT ADO—ERE LT, WOTZ7ANNT VT INET,

1) Config ,Bak config files
2) Crashfiles
3) syslogs
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Boot variables

Pktlogs

TJOEDa=VIE—FTOTA 209HHRE |

Manually created files

you want to proceed? (y/n)

CLLa~> FTyZANLTHREDTANA AVt b &T =2 VA T2fhAT 50, n & AT)
LTFmRxadikLET,

GUI ZFERLE=T/NA RD!) T—F

TNARE Y T— K (TN ADEAR L —T 4 VT VAT N FHiEsH) +5120%, ROFIEE
FATLET,

[MANAGEMENT SETTINGS] C. [reboot] %7 U v 7 L £,

1.

NI
CISC

u
WIREL

BACKHAUL

10TOD IW

waonton (2D

GENERAL SETTINGS
- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

-12tp configuration
-vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings.
- reset factory default

- reboot

-logout

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH POINT MODE

Are you sure you want to reboot the unit?
Any pending changes will be discarded.

2023 Cisco andor its affliates. Al rights reserved.

2. FER_—V T, [Yes]ZZ Vw27 LET, VF—hEHIETHICE, NolE2Z7 Y v 7 LE

B

CUZFEALETNARDY T—
V7= N EEITT I, RO CLL 2> REfEALET,

Device#reload
Proceed with reload command (cold)? [confirm]

CLI 2~ R TCeconfirm EAJILT, TXAADV T — a2 ELET,
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TINARABEDRFEET
A\

6=

FRA AT NI = THERR T 7 A ML, [oTODHSk > T v 77 7 AV E AT FH A,

[LOAD OR RESTORE SETTINGS] ¥ ot & R TlZ, RO Z LN TEET,

« TNA ADAFED Y 7 b U = T EREEMR (*.CONF) 77 A /L& LTRIET D,

RFELIEHER 7 7 ANV EBRED2=y MIT v 7 e— KL TEHAT 2,
\}

G¥)

RAE LR 7 7 A ViE, WU A 708D URWB .= v h
ICab— L THEATEET, RIFESIIHER T 7 A VTR ED
Ny 77y FMERESNET, ZHICLY ., BIE LT AR

FCZA T DT NA AL ZHMENTIHEIT, PR AZERR T
AET,

T IA A DEEAFOFE
1

AAarta—Z 4y rn—RY5IZid, ROFIEZETLET,
[MANAGEMENT SETTINGS] . [configuration settings] %7 U v 27 L%,

]
CIsco Cisco URWB IW9165E Configurator
ur e 5.81.160.244 - MESH POINT MODE

WIREL

10T0D IW [ Offine | LOAD OR RESTORE SETTINGS

IW-MONITOR Restore Settings

GENERAL SETTINGS Restore settings from fle mwse No file selected
- gener

o
mentand s Hostore

©2023 Cisco andor its affiliates. Allrights reserved.

2. [Save]Z# 27 U w7 LTT /XA AR (F.CONF) 77 AV arEa—H il a—KL

=7,

BRELIERER 7 7 ANV ET AL AT v 7 a— R+ 5120F,. ROFINEEZFEITLET,

TOEC =V E— FTOFNAA RDWHRE .“
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1. [Browse]lz 7 U 7 LT, /A AT v 7 a— KT 54 (*.CONF) 77 A /L& ROl
‘ij‘o

2. [Restore] 7 Vv 7 LT, REZT A AZEHLET,

I
5]
ul]]]]
Xd
gl

[General Mode] DX EZ#ZH T 5121, ROFIAEZFEITLET,
1. [GENERAL SETTINGS] . [generalmode] Z27 V v 7 LE 7,

Cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH POINT MODE
WIRELESS BACKHAUL
100D IW GENERAL MODE
IW-MONITOR Disabled General Mode

GENERAL SETTINGS

- general mode

© mesh point
Mode: O

- wireless radio
h end

- antenna alignment and stats

NETWORK CONTROL

- advanced tools

Radio-off: [J
ADVANCED SETTINGS 0

- advanced radio settings LAN Parameters

Local IP: 10.115.11.180
Local Netmask:  255.255.255.0
Default Gateway: 10.115.11.1

Local Dns 1: 88838

Local Dns 2.
MANAGEMENT SETTINGS
- remote access

Reset Save
- firmware upgrade

- status

- configuration settings
- reset factory defauit

- reboot

- logout

[General Mode] (121, BIfEE—Roary bo—An3H0 9, A vy a2 8lry hU—2 TH
YERIREZR T /XA AlX, [mesh point] E— K CHiff S E T,

)

GE)  MERXY MU= LAT U MNERFHTLILAIE, DRt bloDAyvaxzy Ra=y |
MUETT, ZOTNA AT, T4 AEH e EORIEBE L OVEHEIEZEZITLET, Zh
X, XY RT—IM2ODT NA ADHTHERENTHVWDHHATH, Fy NU—JZELLH)
EEE DD METT,

MEINC T, ROWTIDOET—FRKE27 ) v 7 LT, T ADEEE—REEELET,

* [Gateway] : ZDFE— NIIFEERLAVYIEE Y T o EBEICHERA S, 1ZEAEDEXY B
U— 7 TIHER S NEE A,

¢ [MeshPoint] : ZDE— KX, X hU—=7KNOFEO DT 7 EARA L MEHINET,
INHEDT IRARA L ME, TIZEARA L SBMUOT 7 BARA L RO LA Y20
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7o eARA v bDavy—Lga v kAo [

PEFHESTA Y LAY UV ETIFARI V7 2R L T, Avyazy FERIEFIA YA
KAV PFELTREENTZRI LR Y NT—I RAT L —REFFOMDOT 72 AKRA 2 b~
DY T BHESLLET,

* [Mesh End] : 20— Rif, #lHBIOEHOR Y N —IHEEZETTH LT 7
ARA LV FEFRELET, &Ry NT—7 1213 7e< k%l/)@%//z:n/]\i)\t T
T, TDOT I EBARAL Y ME, @F, VATV LAXY hT—7 EFBRY N U — 27 IR
THEROLHPLIRRA  MIREINET,

CLl R LI-—iREEDEHRTE
— R EZRET HITIE, RO CLI a~> REfERALE T,

Device#configure modeconfig mode
gateway layer 3 global gateway mode
meshend mesh end mode
meshpoint mesh point mode

Device#configure modeconfig mode meshend
mpls MPLS support
radio-off disable radio interfaces

LAN /A5 A —2 DER

LAN RT A —Z|ZiZ, a—H)LT RLAREOT FUHIHERH Y £, LAN ST A—F %
EHEFT D521, WOFIREFEITLET,

1. [General Mode] 7 «t > KU Z )& T < &, [Local IP] 3 & U [Local Netmask] @ LAN /X5
A= Z X LIGHARE DT 7 40 MEIZ 72 > TWET,

2. MBS UT, [Dns1] 74—V Rica—A V774~ DNST7 KL A% AJ)L. [Dns?2]
T4—RiZe—ne XY DNST RLAZ AN LET

3. [Save]x#Z7 Vw7 LT, LANREZRGFELET, XELEZ VT T5HIT1, [Reset] 27 U >
7 LET,

CLUZ{HERALI-LAN /RS A —F DH/E
LAN /XT A — X ZHETHIZE, WO CLL 2<w> REFEHALET,
i

configure ap address ipv4 static
192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200 192.168.10.201

TOEARA D DAY —ILRA > bADESE

T RARA U M (B LAN (ZHEHET712) v— B VICRET D20 ERH HYA. DB-9to
RIA5 D U TN —TNEFHLTPCET VEARA L FDay Y —)b B— MR TX
I+, WMOFIEEFEHLTT 7 EARL L FOa ) —)LR— MIER L, CLIZHXF4,
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1. OBV DAADDBI9toRIAS V) TNV —TNE, T8 ARALA L RO RIA5 ) T IL
R—h&, T Ea—4OCOMK— ML ET,

2. TUVRBARA LV FEWBETEDEIICH—IF NI 2L —FEHRELET, 4—3I )L
T 2 L—Z DR T, 115200 R—L—Fh, T—FE v +8, RNXUFT 2L, Abv7
Ey M OREEMFHALET, 7u—ili#xiLTY,

3. fEAAEERa~ Re 7 hE— RIOiL, o< R a7 () LREa~y
K77~ #) O2oO0HY £, FlEIn 7oA TiE, FEDRWa~ 2 REETT
Aok~ RFXa 7 s () B— Ry £3,

Btea~ R7a 7 b #) = RIZT7 782 AT 5L, enable 2~ N (Bl iLZen)
EANL, A F—=TNRAT =2 AN LET BHEE— FOR2ZA L R20— FNiE, 1
Wepno 74 LAY — REFRRY ET)

ROT7H N a4 AFREFERL T A LET,
o« —H—4 : Cisco

e NA T — K : Cisco

N

GE)  BEOEENETLIEL, TI7EBARA U I U T AT —T LN ERVAA LTSN,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



