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B arESRLTIEIY, EHOA A=V EROTDHIZIE, V=2 — 2SR LTIV, Release
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https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/config/b_connector_30.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/releasenotes/b-cisco-connector-rn.html
https://www.cisco.com/c/en/us/td/docs/wireless/spaces/connector/releasenotes/b-cisco-connector-rn.html

Service ik

Ay FARy bHh—E2R | Ky ARy hH—EADEE (23 X—)

12— 77 )L Firchose $— Y A | @ — 71 /L Firehose — B A DR E (24 —)

AT & HERE

Cisco Spaces ¥y a7/h— K TO aARI B 2x B AR5 I~DIT

Z OFNATIX, Cisco Spaces % » ¥ = AR — K TREF® Cisco Spaces : AR 7 ¥ 2x DiXEXR AR X 3IIATT D5k
B LET,

AT w71 CiscoSpacesizrn 714 LET,
@ Cisco Spaces @ URL (F#ilkiz L » THEZ2 Y £7,
GE)

AT w T2 CiscoSpaces % v =78 — K T, [Setup] > [Wireless Networks] DJIEIZER L £,
AT w73 2®D[Configure Spaces Connector] = U 7 C, [View Connectors] #7 U v 27 LE7,



1: View Connectors

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine
Download Spaces Connector (1

2 ) Configure Spaces Connector

You will need a token ta configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You
can optionally configure Spaces Connector to connect via HTTPS praxy.

Create Connector
O / 6 connector(s) active

View Connectors

3 | Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)
Add Controllers
controller(s) active
O / 3 s View Controllers

4 ) Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and 10T services, and proximity Report

1 buildings imported Import/Sync Maps
Map Upload History
3 floors imported Manage Maps

s ) Setup location hierarchy

Once the maps imported, you can add them into location hierarchy

O controller(s) imported to Add Locations
location hisrarchy Manage Location Hierarchy

ATy Tl FRENT axI7 X DVAINSL, A A=)V axs¥3%27 1 v27 LEJ, [Add Controller] %
7V w7 LET,

H2:ax9% 3%2ER

Sewp > Connecirs

SUMMARY
v K 1 2 1
Connactors  Up Dawn Iocation enablad

Starting Nov'2023 Connector 2.x enlering In to maintenance mode. Security updates will be avallable il June'2024 and extended suppor to critical bug fxes Ul DCU2024. We

recommend migrating to Connector 3 and please refer his Connectoe 2 to Connector 3 migration guide for more detsis.

Connectors @ Create New Connector
Name Relnass Irstances Switches Gartrollers aps Statuz Last Madffiad ast Haard Actinns
conaz- bec 3, 2023, Dec 3, 3023,

ova-2.3.508 ) o ] ° ou
migration wanen sn m1108 10
conaz-3- bec 2, 223,

a1 ] o o a @ ooun R
migration wran o
Conmector [
an ami-2.3.502 na u 3 a © vown e R
23501 i

| (=300 e




ATy TE ZORED a7 4% @ [Add Controller] % 7 C., [Choose controllers from another connector] 27 U v 7 L ¥
9, F/RS4U5 [Choose connector] R > 7' 7 U A KD, REOBITICIZT S a3 ¥ 2x Z#IL
i TO

R3: 74V LRV MA—5 % 2RV 3 2xH 58H

Add Controller X

Spaces Connector Name
conn2-3-migration

O Add new controller

Croose s oton 10 834 e convoders

©  Choose controllers from another connector

Choose connector

conn2-3-migration

ATYT6 aRxIH2xDHAEy hAR Y MEREZBITT H121E, [Migrate hotspot configurations from the selected connector]
Frxv IRy I A F N LET,

4: 2198 2x 50Ky ARy FEREDHT

Add Controller

another connector

[“1 Migrate hotspot configurations from the selected connector.

O warmiog:
This wi

No connector available to import controllers

]

1P Address Name. type

192.168.40.115 ewLe ewic




[j Ay FARy M—ERX OBITIZET 2R A MIRD LB Y TT,

GE) * Cisco Spaces |L, HL\WN a XTI X3 A AZ L ATaRs X 2x ERIUA Y hAR Y Fak
Exty b7 v 7 LTHEMMILET,

* CiscoSpaces |, VA VYL RAar b —F nb aRxIEI[A L AZ LRI NT T 4 v I %
HEIMICL— F LERA,

ca—P—E, VATV LA bu—T ORELFHTEHRL, 2R 7 F 3 AF R
WCRNT 7 4w 7 AT HLERHLY T, VA VYL A3 hue—F OFE% Connector3
A VAR RIEATT DITIE, Cisco AireOS F 7213 Cisco Catalyst %~ h U — 7 OFRE (27
N=Y) ZEZRLTIIESN,

CHLVWREDEY b7 v T LHEREKRZTZD, 22—V =L ax7 X2 ~OBREHIRL
T, ViR v b AR v b 7213 OpenRoaming D v b7 v 7 H WP THHENH Y

i‘é—o
c X 3OEAEDOFR Y P ARy FRIEE, TS X 2x 0D AR Z 3BT S &
iC EEE SRET,

ARV IIDBITAT—RRAZHERT D

[Setup] > [ 7 #] windowDJEIZIRIN L, BITOAT — X A %R LET, 217 ¥ 3 O [Status] E/LDFEA [Down]
MNE [Up] iDL ETRHBLET,

5: A% D8 3IDRAT—RREHRT B

1p » Connectars

SUMMARY
v 3 2 1 1
Connactors  Up Down Iocation enabled

Starting Nov'2023 Connectar jpedates will ba available till June'2024 and extended support to critical bug fixes 1l Dct'2024. We
racommend migrating to mmamd-ummmm:wcnml 3 migration guide for mare datails.

Connectors @ Creste New Connectar

nnnnnn
mmmmmmmm

cannz-3.
nnnnnnnn

TA4vYLARaArrO—5, AP, 8LV A7—Y 30 H—EX OFER

TJAX LAy ha—7 N [Active| IREETH LN E I DEMBLET, I, AP DN ax 7 X 2x ERIUNE D
EHRLET, ZhICkY, vr—rard—bv 2 b HEMNICHREI TN ET,



B6:74¥YLRI FA—F DRAT—HR

a5 1 Mocitieg : Des P
SUMMARY
=
ot 1 1 0 2 1 0
[ i Inactive Services enabled Contraliers  Switch
Configurat Instan: Meties o G Toican Troutlashaat Cannect o
Services @hdd S
Seree Name version Last Updstea Aetians
L7 Serice Manager 3.1.1.56 Dec 2, 2023, 9:14:03 PM
©Q Locaton 3.1.0.118 Doc 2, 2023, 5:14:03 PM
Controllers = @¥ad Cantrofiar
Name 1P Address Hof APs Last Madified Last Heard Status Actions
;:d:i 10.69.45.66 a e 3, 2023, B30z P Dew 3, 2023, iz PN (@ Astive
i} - rmn

= op

a2 b r—F 78 [ACTIVE] IREEIC 72 5 & TORFMIE, BHR L7V — A0 EBAOHMIC L - TR £9, 7272
L. 2O BEARETTHETEIHOIEE2BHIO LET,

loTH—EX (DA4VLR) DOiER
=R —ADITH—E R (VAL F¥VLRA) ZEMNI LA, T—EARBITINTWDENE I D EHRLET,

AT w F1 CiscoSpaces ¥ 3 = 78— K T, [Setup] > [Wireless Networks] > 2 DIIEIZ:#EIR L FF, [Configurethe Spaces
Connector] =Y 7 C. [View Connectors] #7 V v 7 LE7,

ATwT2 RSNl ax7 2 DY AT, HILIBITENI a7 ¥ 3 2RI ET,
RT9 T3 —E2ADY R b, [IoT Wireless] {TTOHHET A 2% 7 Vw7 L, Ry T T v 7 A=a—nb [loT
Stream] AR L E 4,



7:10T X k') —LDER

Configuration Instances  Metrics

Services

Service Name Version Last Updated Actions
71Y service Manager 3.1.2.45 Apr 3, 2024, 1:55:12

PM
©Q Location 310133 Apr 3, 2024, 1:55:12

PM

10T Stream

oo 10T Wireless 3.1.3.27 Apr 3, 2024, 2:08:24 &

PM
local-firehose 3.1.0.78 2:’/‘" 3, 2024, 2:08:24

AT w74 [Manage IoT Streams] window C., [Operation Log] ZH#i8 L. A7 — & A [Successful set config] TH 5D Z &
R LET,

K 8:loTH—EX (74 ¥LR) DAT—ER

* @ # 0 @ (Relaunchtoupdate }

Manage loT Streams X

(=3

Manage Connector Eie= Configure to enable

Enable loT Streams on Cisco DNA Spaces Connector

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied
automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the Controller.

Connector Controller Operation
Controller B Operation Log Last updated
P Status
ful Dec 4, 2023, 10201
ewlc-66 10.22.244.104 1722023966 SUCCESS f::::“ il set e SpEnnAmIe

Manage Controller Sample
configuration

Setup IoT Services stream authentication and certificate to allow APs to connect with the Cisco DNA Spaces
Connector

The WLC will be configured to send notifications to Cisco DNA Spaces Connector for AP configuration changes.

Cancel

By FRRY FH—E X OfER
DR AD Ry R Ay M B R AN LB A, P CA BB STV A E S AR L £




AT v F1 CiscoSpaces ¥ v ¥ =78 — KT, [OpenRoaming] %% L £ 3, [OpenRoaming] /£F B/ — 3 LA T,
[Setup] IR L £ 7,

AT w72 [Hotspot-enabled Connectors] = V) 7 C, [Cisco Wireless Controllers] %8R L ¥ 9,

ATV T3 LW IR Z3 AL AE AN [ACTIVE|REETH D Z L 2R L £7°,

AAAAAA

N ssip
€3 Home
2024-02-
uuuuuu AL Not Configured om0 6652
2) Hotspot-enabled Connectors

Cisco Wireless Controllers  Meraki API

Name

((((((

B9:ky hRAKy hH—ER
DRF—45 R

A—AJL Firehose D& E

AT w T 1 CiscoSpaces ¥ v ¥ 2R — K EF B~ 3 (T [Setup] &7 V v 7 L. [Wireless Networks] % 3R

LT,
AT v T2 FIREND [Connect your wireless network] window C [Step 2] = U 7 (2B E) L. [View Connectors] 27 YV v 7

LET,



10: View Connectors

= CISCO SPACES

Bss network

ces Connector

ay to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless netwark.

es Connector OVA

ppaces Connector OVA as a virtual machine.
nector (7

bpaces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect via
HTTPS proxy.

connector(s) active
212 ©

3 ) Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

1 2 ) Add Controllers
/ controller(s) active View Controllers

4 ) Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and OT services, and proximity Report

2 buildings imported Import/Sync Maps
Map Upload History
2 floors Imported Manage Maps

s ) Setup location hierarchy

Once the maps imported, you can add them into location hierarchy.

ATY T3 BREND a3 7 X OFEH window T[22 17 #] Z3#R L., [Add Services] 7 V v 7 LE,
X 11: 94— E X DB

&Back Setup > Connectors > Test ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
|, 0 0 [ 0
Instances Active Inactive Service Switches
enabled
Instances  Configuration  Metrics £ Generate Token {3 Troubleshoot Connector

Services

You have not added any services yet. Click " Add Service” to configure services.

Switches

Add Switch e
|
)

N

You have not added any switches yet. Click " Add Switch" to configure switches.

AT T4 FREND [Add Service] window T, local-firehose Z#3#4R L, [Add] %227 U v 27 LE£T,

E ZZERMEAS U —& (RSSI) _—ADH T D DeVice_RSSI*?’Bluetooth Low Energy (BLE)
R 5 70 Device BLE A X MR EDA N2 b &9 5121, location #— "2 & jot-services
GE) P —E2HBMENTWAZ L 2R L ET,

10



HN2—EROEREIML TWD Z ERbnh £,
AT TS axsZGuUlicr s 4 LET, loca-firehose# A V% FIZAZ a— L LET, FATAT—HX AN [Up] T

HHZ LR LET,

12 : local-firehose

local-firehose 3.1.0.69

Upgrade: Success

Last Heartbeat

Running Status

Up time

Qutgoing TAG RSSI events rate
Incoming TAG RSSI events rate
QOutgoing BLE RSSI events rate
Incoming BLE RSSI events rate
Active gRPC Connection Count

gRPC Server Channel Status
Show Less

Disk Usage (%)
Disk Size

CPU Usage (%)
Memory Usage (%)

Memory Usage

article_task_postreq

6s ago

Up

16m 11s ©
36.46 events/second
53.09 events/second @
14.26 events/second ©
20.38 events/second
1 count ©

RUNNING Status ©

11.41% @
233.69 MB ©
45.33%
597 % ®

475.11 MB ©

* Aeroscout Location Engine (ALE) #fff L T\ 5% Stanley DIEERkIL, IR T X 2Xx A LV AX L ADIP T KL A%
ARTHIA AR ADIP T RLVRIZEHTL2HLERSH D £,

11



DT RTOBEREIT., FILW IR I EZIALVAZLADIPT RLAZHER L TCT Y A — a2 EHT 540
B ET,

« Connector3 235 Al FTE VIP B — R CREINTWAEARIE., 794~V b FVDEED axI X3 A4 A
HUADIP & ALE THEATLISLENRH Y 9,

« 27— 1)V Firechose ® APl ¥ —|3ZEH INT, ax7 ¥ 21 LTEKSINTZH DO LR T TT,

=EDFIE

BATINET L, fEREK XD, 337 X 2x A AKX A% Cisco Spaces ¥ v ¥ =R — K O HIBRL £,
13: 2193 2x 4 VR U XDHIBR

Starting December 2023 Connector 2.x entered software maintenance mode. Security updates will continue through June 2024 and support for critical bug fixes
will continue through October 2024,
Connectors @ Create New Connector
Modified
conn2-
Jan 16, 2022, Jan 16, 2024,
3- 3.1 1 0 0 0 ou
11:52:51 AM 11:54:36 AM
migration
onn2- Jan 16, 2024, Jan 16, 2024,
oo ova-2.3.506  NA 3 0 ouw " " o :
mig 9:26:20 AM 11:54:42 AM
Edit Connector
B (1-202): 1 pages

£%5

loTH—ERX (T4VYLR) DERE

AT F1 CiscoSpaces & v 2 R— K EF s~ g0~ C[Setup] %27 U v 7 L., [Wireless Networks] % iZR

LET,
AT v T2 FIREND [Connect your wireless network] window C [Step 2] = U 7 (28 L. [View Connectors] 27 V v 7
l./ \i —a—o

12



14 : View Connectors

= CISCO SPACES

Bss network

ces Connector

ay to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless netwark.

es Connector OVA
ppaces Connector OVA as a virtual machine.
nector 7

paces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect via
HTTPS proxy.

connector(s) active
212 ©

3 ) Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

1 2 ) Add Controllers
/ controller(s) active View Controllers

4 ) Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and OT services, and proximity Report

2 buildings imported Import/Sync Maps
Map Upload History
2 floors Imported Manage Maps

s ) Setup location hierarchy

Once the maps imported, you can add them into location hierarchy.

AT T3 FREND axT 4 D
& 15: 4—E X MDEM

s Miwindow T, [Add Services] #7 U v 7 LE7,

&Back Setup > Connectors > Test ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
|, 0 0 [ 0
Instances Active Inactive Service Switches
enabled
Instances  Configuration  Metrics £ Generate Token {3 Troubleshoot Connector

Services

You have not added any services yet. Click " Add Service” to configure services.

Switches

Add Switch e
1
S

N, -

You have not added any switches yet. Click " Add Switch" to configure switches.

ATy T4 FIREIND [Add Service] window T [IoT Wireless] 23R L, [Add] %27 U v 7 LET,
servicemanager (X7 7 4/ h TEIR SN TV E T,

GE)



16: 239 7 DM

&Back Setup> Connectors > Test ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
el o 0 0 2 0
Instances ~ Active Inactive Services  Switches
enabled
Instances ~ Configuration ~ Metrics £ Generate Token & Troubleshoot Connector
Services @ Add Services
Service Name Version Last Updated
2.80.123 Never
all ot 2.8.0.33 Neve
Switches Add Switch

[Connector Details] window T, AZh72 P —EZADOEMNEIML TWDH Z LD 7,
loTH—EX (BfR) DHE

ATwF1  CiscoSpaces ¥ v afh— K ST —2 a4 T[Setup] #7 VU v L, [Wired Networks] % 4R
Lij—o

ATw 72  FIREND [Connectyour wireless network] window C, [Step2] = U 7 (ZfHE) L, [View Connectors] %27 U v
7 LET,



ATvT3

ATvT4

ATy TH

17 : View Connectors

= CISCO SPACES

Bss network

ces Connector

Jay to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless network.

es Connector OVA

Fpaces Connector OVA as a virtual machine.
nector C

paces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect via
HTTPS proxy.

connector(s) active

3 Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

1 2 ) Add Controllers
/ controller(s) active View Controllers

a4 Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and IOT services, and proximity Report

2 buildings imported Import/Sync Maps
Map Upload History
2 floors Imported Manage Maps

s Setup location hierarchy

Once the maps imported, you can add them into location hierarchy

BN axr23%27) v 7 LET,

Cisco Spaces : [oT —E A (VA ¥ LX) (A LIZOLFRIL axr 2 2 TE£7,

GE)

BREIND axI 4O
X 18: 4 —EZXM3EM

FEfMiwindow T, [Add Services] &7 U v 7 LET,

&Back Setup > Connectors > Test ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
LN, 0 [ 0 0
instances  Active Inactive Service  Switches
‘enabled
Instances ~ Configuration  Metrics > Generate Token 3 Troubleshoot Connector

Services

You have not added any services yet. Click " Add Service" to configure services.

Add Switch e

Switches

You have not added any switches yet. Click " Add Switch" to configure switches.

FREN 5 [Add Service] window T [IoT Wired] Z3#R L, [Add] &7 U v 7 LET,

15



19: 9 —E XMEM

&Back  Setup > Connectors > Test

SUMMARY
el 0 0 0 2 0
Instances  Active Inactive Services

Switches

1D : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM

enabled

Instances  Configuration ~ Metrics ) Generate Token & Troubleshoot Connector

Services

Last Updated

280123

28.0.33

Switches Add Switch

[Connector Details] 7 4 > R/ T, [loT Wired] —E A EBIMINTZZ & AR TEE T,
ATFYT6  [loT Wired] {TOHELIZHAWET A 2227 ) v 7 LET,
X 20: [loT Wired] DEET A4 2>

SUMMARY
v 1 1 0 3 0 1
Instances  Active Inactive Services ena bled  Controller  Switches
Configuration  Inst: Metrics
Services e
Service Name Version Last Updated Actions
================ May 13, 2023, 6:04:18 AM
Q ocaton 31082 May 13, 2023, 6:04:18 AM
10 Service
¥ o7 W 31029 May 13, 2023, 6:04:18 AM °
Click gear icon
Controllers o Qaad

ATvT1 (EE) F/R S5 [Manage [oT Streams] 7 « > KU T, I Rx7 ¥ NEEFADT/2> THRNNDE H

EHER L., ATl > TV WA X, [Configure to Enable] 27 U v 7 L %9,
ATYT8 AL v TFDYRAENL, AL v TFORUZH DHED 3 KT A 2% 27 )~ 2 L, [Enable Service] % He4R L
E AN

16



21: 94— E X% BNt (Enable Service)

Manage loT Services
Manage Connector
Enable loT Services on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in switches when the configuration can not be applied automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the switches.

Switch Name Connector IP Switch IP Operation Status Operation Log Last updated
catalyst-9300-ga-1 10.22.243.64 10.22.243.73 SUCCESS Successfully set config May 13, 2023, 7:07:10 AM
Manage Switch Disable Service “

Setup loT Services stream authentication and certificate to allow switches to connect with the Cisco Spaces Connecl¢  Enable Service

The AireOS Controller will be configured to send notifications to Cisco Spaces Connector for switch configuration changes.

@ AR ETAVYLADHE ST D 0T —ERIZFL ax7 % AL TWHEHEE, ax7 %1%
FTTIZANI > TWOET,
GE)
ATvY 79 SPANVLAN & CiscolOx 77V r—3 a3 v OFEMEATILET,

« 5B SPAN VLAN : Power over Ethernet (PoE) / — K7>& CiscolOx 77V 77— 3 1T h 7k
VE—hF AL v F KRR =K 7FFA4Y (ERSPAN) 77 4 v 7 X ETH-DIEHEND
VLAN, BEfFD VLAN 2425226, H LW VLAN Z21Ef+25 2L b T&£d, 20 VLAN
T, AA v TR L Tr—INCTHIELTEET,

«BEHLESPANVLANDIPZ KLR : ZhiE. bT 74 v 7 DL—TF 4 T TE 5 A2 v FRAE

A B —TxA A (SVI) FI3HEE VLAN O IP 7 R LA TY, BEFED VLAN 24/ L T\ 55
BlE. RAUIP7Y RLRAEZRRETEET, BFOREICEEL 5 X TICERSPAN N7 7 4 v 7 k2 —
HAZHEFFCE D L 91T, Fr LW VLAN Z2{EpkT 5 Z L 288 LET, Zd VLAN (L, SPAN h
T4 9T DAL v FHNTORMEAIND Z LITEEL TN,

¢ FIETSPANVLAN DY R b : BT HSA ARSI TWD VLAND Y Xk, 25D VLAN E
DT T4 7ITF=F—ENFET, AT S ANEEDO VLAN IZEER SN TV 53413, VLAN
%fjj :/'7’6[3:@]0 T]\jj l/jz‘jﬁo

17
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cSPAN DEIETIP7 RKLADE=ZA— : F=F—L v g OEETIPT FLATT, Ziux
SPAN VLAN 22507 RUATH D AEEMNRH Y F9°, Ziud, et VLANIP 7 KL A LR LI
TAHZELTEET,

lOXT TS5 —2a>DSPANIP 7 KL R

« 7 )4 —3 32 CiscoSpaces AR 2 VLAN : ZhiE, =37 X NEIFEATREZ: VLAN T (&P
FFFT—F M) . CiscolOx 77V r—a b D2FBDA X —T =24 ZA%FHEL, 2D VLAN
EEMALTaxs 2 77 4 v 7 2 KETEET, 2O VLANIE, A# PoE / — F VLAN & [A
CICTAZENTEET, ax7 XL, CiscolOx 77U r— a U bOdE 22T AN 29I
TSN TWDRHENDH D 1,

DHCP : %529 % & DHCP X7 F1) 7—< 3 > CiscoDNA Spaces 3+ % & VLAN 7> Cisco I0x
TTV = arD2EHDA L H—T = A AZIPT RLAZEID Y TET,

IOX7 Y45 —2aVIP7 KLR : ZHUL, CiscolOx 77U 7 —3 a3 D2FBDA v Z—T = A
AN TFENCTRETDILELSHDIPT RLATHY, axr ¥ EO@BEIZHEHINET, DHCP %3
WLGE, ZUINES Y FHA,

IOXT7 T H5—2 32 2y h<ARY :CiscolOX 7T 7V 7 —3a v D2HBFEBDA L Z—T =4 AZF
B CRETOIVLERNHDLIPY T Ry h~RA7 T, ax/ ¥ LOBEICEASIET, DHCP &R
L7SE. ZHUIREL D 85 A,

IOXT7 TUsr—2 35— k9124 PRLR : CiscolOx 7 7Y r—>a b D2FBDA v E—T =
A AZTFEHTRETHLENHDHIPT RLAT, ax7 ¥ LOBEICHH I ET, DHCP &R
L7=3%5A. ZHEHNEDH Y 5 A,



K 22: 24 v FDEHK

Configure Switch

Destination SPAN VLAN IP address

Enter the destination SPAN VLAN IP addres

Source SPAN VLAN list

Enter the source SPAN VLAN list

Use comma as a seperator for multiple vian

Monitor SPAN origin IP address

Enter the Monitor SPAN origin IP address

10x application SPAN IP address

Enter the I0x application SPAN IP address

Application Cisco Spaces Connector VLAN

Enter the application Cisco Spaces Connec

[] useDHCP

I0x application IP address

Enter the IOx application IP address

I0x application netmask

Enter the I0x application netmask

I0x application gateway address

Enter the I0Ox application gateway address

19



B23: R4 v FOHRE

IOX APP

-
>

gRPC

ERSPAN NETCONF g3 NETCONF
TDL > TDL
\ J ~— @@
Catalyst Switch

Cisco Spaces Connector

357607

24: 3% EH

VLAN 1234: Created

10.10.111.13:IP address of the
for ERSPAN only Cisco I0x app's interface on VLAN 111
* that is used to talk to the Connector.
R A
124.124.124.1: Source 124.124,124.50: IP address | VLAN 111: allows
for SPAN and the SVI i of the Cisco 10x app’s interface _» communication to
for VLAN 1234 % on VLAN 1234 for listening to ! -~ Connector
. SPAN traffic. FE
VLAN 111:has ! :
wired PoE nodes % [~ | i NS
* \ \

10X APP

gRPC

NETCONF g3 NETCONF

ERSPAN

I'

> TDL

|

Cisco Spaces
Connector

Catalyst Switch

357608

ATYT10 (MR Z7V 7 LET,

BENAA vy TFIZEBINET, WO, GUIREORDVIEHTES, $HeT5CLl vy K&
RLTWET,



ATy IN

RK25:6UIAX >V KSAVDIVELY

Destination SPAN VLAN

1234

Dastination SPAN VLAN IP address

1241241241

Source SPAN VLAN list

m

Monitor SPAN origin IP address

1241241240

10x application SPAN IP address

124.124.124.50

Application DNA Spaces Connector VLAN

m

Use DHCP

10x application P address

10.10.111.13

10x application netmask

255.255.255.0

10x application gateway address

10.10.111.8

FR I 5 [ManageloT Services| V o > RV TAA v FDOL4HIE 7 Vv 7 T5H 8L, TOAAL v F TEITS

NDFIEDOY X FRFRINET,
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26: loTH—EZXADERE

Manage loT Services X
&

Configure to enable

Manage Connector

Enable loT Services on Cisco DNA Spaces Connector

Use Manual Configuration to setup loT Services in switches when the configuration can not be applied automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the switches.

Switch Name Connector IP Switch IP Operation Status Operation Log Last updated

catalyst-9300-ga-1 10.22.243.64 10.22.243.73 SUCCESS Successfully set config Jun 3, 2021, 1:00:34 PM

n (1-10f1):1 pages
Manage itch Sample configuration

Setup loT Sefvices stream authentication and certificate to allow switches to connect with the Cisco DNA Spaces Connector

The WLC will e configured to send notifications to Cisco DNA Spaces Connector for switch configuration changes

i

Manage loT Services X

Enable Stream Logs

X
Action Status Message Start Time Finish Time
Enable 10x SUCCESS Successfully set config Jun 3, 2021, 1:00:34 PM Jun 3, 2021, 1:00:36 PM
Switch monitor configuration SUCCESS Successfully set config Jun 3, 2021, 1:00:36 PM Jun 3, 2021, 1:00:38 PM
10x application configuration SUCCESS Successfully set config Jun 3, 2021, 1:00:38 PM Jun 3, 2021, 1:00:41 PM

Disable Stream Logs

Action Status Message Start Time Finish Time

No Data Found




ry FARY hH—EXDERTE

AT w1 CiscoSpaces ¥ v aR— K EFESF — a3, C[Setup] 7 VU v 7 L., [Wireless Networks] % 3R

LET,

AT v T2 FIREND [Connect your wireless network] window C [Step 2] = U 7 (28 L. [View Connectors] 27 V v 7

Li‘é—o

[ 27 : View Connectors

= CISCOSPACES

bss network

ces Connector

es Connector OVA

ppaces Connector OVA as a virtual machine.
nector

bpaces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect via

HTTPS proxy.

Cte tit
2 [ 2 comoctorsaie

Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

1 2 Add Controllers
I i
/ controller(s) active View Controllers

ay to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless network

Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and OT services, and proximity Report

2 buildings imported Import/Sync Maps
Map Upload History
2 floors Imported Manage Maps

Setup location hierarchy

Once the maps imported, you can add them into location hierarchy

ATv T3 RREIND a7 % OFM window T [0 7 X ] 3R L,

[Add Services] #7 U » 7 L£7,

23



28:—EXMiEM

&Back  Setup > Connectors > Test

ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
£ o 0 0 0 0
Instances Active

Inactive Service Switches
e

Instances  Configuration ~ Metrics
Services

You have not added any services yet. Click " Add Service” to configure servi

Switches Add Switch o

You have not added any switches yet. Click " Add Switch" to configure switches.

AT v T8 FIREND [Add Service] window C [hotspot] Z3&IR L, [Add] 227V v 7 LET,

E servicemanager (37 7 4 /L F TEMEN TV ET,
(3¥)

[Connector Details] window C, AN/ > TWAH P —EZADOEMBEML TWD Z ERbMnD £,

00— 7 )L Firehose — E X DELTE

AT w T 1 CiscoSpaces & v ¥ alh— K EF B~ 3 (T [Setup] &7 V v 7 L. [Wireless Networks] % 4R
L\i‘é—c

AT w72 FREID [Connect your wireless network] window T [Step 2] = U 7IZFH) L, [View Connectors] & 27 U v 7
LET,



29 : View Connectors

= CISCO SPACES

Bss network

ces Connector

ay to get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure your wireless netwark.

es Connector OVA

ppaces Connector OVA as a virtual machine.
nector (7

bpaces Connector

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You can optionally configure Spaces Connector to connect via
HTTPS proxy.

connector(s) active
212 ©

3 ) Add Controllers

Add and associate controllers to your Cisco DNA Spaces Connector(s)

1 2 ) Add Controllers
/ controller(s) active View Controllers

4 ) Import Maps

Prime/DNAC map requires in order to work Locate & detect, Asset tracker, and OT services, and proximity Report

2 buildings imported Import/Sync Maps
Map Upload History
2 floors Imported Manage Maps

s ) Setup location hierarchy

Once the maps imported, you can add them into location hierarchy.

ATY T3 BREND a7 X OFEH window T[22 17 #] Z3#R L, [Add Services] 7 UV v 7 LE,
X 30:4—EXDEBH

&Back Setup > Connectors > Test ID : 81424448212902120000 | Last Modified : Apr 29, 2022, 11:04:25 AM
ISUMMARY
|, 0 0 [ 0
Instances Active Inactive Service Switches
enabled
Instances  Configuration  Metrics £ Generate Token {3 Troubleshoot Connector

Services

You have not added any services yet. Click " Add Service” to configure services.

Switches

Add Switch e
|
)

N, -

You have not added any switches yet. Click " Add Switch" to configure switches.

AT T4 FREND [Add Service] window T, local-firehose Z#3#4R L, [Add] 227 U v 27 LE£T,

E ZEETREA T —4 (RSSI) ~X—ZDZ 7 D Device RSSI X Bluetooth Low Energy (BLE)
. % 70D Device BLE A X N EDA X M &5ZA{5T 5I121E, location % — "X & jot-services
GE) P —E2HBMENTWAZ L 2R L ET,



BN —EROEDPMEML TND 2 ERnbnh 7,
ATv TS5 axsZGUIIZe YA LET, local-firehose ¥ A V% FIZAZ a— LV LET, FITAT—HX AN [Up] T
DL EEMRLET,

31: local-firehose

local-firehose 3.1.0.69 o

Upgrade: Success

Last Heartbeat 6s ago
Running Status Up
Up time 16m 11s @

Outgoing TAG RSSl events rate  36.46 events/second (O
Incoming TAG RSSI events rate  53.09 events/second ©
Outgoing BLE RSS| events rate  14.26 events/second (O
Incoming BLE RSS| events rate  20.38 events/second ©
Active gRPC Connection Count 1 count ®

gRPC Server Channel Status RUNNING Status ®

Show Less

Disk Usage (%) 11.41% ©
Disk Size 233.69 MB ©
CPU Usage (%) 45.33% @
Memory Usage (%) 597 % ®
Memory Usage 47511 MB ©
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Cisco Aire0S F 7= (% Cisco Catalyst = v 7 —4 DETE

1R8O BRI

Cisco AireOS F 7213 Cisco Catalyst 7 A ¥ L AR v b T —7 Z3%ET HHENZ, SSID & AAA R U o — %X ET HHLEEMN

HYET,

ATvT1

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6
ATy FT17

ATvT8

[OpenRoaming] ¥ « > R 7 C, [Set Up OpenRoaming] %7 U v 7 325, —- [Setup] Z 3R L £ 7,
[OpenRoaming Setup] ~X— UV NERINET,

E OpenRoaming 7' 7 7 A JVDFRENTE T Lz 5, #K ™ ¢ ¥ — KT [Continue OR Setup] % 7

o5 Uy L, WIZERET,

[Network configuration] 2 77 + = > ™ [AireOS/Catalyst controllers] % 72, 3T Cisco AireOS 35 & ) Cisco
Catalyst ¥ U —AX a2 hr—F DUV R IR, a ha—FDAT—Z ARLET 5 axx s Zig EOFEME
EHIZFRRINET,

[Network configuration] > [AireOS/Catalyst controllers|® [Action] 5T, XET S22 hr—FIZxHET 5
RETAary == %7 Vv 7 LET,

[Configure Controller] 7 o & RUBERINET,

[Generate Configuration] T, Ru > 747U A k)5 OpenRoaming 7' 1 7 7 A /L& IR L E T,

T AN NUHNOR) =707 7 A VEEIRY =2 T STV DA 1E, Access Network Query
Protocol (ANQP) H— N—FEDHZ A —L T, VA YLV AR =707 7 A VIEHTL20ERH
D Ed, RY I —F 275 OpenRoaming FIZHERL S 472 WLAN ZfEH L, Mk sV A v LA R o —
TuT 7 ANy TENTND I L R LET,

HER L 72 OpenRoaming 7' 1 7 7 A /LR iE % Cisco AireOS F 721X Catalyst = > s 7 —7 @ CLIIZAL Y 17 F
j‘o

[j CLIR—ADREDHBYHR— F S TWET,

GE)

[Continue] #7 U » 7 LE7,

[Controller configured with profile successfully] A »tE—YNERRINVET,

oy hr—F %A 7% AireOS % 721X Catalyst 9800 DT 450 BRI L £ 7,

BEfED %~ b T — 27 78 Cisco AireOS 2> b1 —F & _R—ZA L TWD AL, [WLANID] 7 —/L I
WLANID Z A/ LEd, Fv b U—2 M Cisco Catalyst 2> b 7 —F Z_X—Z(Z L T\ 55EAX, WLAN
HEtEELET,

[BAC% (Close) 1227 Vv 7 LET,
[OpenRoaming Setup] 7 «# > RUBRFERINFET,

27



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



