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configure
context context name
ipsec transform-set set name
dscp dscp value
exit
exit
end
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context ipsec-d
ip access-1list fooO0
permit tcp 209.165.200.225 209.165.200.250 209.165.200.245 209.165.200.250

fexit

ip access-list fool
permit tcp 209.165.200.225 209.165.200.250 209.165.200.247 209.165.200.250
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fexit

ipsec transform-set A-foo
dscp 0x28

fexit

ikev2-ikesa transform-set ikesa-foo
fexit

crypto map foolO ikev2-ipv4
match address foo0
authentication local pre-shared-key encrypted key encrypted key
authentication remote pre-shared-key encrypted key encrypted key
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa setup-timer 60
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
payload foo-sa0 match ipv4
ipsec transform-set list A-foo
lifetime 9000
rekey keepalive
#exit
peer 209.165.201.1

ikev2-ikesa policy error-notification

fexit
crypto map fool ikev2-ipv4

match address fool
authentication local pre-shared-key encrypted key encrypted key
authentication remote pre-shared-key encrypted key encrypted key
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
payload foo-sal match ipv4
ipsec transform-set list A-foo
lifetime 9000
rekey keepalive
#exit
peer 209.165.201.2
ikev2-ikesa policy error-notification

#exit
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Config
gos ip-dscp-iphb-mapping dscp 0x28 internal-priority cos o0xI
gos l2-mapping-table name I2Marktable
internal-priority cos 0xl1 color 0x0 802.l1lp-value 0x4 mpls-tc 0x6
exit
end

pe
« qosip-dscp-iphb-mapping : QoS 7'v1 7 7 A W EER L £,
» dscpdscp_value : TP DSCP & N8 QoS i~ v B 7 LET,
« internal-priority cos class of service value color color_value 802.1p-value mpls_tc value : ;N
QoS DEESENAN A COS I~ vy B 7 LET,
IPSec 2> T F A NCTL2~ v BV 7T —7 )V EBEAT 57200 ERZ L FIRLET,

config
context ipsec-s
associate l2-mapping-table name I2Marktable
end

b
- associate |2-mapping-table : QoS # N QoS 7226 REIC~Y vy B 7 LE T,

« nametable_name : QoS Wik QoS 726 REIC~ v B 757 — T VD4R TRE L E
3, table name(Z. 1~ 80 LFDEMFIZTHSLENH Y £,
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show cryptomap tagtag name: Z D=~ R&2MiH L T,

Map Name: foo0

IPSec Manager: 54
Map status: Complete
Payload:
ACLs:
foo0
Rules:

azvremnors I

HESNT-DSCPizxFE R~ LET,

permit tcp 209.165.200.225 209.165.200.250 209.165.200.245 209.165.200.250 eqg 6002

Crypto Map Type: IPSEC IKEv2 over IPv4
IKE SA Transform 1/1
Transform Set:

Encryption Cipher: aes-cbc-128
Encryption Accel: None
Pseudo Random Function: shal
Hashed Message Authentication Code: shal-96
HMAC Accel: None
Diffie-Hellman Group: 2

IKE SA DSCP Value: 0x28
IKE SA IDi [Peer]: Disabled
IKE SA DH Exponentials reuse groups : None

IKEv2 IKESA DDOS Mitigation Params:
Half Open Timer: Disabled
Decrypt Fail Count: Disabled
Max IKEv2 requests Allowed
Message Queue Size: Disabled
Rekey Rate: Disabled
Max Certificate Size: Disabled

Disabled

IKEv2 Notify Payload:
Device Identity: Enabled[Default]
Notify Payload Error Message Type:
UE: O
Network Transient Minor: 0
Network Transient Major: 0
Network Permanent: O

Blacklist/Whitelist : None
OCSP Status Disabled
OCSP Nonce Status Enabled
OCSP Responder Address :None
OCSP HTTP version : 1.0

Remote-secret-1list: <not-configured>

Authentication Local:
Phase 1 - Pre-Shared Key (Size = 7)

Authentication Remote:
Phase 1 - Pre-Shared Key (Size = 7)

Self-Certificate Validation: Disabled
Certificate Server Timeout: 20 Sec
Minimum Certificate Key Size Validation: Disabled
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Max Dhost Connections: 40

IPSec SA Payload 1/1
Name : foo-sa0
Payload Maximum Child SA: 1 [De
Payload Ignore Ikesa Rekey: Dis
Payload Lifetime Params:

Seconds:

90

Sequence Number: 4293918720 [
Payload TSI Start Address: Address Endpoint
Payload TSI End Address: Address Endpoint

IPSec SA Transform 1/1
Transform Set:
Protocol: esp
Encryption Cipher: aes-cbc-
Encryption Accel: None
Hashed Message Authentication Code: shal-96
HMAC Accel: None
Diffie-Hellman Group: none
ESN: Disabled
Dscp: 0x28
Dont Fragment: Copy bit from inne
IPv4 Payload fragment type: outer
MTU: 1438 [Default]

NATT: Disabled

IKEv2 Fragmentation: Enabled
IKEv2 MTU Size IPv4/IPv6: 1384/13

CERT Enc Type URL Allowed: Disabl
Custom FQDN Allowed: Disabled
DNS Handling: Normal [Default]

interface using this crypto-map:

Local Gateway: 209.165.202.129
Remote Gateway: 209.165.201.1

fault]
abled

Default]

128

r header

64

ed

saegw-lil-loopback-ipv4
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show qosip-dscp-iphb-mapping : Z?D =~ RZH LT, 737~ D QoS IFHH 5
internal-qos ¥ —F /<D~ vy VL T ERRLET,
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show qos [2-mapping-table nametable name : Z® o~ REZFHA LT, L2 v BV ZfE~D
WNERD LRI & T —7 VB FRR L ET,

Table: 12Marktable
_________________________ o
Internal Priority |802.1p | MPLS
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Class-of-service

0x0
0x0
0x0
0x0

0
1
2
3

0x4
0x2
0x2
0x2

0
1
2
3

CUPS T® IPSec




BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



