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container
metadata-store {

list config-metadata {
key device-name;
leaf device-name {
tailf:info "onboarding device name";
type string;

}

leaf redundancy_ scheme {

tailf:info "cluster-topology 1:1,

N:M and N+2";

type string;

}

leaf device-type {
tailf:info "Onboarding device type vpc or rcm";
type string;

}

list attributes {
key attribute-name;
leaf attribute-name {
tailf:info "Attribute Name";
type string;

}

leaf attribute-value {
tailf:info "Attribute Value";
type string;

}
}

list configuration-type {
key config-type;

tailf:info "Configuration type Day0.5,

Dayl or DayN";

leaf config-type {
type string;

}

list files {
key file-name;
tailf:info "file name";
leaf file-name {

}

type string;

leaf config-scheme {

}

type string;

// CP device info
list additional-files {

key device;

//cp device

leaf device {
tailf:info "device name";
type string;
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}
list additional-file {
key additional-file-name;
leaf additional-file-name {
tailf:info "file name";
type string;

}
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Day-1 [IFXEDKEB T % D E T,
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file-name Ty aE&NDTTAVERT 7 A
config-scheme TDONRT A—EZDEIE, ROWNTNNLTT,

Common : REIL. a—v (T 7T 4 TEFRIFZAZ N A) ([ZERRL,
FTRTOUPIZT v = ENET,
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HUNRA) Iy vad&8 b2, [Common| (ZEITWETA, FREIT
[Common| REDHRICOKRT v aEZNFET, DO, [Common]| X%
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NEJ, BEIT. NMIZKTETRTOAX L NAL UPIZT v a3 E
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container
config-metadata {
// config true;
tailf:action config-metadata-request {
tailf:info "Invoke upgrade action on the selected devices";
tailf:actionpoint config-metadata-request;
input {
list config-metadata {
key device-name;
leaf device-name {
tailf:info "onboarding device name";
type string;
}
leaf device-type {
tailf:info "Onboarding device type vpc or rcm";
type enumeration {
enum vpc;
enum rcm;
}
}
leaf redundancy scheme {
tailf:info "cluster-topology 1:1, N:M and N+2";
type enumeration {
enum 1:1;
enum N:M;
enum RCUPS;

list configuration-type {
key config-type;
tailf:info "Configuration type Day0.5, Dayl or DayN";
leaf config-type {
type enumeration {
enum Day0.5;
enum Dayl;
enum DayN;
}
}
list files {
key file-name;
tailf:info "file name";
leaf file-name ({
type string;
}
leaf config-scheme ({
type enumeration {
enum common;
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enum host-specific;
enum host-specific-common;

}
}
// CP device info
list additional-files {
key device;
//cp device
leaf device {

tailf:info "device name";

type string;
}
list additional-file {

key additional-file-name;
leaf additional-file-name

{

tailf:info "file name";

type string;

}

}

list attributes {
key attribute-name;
leaf attribute-name {

tailf:info "Attribute Name";

type string;
}

leaf attribute-value {

tailf:info "Attribute Value";

type string;

}
}
leaf delete-config-data {
type boolean;
default false;
}
}
output {
leaf status {
type string;
}
leaf message {
type string;
}

}

WOBNCRENTWD L DT, ZTDOT 7 > 3 X RESTCONF 76 FEONH - F£ 4,

URI :

http://<NSO-IP>:<NSO-REST-PORT>/restconf/data/mobility-common:config-metadata/config-metadata-request

A v K POST
aYT YA A 7 : application/yang-data+json
R4O—FK:
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"config-metadata": {

"device-name": "test2",
"schema™ : "1:1",
"attributes": {
"attribute-name":"test",
"attribute-value": "gh"

}I

"configuration-type":{

"config-type": "Day0.5",

"files":{
"file-name":"/home/ubuntu/tmo_action/test.txt"
}I

"files":{

"file-name":"/home/ubuntu/tmo_action/day0.5.txt"

}

}

Hngg:
{

"mobility-common:output": {
"status": "Success
/home/ubuntu/tmo_action/test.txt ==> syntax error: unknown command,Error: on line 3:
kkk1,
/home/ubuntu/tmo_action/day0.5.txt ==> Success"
}
}

WOFNTRENTWA LI, ZOT 733 I NCSCLL 2 L THERHEY 9,

ubuntul@ncs> request config-metadata config-metadata-request config-metadata { device-name
staros-1 attributes { attribute-name hostname attribute-value TEST } configuration-type
{ config-type Day0.5 files { file-name /home/ubuntu/tmo _action/test.txt } files {

file-name /home/ubuntu/tmo_action/day0.5.txt } } schema 1:1 }

status Success

/home/ubuntu/tmo_action/test.txt ==> syntax error: unknown command,Error: on line 3:

kkkl,

/home/ubuntu/tmo_action/day0.5.txt ==> Success

[0k][2021-07-12 08:05:01]

b

« Config-metadata-request 77 7 3 2 NZIIWNERENY T —2 RV £7, RENV T —F %
FHT DL, RELXZT Y aT DRI, BXREDE~Y T 4 v 7 =T — (#HSOHE
$E) ARIHTE LT, REDKREZIZ, D EH NSO THYAR—FT 1 7 ST
BT /34 A (real-one F 721% NetSim) N ME T,

RIEFREIR/NT A= TRD & B TT,

container
configurable-parameters {
leaf config-pre-validation-vpc-device-name {
type string;
leaf config-pre-validation-rcm-device-name {
type string;
}
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D77 ANDOREDKHAEHLEE T, HEEZMIELZ2 WAL, BREFEER/NNT A—X
PHEHLTCZOMELZ A 7IZTEET, REOHRIAENT 71> TWDAEA., W7 74
T —=MNBHBHERED T a2 T —RmRETHZD, a— Ny 7T AH3LERHY
iﬁ—o

container
configurable-parameters {
leaf config-pre-validation-required {
type boolean;
default false;
}
}
}

ZOREAZT—HZIZE, RETERTRTORTA—ZNEGENTWVET,

5

TINA A ELTDESC £ & U OpenStack DA VA R—F 4 25

ESC DA > A F—ZHOWTIE, ESCO~==2T7 VA BB LT E XV, VNF OBREEIT
FrR—=T 4T A RE U AEORNT, ROFBETFNEEZFITLET,

NFV D NSO B LU ESCIBEDEY F7 v T
1 D—YP—Z L RNAT— F&EEHA L TESC A A MZ SSH ##i LE,

ssh esc@<esc-ip>

2. Sudo L —V—i27% 0 £9,

sudo su

3. WO7 7 ANERELET, vi

/opt/cisco/esc/esc_database/etsi-production.properties

4. PLFICRENTWA L) IEHREREL, 77 ANV ERTFLET (Spring 2 —H— & X
AT —RIEELARNTLZEY) , WENSODFEMAZEE L1, WEICIIe—hL
YT Ry MEELIP OA&HH L. ESC/NSOBEM O 7 a—T7 4 7 IPIIFEHR LW T
IEEW,

spring.security.user.name=esc
spring.security.user.password=$1$J7BUBX$CedvgA6JcrWCggRpYrPYgl

security.pam.service=
server.additionalConnector.port=8253
server.additionalConnector.key-alias=esc
server.esc.key-alias=esc

nfvo.apiRoot=<NSO-IP>:9191
nfvo.httpScheme=http
nfvo.userName=<NSO-User-name>
nfvo.password=<NSO-Password>
nfvo.authenticationType=BASIC

server.host=<ESC-Orch-IP>
http.enabled=true
https.enabled=false
certificate.validation=false
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spring.datasource.password=${PGSQL PASSWORD}
spring.flyway.password=${PGSQL PASSWORD}

5. KITRENTWD L D12, escadm »—E R ZHiELdE L £,

escadm restart

Stopping esc_service: [OK]
Stopping escadm service: [OK]
Starting escadm service: [OK]

#
6. WITRENTWD L DT, escadm DIEFHEZMER LET (o058 0360 £7) .

escadm health

ESC
vimmanager (pgid 18651) is running
monitor (pgid 18688) is running
mona (pgid 18741) is running
snmp is disabled at startup
etsi (pgid 19316) is running
pgsqgl (pgid 18944) is running
portal (pgid 19355) is running
confd (pgid 18978) is running
escmanager (pgid 19131) is running

ESC HEALTH PASSED

7. NSOlcmZ AL, MEBEICSUCREEZLEFEL, 77 A VIR EFELET,

<config xmlns="http://tail-f.com/ns/config/1.0">
<nfv xmlns="urn:etsi:nfv:yang:etsi-nfv-descriptors">
<settings xmlns="http://cisco.com/ns/nso/cfp/cisco-etsi-nfvo">
<image-server>
<ip-address><NSO-IP></ip-address>
<port>8010</port>
<document-root>/var/opt/ncs/vnfpackages</document-root>
</image-server>
<etsi-sol3>
<server>
<ip-address><NSO-IP></ip-address>
<port>9191</port>
<use-ssl>false</use-ssl>
<document-root>/var/opt/ncs</document-root>
<auth-enabled>true</auth-enabled>
<auth-types>
<basic>
<username><NSO-USERNAME></username>
<password><NSO-PASSWORD></password>
</basic>
</auth-types>
</server>
<vnfm-behaviour>
<vnfm-behaviour-override>
<id>default-sol3</id>
<rpc-behaviour>
<rpc>
<include>
<vim-info>false</vim-info>
</include>
</rpc>
<modify>
<pre>
<rpc>false</rpc>
</pre>
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<post>
<rpc>true</rpc>
</post>
</modify>
</rpc-behaviour>
<grant>
<store-history>false</store-history>
<heal>
<authorise-grant>true</authorise-grant>
</heal>
</grant>
<onboarding>
<store-details>true</store-details>
</onboarding>
</vnfm-behaviour-override>
</vnfm-behaviour>
</etsi-sol3>
</settings>
</nfv>
</config>

R lr—T 3 VENONR o —D% T _RCary ()L, Ryuhr—yoYua— RE2E
fTLET,

ubuntu@test-nso:/var/opt/ncs/packages$ ncs_cli -C

User ubuntu last logged in 2021-09-23T08:00:34.649202+00:00, to test-nso, from
209.165.200.225 using cli-ssh

ubuntu connected from 209.165.200.225 using ssh on test-nso

ubuntu@ncs# packages reload

WITRENTWAE EHIZ, 774 vEr—R<v—YLEYT, ZOFIETIL. NSO % NFVO
ELTHEBNIL, 9191 R— N TNFVO H— bt 22 FETLET,

ubuntu@test-nso:~$ vi config.xml
ubuntu@test-nso:~$ ncs_cli -C

User ubuntu last logged in 2021-08-04T09:10:55.819283+00:00, to test-nso, from
209.165.200.226 using cli-ssh

ubuntu connected from 209.165.200.227 using ssh on test-nso

ubuntu@ncs# config

Entering configuration mode terminal

ubuntu@ncs (config) # load merge config.xml

Loading.

1.54 KiB parsed in 0.01 sec (128.38 KiB/sec)

ubuntu@ncs (config)# commit

NSO = —H#—4 % [nesadmin] 27 /L— 12BN LT NACM L —L A2 HH L E T,

ubuntu@test-nso:~$ ncs_cli -C

User ubuntu last logged in 2021-08-06T09:56:26.370979+00:00, to test-nso, from
209.165.200.227 using cli-ssh
ubuntu connected from 209.165.200.227 using ssh on test-nso

ubuntu@ncs# config

Entering configuration mode terminal

ubuntu@ncs (config) # nacm groups group ncsadmin user-name ubuntu
ubuntu@ncs (config-group-ncsadmin) # commit

BTN ir— U % NSO OFEHED LA (1@ % 13 /var/opt/nes/packages) (22— L £,
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12.

13.

14.

4GCUPS (T3 5 NSO A —#~ R hL—vay |

NRolr—oD)ua—REEITL, XoFr—VDAT—H AR LET, T XTHO/\y
=D AT—EZ AR UP THAVLERH Y £,

ubuntu@test-nso:~$ ncs cli -C

User ubuntu last logged in 2021-08-06T09:58:39.866838+00:00, to test-nso, from

209.165.200.227 using cli-ssh

ubuntu connected from 209.165.200.227 using ssh on test-nso

ubuntu@ncs# packages reload
ubuntu@ncs# show packages package oper-status

NAME UP PROGRAM CODE ERROR JAVA UNINITIALIZED PYTHON UNINITIALIZED

cisco-etsi-nfvo
cisco-rcm-nc-1.0
cisco-staros-cli-5.38
esc
etsi-so0l003-gen-1.13
mobility-common
mop-automation
mop-common

nfv-common
nfv-device-onboarding

nfv-vim
nfv-vnf-lcm

openstack-cos-gen-4.2

WA R — 2 ZRELET, lete/nes/nes.conf 7 7 A VZFEH LT, [nfv-events] A k

J—2&BMLET,

<ncs-config>
<event-streams>
<notifications>
<stream>

<name>nfv-events</name>

<description>Generic netconf notification stream for NFV

events</description>

<replay-support>true</replay-support>

<builtin-replay-store>
<enabled>true</enabled>
<dir>${NCS_RUN DIR}/state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>

</builtin-replay-store>

</stream>
</event-streams>
</notifications>
</ncs-config>

sudo = —H— & LT NSO ZFHE#E L £,
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/etc/init.d/ncs stop

Stopping ncs (via systemctl): [ OK 1]
/etc/init.d/ncs start
Starting ncs (via systemctl): [ OK 1]

15. TNARAFUAR—F 47 APL %4 LT, NSO D7 /31 A & LT NETCONF, ESC,
ETSI SOL003 ESC, 35 & O OpenStack =4 >R — KL E7,

1. /3 AL LT OpenStack 4> A" —RKLET, Kz, FlzrLET, FFEORER
WZAEDLETHIAZ~AALET, ZHIE. a7 4 Fa2l— 32 F— KTNSO
CLI 2 fl L Ci%E C& £9, authgroup [IZ2OWTid, NSO D~==2T /LEEML T
<&,

devices device openstack

address 209.165.200.228

port 5000

authgroup openstack

device-type generic ned-id openstack-cos-gen-4.2

2. ESCETSIA v Z—T =2A ZA%FT A 2L LTHrAR—RLET, RIZ, HlaRLE
T, BEDORBICEhETH AT~ XA LET,

devices device esc-etsi

address 209.165.200.229

port 8250

authgroup esc-etsi

device-type generic ned-id etsi-so0l003-gen-1.13

3. BSC XA 75 47 NETCONF A > X —T 2 A A% F_RA AL L THrRA—FLET,
Wiz, BlaRLET, FFEORBRIZEDETCHIAX A A LET,

devices device esc-netconf

address 209.165.200.229

ssh host-key ssh-rsa

key-data "AAAAB3NzaClyc2EAAAADAQABAAABAQDYwNCaa3ghJdtnJSvn/
aSPjCuoMKmssZds+J5d9JC0OS\n3h3V/£CtIwiH7gMgMXnNcOLEr1fZhxQ4kg50/
IafmoYD7N+w/ECqWEp68sjeN+AftiZ9J74D\n+/KDonf fgBCHxIVEOOXHYlojrtmpg/
EH9/N3£QgoSzEhGItGG4uMaAzbWrlpO8AAPOP1Pi4r\ncil4Qemibudi/
HGFr8MgQp5qcMFd803001B1glvKkn9sqg/9sL6EzqyUd21MounDglEQYMgi8J\
nyG6upsOFuvhiYRCOgfHMLA 5quyepsJdVi2Li2QwUJLa89EDh148R1hLTIs4s21 AwBGNAvLAK\nt zZLu2VGyWKgH"
!

authgroup esc-netconf

device-type netconf ned-id esc

16. WIIRENTWDE LT, SEIERT AL AZOWNWTT NS ADBIMAT—X A %A
1/ =

ubuntu@test-nso:~$ ncs_cli -C

User ubuntu last logged in 2021-08-06T10:09:23.550686+00:00, to test-nso, from
209.165.200.227 using cli-ssh
ubuntu connected from 209.165.200.227 using ssh on test-nso

ubuntu@ncs# show vnf-status instances esc-netconf

INSTANCE ID TIMESTAMP FUNCTION TYPE OPERATION STATUS STATUS MESSAGE

esc-netconf 2021-07-21 * - init success Device Onboarding
initialized

2021-07-21 * - init success Device Onboarding
initialized
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2021-07-21 * - fetch-ssh-keys success fetch-ssh-keys was
successful

2021-07-21 * - connect success connect was successful

2021-07-21 * - sync-from success sync-from was successful

2021-07-21 * - device-config success Subscribed to ESC Netconf

notification escEvent Stream

2021-07-21 * - ready success Device Successfully
onboarded

VNF DA VR 3  R{EDEHRSEH
VNF EBRRZELR 2 5T DRI, IROREDEHEZITVET,
1 BE/NTA—4H
MBS U T, ROBRENRT A—F 2R ELET,
« configurable-parameters device-ping-sleeptimesec 30 (5 7 /L MEiZ 30 #)

» configurable-parameters device-ping-retries 150 (7 7 4 /L ML 30) . RCM DAL,
KO RERME (15072 L) ITHRELET,

« configurable-parameters p2p-required true (7 7 4 /L MEIZ false)

* configurable-parameters p2p-soFile-path /var/opt/ncs/patch _libp2p-2.64.1418.s0.tgz

2. REAZT—EDEAAN

Config-metadata # X ET 2% G, 7 /35 AL VNF A VA X A4 LRI UIZT DL EIN
HYET,

WOFNIRENTWS LI, ZDOT 7 3 X RESTCONF 75 FEON R F£ 4,

URI :
http://<NSO-IP>:<NSO-REST-PORT>/restconf/data/mobility-common:config-metadata/config-metadata-request

AV K POST

a7 YA A 7 : application/yang-data+json
Yo R4O—F:

{

"config-metadata": {

"device-name": "test2",
"schema™ : "1:1",
"attributes": {
"attribute-name":"test",
"attribute-value": "gh"

}l

"configuration-type":{

"config-type": "Dayl",

"files":{
"file-name":"/home/ubuntu/tmo_action/test.txt"
}l

"files":{

"file-name":"/home/ubuntu/tmo_action/day0.5.txt"

}
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}

RIEAZT =2 2 FAIANT DB, ROMITR SN TV DT> TS0,

redJndanE{'m&:ﬂeme = »| config-type= Day0.5

Y

redundancy_scheme =
1:1

Y

device-type=vpc

Y

config-type= DAY 1

redundancy_scheme =
RCUFP3

Y

451458

red.undan&-rl_ds-mmm - » config-fype= Day0.5

devic

o

-type= rcm

Y

VNFDA VAR 2Rk

VNF I3RREFFICA v AZ o2& E T, Lo T, VNFaEA 2 AX A3 51201%, VNF
HREXNSOIC T — RTHMENH Y £, VNFIZIX, SOLO06VNFD ~DZRNEEN £ 7,
F£7-. Openstack 77> bRy NT—IRIP T RLAZREDVIM T —7 4 7 7 7 h~DHMR
HdH D E9, VNF O YANG EFRDOFEMIZOWTIE, 8k A : VNF © YANG OEFHRE S LT
<IEEW,

VNF DA Y AL 2UZIE, RO RIS ESEoarR—x 2 bABRLET,

« TOSCA VNF /X r— & LT3y 7 — kS 4172 ETSI SOL001 VNFD 7 & 7 L— K

« VNF /S 77— L 6] U4 R & 7213 ID % £#-2 ETSI SOL006 VNFD

* NSO JE D VNF A A X A
TEYU T AHRE Sy 71T WL ODDY LTIV VNE Sy =V L TR Y . iS5
SOL006 VNFD H & ENTWET, TV T E_"—2 e LTHEHTE 32, BRI

GEOELEMDO I AL <A XRMECTT, LLFIZ, VNF OREFIZRLET,
{

"nfv-vnf-lcm:nfv-vnf": [
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"network-function-type":"VPC-SI",
"name":"test026",
"ynfd":"VPC-SI-2P-IMAGE-BOOT",
"instantiation-level":"default",
"deployment-flavor":"default",
"mgmt-user-name":"admin",
"mgmt-password":"Csco@123",
"host-name":"vpc-si",
"domain-name":"cisco.com",
"ntp-server":"209.165.201.1",
"name-server":"209.165.201.2",

"location": {

"vim": {
"name":"openstack",
"project":"test",
"zone-id" :"nova"

}I

"vnfm":"esc-etsi"

}I
"network": [

{
"type":"VIM NETWORK_ MANAGEMENT",
"extent":"external",
"name":"test-mgmt",
"subnet-name":"test-mgmt-subnet"

"type":"VIM_NETWORK_ORCHESTRATION",
"extent":"external",
"name":"test-orch",
"subnet-name":"test-orch-subnet"

"type":"VIM NETWORK_SERVICE 1",
"extent":"external",
"name":"servicel",
"subnet-name":"servicel"

"type":"VIM NETWORK_SERVICE 2",
"extent":"external",
"name":"service2",
"subnet-name":"service2"

"unit": [

"type":"VPC-SI",
"image":"core-si-21.23",
"flavor":"core-si",
"connection-point": [
{
"name":"nicO",
"ip-address": [
{
"id":o0,
"fixed-address": [
"209.165.201.3"

] 4
"security-group": [
"default"
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wra1>zszit ]

] r
"network-type":"VIM NETWORK ORCHESTRATION"

"name":"nicl",
"ip-address": [
{
"id":0,
"fixed-address": [
"209.165.201.4"

]I
"security-group": [
"default"
]I
"network-type":"VIM NETWORK MANAGEMENT"

"name":"nic2",
"ip-address": [
{
"id":0,
"fixed-address": [
"209.165.201.5"

]I
"security-group": [
"default"
]I
"network-type":"VIM NETWORK_ SERVICE 1"

"name":"nic3",
"ip-address": [
{
"id":0,
"fixed-address": [
"209.165.201.6"

]I
"security-group": [
"default"
]I
"network-type":"VIM NETWORK_ SERVICE 2"

"extra-parameters": [

{

}I

{

"name" :"BOOTUP TIME",
"value":"100"

"name" :"LICENSE_KEY",
"value":"\"VER=1|DOI=1624646484|DOE=1640457684|1SS=3|NUM=212017|

CMT=SWIFT License|LSG=5000000|LEC=10000000|LGT=5000000|FIS=Y|FR4=Y|FTC=Y|FSR=Y|
FPM=Y | FID=Y |FI6=Y |FLI=Y | FFA=Y | FCA=Y | FTP=Y | FTA=Y | FDR=Y | FDC=Y | FGR=Y | FAA=Y | FDQ=Y |
FEL=Y |BEP=Y | FAI=Y|FCP=Y|LCF=5000000|LPP=5000000|LSF=5000000 | FLS=Y|FSG=Y |
LGW=5000000 | HIL=XT2 | LSB=5000000 | LMM=5000000 | FIB=Y | FND=Y | FAP=Y | FRE=Y | FHE=Y |
FUO=Y | FUR=Y | FOP=Y | FRB=Y | FCF=Y | FVO=Y | FST=Y | FSI=Y | FRV=Y | F6D=Y | F13=Y | FIM=Y |
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FLP=Y | FSE=Y |FMF=Y | FEE=Y | FHH=Y | FIT=Y | FSB=Y | FDS=Y | LSE=5000000 | FLR=Y | FLG=Y |
FMC=Y | FOC=Y | FOS=Y | FIR=Y | FNE=Y | FGD=Y | LIP=5000000 | FOE=Y | FAU=Y | FEG=Y | FL2=Y |
FSH=Y |FLF=Y |FSP=Y|FNI=Y|FCI=Y|FME=Y | FCN=Y | FUB=Y |FSF=Y|FGO=Y |FPE=Y |FWI=Y|
FAC=Y | FIE=Y |FSM=Y | FAG=Y | FNQ=Y | FEW=Y | FAR=Y | FOX=Y | FPW=Y | FAM=Y | FGX=Y | FNT=Y |
FUA=Y |LDT=5000000| LEX=5000000 | LVL=5000000 | LQP=5000000 | LMP=5000000 |
LCU=10000000|LUU=10000000 | FXS=Y | FLC=Y | FRT=Y | FSX=Y | FBS=Y | FRD=Y | FXM=Y |
LTO=10000000 | FNS=Y | LNS=5000000 | SIG=MCOCFBge/
0TZha2Ta7c1lL5CLOL2tgDIDAhUAhIKWZXXEJIJpr9Xk5buNyzZStrNM\""

}

}
PLFIZ, RCMVNF O A A% 2 24Dl % 5 1R LET,
{

"nfv-vnf-lcm:nfv-vnf": [

{

"network-function-type": "RCM",
"name": "RCM-ahhashem-s01003-78",
"vnfd": "RCM-IMAGE-BOOT",
"instantiation-level": "default",
"deployment-flavor": "default",
"mgmt-user—-name": "luser",
"mgmt-password": "$8$40/JVMTHIY+Jrd7mZiwgdrKEIz6Kc5Pt2Qvnwi0/65g=;"
"host-name": "rcm",
"domain-name": "cisco.com",
"ntp-server": "209.165.201.1",
"name-server": "209.165.201.1",
"location": {
"vim": |
"name": "openstack",
"project": "ahhashem",
"zone-id": "nova"
} 4
"vnfm": "esc-etsi"
} 4
"network": [
{
"type": "VIM_NETWORK_MANAGEMENT",
"name": "ahhashem-mgmt",
"extent": "external",
"subnet-name": "ahhashem-mgmt-subnet"
} 4
{
"type": "VIM_NETWORK_ORCHESTRATION",
"name": "ahhashem-orch",
"extent": "external",
"subnet-name": "ahhashem-orch-subnet"
} 4
{
"type": "VIM NETWORK SERVICE 1",
"name": "servicel",
"extent": "external",
"subnet-name": "servicel"
} 4
{
"type": "VIM NETWORK SERVICE 2",
"name": "service2",
"extent": "external",
"subnet-name": "service2"
}
] 4
"unit": [
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"type": "RCM",
"image": "core-rcm-21.23",
"flavor": "mkal-rcm-hugepages",
"connection-point": [
{
"name": "nicO",
"ip-address":{
"id": 1,
"fixed-address": ["209.165.201.7"]
}I
"security-group": ["default"],
"network-type": "VIM_NETWORK_ORCHESTRATION"

"name": "nicl",
"ip-address":{
"id": 1,
"fixed-address":["209.165.201.8"]
} 4
"security-group": ["default"],
"network-type": "VIM_NETWORK_MANAGEMENT"

"name": "nic2",
"ip-address": {

"id": 1,

"fixed-address": ["209.165.201.9"]
}I
"security-group": ["default"],
"network-type": "VIM NETWORK_SERVICE 1"

} ’

"name": "nic3",
"ip-address": {

"id": 1,

"fixed-address": ["209.165.201.10"]
}I
"security-group": ["default"],
"network-type": "VIM NETWORK_SERVICE 2"

}
]I
"extra-parameters": [
{
"name": "VIM VM NAME",
"value": "RCM-ahhashem-so0l003-78"
}I
{
"name": "HOST NAME",
"value": "rcm"
}I
{
"name": "NICO_TYPE",
"value": "virtual"

"name": "NIC1 TYPE",
"value": "virtual"

"name": "NIC2 TYPE",

4GCUPS [CXf9 HNSOA—4 R FL—2 3 .



4GCUPS (T3 5 NSO A —#~ R hL—vay |
B wWo ozsoze-avk—sxrorr855va0eTn—

"value": "direct"
} 4
{
"name": "NIC3_ TYPE",
"value": "direct"
} 4
{
"name": "MGMT_USER_NAME",
"value": "luser"
} 4
{
"name": "MGMT_PAS SWORD_ROUND4 096",
"value": "$6Srounds=40965$P2wdTbEBOOLHMH1$OwbVETIarMbt

OxbubUs5kWONOMOWP3QN9eVRX7WIvIm4xTIvFpl6vHez3XkKm39XJJ7TdGRRIsZgXfcZRJQBATE . "
}I
{

"name": "SERVICE INTERFACE IP 1",
"value": "209.165.201.9"
} 4
{
"name": "SERVICE INTERFACE IP 2",
"value": "209.165.201.11"
} 4
{
"name": "NTP_SERVER" ,
"value": ["209.165.201.12","209.165.201.13","209.165.201.14"]

VNFOA VD RBZVRIE-aVR—RU MDA VR S0 30ET0—

WKOKIE, =2 RY—x2 2 RDOA LV AZ v ZEO BEMEICHOW T, ZOREKDO 7 n—%2R LT
Wk,

. 4GCUPS [Zxf9 5 NSOA—4 R FL—> 3



| 4GCUPS IcxF B NSOA—~ R FL—Y 3y

WFOA V28 VR IE-avk—2v ko va50vavern— ||

R5:WNFDA VR Z DRIEDA B S593 Y

Config-Metadata

NSO g £SC VIM

Instantiation 3 Instantiation 4 i
5
2 =i
6 7 2

Device- : -
a
Mobility-MOP (Day1)

—_

1,2,3 - Instantiation flow
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fE72 & DO ANT)EH % OpenStack THAE L 97,
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* NSO W5 /34 AT [showversion] R EDFE#KRTF v/ a~vr REETLET,
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ZORAT AT UTFDOZ A7 B EENET,
NSO BT NA ADF LV R—=FT 4 7 TRV ARET LENE I D0EERLET,
« TNAADF U AR—T 4 T NRBLTZ5E . NSO (XFATAFIE L E T,
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c FANCAN SNTCREA X T —F 5V | device-name |23 T Day-0.5 £7-1%
Day-1 # 7 7 A WEFRIR L £ 3 (T34 AZAIX VNF A IZESXFET)
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EIERR L, BEDT w2 MOP Z MOV L £ 9,

ZOAT UL, LT OF A7 NG ENET,
«EEYUT ¢ MOP MM L, #2727 ID #H5 L ET,
« THIIZ # A7 ID DAT—H A& L E 7,

s 11 DCPELIZUPT (MOPHH) DG, T/AAADT T v 2 \[ZRE & Kt
R LET,

o 52T AT — X AN vnf-status TCIE CEF SN E T,

VNFOA VU RARZRIERT—R ADIER
vnf-status =~ > REZEHIRICHEH LT, VNFA v A Z L 2D AT —F 2 2R T £,

K, AR FITETICEEST LA v =3 TR T, AT —F A A v E—VILBMEN
£

show vnf-status instances vnf-instance-name
INSTANCE ID TIMESTAMP TYPE OPERATION STATUS STATUS MESSAGE

<VNF-Name> <Time-Stamp> <type> <function> <status> <message-if-any>

VNF 5y aih—F
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show vnf-status instances vnf-instance-name
INSTANCE ID TIMESTAMP TYPE OPERATION STATUS STATUS MESSAGE

<VNF-Name> <Time-Stamp> <type> <function> <status> <message-if-any>
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INA ZALIEVNF 4 LR T2 e b £,
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VPC T/NA AANDPPES 21— ILDA AR —IL

[device-type| 7% VPC T, configurable-parameters @ [p2p-required] 73 [ltrue| (ZF%iE 41,
[p2p-soFile-path] NEFINTWILEHEA, PP 7 7 A INVET XA ADT Ty aT 417 K~
IZabE—=LTHhBLPPEY2a— LT v 77 L—FLET,

P2PEY 2 — VBTN, AL VA =L EINET,

FoR—T 4T ENF=TNAAADEEDT v a
KIS, BEIRED T v ¥ a2 PUITHA SN OHIINT A—F 2R LET,
* operation-type : Commit
* mop-type : Common
« save-config-permanently : 7 7 /L M false T, 7 /34 A X A 73 Tvpe) OYAEIE true 12

BESNET,

W7 7 ANVEFERALEREDO S vy v aPNETTDHE, FRATIDBEKINET, FA2ZID
PHEALTCHRED S v aDAT—H A% F v 7 L, AT —FACESWTEZ MU R
T EanEJ,

\)

()  NSOIZRCM THEDEEZFEITLEFA, NSO TFHEDT » ¥ = FIZ RCM N FEE) L 75
B, HEBORTHHCREEH Y vy a L), RE2TFETH v v 21208 RH Y
¥4, NSO F. BEDT v aDEIZONWT AL —FIZBELET, RCMICEFICT >
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f+5% A : VNF O YANG DEE

Z ZTiX. VNF @ YANG E#ZDOFIZ L E T,

module nfv-vnf-lcm ({
namespace "http://com/cisco/cx/servicepack/nfv/vnflcm";
prefix nfv-vnf-lcm;

import ietf-inet-types { prefix inet; }
import tailf-common { prefix tailf; }
import tailf-ncs { prefix ncs; }
import nfv-common { prefix nfv-common; }
import tailf-kicker { prefix kicker; }
include nfv-vnf-lcm-nano {

revision-date 2020-02-14;
}

organization "Cisco-AS";
contact "Cisco AS";

description "Generic NFV VNF LCM service package";
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revision 2020-10-22 {
description "Active Inventory and LCM Auto/on-demand heal support";

revision 2020-07-01 {
description "Re-branded per new naming convention";

revision 2020-02-14 {
description "First version, ready for testing";

notification vnf-lcm {
description "Notification about Network Function Operation";
uses nfv-common:network-function-notification;

notification vnf-alarm ({
description "VNF alarms";
uses nfv-common:vnf-alarm;

container nfv-vnf-inventory {
tailf:info "CDB model to persist the VNFs, associated project, VIM and the
VM details";
config false;
tailf:cdb-oper ({
tailf:persistent true;

list vnf {
tailf:info "VNFs with associated VMs and status";
key name;
leaf name {
tailf:info "VNF Name";
type string;
}
leaf vnfd {
type string;
tailf:info "Associated VNFD name";
}
leaf project {
type string;
tailf:info "Associated vim tenant/project";
}
leaf vim {
type string;
tailf:info "Associated VIM";
}
leaf status {
type string;
tailf:info "Overall VNF status";
}
list vm {
tailf:info "Associated VMs and the status";
key name;
leaf name {
type string;
tailf:info "VM name";
}
leaf type {
type string;
tailf:info "VM Type";
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leaf flavor {
type string;
tailf:info "VIM flavor that is used to deploy the VM";
}
leaf host {
type string;
tailf:info "Compute host where the VM has been deployed";
}
list connection-point {
key nic-id;
leaf nic-id {
type uint8;
tailf:info "NIC id of the connection point";
}
leaf ip-address {
type inet:ip-address;
tailf:info "IP address of the connection point";

}
leaf status {
type string;
tailf:info "VM status";

leaf netconf-notification-done {
tailf:hidden nfv-internal;
type empty;

list nfv-vnf {
description "Generic RFS model for VNF LCM";

key "network-function-type name";

leaf network-function-type {
tailf:info "virtual network function type";
type enumeration {
enum "VPC-SI";
enum "VPC-DI";
enum "CSR1KV";
enum "GENERIC";

enum "VCU";
enum "VDU";
enum "EMS";
enum "RCM";

leaf name {
tailf:info "Unique service id";
type string;

leaf vnfd {
mandatory true;
type string;
tailf:info "VNED to use for this type of Network Function that has to be
onboarded on the target VIM.";

uses ncs:service-data;
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ncs:servicepoint nfv-vnf-lcm;
uses ncs:nano-plan-data;

tailf:action heal {
tailf:info "Heal VNFE";
tailf:actionpoint nfv-lcm-heal-ap;
input {
}
output {
uses nfv-common:standard-action-response;

tailf:action start {
tailf:info "Start VNFE";
tailf:actionpoint nfv-lcm-start-ap;
input {
}
output {
uses nfv-common:standard-action-response;

tailf:action stop {
tailf:info "Stop VNE";
tailf:actionpoint nfv-lcm-stop-ap;
input {
}
output {
uses nfv-common:standard-action-response;

tailf:action scale {
tailf:info "Scale-In VNFE";
tailf:actionpoint nfv-lcm-scale-ap;
input {
leaf scale-type {
mandatory true;
tailf:info "SCALE IN or OUT";
type enumeration {
enum "OUT";
enum "IN";

leaf no-of-instances {

tailf:info "Number of scale IN or OUT instances. Default is 1";
type uint32;
default 1;

leaf vdu-type {
mandatory true;
tailf:info "vdu-type as CF/SF/VPC-SI etc";
type string;

}
output {

uses nfv-common:standard-action-response;
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tailf:action retry {
tailf:info "Stop VNFE";
tailf:actionpoint nfv-lcm-retry-ap;
input {
}
output {
uses nfv-common:standard-action-response;

leaf instantiation-level {
type string;
default "default";
tailf:info "Instantiation level defined in VNFD to use. This will determine
the number of VMs/VDUs to be deployed.";

leaf deployment-flavor {
type string;
default "default";
tailf:info "Deployment flavor defined in the VNFD to use. Describes a specific
deployment version of a VNF with specific requirements for capacity
and performance.";
}
leaf mgmt-user—-name {
type nfv-common:identifier;
description " Management login username specific to this VNF. Default values
can be configured per VNF type.";

leaf mgmt-password {
tailf:suppress-echo "true";
type tailf:aes-cfb-128-encrypted-string;
description "Management login password specific to this VNF.";

leaf host-name {
type inet:domain-name;
description "Hostname to use to communicate with this network function";

leaf domain-name {
type inet:domain-name;
description "Domain name used to construct Fully Qualified Domain Name by
concatenating with VM hostname: <hostname>.<domain>";

leaf ntp-server {
description "NTP server to use for VNFs deployed in this data center";
type inet:host;

leaf name-server {
type inet:ip-address;
description "Name server";

container location {
container vim {
leaf name {
description "NFVI this Network Function is deployed on.";
type leafref {
path "/ncs:devices/ncs:device/ncs:name";
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//must "/ncs:devices/ncs:device[ncs:name=current ()] /ncs:platform/ncs:name
// = 'Openstack'" {

// error-message "Please select Openstack devices only";

//}

}
leaf project {
type nfv-common:identifier;
description "VIM project used to instantiate VNFs";
mandatory true;
}
leaf zone-id {
type string;
default "nova";
description "VIM zone id";
}
//TODO might need to support user domain and project domain
}
leaf vnfm {
mandatory true;
type leafref {
path "/ncs:devices/ncs:device/ncs:name";

}

//must "/ncs:devices/ncs:device[ncs:name=current ()] /ncs:platform/ncs:name
// = 'ETSI SOL'" {

// error-message "Please select ETSI-SOL VNFM devices only";

//}

description "ESC VNFM onboarded";

}
list network {
key type;
leaf type {
type nfv-common:identifier;
}
leaf name {
type nfv-common:identifier;
mandatory true;
}
leaf extent {
type nfv-common:network-extent;
}
leaf subnet-name {
when "../extent='external'";
type nfv-common:identifier;
mandatory true;

list unit {
description "Virtual Deployment Unit, a single VM.";
key type;

leaf type {
description "VDU type as defined in the VNEFD of this Network Function.";
type nfv-common:identifier;
}
leaf image {
type string;
description Image to use for this type of Network Function. Must have been
be onboarded on the target VIM.";

"

}

leaf flavor {
mandatory true;
type string;
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description " Flavor to use for this type of Network Function. Must have been
onboarded on the target VIM.";
}
list storage-volume {
key id;
description "Out of band Storage volumes to use for this network function";
leaf id {
type string;
}
leaf volume-name {
type string;

description "Storage Volume to use for this type of Network function";

}
list connection-point {
key name;
description " Network connection point such as a network interface card, as
defined in the descriptor.";
leaf name {
mandatory true;
type nfv-common:identifier;

list ip-address {
key id;
ordered-by user;
leaf id {
type uint8;
tailf:info "IP Address ID for connection points";
}
leaf-1list fixed-address {
ordered-by user;
description " IP address(es) to assign this network interface for both
scaled and non-scaled VNF's. Both IPv4 and
IPv6 1s possible to allow for dual-stack cases if this VNF
requires
it for Internet access.";
type inet:ip-address;

list vip {
key address;
ordered-by user;
description " Virtual IP address(es) to assign this network interface. Both
IPv4 and IPv6 is possible to allow for dual-stack cases if this
VNF requires it for Internet access. Setting this will populate
allowed-address-pair list in the CVIM";

leaf address {
type inet:ip-address;
}
leaf netmask {
type inet:ip-address;
mandatory true;

}
leaf-1list security-group {

type nfv-common:identifier;

description "Security group(s) to apply to this network interface.";
}
leaf network-type {

type leafref {

path "../../../network/type";

. 4GCUPS [Zxf9 5 NSOA—4 R FL—> 3



| 46CUPS =T BNSOA—4 R FL—ay
5B EEUT v (M) o—mmnT v T L—FFE [

}
description "Network used for this connection-point.";
}
}
}
list extra-parameters {
description "VNF instance specific additional parameters defined in the VNFD.
This will override the values configured in the VNFD";
key name;
leaf name {
type string {
pattern "[A-Za-z0-9 ]+";
}
}
leaf value {
type string;
}
}
}

list nfv-retry-vnfs {
tailf:info "Retry VNF's to tweak the notifications";
config false;
tailf:cdb-oper ({
tailf:persistent true;
}
tailf:hidden nfv-internal;
key name;
leaf name {

tailf:info "VNF Name";
type string;
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NSO 5.7.5.1-MFP 3.4.1 7°% NSO 5.8.10-MFP 342 (27 v 7/ L— R4+ 51213, ROFNEAEH
LET, ZOPE. MFPR—2 g 0 DT v 77 L— R ERBHINSONR—V g v DT v 77 L—
K247V ET,

1. NSO5810A > A F—/bbin 7 7 A /VENMMP 7 /L ZIZa—1L, NSOZ/N\— 3 5810
W27y 77 L—RLET,

2. lopt/ncsTH LWWNSO N—2 3 5810 ~DY R w7 Vo7 2R ELET,
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3. MFP342®»/ /Ny /r— & NED # 2t — L. /var/opt/ncs/packages 7 + /L % O H & b i X i
2ET,

4. start-with-package-reload 47> 2 &> CNSO ZFHiL# L £4, Z+ T, MFP3.4.1 0
342127 w77 L —FK&H, NSO NSOS5.7.51 20055810127 v 77 L—REnET,

LIFIZ, NSO 5.7.5.1-MFP 3.4.1 725 NSO 5.8.10-MFP 342 (Z7 v 77 L— R§ 572 DFE LW
FIEZRLE T,

N

GE) 7o 7 VL—RBRETLTWRWEEIE, BTY AN RUEIZRSTEEAIHA T, 27
N T o7 EER LT ZE2HRLET,

TR ENy T T HITNE, WOBRELEHLET,

sudo su

source /etc/profile.d/ncs.sh
/etc/init.d/ncs stop
ncs-backup

exit

SR N

1. NSO5.7.5.1 TMFP3.4.1 %#F(TL £,

root@test-nso:/var/opt/ncs# ncs --version
5.7.5.1

root@ncs# show packages package package-version

PACKAGE
NAME VERSION
cisco-etsi-nfvo 4.7.2
cisco-rcm-nc-1.6 1.6
cisco-staros-cli-5.43 5.43.4
esc 5.7.0.73
etsi-s0l003-gen-1.13 1.13.16
mobility-common 3.4.1
mobility-rcm-subscriber 3.4.1
mop-automation 3.4.1
mop-common 3.4.1
nfv-common 3.4.1
nfv-device-onboarding 3.4.1
nfv-vim 3.4.1
nfv-vnf-lcm 3.4.1
openstack-cos-gen-4.2 4.2.26

root@ncs# show packages package oper-status

packages package cisco-etsi-nfvo
oper-status up

packages package cisco-rcm-nc-1.6
oper-status up

packages package cisco-staros-cli-5.43
oper-status up

packages package esc
oper-status up

packages package etsi-so0l003-gen-1.13
oper-status up

packages package mobility-common
oper-status up
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packages package mobility-rcm-subscriber
oper-status up

packages package mop-automation
oper-status up

packages package mop-common
oper-status up

packages package nfv-common
oper-status up

packages package nfv-device-onboarding
oper-status up

packages package nfv-vim

oper-status up

packages package nfv-vnf-lcm
oper-status up

packages package openstack-cos-gen-4.2
oper-status up

root@ncs#

root@ncs# show devices list

NAME ADDRESS DESCRIPTION NED ID ADMIN STATE
esc-etsi 64.1.0.6 - etsi-s0l003-gen-1.13 unlocked
esc-netconf 64.1.0.6 - esc unlocked
openstack 10.225.202.49 - openstack-cos-gen-4.2 unlocked
root@ncs#

2. NSO5.75.1 TMFP341%2fH LT, &2 N VNEFVPC-SI /N1 2% A AZ 2L L
F9,

root@ncs#

System message at 2023-10-09 07:52:05...

Commit performed by ubuntu via http using rest.
root@ncs#

System message at 2023-10-09 07:52:05...

Commit performed by ubuntu via http using rest.
root@ncs#

System message at 2023-10-09 07:52:07...

Commit performed by ubuntu via http using rest.
root@ncs#

System message at 2023-10-09 07:52:07...

Commit performed by ubuntu via http using rest.
root@ncs#

System message at 2023-10-09 07:52:08...

Commit performed by ubuntu via http using rest.

root@ncs# show vnf-status instances S1-Test-00001 | tab
FUNCTION
INSTANCE ID TIMESTAMP TYPE OPERATION STATUS STATUS
MESSAGE
S1-Test-00001 2023-10-09 07:50:55.198 VPC-SI deploy init init
2023-10-09 07:51:38.595 VPC-SI deploy processing
processing
2023-10-09 07:52:01.639 VPC-SI deploy processing
processing
2023-10-09 07:52:03.997 VPC-SI deploy completed completed
2023-10-09 07:53:43.293 - init success Device
Onboarding initialized
2023-10-09 07:53:43.874 - fetch-ssh-keys success
fetch-ssh-keys was successful
2023-10-09 07:53:45.285 - connect success connect
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was successful

2023-10-09 07:53:46.785 - sync-from success sync-from
was successful
2023-10-09 07:53:46.964 - ready success Device
Successfully onboarded
2023-10-09 07:54:13.305 - config-read success Config

MetaData is empty or null

root@ncs# show devices list

NAME ADDRESS DESCRIPTION NED ID ADMIN STATE
S1-Test-00001 64.1.0.110 - cisco-staros-cli-5.43 unlocked
esc-etsi 64.1.0.6 - etsi-s0l003-gen-1.13 unlocked
esc-netconf 64.1.0.6 - esc unlocked
openstack 10.225.202.49 - openstack-cos-gen-4.2 unlocked
root@ncs#

NSO5.8.10 4 > A h—/Lbin 7 7 A /L% ftmp 7 /L Z |22t — L, NSO &/ /3— 3 25.8.10
W7y 7L —RLET,

root@test-nso:/var/opt/ncs# cd /tmp
root@test-nso:/tmp# ls -1lrt

total 397840

-rwxrwxrwx 1 ubuntu ubuntu 203071802 Nov 18 2022
nso-5.7.5.1.1inux.x86_64.installer.bin

drwx------ 3 root root 4096 Sep 10 03:02
systemd-private-d7c0£02148d447358al1lb6b5995f1£f339-systemd-resolved.service-05tL4V
drwx------ 3 root root 4096 Sep 10 03:02
systemd-private-d7c0£02148d447358alb6b5995f1f339-systemd-logind.service-Uj4dbic
drwx------ 3 root root 4096 Sep 10 03:02 snap.lxd

drwx------ 2 ubuntu ubuntu 4096 Sep 12 09:45 ssh-WxVBdtyvgGzB
drwx------ 2 ubuntu ubuntu 4096 Sep 12 19:28 ssh-kRFako4Tgqgdp
drwx------ 2 ubuntu ubuntu 4096 Sep 12 20:25 ssh-wyrzZgTmiAdol
drwx------ 2 ubuntu ubuntu 4096 Sep 12 20:50 ssh-alOwclKRgSP2

-rwxrwxrwx 1 ubuntu ubuntu 204258218 Sep 13 05:38
nso-5.8.10.1inux.x86_64.installer.bin

drwx------ 2 ubuntu ubuntu 4096 Sep 13 12:21 ssh-ReWAFnmi3gSl
drwx------ 2 ubuntu ubuntu 4096 Sep 13 12:54 ssh-dnl608flnkaz
drwx------ 2 ubuntu ubuntu 4096 Sep 20 05:49 ssh-DtgyHvctQ5S0
drwxr-xr-x 2 root root 4096 Oct 9 07:01 hsperfdata root
drwxr-xr-x 2 nsoadmin nsoadmin 4096 Oct 9 07:01 hsperfdata nsoadmin

root@test-nso:/tmp# sh ./nso-5.8.10.1linux.x86 64.installer.bin --system-install

--install-dir /opt/ncs --config-dir /etc/ncs --run-dir /var/opt/ncs --log-dir

/var/log/ncs --run-as-user nsoadmin --non-interactive

INFO Using temporary directory /tmp/ncs_installer.63734 to stage NCS installation

bundle

INFO Using /opt/ncs/ncs-5.8.10 for static files

INFO Doing install for running as user nsoadmin

INFO Unpacked ncs-5.8.10 in /opt/ncs/ncs-5.8.10

INFO Found and unpacked corresponding DOCUMENTATION PACKAGE

INFO Found and unpacked corresponding EXAMPLE PACKAGE

INFO Found and unpacked corresponding JAVA PACKAGE

INFO Generating default SSH hostkey (this may take some time)

INFO SSH hostkey generated

INFO Generating self-signed certificates for HTTPS

INFO Environment set-up generated in /opt/ncs/ncs-5.8.10/ncsrc

INFO NSO installation script finished

INFO Found and unpacked corresponding NETSIM PACKAGE

cp: cannot stat '/sbin/arping': No such file or directory

WARN Failed to copy /sbin/arping command - capability not set

INFO Found ncs.crypto_keys, not migrating

INFO The following files have been installed with elevated privileges:
/opt/ncs/ncs-5.8.10/1ib/ncs/lib/core/pam/priv/epam: setuid-root
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/opt/ncs/ncs-5.8.10/1ib/ncs/erts/bin/ncs.smp: capability cap _net bind service
/opt/ncs/nes-5.8.10/1ib/necs/bin/ip: capability cap net admin

INFO NCS installation complete

root@test-nso:/tmp# /etc/init.d/ncs stop
Stopping ncs:

root@test-nso:/tmp# cd /opt/ncs
root@test-nso:/opt/ncs# 1ls -1lrt

total 24

drwxr-xr-x 17 root root 4096 Oct 06:41 ncs-5.7.5.1

-rWw-Yr—--r-- root root 9 Oct 06:41 user

-rWw-r—-r-- root root 80 Oct 06:41 installdirs

1rWwXrWXrwx root root 11 Oct 06:41 current -> ncs-5.7.5.1

nsoadmin root 4096 Oct
nsoadmin root 4096 Oct
root root 4096 Oct

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x 1

06:41 packages
06:41 downloads
09:43 ncs-5.8.10

~N NN BRE PR
O W W VYW WY oo

Set the current NSO to version 5.8.10 using symbolic link

root@test-nso:/opt/ncs# rm -f current
root@test-nso:/opt/ncs# 1ln -s ncs-5.8.10 current

root@test-nso:/opt/ncs# ls -1lrt
total 24

drwxr-xr-x 17 root root 4096 Oct 9 06:41 ncs-5.7.5.1
-rw-r--r-- 1 root root 9 Oct 9 06:41 user

-rw-r--r-- 1 root root 80 Oct 9 06:41 installdirs
drwxr-xr-x 2 nsoadmin root 4096 Oct 9 06:41 packages

drwxr-xr-x 2 nsoadmin root 4096 Oct 9 06:41 downloads

drwxr-xr-x 17 root root 4096 Oct 9 09:43 ncs-5.8.10

lrwxrwxrwx 1 root root 10 Oct 9 09:44 current -> ncs-5.8.10

4. |var/opt/ncs/packages 7 4 /L Z (23 B LAHITO MFP3.4.1 D8 w r— L NED & L, #HiL
WMFP 342 O/ /r— L NED ICiE & iz £9,

root@test-nso:/opt/ncs# cd /var/opt/ncs/packages/
root@test-nso:/var/opt/ncs/packages# 1ls -1rt

total 20104

-rw-rw-r-- 1 ubuntu ubuntu 2191794 Jan 25 2023 ncs-5.7.5.1-cisco-rcm-nc-1.6.tar.gz
-rw-rw-r-- 1 ubuntu ubuntu 2694132 Jan 25 2023 ncs-5.7.3-etsi-s0l1003-1.13.16.tar.gz
-rw-rw-r-- 1 ubuntu ubuntu 655190 Jan 25 2023 ncs-5.7.2.1l-esc-5.7.0.73.tar.gz
-rw-rw-r-- 1 ubuntu ubuntu 2685815 Jan 25 2023
ncs-5.7.2.1-cisco-etsi-nfvo-4.7.2.tar.qgz

-rw-rw-r-- 1 ubuntu ubuntu 2702317 Jan 25 2023 ncs-5.7.2-openstack-cos-4.2.26.tar.gz

-rw-rw-r-- 1 ubuntu ubuntu 9606799 Jan 25 2023 ncs-5.7.2-cisco-staros-5.43.4.tar.gz
-rwxrwxrwx 1 ubuntu ubuntu 435 Jan 25 2023 compile-all-packages.sh
-rwxrwxrwx 1 ubuntu ubuntu 275 Jan 25 2023 Ha-Mop.sh

drwxrwxr-x 6 ubuntu ubuntu 4096 Oct 9 06:55 nfv-common

drwxrwxr-x 7 ubuntu ubuntu 4096 Oct 9 06:56 nfv-device-onboarding
drwxrwxr-x 8 ubuntu ubuntu 4096 Oct 9 06:56 nfv-vim

drwxrwxr-x 9 ubuntu ubuntu 4096 Oct 9 06:57 nfv-vnf-lcm

drwxrwxr-x 8 ubuntu ubuntu 4096 Oct 9 07:00 mobility-common
drwxrwxr-x 7 ubuntu ubuntu 4096 Oct 9 07:01 mop-common

drwxrwxr-x 8 ubuntu ubuntu 4096 Oct 9 07:01 mobility-mop

drwxrwxr-x 7 ubuntu ubuntu 4096 Oct 9 07:01 mobility-rcm-subscriber

root@test-nso:/var/opt/ncs/packages# rm -rf *
root@test-nso:/var/opt/ncs/packages# 1ls -1rt
total 0O

root@test-nso:/var/opt/ncs/packages#

Copy the MFP 3.4.2 packages along with NEDS:
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root@test-nso:/var/opt/ncs/packages# ls -1lrt

total 26328

-rw-rw-r—- 1 ubuntu ubuntu 2191794 Sep 25 05:40 ncs-5.7.5.1-cisco-rcm-nc-1.6.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 2694132 Sep 25 05:40 ncs-5.7.3-etsi-s0l003-1.13.16.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 655190 Sep 25 05:40 ncs-5.7.2.1l-esc-5.7.0.73.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 2685815 Sep 25 05:40
ncs-5.7.2.1-cisco-etsi-nfvo-4.7.2.tar.gz

-rw-rw-r-- 1 ubuntu ubuntu 2702317 Sep 25 05:40 ncs-5.7.2-openstack-cos-4.2.26.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 9606799 Sep 25 05:40 ncs-5.7.2-cisco-staros-5.43.4.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 824211 Sep 25 05:40 nfv-vnf-lcm.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 307054 Sep 25 05:40 nfv-vim.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 197449 Sep 25 05:40 nfv-device-onboarding.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 59217 Sep 25 05:40 nfv-common.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 3905393 Sep 25 05:40 mop-common.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 113829 Sep 25 05:40 mobility-rcm-subscriber.tar.gz
-rw-rw-r—- 1 ubuntu ubuntu 243790 Sep 25 05:40 mobility-mop.tar.gz

-rw-rw-r—- 1 ubuntu ubuntu 746045 Sep 25 05:40 mobility-common.tar.gz

5. start-with-package-reload 47" 2 > & > C NSO ZHiEZ# L £4, Z4 T, NSOS5.8.10
TMFP 334105342127 v 77 L—Ran%7,

root@test-nso:/var/opt/ncs/packages# source /etc/profile.d/ncs.sh

root@test-nso:/var/opt/ncs/packages# /etc/init.d/ncs start-with-package-reload
Starting ncs:

root@test-nso:/var/opt/ncs/packages# ncs --version
5.8.10

root@test-nso:/var/opt/ncs/packages# ncs cli -C

root connected from 127.0.0.1 using console on test-nso
root@ncs# show packages package package-version

PACKAGE
NAME VERSION
cisco-etsi-nfvo 4.7.2
cisco-rcm-nc-1.6 1.6
cisco-staros-cli-5.43 5.43.4
esc 5.7.0.73
etsi-s0l003-gen-1.13 1.13.16
mobility-common 3.4.2
mobility-rcm-subscriber 3.4.2
mop-automation 3.4.2
mop-common 3.4.2
nfv-common 3.4.2
nfv-device-onboarding 3.4.2
nfv-vim 3.4.2
nfv-vnf-lcm 3.4.2
openstack-cos-gen-4.2 4.2.26

root@ncs# show packages package oper-status

packages package cisco-etsi-nfvo
oper-status up

packages package cisco-rcm-nc-1.6
oper-status up

packages package cisco-staros-cli-5.43
oper-status up

packages package esc

oper-status up

packages package etsi-so0l003-gen-1.13
oper-status up

packages package mobility-common
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oper-status up

packages package mobility-rcm-subscriber
oper-status up

packages package mop-automation
oper-status up

packages package mop-common
oper-status up

packages package nfv-common
oper-status up

packages package nfv-device-onboarding
oper-status up

packages package nfv-vim

oper-status up

packages package nfv-vnf-lcm
oper-status up

packages package openstack-cos-gen-4.2
oper-status up

root@ncs#

root@ncs# show devices list

NAME ADDRESS DESCRIPTION NED ID ADMIN STATE
S1-Test-00001 64.1.0.110 - cisco-staros-cli-5.43 unlocked
esc-etsi 64.1.0.6 - etsi-s0l003-gen-1.13 unlocked
esc-netconf 64.1.0.6 - esc unlocked
openstack 10.225.202.49 - openstack-cos-gen-4.2 unlocked

6. mop-automation A~ »» RIZX ¥, NSO5.8.10 CTMFP3.42 Z{H LT, LLHIIO MFP3.4.1 %
JUOINSO5.7.51 TA v AZ v 2L ENT-T A R VNFVPC-SI T 81 AR EE v o
| =

root@test-nso:/var/opt/ncs# cat daylconfig.cfg
config

port ethernet 1/1

description test-description-1/1-by-mopl8oct
no shutdown

exit

root@ncs# mobility-mop:action mop-automation generate-dry-run true operation-type

commit mop-type common mop-file-name { file-name daylconfig.cfg order 1
target-devices-list { target-device-name S1-Test-00001 } } save-config-permanently
true

task-id 036£f5e94-364b-4d5f-a95e-4663fe5ed08a
time-stamp 2023-10-09T10:18:19+0000
time-zone Coordinated Universal Time
root@ncs#

root@ncs# mobility-mop:action mop-automation-status task-id
036£f5e94-364b-4d5f-a95e-4663fe5ed08a
task-id 036£f5e94-364b-4d5f-a95e-4663fe5ed08a
task-status COMPLETED
start-date 2023-10-09T10:18:19+0000
end-date 2023-10-09T10:18:23+0000
time-zone Coordinated Universal Time
operation-type commit
action-type save
devices-1list {
device-name S1-Test-00001
device-status COMPLETED
start-date 2023-10-09T10:18:19+0000
end-date 2023-10-09T10:18:23+0000
device-state common
files {
file-name daylconfig.cfg
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order 1
dry-run-mop
/var/opt/ncs/ /036£5e94-364b-4d5f-a95e-4663fe5ed08a/S1-Test~00001/daylconfig commit 2023-10-09T101819+0000.cfy

rollback-mop
/var/opt/nes/ /036£5e94-3640-4d5f-a95e-4663fe5ed08a/S1-Test-00001 /daylconfig rolllack cammit 2023-10-09T101819+0000.cfy

commit-queue-status completed
commit-queue-id 1696846701998

}

root@test-nso:/var/opt/ncs# cat
/var/opt/ncs//036£5e94-364b-4d5f-a95e-4663febed08a/S1-Test-00001/daylconfigroot@test-nso: /var/opt/ncs#

cat
/var/opt/ncs//036£5e94-364lb-4d5f-a95e~-4663fe5ed08a/S1-Test~00001/daylconfig commit 2023-10-09T101819+0000.cfy
config
port ethernet 1/1

description test-description-1/1-by-mopl8oct
exit
end

root@test-nso:/var/opt/ncs# cat
/var/opt/ncs//036£5e94-364b-4d5f-a95e-4663febed08a/S1-Test-00001/daylconfigroot@test-nso: /var/opt/ncs#
cat
/var/opt /ncs/ /036£5e94-3640-4d5f-a95e-4663fe5ed08a/S1-Test~00001/daylconfig rolllack cammit 2023-10-09T101819+0000.cfg
config
port ethernet 1/1
no description
exit
end

NSO N— 3 U EZEFEHEHTIZTMP341 55 MFP342(127y 45 L—FK

NSO N—3 5 U A EAETIZ MFP 3.4.1 7°5 MFP 342127 v 727 L— R+ 5121%, IROFIE
AL £,

1

MFP 3.42 O3 /r— L NED % 2 £°— L. /var/opt/ncs/packages 7 # /L % O & b & & ffa
2ZET,

nes cli TRy =DV r—REFTLT, MFP X—Ua VN 34217 v 77 L—RX
NTWNWDHZ LR LET, NSO Z s LET,

{18k C: P2P BEIEGID T vy T L— K

mobility-library 7 7 g v o~ R L CP2PELIEN. 2T v 77 L— R4 512i%, kD
FIAAEFATLET,

1

ZMEEATVET,

[cloud-user@gwerty ncs]$ ncs —--version
5.8.10

[cloud-user@qwerty ncs]$ ncs_cli -C

User cloud-user last logged in 2023-09-20T03:23:18.655123+00:00, to gwerty, from
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10.65.51.122 using cli-ssh
cloud-user connected from 10.65.51.122 using ssh on qwerty
cloud-user@ncs# show packages package package-version

PACKAGE
NAME VERSION
cisco-etsi-nfvo 4.7.2
cisco-rcm-nc-1.6 1.6
cisco-staros-cli-5.43 5.43.4
esc 5.7.0.73
etsi-so0l003-gen-1.13 1.13.16
mobility-common 3.4.2
mobility-rcm-subscriber 3.4.2
mop-automation 3.4.2
mop-common 3.4.2
nfv-common 3.4.2
nfv-device-onboarding 3.4.2
nfv-vim 3.4.2
nfv-vnf-lcm 3.4.2
openstack-cos-gen-4.2 4.2.26

cloud-user@ncs# show packages package oper-status

packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up
packages package
oper-status up

cisco-etsi-nfvo
cisco-rcm-nc-1.6
cisco-staros-cli-5.43
esc
etsi-so0l003-gen-1.13
mobility-common
mobility-rcm-subscriber
mop-automation
mop-common

nfv-common
nfv-device-onboarding
nfv-vim

nfv-vnf-lcm

openstack-cos-gen-4.2

[cloud-user@gwerty ncs]$ 1ls -1lrt

total 4740

drwxrwxrwx. 2 nsoadmin root 6 Sep 5 03:36 scripts
drwxrwxrwx. 2 nsoadmin root 6 Sep 5 03:36 streams
drwxrwxrwx. 2 nsoadmin root 6 Sep 5 03:36 backups
—rwxrwxrwx. 1 nsoadmin root 1513 Sep 5 03:36 INSTALLATION-LOG
drwxrwxrwx. 3 nsoadmin nsoadmin 22 Sep 5 03:37 target

drwxrwxrwx. 7 cloud-user cloud-user 204 Sep 5 03:56 vnfpackages
—IWXIwWXrwx. 1 root root 87 Sep 5 06:26 daylconfig.cfg
—IWXIwWXrwx. 1 root root 31 Sep 5 06:47 rcm-daylconfig.cfg
—IWXIWXrwx. 1 root root 4253395 Sep 8 03:19

patch libp2p-2.

69.0.1534.s0.tgz
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-rwxrwxrwx. 1 cloud-user cloud-user 142 Sep 10 14:11 daynconfig.cfg
drwxrwxrwx. 10 nsoadmin root 4096 Sep 18 02:20 packages
—rwxrwxrwx. 1 nsoadmin nsoadmin 333 Sep 18 02:31 storedstate
drwxrwxrwx. 2 nsoadmin root 98 Sep 18 08:59 cdb
drwxrwxrwx. 2 nsoadmin root 20480 Sep 19 23:23 rollbacks
drwxrwxrwx. 5 nsoadmin root 4096 Sep 19 23:26 state

cloud-user@ncs# config

Entering configuration mode terminal

cloud-user@ncs (config) # configurable-parameters p2p-required true
cloud-user@ncs (config) # configurable-parameters p2p-soFile-path
/var/opt/ncs/patch_1libp2p-2.69.0.1534.s0.tgz

cloud-user@ncs (config) # commit

Commit complete.

cloud-user@ncs (config) # exit

cloud-user@ncs# show vnf-status instances UP-Test001l-p2p

FUNCTION
INSTANCE ID TIMESTAMP TYPE OPERATION STATUS STATUS
MESSAGE
UP-Test001-p2p 2023-09-19 23:29:42.335 VPC-SI deploy init init
2023-09-19 23:30:19.377 VPC-SI deploy processing
processing
2023-09-19 23:30:47.948 VPC-SI deploy processing
processing
2023-09-19 23:30:49.269 VPC-SI deploy completed
completed
2023-09-19 23:31:55.555 - init success Device
Onboarding initialized
2023-09-19 23:31:56.061 - fetch-ssh-keys success
fetch-ssh-keys was successful
2023-09-19 23:31:57.005 - connect success connect
was successful
2023-09-19 23:31:58.353 - sync-from success
sync-from was successful
2023-09-19 23:31:58.523 - ready success Device
Successfully onboarded
2023-09-19 23:37:29.386 - config-read success Config

MetaData is empty or null

[cloud-user@gwerty ncs]$ ssh admin@64.1.0.96
The authenticity of host '64.1.0.96 (64.1.0.96)' can't be established.
RSA key fingerprint is SHA256:TKCgl7DQvty520Hp8WzGt01YKiloAtEmMt1xAMQ23a0.

Are you sure you want to continue connecting (yes/no/[fingerprint])? Csco@1l23

Please type 'yes', 'no' or the fingerprint: yes

Warning: Permanently added '64.1.0.96' (RSA) to the list of known hosts.
Cisco Systems QvPC-SI Intelligent Mobile Gateway

admin@64.1.0.96's password:

Last login: Tue Sep 19 23:32:04 -0400 2023 on pts/1 from 64.1.0.7.

No entry for terminal type "xterm-256color";
using dumb terminal settings.

[local]vpc-si# show module p2p verbose
Module p2p
Priority card version loaded location update/rollback time
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status
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99 1 2.69.1534 2/2 /var/opt/1lib Tue Sep 19 23:32:35 2023
success <<<<<<< p2p priority starting from 99 instead
of 10

X 1 1.161.656 0/2 /1ib (never) N/A

[local]lvpc-si#

[local]lvpc-si#

[local]lvpc-si# exit

Connection to 64.1.0.96 closed.
[cloud-user@gwerty ncs]$
[cloud-user@gwerty ncs]$
[cloud-user@qwerty ncs]$ ncs_cli -C

User cloud-user last logged in 2023-09-20T03:30:52.813071+00:00, to gwerty, from
10.65.51.122 using rest-http

cloud-user connected from 10.65.51.122 using ssh on qwerty

cloud-user@ncs#

cloud-user@ncs#

2. P2PEENBNLOFEFED T » 77 L— RIZiL, mobility-library 727 > a v a~v > REHEHL
£,

cloud-user@ncs# mobility-library configure-library library-name p2p device-list {
device-name UP-Test001l-p2p }

status success

message Configured Successfully

cloud-user@ncs#

cloud-user@ncs#

cloud-user@ncs# exit

[cloud-user@gwerty ncs]$ ssh admin@64.1.0.96

Cisco Systems QvPC-SI Intelligent Mobile Gateway
admin@64.1.0.96's password:

Last login: Tue Sep 19 23:41:37 -0400 2023 on pts/1 from 64.1.0.7.

No entry for terminal type "xterm-256color";
using dumb terminal settings.

[local]vpc-si# show module p2p verbose

Module p2p
Priority card version loaded location update/rollback time status
> 98 1 2.69.1534 2/2 /var/opt/lib Tue Sep 19 23:41:39 2023
success
* 99 1 2.69.1534 2/2 /var/opt/1lib (never) N/A
X 1 1.161.656 0/2 /1lib (never) N/A

> current module priority is 98
* some modules have not unloaded from the p2p application and are still in use

[local]lvpc-si#

4GCUPS [CXf9 HNSOA—4 R FL—2 3 .
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