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W 75txRqvFEETO RN

FORARAFEETOROL

arvie—7 V7 hvx7 UU—2R52 LTI, Cisco Lightweight 77 2 iK1 > hid, IETF 2
#£ Control and Provisioning of Wireless Access Points Protocol (CAPWAP; 7 72 R4 > F D
aryire—LBLR®TrEYa=ry Fabal) FHALTCERY hU—27 Eoar ba—LBLQ
fiho> Lightweight 7 7 £ 2 KA FEEELET, 52 LV bRioaryte—3 Y7 ho=7 JU—
A%, T OE(EIC Lightweight Access Point Protocol (LWAPP; Lightweight 7 7 & X &RA > k 7
o ha) EEHLET,

CAPWAP |Z LWAPP (2SS E# O AT 0 ha L Th, ar ha—F 2K A2WBT7 7+ 2 KA
FOEEOEH A AREICLE T, CAPWAP X, kOBHICLEYV = b —F VY7 b7 VU —X
52UBETCEEINTHVET,

e LWAPP Zfifl4 25 2 aflihiz, CAPWAP 2T 2RI RAaBlfi~D7 v 7 7L — K
A E Rt B 729,

e RFID V—#—BXUOHEHLUOT A ZAZEHT 5120,
o AL PE—FIZH—=RKRX=FT DT 78RR LD EBME - 5720,

LWAPP % il i[E72 7 7 & 2 44 > ME CAPWAP = b —F 24 L CHET 5 2 L8 TX,
CAPWAP =1y k11— 5 ~DZEHT L — AL ATT, 72& 2 iE. CAPWAP oy bo—F 5 ¢
ZARY FREABLOT 7 —LT =T Fra— K Fakxid, LWAPP OG0 L[ LT,
FIsh L LT, LAY 2 DEBIZ CAPWAP TIEHH— F Sh A,

CAPWAP 2+ —FBXWOLWAPP =2 he—FF, RUCxy MU —7 TREREAMNATE T,
CAPWAP M HTFRE/R Y 7 h 7 = 7 Tk, 7278 A &A1 MECAPWAP #E/74 %52 he—5T
H LWAPP #5473 52 hu—F THiER T& 9, Cisco Aironet 1140 >V —X 77 R KA v
MIME—DFINTHY . CAPWAP OH % VR — 35728, CAPWAP #7952 ba—FiZ0
BEHLET, 2 xIF 1130 2V —X T 7R FAL 2 Mt CAPWAP 2547452 ha—F12 ¢
LWAPP # #4745 a> bue—J b ER T 928, 1140 > U —X T 7 &R iRA > MiZ CAPWAP
EEITTHaL b —TIlOREHRTEET,

5500 U =X ar ha—9DKRHAOY 7 =T Y —=AR6.0 ThbH=H, 5500 ¥V —X a b
2 —7 (%X CAPWAP O ALY R —hF LET,

CAPWAP OFERICETHHM1 FSA4 Y

CAPWAP Z AT HBRDTA RTA4 NFRDEBY TT,

o LWAPP Z2fiflT27 7 8ARA L EMNOLDRNT 74 v T DOHRFRITDHEI 7 7 AT U4 —ILVIN%
EENTWAEREIZ, 77 AT U+ —1LDNL—LEZZEE LT CAPWAP 257 7 A RA v
MNBDONT T 4w 7 BHFAITHLENSD £,

e CAPWAP UDP &— |k 5246 3 L) 5247 (LWAPP UDP &"— |k 12222 B XN 12223 L FR% DR —
R) BEDZR>TEBY, T7EA RS IR ay ba—F X8R TERWVE ST L AHEMED
HDOFET AL ALY Ty 7 SN TN EZ2HERLTLEEN,

o Tk Aarviu—L UAL (ACL) R ba—FET7 7R KA FOBOHIEARAIZH B
BAE. Ly e ha)l R—F2BWTT 782 RA Y RN LARNWEDICTAXNENH Y
*7,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF

OL-18911-01-J |



| 7% Lightweight 77X R4 > FO#lfH

7oA R rEEFOFaL A

T— A BES{EDERE

(E)

Cisco 5500 >V —X 2> hm—F|2 Xk ¥, Datagram Transport Layer Security (DTLS; 7—% 7' 7 A
FTUAR—MEEF2VT 1) 2ALTCT78A RS hearte—J0lTEESND
CAPWAP = br—/L 2%y b (BEO, 72 a & LT CAPWAP 5 —4% 47 v ) OSSR
ATRE T, DTLS 1%, AEHELEFRICH D TLS 1TSS A v ¥ —x v Mg Z 84S (IETF) 7
7 han Ty, CAPWAP = rua—L Ry hidarbue—J L7 78R R A2 hOB TR S
NHEHNT Y FTHY, CAPWAP 7—H 7y MNIBREINZER T L —2%2 0 7L L ET,
CAPWAP 2 ha— VBIXOT—% 7y NMIZNETNE72D UDP R— hTH D 5246 (2 hr—
V) BLONS5247 (F—4%) TREEENET, 727 EBRA BA L b2 DILS F— 22t &2 R —F LA
WS, DTLS ida v ba—L L — oG e, 7—% 7L —r® DTLS & v ¥ a3 ik
SEINER A

F— B DB E YR — FTED1X5500 >V —X ar hr—F0OKTT, ORI, oz
n—35 759 73— LTIRHEHTEERA, T—FDEELRER LR TWVWET 7R KAV b
DDz ha—FITBELLY LSS, FOT 78X RA L MIZDary hu—J 1T T E
TN, T Xy MIER LIS TR EINET,

Cisco 1130 BELW 1240 V=X 77 A KAV MIY 7 b =TIk BH5{LTDTLS T — 25
fbEFR—FL, 1140 BLNI1250 2V —RX T 7 v A RA v MIn— Ry =72 Lk AH5{LT DTLS
T AW E B R— N LET, TSI NTET 7R RA 2 ME, wplus 7 B AR
FE—=FIZA VA=A ENTWDIEHEAEDH, 5500 U —X av bu—F (8 & £T, wplus 7
ABUVANRL VA F=ILENTWRWESR, 778 A RS MIary ba—J X8R T EE A,

DTLS 5 — # i 51ki% OfficeExtend 7 7 ¥ A wRA > F TIXEBBMICHEME SN E TR, o7 7R
KAV PFTIET 74NV TEDGERVET, ZEAEDT 7R RSV MNIEHOELT 4 THD
BRIRA Yy NT—J7IZBWTRERAENS 2D, T—FOREELIILED Y THA, KHIT,
OfficeExtend 77 A RA v b ar b —FDMDO T 7 4 v 7 IXZETRWIT U v v b
U— 7 BRHTDHIED, INHDOT 78R RS FTRET—FOBSLIT LY EBEETT, T— X O
FAEREN G E. NG 74y 737 7 8A FA LV FTHFLSN TG a L hr—FIZ%#E S,
Fo, ar b —ITRSLENTHLZ I/ T MR EENET,

Beibidary be—9BXO0T 7 A KAV bOEHIZBONTAL—T v bEHIRTH7-0H, £<D
TR =T TFTARXLXy NT—=JIZBWTHRRANLV—T"y SR MLETT,

OfficeExtend 7 7 & 2 iRA > b DML, TOfficeExtend 7 7 & A2 RA > k| (P.7-47) &M 1L T<L
7EEW,

a b —7 GUL £ CLI ZHEA LT BHEDT 78 A RA V FERITTRTOT 7 A KA b
@ DTLS 7 — ¥ k5t 2 Bk E i3k cx £,

GUI 2R L=T— 2 BSI{LOEE

aybe—50OGUI 2R LT, 2y b —JCBIFE7 78X RA 2 +D DTLS F—# G &b x A
T D FRIEIX, KO EEY TT,
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ATFvFT 2
AFvT 3
ATv7 4

AFwT 5

5500 v U —X avhr—JZwplus T4 BV ARASL VA=A INTWLZ L E2HHELET, 714 &
VANA VA= ENDE, TR RA U FOT— 2GS AL TE £,
~

(E)

TABVADRFB LA A b=V FHEIE, 6 4825 R LTI,

[Wireless] > [Access Points] > [All APs] OJEIZERIR L T, [All APs] X—Y A& £,
WBLEENT BT /A KRA U NOLFIES V7 LET,

[Advanced] # 7 % &4 L T, [All APs> Details for] ([Advanced]) —Y%#H&E4 (K 7-1 2%
H),

71 [All APs > Details for] ([Advanced]) R—

anfiguration  Ping Logout Refres

MONITOR /
All APs » Details for AP2

CONTROLLER  WIRELESS  SECURITY  MAMAGEMEM COMMANDS  HELP  FEEDBACK

Reset Link Latency |

. < Back appl
Wireless PETY
+ Access Points General | Credentials | Interfaces | High Availability | Inventory | Advanced |

All APs

¥ Radios .

Glabal Configuration Regulatary Domains 802.11bg:-A Power Over Ethernet Settings

Mesh ey Eal POE Status Mediurn (16.5 W)

HREAP Groups Hligoaiods Pre-Standard
» 802.11a/n Cisco Discovery Protocol [ State
» BO2.11b/g/n MFP Frame Validation (Global MFP Disabled) EoNorliiecte e )

AP Group Hame default-group w
Country o ) AP Core Dump
imers Statistics Timer 150 5
. AP Core Dump Enabled
b QoS Data Encryption nable
Rogue Detection
AP Sub Mode Mane
Telnet D
SSH O
Link Latency
Enable Link Latency
Minimum Maximum
Current (mSec) {mSec) {mSec)
Link Latency <1 <1 <1
Data Latency <1 <1 <1

:

ZOTTEARA L MTT—HEFLE AT 58451 [Data Encryption] = > 7 Ry 7 2 & F
WWLET, ZOMREZENCTIERIT. A7ICLET, T 740 FTIEA 72> TWVET,

S

GE)
DES,

T TLE— NICEERT AL, 778X KA beary he—JICHERTHILERD

[Applyl %7 V> 2 LT, BEEEZ#EHALET,
[Save Configuration] #2 U > 7 LT, ZEAZRFELET,

CLI 28R L-T—2BSILDRE

gy ber—IOCLIZFERALT, =2 b —JCBIFE7 78X KA+ DTLS F— & 51{ka
T HFIEIL, ROEBY TT,
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7oA R rEEFOFaL A

TRTCDT VA RA Y FNERITBEDT 7 A2 RA v FOF — 2t 2B E 2 I3 ERCT 5T
X, koa<=r FEAHLET,

config ap link-encryption {enable | disable} {all | Cisco AP}
77 4V MEIZ#EER) (disable) T,

~

GE) T—FKBE—NIEETLHIUL TI7ERARA U beary be—J I CHERT H2LEND
nET,

TIRARA LV IBIOERLTWEZ 747> bOUIMZ2#ERT 2L 9RO T 7 FRERS
N6, Y EANLET,
BEEEARETHITIE, kOavr REAHLET,

save config

TRTCDT 78 A RA L NETZITFFEDT 7B A KA 2 FOGLREELFR T D121, koav
Fa A LET,

show ap link-encryption {all | Cisco AP}
WD LD BRIERNPERSNET,

Encryption Dnstream Upstream Last

AP Name State Count Count Update

AP1130 En 112 1303 23:49

AP1140 En 232 2146 23:49
auth err: 198 replay err: 0

AP1250 En 0 0 Never

AP1240 En 6191 15011 22:13

ZoAaxy RICky, BEMT = v 7027 —BE2BT 2RAETT7 —, BLOT 78X KA bR
FCATy P aZET 208z B T 58 ET 7 — bR RINET,
TRXTOT 7T 4 772 DTLS #ft OME A2 TR T 51213, koa~vr Fe A LET,

show dtls connections

WO XD RERBFRSNET,

AP Name Local Port Peer IP Peer Port Ciphersuite

AP1130 Capwap Ctrl 172.20.225.163 62369 TLS_RSA WITH AES 128 CBC_ SHA
AP1250 Capwap Ctrl 172.20.225.166 19917 TLS_RSA WITH AES 128 CBC SHA
AP1140 Capwap_Ctrl 172.20.225.165 1904 TLS RSA WITH AES 128 CBC_SHA
AP1140 Capwap Data 172.20.225.165 1904 TLS _RSA WITH AES 128 CBC SHA
AP1130 Capwap Data 172.20.225.163 62369 TLS_RSA WITH AES 128 CBC SHA
AP1250 Capwap _Data 172.20.225.166 19917 TLS RSA WITH AES 128 CBC_SHA

~

(G¥) DTLS 7 —#K5{L CRIBEMN A L5614, =~ > K debug dtls {all | event | trace | packet}
{enable | disable} Z Ay LT, #¥XTH DTLS A vE—Y, £ b, FL—RA Fipdos
Ty NETNAY T LET,
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CAPWAP MTU fF#D &R

2 hr—F kD CAPWAP SADRAERL= v b (MTU) 2F5T 510, Ko~ K AT
LEd. MTU 1L, BEEND ST v NORKSA X (4 1) ZHELET,

show ap config general Cisco AP

WD XD I ERNERINET,

Cisco AP Identifier.......oiiiiiiiiiiiiininnennnn 9

CiSCO AP NaAME . i ittt ettt e et et e et et et e eee e Maria-1250

COUNELY COAE . i i i ittt ittt it ittt ti et i e US - United States
Regulatory Domain allowed by Country............. 802.11bg:-A 802.11la:-A
AP COUNELY COQ .ttt v vttt ittt ettt ieeeeeieenneeeenn US - United States

AP Regulatory DOMain.....uueiii it eneennnns 802.11bg:-A 802.11la:-A
Switch Port Number ............iiiiiiiniiiinnnn. 1

MAC AddreSS . vttt ittt tttttee ettt ennneeeennns 00:1f:ca:bd:bc:7c

IP Address Configuration..........oeiiiiiiennnnn. DHCP

D SN L s Y = 1.100.163.193

IP NetMasK. i vttt ittt ittt ittt ittt i i 255.255.255.0

CAPWAP Path MTU........ ...ttt 1485

CAPWAP T/ w4

WD CLL 2~ F&EHA LT, CAPWAP Sy JIHEMA RS L £,

» debug capwap events {enable | disable} : CAPWAP 1 X h DT RNy F G E T LE
R

* debug capwap errors {enable | disable} : CAPWAP =7 — D5 v 7 244 F 138 LE 1,
e debug capwap detail {enable | disable} : CAPWAP OFEMOT Ny 2 HhE 13N LET,
* debug capwap info {enable | disable} : CAPWAP 5O T N> 7 EHE I3 B LET,

» debug capwap packet {enable | disable} : CAPWAP /X7 v h DT R F 2 G E T W LE

T

» debug capwap payload {enable | disable} : CAPWAP <A 10— KDT v 7 2 HhE =13/
LET,

* debug capwap hexdump {enable | disable} : CAPWAP 16 % L 7 D5 v 75 HhE 72138
iz LET,

* debug capwap dtls-keepalive {enable | disable} : CAPWAP DTLS 7—% X—77 54 7 /7y
NOF N SR E TS UET,

ayhkA—5 FoRANYOTAER

CAPWAP 55 TiZ. Lightweight 727 & X KA > ~Z CAPWAP 5 A B NY A B =X L%&HHALT
oy hbe—J&%BRMLTHL, 2 hr—F|Z CAPWAP #ERAZ X ELET, v bo—Ji%, 7
7B A RA L MT CAPWAP Bt B2 RELTCT 78X RA v May hu—F ~OEE2 3 L
EFT, TI7REAFRA LV IR ar b —J I RT AR, a2 be—IR8 RE, Jr—AU=T, =
vhe— hIUH I vary, BT —4% TV a rEERLET,

LWAPP /»5 CAPWAP ~O7 v 77 L— K X2 LW CAPWAP 75 LWAPP ~D X 7 > 7 L— K R
ANYR—FENET, LWAPP A A —V%2FEHST7 7 A RA v MM, LWAPP TF 4 A1) ZFutk
AEBMRLET, LWAPP 2> bu—F %3 5L, LWAPP T 4 AW NN FaRA &t L CTa
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(E)

(E)

7oA R rEEFOFaL A

FE—FZICEEHE LET, LWAPP 2 hu—I R A o050 0iE41E, CAPWAP TF « 2430 2
WBMLET, 1 ODF 4 ZH Y ZA47 (CAPWAP £7-1Z LWAPP) TF 4 A AN Fuv 2Z0iEL
TZRIENBERT 4 AN AT bEBRZTCHET 7R RAL U bR T 4 ZAHARNYIEEEZIE LRV
Bl TAAINY XATFE ) —FTDXATICERBENET, e 2iE, T78A KA bR
LWAPP CTayv hu—F 2R TE 2 0WIEA, CAPWAP TF 4 AH NN Fuvw A &AL ET,

TIERARAL L IR UPKRETHY, IP 7 FLAREEINLEAIT. BEFED CAPWAP R 2L %
R L Car rr—JICHERE LET, URIOY 7727 V) —RATiE, 7782 KAV bpRayv
fe—ZiIZ@mL, By va 2K THTIAEEINZIP 7T RLATHBESNLTWE LT,

1100 BEW 1300 >V —R T 78R RS v heary ha—JZ8GET 2002, Y7 b7 VY —2
401550 b2 a b —JA VA M= TORERHY EF, 1120 8L 1310 T/ B A KA >
M, Y7, =7 U U—2Z4.0.1550 T TV R—FENTHERE A,

TIEARALY NAIZARN—ANEEN TS L, Cisco 2 bar—F TCLIZHEHALTT 78R &K
A2 FOEREREETT-IIMRTE LA,

Y b= NEERBIICHRESNTWDEZ EEMRLET, 2 ha—J ORI ERL TV LA,
TIRBARA LV beary ba—JI0#HHm TERVWI ENHY 9, ZXZTDOBAOIERENHELT
WL WATREME S 35 2 0 B T,

TI7ERABA L ME, arbe—=J2K0, Xy bU—=7 ETT 77 4 7T DRNCHRIE S % 43
%Y F7, Lightweight 77 €A RA U FTiE, ROz ba—F T4 ABN) 0T o AR
A—hSHNTHET,

* Layer 3 CAPWAP E721X LWAPP T 4 AHNY : T VA RA v M EFRRLI YT Ry b LTIT
PN LAY 2T 4 ABRNYTHEHAIND MAC 7 RLATIEARLS IP 7 KL AL UDP /Y7 v bR
EHSNET,

e Over-the-air provisioning (OTAP) : Z ORI Cisco 5500 35 L4400 >V —X 2 fa—7F
THR—FENRTWET, ZoMEN= Fa—FT (=22 hr—F0 [General] *—Y 7213
config network otap-mode {enable | disable} CLI =~ RiZL>7C) AR > TV 254, 7
VI Z— hEINTZTRTOT 7R RA v MI#E#HE CAPWAP 721X LWAPP # A X— X v&—
VEREL, BILWT 7R RSV IR INLDA =Y nbar hr—J0IP 7 L A%%
BLES, ZOWERZT 74V b TREHTY, $XTOT7 782 RS bEA A=A TD
BRiZ, MO EFICL TEBNTLZE N,

~

GE) =2 bue—FETOTAP ZEZIZILTYH, 77 2R KA b ETIZ OTAP 1T ELhIZ 20 F
B A, OTAPIIT 7/ A RA > b ETERLTE EE A,

S

GE) W®oVU 7 TOTAP IZOWTOFEMIGEREZSHTEET,
http://www.ciscosystems.com/en/US/products/ps6366/products_tech note09186a008093d7
4a.shtml
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W 75txRqvFEETO RN

e B—HNITREFEENTVWEa L Fu—FDIP T RLRAT L RAINY T I7HAKRA L FRTTIC
2 har—JT V= FENTWDIEHAE, 774~V B ZIVBIOF—vx ) av b
B—FDIP T RLAET 7R KA hOREREAT Y ICHRESNET, 2 e —FDIP T
FUVRELSBORBAOIZDIZT 78 A RA Y NIREFETHZOT R, 72X H1 pD
T4 I IR TV ET,

e DHCP V—2DF 4 ZAHNY : ZO¥EEIXDHCP 47> 3 43 #EH LT, 778 RA KA b
~Day bt —F IP7 FLAZRMELET, Y23 24 v Fid, @F ZOBBEICEHIND
DHCP — R F 7 ar&HHR—hL%ET, DHCP A7 343 a:%@*fé%ﬁmi\ [DHCP #+ 7
v ar 43 BEXODHCP 7 a > 60 A (P.7-32) #ZMBL T 7ZEW,

e DNST A4 ARANRY : 727 A KRA biE. Domain Name Server (DNS; R A A v X— A H—)
ZMALTCaryba—9Z2BHTEET, 778A RS bRar be—F 2T 512

CISCO LWAPP-CONTROLLER .localdomain ~DJ5%& L L TCary tue—JDIP 7 K I/X %L'ﬁﬁi

I DNS ZRETHMLENSH Y £I, ZZTlocaldomain 1. 77 A KRA L FDRAAL LT

ﬁ*o T A RA L ML, DHCP H—13025 [P 7 KL 2 & DNS 1E#H%Z%ET 5 &, DNS IZHW

A4 T CISCO-LWAPP-CONTROLLER .localdomain % f#k LE 3, DNS BNz hua—F [P 7 K

LADY A NERETDHE, 77X KA MIT 4 ANV EREZa L br—F 2% EFLET,

TFOERRA2 DY FOA—FDEHRDHER

Oy bR —FERHWTEEE. T7R8ARLA U IBRH LWLy b —F IZ#E L TWD 2 L 2R
AUBENRHY F9,

GUI 2FRALE7I9ER R4V FrOa Y FO—S5SADEROREDR

2AFvF 1

TIRBARALA L ERF LAY br—J IR L TWD 2 L2 lERT L2 FIHT, koL Y T,

ROFIMHE->T, HrLvwarbp—9&~v2AFZ—arbte—J L LTRELET,

a. [Controller] > [Advanced] > [Master Controller Mode] DJIFIZi# IR L, [Master Controller
Configuration] ~— Y% & 9,

[Master Controller Mode] = v 7R v 7 A& 412 LET,

[Apply] 27 Vv 7 LT, £HEEALET,

[Save Configuration] %2 U v 7 LT, ZEAZRFELE T,

(FA7Tvay) xy V=2 A TTANTIFYHND ARP 7 FLA T—=7LE LV MAC 7 K LA
T NEBEELET, ZOFEOFHEMI, xy MV BHEICHONEETIZI Y,
TIRARA L NEFHEBLET,

FTRTOT 7 A RS bBRHLVI Y hr—F RSB T, TOary be—I R A F— =
hr—F & LTHBEE L 72 K 5 ICERET D ITiX. [Master Controller Configuration] ~2— T [Master
Controller Mode] F= v 7 Ay 7 A% A4 7IZLET,

2 0o T

CLI2ERL=7V R R4V DY bO—FADEHBOTEE

AFvFT 1

TI7RARALA L EDRF LAY Pr—J 10 L TNWD Z L 2RI 2 FIET, kDLBY T,

Flnarbte—52<v2xA¥—arbte—7L L TRETDIIIE ROavr FE AN LET,
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ATFvF 2

AFvT 3
ATy 4

7oRZ K1 rogx A

config network master-base enable

(FFvary) Ry hI—F AV TTARNTIFX¥HNOARP 7 FL A T—T7LEBIOMAC 7 RL &
T—TNEHEELET, ZOFEOFEMIZ, *y U= EFHFICNEE TSN,

TR RS FEFHEHLET,

TRTOTI7BARA L FRF LWy ho—J 08 ENT-H%E T, TOary ha—I 0N AX— o
V= LTHERELAWVWE D ICRET DL, koa<wr RE AN LET,

config network master-base disable

TOERRLAD FDBE

[AIL APS] X—Y D7 7 EA RA L MDY ARNT, FFEDT 7 EA KAV FERBTEET, RELFE
T 2I0E, FFEDOHENE MACT FLR, ATF—H A TI7 kA KA N E—F, BLOFEHES
ATRE) BWIETT IV BA R NOBERTT DT A NZEFERLET, ZOKRIZ, 727EX
RAVFDOY A SBEHAN—VICED IO —H TT R TEHR TERVWGEIRFICELLET,

Ay b= GUIZEMALTY 7R RA Y FERKRT DFIEIL kD&BDH T,

[Wireless] > [Access Points] > [All APs] DJEIZIEIRL T, [AIl APs] X—YxH&E £ (¥ 7-2 &%
H),

72 [All APs] _R—

figuration ~ Fing  Logout Refres

CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMER

Wireless All APs Entries 1 - 20 of 23
a 1z »
¥ Access Points Current Filter None [Change Filter] [Clear Filter]
All &ps
¥ Radios
Glohal Configuration Number of &Ps 20
Mesh
HREAP Groups Operational Cert
» BO0Z.11a/n AP Name AP MAC AP Up Time Admin Status Status AP Mode Typi
» 802.11b/o/n AP 00:1d:e5:54:0e:e6 5d,15h27m13s Enabled REG H-REAP MIC
AP2 00:17:5a:cd:aada 5d,15h 26 m 54 5 Enabled REG H-REAP MIC
Country
. AP3 00:1e:7a:bd:ee:l16 S5d,15h20m 01l s Enabled REG H-REAP MIC
Timers
b QoS AP 00:1d:a2:80:ca: 82 5d,15h11m23s Enabled REG H-REAP MIC
Li}
APS 00:1d:e5:54:0d:10 S5d,15h20m 33 s Enabled REG H-RE&AP MIC
APE 00:1c:58:06:ca:06 5d,15hz20m1ids Enabled REG H-RE&P MIC
APT 00:1d:a2:80:c7:10 5d,15h23m33s Enabled REG H-RE&P MIC @
APE 00:22:90:90:8f:91 4d,15h33mao7s Disabled REG H-RE&P MIC E
APg 00:1b:dS:be:13:3a 3d,17h13m49s Enabled REG H-REAFP MIC R‘,

ZON—VIZE, 2 P —JIHER L TNDITRXTOT VA RA Y FRERRINET, T7EA
RA Y FENERIZOWT, £4FT. MAC 7 RL A, BRI, A5 —% 2 @ifET— R, #FBE,
OfficeExtend 77 ¥ A IRA v b AT —FZ A, BLOT 7t A KRS B T7E— FEERTEET,

NR=VOh EEICIE, T7 A RA v hOBHENRFRENET, T7BARAL L bDOY R FBEEK
NR=VIWEBHFE, XR=VBEOV I E2 7V v 7 L TCINLDODR=JIIT 7 EvATEET, £V
WIERK20HOT 78 A BA Y NeEFTEXET,

[Change Filter] #27 V v 27 L, [Search AP] <—Y &M & F 7 (X 7-3 &),
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W 752X RS> FOBER

7-3 Search AP 7«4 > F™
Search AP %]
MAC address [F
AP Marne
Operating Status [] up
I:‘ [y au |
[] REG
I:‘ DEREG

[] COWNLOAD
Enabled |+
[] Local
[] HREAP
[] RE&F
] Manitor
[] Rogue Detector
] sniffer
[] Bridge
Certificate Type O mic

] ssc

[ Lsc

Apply

AFwT 3 RKOFzv IRy T AD 1 DEITEHEF LT, 778 A RA 2 FE2RTFTIERICHERT 25

Admin Status

E E

AP Mode

274710

WErEELET,
e MACAddress: 77 A RA L PO MACT RLAZ AN LET,
~

(GE) MAC Address 74 VEZ BHDNZT DL, TOMD 7 4 VZITEERNICEZ 20 3, *
DD T 4V Z DTN EEMTT S L. MAC Address 7 « /L2 13 H BRI /20
9,

e APName: 77t R KA v FOLRETIAZ AT LET,

e Operating Status : KOF = v 7Ry 7 ZAD 1 >FIEREA LT, T7EA RS O
BEAT — 2 ARRELET,

— UP: 77 %A FRA v NIBEFTT,

— DOWN : 77 A RA v MIEMELTWERA,

— REG: 77®A KA MIarba—JIZ8EINTHET,

— DEREG : 77 A KA v MEIar bue—F 8B STV EEA,

— DOWNLOAD : 2 h e —JFEDY T "N =2T A A=V T7BA RSV NIA D a—
FLTWET,

e Admin Status : [Enabled] £7213 [Disabled | iR L T, 2 te—F L TP 78X KAV &
BT D NENT D0 EHEELET,

e AP Mode : [Local]. [HREAP]. [REAP]. [Monitor]. [Rogue Detector]. [Sniffer]. [Bridge]
Tz IRy AD 1 DFEREFEKEA LT, T7BA RSV FNOBEE— REBRELE T,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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7o+RR K1 rEROBRE A

o Certificate Type : KOF = v 7 Ry 7 2D 1 DEZIFEKEF LT, T7EA KA 2 bTA
VARV ENDRAEDO LA TEEELET,
— MIC : Manufactured-Installed Certificate (8%t TA A b —/V ENSFEHE)
— SSC : Self-Signed Certificate (H C.E4FEHE)
— LSC : Local Significant Certificate (7 — /L CHBH/2FEHE)
~
GE) HhHOMEY A TORMIIOWTIE, 7782 RA v bORA] (P7-25) 2SR L

TLIEENY,

AFyT 4 [Applyl 227V v s LT, EEEMEHLET, RERLEC T 57 7% KA hOK [All APs]
RV FEREN, = E#O [Current Filter] 737 A —# XV A M ERT HOIER LT v
2 xrLET (2L 21E. MAC Address:00:1d:e5:54:0e:¢6, AP Name:pmsk-ap, Operational Status:
UP. Status: Enabled 72 &)

S

GE) 74NV EFEHBRLTT 2R RAL 2 b VA MEKEFRRTSI21E, [Clear Filter] 227 U v 27 L
£7.

TR KA MERDIRFE

[802.11a/n Radios] ~X— " F 721% [802.11b/g/n Radios] X— Y DR D Y 2 N T, FEDT 7 & A KA
U MEBMAERBCTEET, T/ ®A KA NEREZETT 585G [Monitor Menu] 225 ZAL S D~ —
VIET VEARATE, 77 EAKRA» MEREFRET D351 [Wireless Menu] 2257 7 EATEET,
FrEDT 78 A BA v MEREZRRT D121, FFEOREME (R MAC T FLART 7 B2 KAV b
&7 L) BT TIERERTT D27 A NV FEERLET, ZOWREIZ, 7782 R M
DU A NPEEN—VIZED DI —H CT R TERRBCTERWIGEICHICELLET,

arbhe—7 GULZBEHLTT 72 RA v MEREZERT D FIHIT, KoEBY TT,

ATFYT 1 ROWTADLOBIEEZITWET,

* [Monitor] > [Access Points] > [Radios] > [802.11a/n ] F£721% [802.11b/g/n] DNEIZEIR L T,
[802.11a/n (F7=i% 802.11b/g/n) Radios] “—T &M &EE9 (K 7-4 25M),

e [Wireless] > [Access Points] > [Radios] > [802.11a/n] F£721% [802.11b/g/n] DNEITIEIR L T,
[802.11a/n (F72i1% 802.11b/g/n) Radios] X—T & & E4 (X 7-5 &),

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W 752X &1 FREORE

X 7-4 802.11a/n Radios R—< ([Monitor] A =a1—h5)

CIsCo MONITOR
Monitor 802.11a/n Radios Entries 1 - 21 of 21
Summary Current Filter:  None [Chanae Filter] [Clear Filter]
= Access Points
« Radios
802.11a/n Operatienal Lead Radio Noise llltEl'fEl’Ell(E Coverage
802 11b/g/n AP Name Radio slotr Base Radio MAC  sub Band Status Profile  Role Profile  Profile Profile
¥ Statistics AP1 1 00:1e:f7:75:0a:a0 - upP Passed NP Passed Passed Passed Detail
» CDP AP2 1 00:17:0f:35:25:a0 - up Passed (723 Passed Passed Passed Detail
» Rogues AP3 1 00:1f:9e:40:4f: 30 - UpP Passed N7& Passed Passed Passed Detail
" AP4 1 00:1e:72:70:7:70 - up Passed N Passed Passed Passed Detail
Clients
Multicast ap5 1 00:1e:7a:70:daie0 - up Passed [ Passed Passed Passed Detail 5
APE 1 00:22:90:92:5f:00 - DOWN Passed NP Passed Passed Passed Detail <
ap7 1 00:1e:7a:29:4d:20 - up passed 23 passed Passed Passed Detail N

X 7-5 802.11a/n Radios R— ([Wireless] * =a—h5)

TROLLER
Wireless 802.11a/in Radios Entries 1 - 23 of 23
* Access Points Current Filter: Mone [Change Filter] [Clear Filter]
All APs
* Radios
802.11a/n
302.11b/g/n Sub admin Operational
AP Name Radio Slot# Base Radio MAC Band Status Status Channel
Glabal Canfiguration
AP 1 00:1e:f7:75:0a:a0 - Enable up 6 *
Mesh
Ap2 1 00:17:0f:35:25:a0 - Enable up 64 *
HREAP Groups
AP3 1 00:1f19e:40:4:30 - Enable up 64 *
¥ 802.11a/n
APd 1 00:1lei7a: 70770 - Enable up 44
F 802.11bfgfn
APS 1 00:1ci57:e3:35:90 - Enable uUp 56
Courty 4P5 1 00:ie:7ai70idaien - Enable up ga *
e 4p7 1 00:22:90:92:af:00 - Enable DOWN 161 *
¥ Qos AP 1 00:1c:57:41:4d:60 - Enable up 36 *
AP 1 00:let7a:29:4d:20 - Enable up 36 * ~
AP0 1 00:z2:90:92:9d:d0 - Enable up [ ~
=t
AP11 1 00:z22:90:92:9a:30 - Enable up (64,60) * R

_0)/\-—‘/& I, A b —JITHA IR TS T To 802.11a/m £721% 802.11b/gn 7 7 B R KA
MERR & T OBIEDBRENFRSNET,

NR—=VOH EFITIE, TI7BARA KAV MEROGHEBERERSINET, BHROY 2 FREHE—TIC
EDHE, XR=VFFOV 7577 LTINLDOR=VIITI/EATEET, EX—=VIZIFRK
5 HDOT 78 A RA v VEREFRTEET,

ATwF 2 [Change Filter] #7 U » 27 LC, [Search AP] X—V%H&E+ (X 7-6 #5MHR),

7-6 Search AP V1> K

Search AP %]

MAC Address | |

AP Mame

Find
ATFYT 3 RKOFzv IRy T ZAOWNTNNEA AT LT, 7278 R KRA L MERR A FRT DB+ 2 HnE
FHRELET,

e MAC Address : 77 Z A RA Vv MEBROEAER MAC 7 RL2AEZ AN LET,
e APName: 77 tA RA YV FOARIZEATI LET,

24
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ATFwT 4

7oA K1Y FOTa—nLEEEROR: A

~
GE) IR0 74nNZONTRNEAENNITLE. B9 1207 4 VAITBIMICENI R 9,

[Find] 227V > 7 LT, ZEEZEH L ET, MBEEIZ 8T D7 7R KA MERD LN
[802.11a/n Radios] ~— % 7213 [802.11b/g/n Radios] ~— VIR R Z 4, ~— E¥#H O [Current
Filter] N7 A —212i%, VA FEAERTD2DIHER L7 4 v RERSNET (2L 2iE. MAC
Address:00:1¢e:f7:75:0a:a0 F 721X AP Name:pmsk-ap).,

~

GE) T4V FERHIBRLTTY 7R KA MERY R M2EERAT 5I121E, [Clear Filter] 27 U »
7 LET,

FOERX BRALAY FOTO—NIILERIERDBE

(E)

GE)

CiscoIOS 77 A RA v MZiX, LHHARHIZT 740 DA X—T ) XA T — K Cisco W% E &
NTWET, 2—PFXZDORRT— FE2HH LT, EFHEE— RIZe 71 L, show XU debug =
YU REETTAZENTEETN, 2T EXR 2T 4l T 28E RV ET, RETZEBX%2F
L, 2a—FRT7 7 EA RS FDary ) — )L R— bR EA~VL FEETTEAH LT 512iF
FIFN DA F—T N NRAT— REEETLILERH Y £,

50URioaybe—7 V7 =T VU —ATE, BE, arhe—JIl#HERINTWDET 7R
KA MZDOWNWTDIHR, TITEA KA N £ F3— 7»Axv%k% XETCEET, a2 hmn—7 V7
=27 VU—RZ50LETIE, Fo—rUL a—F4 RATV—-F BLOAS RX—T NV RATU— %
HEL, T7EAFRA Y IR ay b —JICHRT L EXIHRAIEDLZENTEET, NI
Ly ho—FICHEBERENTVETRTOT 78R RSV b, BLUOASHERESNAZTXTDOT Y
TR RA U IR TRTEENET, KBS LT, 2O7a— NUERERL Y bELEESN S,
Da—HL, NRAT—FK, BIOAR—T I RAT—REBREDOT 78 A RA v MTEYYTEHZ L
NTEET,

Fo, arbe— V7 b7 V) —R50LURETIE, 778X KRS hearba—Jic8kL
72T, T78ARAL L PCEVary Y=V R=bOX2 VT4 DBNLEN, ZDOT 78R KA
Yhoarvy—AR—hMIurFZA4rLEIETDHE, BT VL LR - ERDDL BT b
NFEREINET, B2 LIRS TIIIERHEET — RO, BT — RE2FEHTITE. 4 3—7 b
NRARAT—=Rae ANTHLERHY F7,

arta—7 VY7 b7 VU —R50LIEO IS OMREIX, 1100 >V —X%FR< | Lightweight
F— RIZEBRENTZT 7B A KAV FTRTTHR—FENTWET, VxWorks 77 & 2 RA > M
PHR—FENTHEREA,

2y b= THRELEZ7a— NV EKRERITZ be =TT 7 A RL v b2V T—FLEHKD
REEINET, ZOFRNEEZINDIOR, T78A RS vE, 70— Vb 2—HPLB IOV
T— RBRFEINTZHFH Ly b —J 8 LB ADORTYT, 7a— LERIEREMS > TH LW
Oy b —FERELRDSFERE, ZOT 78 A RAL L MIFHIOa L o —F IR ESNTWD
Ta—r ) a—YPHERRAT— RO EERFLET,

TIHEARALA MCEVHEASNIZEBRERITEICBELTCOIRERHY T, 25 Lene, 7
7?%ﬁ4yb@:yy—wﬁ—bmmf4yﬁéa<&é:&ﬁbbi¢ TIRARALA LV NET
THIED—PHEB LAY — K Cisco/Cisco \ZRTHENDL LBAEIL, v bue—F0REL Y
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Lightweight 77 X R4 > OHE |

WM 75tz Rq2 FOTR—/ UL ERERDRE

V7 THMENRHYET, NI, T7EZ2 KA NOREITXTLHHWREOT 7 4V FREICE
DEJT, arbe—30FREXZ7 VT3 5ZE,. 2 hr—7 GUI T
Default] > [Reset] #3RJ 5 », £/-ix=> br—7F CLI T lclear config] E A LET, T/ &R
RA Y bOBREEZ YT T 521X, 2> he—7 CLI T lclear ap config Cisco AP| & A LET,
TIRA RS I ay ba—JIlf{ERT D L. T 7 40 D Ciscol/Cisco D 2—H 48 L V/IA

U—RE#EHLET,

T [Commands] > [Reset to Factory

a2y bhr—7 GUI £ CLI Z2HLT, 2 be—F|

MR EZRETE £,

CHEGT AT VA RA DT =LK

GUI ZFERLE7 7R RS 2 bDTO—NILERTEROFE

a2y hbe—=F0OGUI ZHLT, arhte—Jl#H kT 57 78R KA b7 o — VEKE#H %

BET DT, KOLEBY TT,

IZ® IR L T, [Global Configuration] ~<—<

Saye Configuration  Ping | Logout Rafres

AGEMENT COMMANDS HELP

Apply

200625

[Username] 7 4 —/V RIZ, 2 ha—J X8R T5TXTOT 7 A KA ¥ MRS —F4
TRXTOT 7 EARA L MIEINDNNRT —
T 5T R_RTOT 78 A BA v MK S DA

[Applyl 27V v 7 LT, Za—rLb a—H4 R2T—F BIOA F—T N RNATU— &, 3

B ENDTRTOT 78R RA 2 B

AT7wF 1 [Wireless] > [Access Points] > [Global Configuration] ¢ JIE
ZhE T (M 7-7 22M]),
7-7 [Global Configuration] R—<
MONITOR  WLANS CONTROLLER WIRELESS SECURITY
Wireless Global Configuration
* Access Paoints
All AP cop
v Radios
B02.11a/n COP State
B02.11b/g/n
Global Configuration Lagin Credentials
Mesh
HREAP Groups Username user
» 802.11a/n Passmord Esewee
b 802.11b/0/n Easls RS el
Callivy B02.1x Supplicant Credentials
Timers
b QoS B0Z.1x Authentication 0
AP Failowver Priority
Global AF Failover Priority Enable
A7y 2
EANSILET,
AFwF 3 [Password] 7 4 —/L RIZ, v hua—J (8T D
FEATTLET,
AFwF 4 [Enable Password] 7 1 —/L KiZ, 2> ta—7
F—T N RRAT— KRB AN LET,
ATvT 5
FE—ZICHEER SN TN T 782 R v b, BLOS
WZEELET,
AFw 7 6 [Save Configuration] 7 Vv 7 LT, BHEERFLET,

AFYFT 7T HMEIZEUT, BEDT 7ERA RA v MIxtT 57 v — VB HKIER A BEIC
RMCME O —F 4, N2AT— R, BLOA F—

FETR D LB Y TT,
a. [Access Points] > [All APs] DJIEIZERIR L T,

L., 2OT7T 78R KA

TN RAT— R&EEY YT LIBIRTEET,

[All APs] ~— V% B & %4,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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7oA K1Y FOTa—nLEEEROR: A

b. /r— LVEKEREBIHCT LT 78R KAV FOLARTEZ Y v I LET,

c. [Credentials] % 7 Z3#IK L £9, [All APs > Details for] ([Credentials]) ~NX—URE/RINET
(B4 7-8 &),

7-8 [All APs > Details for] ([Credentials]) R—

d.

Configuration  Ping Logout Refres

CISCO MONITOR  WLANS  CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT — COR

Wireless All APs > Details for < [l Apply
- “:"‘325;5 Bents General | Credentials | Interfaces | High Availability | Inventory | Advanced |
* Radios
802 .11a/n
802.11b/a/n Lagin Credentials
Global Configuration
Mesh ower-ride Global credentials
HREAP Groups Username |mar\a ‘
» 802.11a/n Passward ||ooooou ‘
) 802.11b/g/n Enable Password | -------- ‘
Country 802.1x Supplicant Credentials
Timers &
Over-ride Global credentials O =
¥ Qos IS
o™

[Override Global Credentials] ¥ v 7Ry 7 A% AL, ZOT 7B AFRA bR ary br—
Ihbra—rYL a—HFL4 NRAT— K A R3—=T NN NRAT—REHERLWVWESICLET, 7
TA N FTEATITRoTVET,

[Username]., [Password], ¥ £ Uf [Enable Password] 7 1 —/L N2, ZDOT7 7R RA 2 MIHIY
%Tégfé@l%qj—%\ INA T — }\“‘ Q‘SJ:U\/])Z‘\*‘j/I/ INA Y — F%)\jj L/ij_o

~

GE)

AN LEERIZ, a0 o =97 7 BA RS b2 T — M LEHBR, 778X KA
ERF LWy b —JIl8R SN HAE TOREINET,

[Applyl 7 Vw7 LT, EFEZEALET,
[Save Configuration] #2 U » 7 LT, ZEAZRFELET,

~

(E)

DT IRARAL L FT, arybue—I07 a— ) VERRERZ RT3 5 53
5 HA01%. [Override Global Credentials] = v 7R v 7 A& A4 7 LET,

CLIZERLE7 92X RV DT B—NILERBRDEFTE

ar b= CLIZ#EHALT, a2y he—JX85TIT7 782 KAV O a—rVERIERZ
BETDHFIEL, kDL TT,

gLy e —JICBEERE SN TVWAT 7 EA RL U M, BIXOSEBEREENDLITXITOT 7 KA
Y MZoWT, Za— N a—PF RRATU—FK, BXOA X—TNV RRAT—RERETDHITIE, &
Davr FeEANLET,

config ap mgmtuser add username user password password enablesecret enable password all

| oL-18911-01-J
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WM 75tz Rq2 FOTR—/ UL ERERDRE

ATFvFT 2

AFvT 5

MBS LT, BEDT 7R RA v Mkt B 70— VB KRERZESNICL, 2OT7 78R KA
VRNIMBOZ—VH RAT—FR B X =T N RAT - REE DY CTHLIBIRTEET,
FOEDITIE, kOa~vry ReE AN LET,

config ap mgmtuser add username user password password enablesecret enable password Cisco AP

ZOavy RICAN LICEKERIL, 20 e =97 78X KA a2V T — M LEHBS, T2k

A RA L IRF LWy br—F ICER I NG E THUIRFFSNET,

S

GE) ZOTZEBAFRALRT, arbr—J07 v —IVERERE BB T2 0ER’H D
WA, 2~ K config ap mgmtuser delete Cisco AP Z# AJ1LE9, ZDa~vr ROFEFT
#. TAP reverted to global username configuration] &9 A v E—UNERINET,

EREZRAFTDHITE, ROoa~vr FEANLET,
save config

SOy b —FEERETATRTOT 78R RA 2 M LT, Zo— S UERERDFESNTWND
ZEEMRT DI, ROoavr RE AT LET,

show ap summary

RO LD el BRFRENE T,

NUmMber Of APS. . .iiiiiin ittt eieiieeennnnnnn 1

Global AP User Name...........itiininenenenennnnn globalap

AP Name Slots AP Model Ethernet MAC Location Port Country
HReap 2 AIR-AP1131AG-N-K9 00:13:80:60:48:3e default location 1 Us

GE) 7e— L EKERARE I T4 [Global AP User Name] 7 « —/L RiZi% Not
Configured] &HRRFINET,

FEDT 78 A RA L FDOTm—rSVERIEROREEZFRT HITE, kKDOa~<wr FE AL LET,
show ap config general Cisco AP

S
GE)  TZER KA Y POAMTI, KT LALTARIISRET,

V2R SORAS [ R /AL SRSV (W ¢ IS

Cisco AP Identifier.... ...t 0

CiSCO AP Nalle. ot vttt tte e inieeeeeennenenenenns HReap

AP User Mode. . ... ...t iiiiittiiiietinnnenennnens AUTOMATIC
AP User Name. ... ..ottt ittt ittt te e globalap

~

(3X)  [AP User Mode] 7 4 —/b FiTiZ, /o — "L ERIEREZHEHT L9207 782 KA v
FRREZINTWVWDHEAIT lAutomatic] L HRREIN, ZOT 7 A KRA ML T r—
VBRI RA NI SN TV DAL [Customized) & FRINET,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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7oRR K1 roBEonE N

77{742;K ﬂf’fl/ IMEJEG)AQEE

Lightweight 7 7t 2 &RA V' b E VA aD AL v F ORI T 802.IX BIEZHRETEET, 77 8R KA

U ME802AX T U M E LTEMEL, EAP-FAST (A4 PAC 7rbE Y a=r 72 EHLTA
4‘)7‘6: HALuEéﬂij—

ZOMREEIX, RON—FU =TIk R—FrENET,
e Cisco Aironet 1130, 1140, 1240, BX W 1250 'V —X 77 A FA I

o w—#/L. Hybrid-REAP, B, £/2132=77 T— FCHIET 2T _THar ha—3F 75 v
74— 7V vy T—REIPEAR—brShERHA,

~

(GE)  Hybrid-REAP E— R TIX, B—H/L AA vF o 70 801X BAXRETE A, Hik
AL v F U T DORRETEET,

o AV FR—ITIHTRTCHOVRAIBRA vF
~

(F) YAR—PFENTVWDIAA Yy TF N—FNy=TBLOER/NMN—=Va DY T 7=2T7DY A b

I%. [Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for
Release 6.0 #ZML T 7ZEW,

TRTOT 7 ERARA Y M3 ay ha—J8GRFICHAT 70— LRGEEZRETEET, ZNIC
I, P —FICHAEER SN TS TRTOT 78 A RA U b, BIOSHBERSNDGTTO
TIRABRAL Y IR EENET, BEIISLT, ZOZ70— VEEHERE LY bELESN S, A D
AR TEEZHCDT 7B A RA L MZEID Y THZ ENTEET,

TR RAL k OFRFED E&ﬁé @#6&@7\3 %ﬁ&nm LX< fiél/\o
1. 77 8A R IBHLWEAIR, ®REFATLET,
a. 7O/ BARLA U b e, A VA P—NEINTZYINY f A=V TT—FLET,

b. ZTORET7u—IZitbOT., T/ A RS IR ary ha—F TR TDIHINCT 78R KA B
WCHERL SN AL vTF F— FT8RIXFBIEZAHNLT HITIE, WO~ FEANLET,

Iwapp ap dotlx username username password password

~

(i) CORETO IS T, TI7BARALA L IRy b —F RSN TRTEEHRD
802 1X BEHZZIELTILOL AL vF R— T 802.1X I 2 ANMLT 28EE1F. =
D=y RIZAALRNTL EEN,

~

GE) o=l FiE 51052, FREF60 VIR A A=VEFITLTNWDET 7R R
AV P TORERATE £,

C. 77BARALA LV AL vTF R— MIEEHLET,

51,52, $72F 60 A A—VEar e =4 A=, 2 hr—F% )7 —FLET,

TRCOT VA RA L Mkbarbro—9~O8EwE2TF LET,
a2y b —7 L CRGEERELET, 22 b — T CGEERET D HIEIZ OV T OREMIL

[GUI ZfEA L7277 &R A v FOBIEOKRTE) (P.7-18) £721% FGJ%@%Lt?ﬁﬁxﬁ
A2 FORBIEOHE] (P.7-19) 22 LT 7Z 30,
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W 752X RS> FOBEDEE

5. A /7‘% Ebfutu\ui%u$‘]‘biﬁ_ A A /a:‘/cwuuﬂ:.% ﬁTéjﬂf@ui‘ﬂﬂ TX/l) v F O
FEORRE] (P7-21) 22 LTS EE N,

GUI #ALE7 91X RS2 FOREDERTE

ATFvF 2
AFvT 3

AFwT 5

ATFvT 6
ATy 7T

a  hr—5DGUIAFEHALT, 2 ha—J 1l TA7 782 RA v NORFELHRET 5 FIHE
X, ko LB T,

[Wireless] > [Access Points] > [Global Configuration] ®JIEIZE&IR L T, [Global Configuration] ~X—
ZhEET (M 7-9 22H),

7-9 [Global Configuration] R—2

Configuration | Bing | Logout ' Refres

P||.I‘||I

CISCO MOMITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless Glohal Configuration Apply

* Access Points
All AP 5 cop
F Radios

Global Configuration COP State |
Mesh
HREAP Groups Login Credentials
k BOD2.11afn Username user
k 802.11bf0/n Password Loy
Country Enable Password snanne
Timers
} Qos 802.1x Supplicant Credentials
#02.1x Authentication [+
Username
Fassword

Confirm Password

280622

[802.1x Supplicant Credentials] ¢, [802.1x Authentication] &= v 7 Ry 7 XA &AL ET,

[Username] 7 4 —/V RiZ, a2 ba—ZIZERT 5T XTOT 7R R v MIRER I =2 —V 4
EANTTLET,

[Password] 7 « —/L K & [Confirm Password] 7 4 —/V RiZ, 2 ha—J 8k T 2T XTOT7 7 &
A RA Y Mo TSN D NNATY—FE AN LET,

~
GE) hbo74— L RiZiE, HR AU —REANTILERHY £9, IR AT— RO
BRI, o L) TT,
-8 XFULETH D,
- R3CF, T, BT BLUOREEET,
SR HEBEBTHHEL LTHEELRY,

[Apply] 27 U v 7 LT, 7B = "L#AE2—HFAB IO ASRY— K&, av bo—J (CBESERSh
TWBT 7R RS b, BEOASREHINDITRXRTOT 78R KA MTEELET,

[Save Configuration] 2V v 27 LT, ZEEZRELET,

VBIG LT, Ve =7 ViBREREL T L, MDD —FAB LUV RA T — FE2REDT 77 X
’J‘4’/F WCHID Y THZERTEET, FHITKRDOLEEY TY,

a. [Access Points] > [All APs] OJEIZEIR LT, [AIl APs] X— Y& E 7,
b. BAREEZENCT LT 7 A RA L FOLHTEZ Y v 7 LET,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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7oRR K1 roBEonE N

c. [Credentials] % 7 %K L T [All APs > Details for | ([Credentials]) ~X—Y %R & £3 (K 7-10
ZH),

7-10 [All APs > Details for] ([Credentials]) R—

Configuration  Ping Logout Refres

Cisco MONITOR  WLANS CONTROLLER  WIRELESS SECURITY  MANAGEMENT — COFR 5 HELP

Wireless All APs > Details for < Back Apply

¥ Access Points
All APs
* Radios
802.11a/n
802.11b/g/n

General | Credentials | Interfaces | High Availability | Inventory | Advanced |

Login Credentials
Glabal Canfiguration

Mesh over-ride Global credentials
HREAP Groups Username |mar\a ‘
} BO2.11a/n Password |uuuu ‘
» B02.11b/a/n Enable Password ||ooooou ‘
Country 802.1x Supplicant Credentials
Timers i &
over-ride Global credentials Fl B
¥ Qos Iy}
]

d. [802.1x Supplicant Credentials] ¢ [Over-ride Global Credentials] = > 7 R > 7 2% F 12 LT,
ZDT I RARAL Y BT B = VRGEIED A —F LB IO/ AY — R a3 v b u—F btk
LWL LET, 774N P TEAZIZR>THET,

e. [Username], [Password]., 35 & O [Confirm Password] 7 4 —/L N2, ZDOT7 7k A KA > MZH
DNECH—EBEO2—FLBIOAT—REASNLET,

~
GE) AALEE#RIZ. =20 b =97 78X RS b2 T—FLEHBES, 778A KAV
ERF Loy be—JICER IS E TORFFESNET,

f. [Apply]l 227 V> 27 LT, AHEZHEHLET,
g. [Save Configuration] #7 U > 27 LT, BHEEZERFLET,

~

GE) ZOT77®AFRAVRIT, arvhua—707a— 3 LRGEHEE & BHNI 6 H 9 2 S 3
H D% A%, [Over-ride Global Credentials] = v 7 Ry 7 A% A 7IZ LET,

CLIZ#RLE7I 2R KAV FDORBIEDERTE

ATFvFT1

aryhar—IOCLIZMEHLT, a2 b —J IR TD57 78R KA FORFEERTET D FIEIZ.
WD L TT,

L b —FHEER SN TWAT VA RL L b, BEXOSHBEGISNDLTXTOT 72 KA
VRMZOoOWT, Zua— N8O —HL . BLUOSRATU— RERETDHICIE. ROoa<vw REAHLL
i‘a_o

config ap dotlxuser add username user password password all

| oL-18911-01-J
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W 752X RS> FOBEDEE

A7y 2

AFvT 5

ATFvT 6

~

GE)  password /3T A —ZITBARNAAT — REANTHHENHY £9, WH7R
NAT— ROFHEIE, RO EFBY TT,
-3 XFLETH D,
- RILF, INFE, BT BRLOREEE T,
- WD EFETHIE LWHEEE TRV,

HEWE LT, o= BRERELZ BN L, MAD2—VP LB L OANRY = FEREDT 7 A
T4’/]\ CTHIVYTHZENTEET, £OEDITF, ROavr FEANLET,

config ap dotlxuser add username user password password Cisco AP

~

GE)  password /37 A —ZZIZMA IR AU — REANTLIMNERS Y 4, MRS RAT— RO
WizoWTiE, A7y 7 1 OFZESRLTLLEEN,

ZOavy RICANLERFEREZ, 2 =97 78X KA MU T— M LIRS, 77 F
ZWRA IR F LA e =T RS NS E THIRFE S E T,

~
G ZoOT7I7BARALLPIT, arbbun—707v—ILRGERE 2 M EN T2 L8R H 5

HE1L. =~ K config ap dotlxuser delete Cisco AP # A1 LT, Zoa~wr ROFEST
% . TAP reverted to global username configuration] &9 X v —URNERRINFET,

BREPREGFETHITE, koa<wr FEANLET,

save config

TRTOT IV EZARA L VEFRIIEBEDT 7 ERA RA L FD 802X FRArE B E - ITERICT BT
X, koa<=r FEAHLET,

config ap dotlxuser disable {all | Cisco AP}

~

GE) 27— 802 X AR AIMLEN TV WEEDL BEDT 72 KA ho 802.1X
munE%—f%)‘jJ'ﬂﬁT%i—gﬂ Ja—3r7 802.1X ntunEZPﬁ)‘jJ'ﬂﬁéﬂTb‘%)iﬂ/ﬁ\(i‘ ‘3”/\’(0)77
A RA L bD 021X ZIEITHZ L OARFHRETT,

Oy b —F IR T AT RTOT 7R KRNA LV PORIEREEFKRT HITIE, ROa~w> Rae AT
L/ij‘o

show ap summary

WD LD BRIERPFRSNET,

Number Of APS. ...ttt ittt ittt 1

Global AP User NamMe. . i i ittt iineeeennneeeennnees globalap
Global AP Dotlx User Name......ouveeiiieeeennnnnes globalDotlx
)

GE) 7 e—rARREERRES LTRSS, [Global AP Dotlx User Name] 7 ¢ —/b RiZ
Not Configured| &FRRFRINET,

BEDOT 78R KA FORBIAERTEEFRTRT DI, WOa~ FE A LET,

show ap config general Cisco AP
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warn7orEZX R4 B

~
GE)  TZEARA L FOANTE, KLFLICERKISHET,

WD & DI fERNPF RS NET,

Cisco AP Identifier..v.ie it ennnens 0

CiSCO AP Nalle. s oot e e teeeaeneeeanenneenasannans HReap

AP DOtlx User MOdE . . vttt it nnneeeenneneeneeennnns AUTOMATIC
AP DOtlx UsSer NamMe. . vttt ittt nnneeeeneeennnns globalDotlx
>

GE) ZOT77BARA IR a— LRBHEEFHATS L OBREINTWEEE1E, [AP Dotlx
User Mode] 7t —/V NIZ TAutomatic] R RINET, ZOT 7 ERFA L FTTr—rL
PRERE NN SN TV A AL, [AP Dotlx User Mode] 7 4 —/v KiZ [Customized] &
KRINFET,

AA Y FDBEDEKTE

AA v F CLI TRDa~vy RE AN LT, AA vF RA— b ETR2IX BFEEAMILET,
Switch# configure terminal

Switch(config)# dotlx system-auth-control

Switch(config)# aaa new-model

Switch(config)# aaa authentication dotlx default group radius

Switch(config)# radius-server host ip _addr auth-port port acct-port port key key
Switch(config)# interface fastethernet2/1

Switch(config-if)# switchport mode access

Switch(config-if)# dotlx pae authenticator

Switch(config-if)# dotlx port-control auto

Switch(config-if)# end

HHAAAT IR RA >

ayvbr—7 VY7 hy=xT7 UU—2X51LIEIE APR01 #H R —F L E9, AP801 i%, Cisco 800 >

J—X P —bERFAHL—4% (ISR) ITMEEINTZTI7E®A RAL L FTT, ZOT A RA 2 M
JL—H% D Cisco IOS £ A=Y LI1TBID CiscolOS Y 7 b =7 A A=V HMEALET, Zhid, v—
HATHREBLOE IS Autonomous 7 7R FA v M LTEIETAZ &%, CAPWAP 71
IVEFITZLWAPP 72 b a v B EH L CHEREBRIND T 78X KA FELTEMETDZ LT

ZF£7, AP801 (21X Autonomous Cisco IOS V V —ABLPHEE— RO U I NY A A=V DMl M
HIce—RERTWET,
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W @s2rs752R KL+

~

GE)

(E)

AP801 +V —X Lightweight 7 7 £ A AA v hEBLOar tn—7 Y7 hv=7 VU —R 52 EE
EA3 5121%, Cisco 860 3L 10880 v U —X H— b XA /L —% (ISR) % Cisco I0S 12.4(22)T
2. Cisco 890 ¥ U —X H—E RHHAT/)L— % % Cisco [0S 12.4Q22)YB IZ7 v 77 L — R§ 5 MEN
HYET,

Ay br—7TAP80l T 256, L —Z BV TR CLI 2~ FafiE EXEC E— R TAJ
LT, 778AFRA U P ETHEEE—FHOU IARNY A A=V GNTIMNERNHY ET,
service-module wlan-ap 0 bootimage unified

service-module wlan-ap 0 bootimage unified =~ > FALEFEICEEL2WEAIE. Y 7 v =T I4
T UABREINE I DEHRBLTLIIEE N,

UANR) A A=V EEIMELTHLY Yy hF YU LT, T7R8A KRSV b2 T— T 50— H T,
CLI =+ > K service-module wlan-ap 0 reload Z AJJLET, 727X KA MIY 77— MEiIZa v
fa—Z &AL, 584827 CAPWAP 721X LWAPP V7 vy =7 VU —R%&ar hua—InbH U
o — K LT Lightweight 7 7 & 2 KA > b & LTEIMEL £,

Bk o> CLI =~ > R & A4 5121k, /L— 4 25 Cisco I0S U U — % 12.4(20)T LIS % 9247 LTV 5 M4
DB FJ, BENEAELEZEAIE. RO URLICH D ISR FZEN A KNO [Troubleshooting an
Upgrade or Reverting the AP to Autonomous Mode| #ZH L T 7230y,
http://cisco.com/en/US/docs/routers/access/800/860-880-890/software/configuration/guide/admin_ap.h
tml#wp1061143

CAPWAP F 721X LWAPP ¥R — b 212X v—F017 277 4 7 & TEY | Cisco Advanced IP
Services [0S DT AL A L —R A A=V RFLTWDRERH Y ET, L—F EDOIOS A A —
CET T T L= RTDITE FTARVABKETT, T4 A FRIZOWVWTIEZ, RO URL &2
LTL7ES W,
http://cisco.com/en/US/docs/routers/access/800/860-880-890/software/activation/Software Activation
on_Cisco Integrated Routers.html

AP0l MATE— KDY HNRY f A=V LT~ 5L, avbe—FL@EEL, EA AV
LREEZ A PR—=FnbF U= RRT5720, IP 7 RUARKLETT, /L—%13 DHCP #— 3k
BB, 2> ha—J7 78R 5729 DHCP 7—/v, BIODHCP 7¥— @R EICBITA 2 ha—
FIPT RLADEDDEY N7 v 7 47 v ar 43 2R ECEET, TOX R EFATTLHITE. K
DEREEMHLET,
ip dhcp pool pool name

network ip _address subnet_mask

dns-server ip_address

default-router ip_address

option 43 hex controller_ip address_in_hex

Bl -

ip dhcp pool embedded-ap-pool
network 60.0.0.0 255.255.255.0
dns-server 171.70.168.183
default-router 60.0.0.1
option 43 hex £104.0a0a.0a0f /* single WLC IP address(10.10.10.15) in hex format */

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

AP801 802.11n #E#ri%, Cisco Aironet 1250 >V —X 77 & A A b 802.11n R XV HIKWE
N~z R—hLET, APSOL IZEEREN LV EREFL, 727X RA v bar br—JiC
T 55 EIc, haar br—JCELET, arbe—J3520nElaefi L Ta—F ok
xR L £,

AP801 /%, Hybrid-REAP & — R T CTX £9, Hybrid-REAP OFEMIE, 5 13 E2 MWL TS
A

AP801 DFEMIZ DOV TIX, kD URL T Cisco 800 U —R ISR D R¥ a2 A F—a a5 T
TEEWN,
http://www.cisco.com/en/US/products/hw/routers/ps380/tsd_products _support_series_home.html

Autonomous 77 X 1€ > +® Lightweight €— F~

DE ik

T T T L— RS — LA LT, Cisco Aironet 1100, 1130AG. 1200, 1240AG. ¥ X T 1300
> —X® Autonomous 7 7 £ A KA k% Lightweight E— NIZEHTEEJ, ZhboWnTFhn
DT 7 A KA M Lightweight £ — FICEB LG, 727 EBA KA v MEary bre—7 LiEE
L, 3 ba—=90hbBELY 72T A A=V E2ZELET,

Autonomous 7 7 & A KA > k@ Lightweight € — R ~OZEHO FIEIZ W TIX, [Upgrading
Autonomous Cisco Aironet Access Points to Lightweight Mode] #ZM L TS0V, ZTO RF¥Fa X
MZiZ. RO URL 67 7 A TEET,

http://www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.ht
ml

Lightweight T— FIZZ# L1=7 5 €& K1Y FOBERICET 354 KS

1>

Lightweight & — FIZZ#: &7z Autonomous 7 27 & &2 KA ¥ AT EHEIE. ROTA KT A4~
WS TLIZE N,

e Lightweight £— RIZEH L7277 A KA > ML, Wireless Domain Service (WDS; #f¢ K 2 1
V=t R) ZYR—FLEFA, BHLET 7B A RA 2 M, Cisco #fH LAN 22 tr—35
EDHEFE L, WDS T34 AL TMECTEERA, HEL, TZ7EA RS I aryie—JiC
TYvT— b TLEE. 2y hr—77 WDS ICHY T S RE AR L £,

e o btuE—F VYT v xT UU—R42 LIETIE, 33T Cisco Lightweight 7 7 &2 A > |k
TR T L1216 DBSSID & .77 ¥R RA v F T EICEE 16 DR LAN N9 R—hEhET,
URiOU Y =2 Tk, BRI LIC8 DO BSSID &, 727 A KA b ZLICAE 8 DEHRR LAN 28
PR—=FENELZ, BRLIET 7B A RS b Rary be =7 vyxz—r45&, 1~ 16
D ID ZESER LAN OLNT 7 A RA v M T viaShET,

» Lightweight E— NIZZE# L7127 7R RA > bk, DHCP, DNS, £72X P 7 xv k 7 m—
FEy 2 bR LTIP 7 FLAZEGEL, 2y e —J2RET206ENH 0 £7,

o 72U %®ARAL % Lightweight E— FIZEH L7=%, 2V — L R— ML, £2OT 7R KA
VR OHLEWYERT e AR R LET,

e 1130AG 772 HA > b & 1240AG 7 7 & A A > b, hybrid REAP £— F& %K — kL%
T PRI, I3 EAZZRLTIZI N,

| oL-18911-01-J

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K [ |


http://www.cisco.com/en/US/products/hw/routers/ps380/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/hw/routers/ps380/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.html

ET7E Lightweight 77X L > FOFIE |

W Autonomous 75 R KA > kO Lightweight E— FADZ#

o Ty L— NEHY —LHRACELGERE (SSC) OF— 1y 2 &iBIIT 2501, Cisco
WiSM D 1 50z her—J 3 LTOHRTY, BEMPTET LS, Z20ar be—Fnbjlo=
Y hE—=F~SSCHF—rnyarat’™— LT, 1% Cisco WiSM OBld =z e —ZiZEMNL
F9, SSC F— v raZabt’™—F32iF, 2> be—7 GUI @ [AP Policies] _*— Y %[ &

([Security] > [AAA] > [AP] [Policies]) . AP Authorization List © [SHA1 Key Hash] # 7 A5

SSC¥—rnyvazav—LET (¥ 7-13%25H8), KIZ, b5 120 he—J0 GUI &4
HALTRILRN—=U%HE, ¥— v 2% [Add AP to Authorization List] @ [SHA1 Key Hash]
7 4 —/L RIZEE Y FF1F 97, #5D Cisco WiSM 3% 24121, WCS 2 L T SSC F— v
VakIAR_RToarte—Jizat—LET,

Lightweight €— F/ 5 Autonomous £— FADER

7 w77 L— K Y—/L'C Autonomous 7 7 & X RA > k% Lightweight &— RIZZH# L7-#%,
Autonomous €— F%& ¥R — F92% CiscolOS U Y —A (CiscoIOS U U —Z 12.3(7)JA LUl #v—

KLTC, DT 7 A KA % Lightweight 255 5 Autonomous 2E&EIZRTZ ENTEET, 7
JRARAL Y IR aryba—FZT7 V2= ERTNEHE, v ]\B_7€’1§Fﬁ L C Cisco I0S
VY —=R2zu—RT&ET, 778X RS IR ar bn—FZ7 Yz — SN TORVIGE,

TFTP # LT CiscolOS VV —RAZu— RCT&E7, WTFNDOFETEH, v— K72 CiscoIOS V
V—2%&GT TFTP 4 — 2T 7B A RA V "IT 7B ATEXDHXLERH D £7°,

Ay hrO—S#FALEFHIDY) ) —XADER

# LAN = b — 7 %M L T Lightweight &— K75 Autonomous £ — RIZETFIEIE, KD &
BYTT,

ATvF 1 TIERARAIRT Y= LTSy br—JTCLLICrZ A LET,
AFvT 2 Wkoa<wrRFEAHLET,
config ap tftp-downgrade tfip-server-ip-address filename access-point-name

AFYFT 3 TIRVARAL IR T =T D5FTHS, CLLERIIGUI Z2FHALTT 78R RA Vv FEHBREL
9,

MODE K% > & TFTP $—N\&ZERAL-RID ) ) —ZX~DER

T 7' A KRA 2 D MODE (Reset) R& »%&HH LT TFTP — 35 CiscolOS V) —2 & m— K
L. Lightweight ®€— K7*% Autonomous E— RIZHEIFT 2 FIEITKR DO L0 TF,

AFvFT 1 TFIPYV—R Y7 =T %ETLTHASPCIZ, 10.0.0.2 ~ 10.0.0.30 o#HICEENAEEIP 7 K
VAERETDOLERDY £,

AFwT 2 PCOTFTPH—R THNEWIZTIEBARL L DA A= T7 40 (1200 >V —R T 7 BA RA
U NOBEIX. c1200-k9w7-tar 123-7.JA.tar 72 ) 3H Y . TFTP Y — "N T7 7 75 4 L& TWnWb 2
LEMERLET,

AFvT 3 1200 ) =X 77 v A RA Vv bOBEIE, TFTP =R T3 VI HDBT VB ARAL L FDOA A —
T 77 A NV4 % ¢1200-k9wT-tar.default (28 L F 9,

ATFvFT 4 HFFY 5 (CATS) A—HV Xy h r—TNEEHLTCPCE2T 72X RA L MR LET,
ARTFWT S5 TIEBAXARALUNOBEBFEAZGIY £,
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ATFvT 6

Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

MODE RZ v M LEENL, T7E2A KA POEBEREHBHEALET,
>

(F) 77%AFAFOMODE RZ Y 2HMI L TBILERHY £F, T77EA KA O
MODE R ¥ > D AT —H A% i3 5 121%, [Lightweight € — RICEM L7727 7R KA v
k@ Reset A% O] (P.7-44) OFIAIZHE S TLZI W,

MODE R % > & LS, AT —F% A2 LED 2’ RIZEDb->7=25 (120 ~30#), MODE R ¥ > %k
LET,

TIERARALA IRV T— T HETRELET (TXTD LED BfkicE b o7k, A7 —% 2 LED
ﬁ)f% — N {ﬁ L/iﬁ*)

TI2RARA L EINYTZT—FLTEES, GULEZIZCLIZHEHLTTY 78X FA Vv bEFRELET,

TR RAL 2 FDFER

52 X0 bHEioarytren—F V72T V) —RATiE, 2 be—J TIZECELHIFRE (SSC) %
FEALTT 78R RA 2 MRRIFEN D0, RADIUS — NS AMERNEE SN D00 0T Rne
ROFEST (TR RS MTBRETLNA VA P—L LIZGEHE (MIC) BB 25BA), 2 be—F
V7 hxT7 VU —RAS52PETEH, 2 be—F%2FEL Ca—h/LTHMREHE (LSC) ZfiH
TEET,

SSC 2ALE=7V R KA 2 FDOFER

MIC Z2FRL=7V X R4V FD

Control and Provisioning of Wireless Access Points (CAPWAP; #&#7 7 A RA v b=y br—
w%;wfmﬁyazyf)7ﬂ%:wﬁ\77t2T%/bki@ﬂ/kmﬁ7®ﬁﬁTXﬂw&
HELZLELT X a7 RBERMTHILICEY, TI7EA RS e ar be—T DR OFIH
BEZR#ELET, CAPWAP (X, X509 SEHZOFEFIYr Y a = 7IE&GF LET, 2005 4 7 H
18 A &V Haflc i &7z Cisco Aironet 727 A IRA > MIIIMIC 8H 0V £ A, ZD7H, Zh
DT VA RA L kT Lightweight €— R TEIET 5 L 517 v 77 L— FaneBHE, SSC 2
ERENET, 2 M —F3/HEDT 7 A KA PORFEIZONTr—H/L SSC ZFFr[T5 K5
W77 L3N TED, 2D OFRFEERE RADIUS — N ZHRE L EHA, ZHUE, FRATED
X T REMETT,

E’gll

7

RADIUS H— Ntk oT, MICE2EALTTY 72 FA v FERBATALH5ICar br—F5RET
F9, 2 bu—7 L, F#HE RADIUS — NZEET 58, 778 A KA DO MACT R
ANZ—PFLH ENRAT— OB FIERINET, &2, 778A A FOMAC T RLAR
000085229270 D, 2 Fa—FTT 7 EA KAV "NEREATAHRICHEAINL 2 —F 4 8%
7 — K 000085229270 (272 0 £9,

TIRARALAL DO MAC 7 FLUATIE, /SATU— RRRD TRV EEfEICIE R %A, =
v b —7 Tlx RADIUS — %4 L%T&sz 1\94 v FOREORIZ, MIC 2EHLTT 7 &R
RA LV IDREEENDT-DTT, MIC DA . ﬁjﬂwwﬁéhi“h
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W Autonomous 75 R KA > kO Lightweight E— FADZ#

~

GE) MACT FL 2% RADIUSAAA Y — DT 7 A RA 2 FORBIEICKT A2 —F 4 L RS2 T — R
AT 258120E, U AAA —R"%7 T4 72 FBFEICEA LRV T &0,

LSC ZRALET IR RS 2 FDEEA
WMEOAPGEA > 7T AT 7 F % (PKD) TEFa 74 &m bt RER (CA) &ML, 4
RSN Lo, BIR, B L UM R ERT 2HA, LSC A A TE T,

LSCCAGEH#EIZ, 77 EA RSV FBEOar b —=Jf VA=A ENTVET, 77 AR
AV NEDTAAL AGERAFET T o T a = IPMETT, T7EA RS M, a2 br—FC
certRequest #i4E L THEA SN/ X509 fEAELZ RS LET, =2 br—F1E CA 7urx b LTH
EL., ZOT 78Z RA 2 hO7=0HIZ CA BE4 LT certRequest 515 L E T,

~
(B 7V Y E— FERESAET 7 ¥R FA v FEFF— P ShEti,

GUI ZfERA L 7= LSC Mk

ayhe—5DOGUI 2R LT, v te—J12B175 LSC DA AT 5 FIET. kOB
VC\?—O

AFwF 1 [Security] > [Certificate] > [LSC] %#3&4R L T, [Local Significant Certificates (LSC)] ([General]) ~<—
CEEET (K 7-11 258,

7-1 [Local Significant Certificates (LSC)] ([General]) R—
‘||l'||l. figurstion  Ping  Lagaut  Refres
cisco MOMITOR  WlAMs  COMTROLLER — WIRELESS  SECURITY  MAMAGEMEM HELP
Security Local Significant Certificates (LSC) Apply
b ARA General | AP Provisioning |
¥ Local EAP ~
¥ Priority Order Certificate Type Status
* Certificate o Mot Present [~}
IS General

¥ Access Control Lists

N Wil:e!ess Protection Enable LSC on Controller
Policies BrEerar
¥ Web Auth
¥ Advanced CA server URL |http://10.0.0‘1:EDEUIcaserver
(Ex: http:#/10,0.0.1:8080/caserver)
Params

Country Code |4 ‘
State |ca ‘
City |55 ‘
Qrganization |org ‘
Department |dep ‘
E-mail |dep@:is.cum ‘
Key Size 390

250741

ATFvFT 2 ZOYATALETLSC AT %I, [Enable LSC on Controller] F= v 7 Ry 7 A% A2 LE
j‘o

ATFvF 3 [CAServer URL] 74—/ FT, CAH¥—"~DURL ZANLET, RAS L AEANTLHZ LS IP
TRVAEZEANTLHZEHbTEET,
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ATFvF 4

AFwFT 5
& A

ATFv7T 9
AFv7 10

ATFv7 1

Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

[Params] 7 4 —/V RIZ, T34 AGEHEBEDORT A =2 AHLET, F—0H% 1 X% 384 ~ 2048
(By M) OfIFTHY ., 77 4/ ML 2048 TT,

[Applyl] 227 Vv 7 LT, ZEHEZEHALET,

aybe—70 CAHET—F_X—XZ CAEHEZENT 51213, GEAZEY A TOoF VW Ry 74
TV DRHIO I — Y v EEWT, [Add] 2R L £,

[AP Provisioning] # 7 %8R L T, [Local Significant Certificates (LSC)] ([AP Provisioning]) ~*—<
ZhE %9 (KM 7-12 22H),

712 [Local Significant Certificates (LSC)] ([AP Provisioning]) R—%
iguration  Ping  Logout  Refres
CONTROLLER ~ WIRELESS SECURITY M COMMANDS HELP  FEEDBACK
Security Local Significant Certificates (LSC) Apply
EROAR ~ General | AP Provisioning |
¥ Local EAP
¥ Priority Order AP Provisioning
v Certificate Enable

LsiC
b Access Control Lists Update

» Wireless Protection
Policies

» Web Auth Mumber of atternpts to LSC (0 to 255) l:l

» Advanced AP Ethernet MAC Addresses

MAC Address

251998

TIRAKRALA L RDLSC 7R EYa =73 5I21%, [Enable] = v 7Ry 7 A%A4 2L T
[Update] 27V » 27 LE 9,

TUEAFAL MRY T — FENB L EFTA v E—URERSND, [OK] 27 U v 7 LET,
[Number of Attempts to LSC] 7 4 —/L RiZ, 77 &R KA > FH, fiEHEEZT 7 4L b (MIC E£720%

SSC) IZEFHNS, LSC 2 L Ty br—J 28zl 5B a A LE3, #PEHIE 0 ~ 255
(F’Fﬁﬁﬁ”’%@ﬁﬁ%ﬁﬁ) T, 77 % /v M#EIZ3 TT,

~

GE) FHRITEEZ 0 UAAOMEICHTE LEZGEEIL, 72782 KAV FRRESNZERITRIE%IC
LSC #fFEH LTz fe—F| &f*f’é?‘i#otzﬁu\ TR KA MIGEREEZT 7 4V
MZRLET, BRITEEEZ 0 IZHRELEEA, 778A A B LSCHEHIZE 2=k
0 — T ~OWEGICRIT DL, ZOT 782 RAL L MEIFT 740 FOFEHEEREA LIz b
0 — 7 ~ORE RS ERE A,

N

GE) WHTLSC Z2RETLHEIE, OLUANDOEERET L L AHREL LT,

Tavrvay YRANMITZERFRA L MEBINT 510X, [AP Ethernet MAC Addresses] 7 4 —/V K

27 /A HA v RO MAC 7 FLAZAN LT [AD] %7 U v 7 LET,

A

GE) 77%AFRA P ETrEYay VRAIPLHIRT 2ICE, 207782 KAV FOFNR
oy SH Y RANG I — Y VEEWDT [Remove] # IR L E 77,
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AFvFT 12
AFv7 13

CLI ZfERL=LSC

AFvT 5

ATFvT 6

~

GE) 77BARAUN TrEYar VRANERETDHE, AP FubVa = I EAEMC LIS
K\7DE?5V)X%W@77?ZT%/%@ﬁ#7ﬂt/aﬁ/7éﬂifo77?2
FAVE Taeyary VAMERELZWEEG, 20 br—J 128695 MIC F72i1% SSC ik
HELZFFOTRXTOT VA RS B LSC TFrEYa=vrEnET,

[Applyl 27 Vw27 LT, BHEZ@EALET,
[Save Configuration] 27 V » 27 LT, EREZRIFLET,

DEE

a v ha—I5DOCLIZEALT, a2 ha—JI1281F5 LSC DFEREZGICT D FIEIZ, kD LBY
‘/C‘\\?AO

VAT ATLSC ZANITDHIIE, koavr FEANLET,
config certificate Isc {enable | disable}
URL % CA #—NICRET DI, koa~vr RE AN LET,

config certificate Isc ca-server http://url:port/path

ZIT url T RAL B EANTHZLLIP T RLAZANTHZ L HTEET,
>

GE) RETEDCAV—NT 1 2OBLTY, > CA — %5 ET HIZIE, config certificate Isc
ca-server delete =~ REMEHA L CHEINZ CAV—ZHIBRLTHLRALD CAY—1%
BRELET,

LSCCAGEHEL = b r—J 0 CAGEHEFET —F N—RITBEMNT 511F, kROoa<w> Rz AN LET,
config certificate Isc ca-cert {add | delete}

TN AGERAFEDONTG A =2 R ET HIIE, WOa~vr e AN LET,

config certificate Isc subject-params country state city orgn dept email

A

GE) wE 4 (CN) 1%, BIED MIC/SSC B THh D Cxxxx-MacAddr R LT, T/ A KA v
r ECHEBEIMIZ iﬁkéﬂi‘h 2T, xxoxx XRLEE ST,

F— YA XERETDHITE, kOa~v L FEATLET,

config certificate Isc other-params keysize

keysize 13X 384 ~ 2048 (> }) OEZEELET., 7 74/ MHEIX 2048 TT,
TIRARA L METaE Yy VA MIBMT2IZE, ROa~vr FE AN LET,
config certificate Isc ap-provision auth-list add AP _mac_addr

~

GE) “7nvevar IAMmbLT7 78R RS MEHIBRT SI21E, =~ K config certificate Isc
ap-provision auth-list delete AP_mac _addr %= N1 L ¥ 7,
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ATy 7T

GE)

Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

TIEARA N T ary VRANERETHE, (AT v 7 8IZBWT) AP VrEY 3=
VI ERAMMILIESGAIL, TeEeYar YR NNDT I VA RV FNORR T Ya=r s
ENET, T/EARSA N 7Y ary UAMERELRWES, 2V bo—J 08T 5
MIC 721X SSCiEHEEFFOTRTOT /A RA LV FRLSC Tt ya=r 7 EnEd,

TIRRARAL L FNT 740 bOFEAE (MIC £721% SSC) (ZHEIFT 51, LSCEZHFEHALT= v b

"=

IR A R D AR ET DITiE, Roa~vr RE AT LET,

config certificate Isc ap-provision revert-cert retries

Z Z T, retries DfEHIZ 0 ~ 255, T 7 /v MEIL 3 TT,

~

(E)

~

GE)

TR E 0 DIADMEICRE LTEBAIS, 778X BA v FRRE S - HRITREEIC
LSC ZfH L CTay ha—J Il TR 88, 7782 RA v MIGEHELZT 7 11
MIRLET, FifTEEZ 0 ICRELHA, 778X KA PR LSCHEMAIcLs=a b
0= ~OEFEFRICKBT D E, ZOT 78R BRA L MEIT 74V MOEHEZFEH L2 b
0—J ~OERERAEE A,

T LSC 2% ET HHAIE. 0 LIAOEZRET D 2 L2 L x4,

TIEARLALIDLSC A2 ubya=r 745123, o~y REAHLET,

config certificate Isc ap-provision {enable | disable}

BAED LSC HEA KRR T HITIE, ROa~vr RE AN LET,

show certificate Isc summary

WO LD el FIR SN E T,

LSC Enabled. ..ttt ittt ittt et it Yes
LSC CA= S IV et e vt et ettt e te e e e e e aeaeaeaenenenn http://10.0.0.1:8080/caserver
LSC AP-Provisioning. ...ttt ineeneennnn. Yes
Provision-List. ...ttt ittt Not Configured
LSC Revert Count in AP reboots................... 3
LSC Params:
(0035 ¥ 4
S = ca
L ss
[ 0 org
L X dep
501 dep@co.com
B Y25 T 1574 = 390
LSC Certs:
[N s Not Configured
RA Cert it ittt e e e e e e e e e et e Not Configured
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AFv7 10

LSCAHERA LT Y amr Pl E8NET 7282 RA Y MIOWTOFEMERERT DL, ROoa~
Y READLET,

show certificate Isc ap-provision

WD LD RIERNPFERSNET,

LSC AP-Provisioning.........eueeieiinineennnnn. Yes
Provision=-List.... . Present
Idx Mac Address

1 00:18:74:c7:c0:90

GUI 2#RLE=77tR RSV FDOEER

AFvFT A1

ATv7 4

AFvT 5
&

Ay b= GUIZ AL TY 7R RA L FERBAITHFIEIL, kD &BH T,

[Security] > [AAA] > [AP Policies] DNEIZEIR L T, [AP Policies] *—VZHZFEF (M 7-13 &%
H,

. o oS
7-13 AP Policies R—<
figuration ~ Ping Logout  Refresh
MOMITOR  MWlANs  CONTROLLER — WIRELESS  SECURITY  MANAGEMEMT HELP
Securi AP Policies
ty Apply Add
¥ RAA
General _ _ .
P RADILUS Policy Configuration
¥ TACACSH
LD AP
Accept Self Signed Certificate {(S5C)
Local Met Users
MAC Filtering Accept Manufactured Installed Certificate {MIC)
Disabled Clients . .
User Login Policies Accept Local Significant Certificate (LSC) O
AP Policies Authorize MIC APs against auth-list or AAA ]
* Local EAP Authorize LSC APs against auth-list O
¥ Priority Order
ifi . B Entries 1 - 3 of 3
gceniticate AP Authorization List
¥ Access Control Lists
, Wireless Protection Searchbymac [ | __search_|
Policies
Certificate
b Web Auth MAC Address Type SHA1 Key Hash
b Advanced 00:12:79:de65:99 MIc
00:16:36:91:9a:27 MIC -] —
o7
00117184117 fa a8 mIC -] =
el
o

T EARA L MZBHOCELGERE (SSC). HEITTA v A b= S 5iEHE (MIC), £/iin—
HNTHYZAENE (LSC) 2T ANSELHET, SET5F =y /Ry 7 A2 A I LET,

T IR KA M EBEATHEEIC AAA RADIUS — "% H 3 5541, [Authorize MIC APs
against auth-list or AAA | F = v 7Ry 7 24N LET,

TR KA MEBEATHEEIC LSC #EH T 58451, [Authorize LSC APs against auth-list]
Frxv IRy I AeA A LET,

[Apply] #27 Vw27 LT, EHEAZ#EHLET,
TIRARA Y beary bu—=FOA YA MIBMT S FIEZ, KOLBY T,
a. [Add] #7 Y v 7 LT, [Add AP to Authorization List] fHIkIc 7 7 A L £,
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b. [MAC Address] 7 4 —/L Fic, 7272 #4 2 Fd MAC 7 KL 2% AS LET,
c. [Certificate Type] K v 7 &> Ky 7 26, [MIC], [SSC]. F7-1% [LSC] &R L £,
d. [Add] %7V v/ LEF, 727ER KLY FARAY X MeERSNET,

GE) T7I7BAFRAIERAYAIOLEIRTAIZE, ZOT 7822 KA bOFWRE v TH D
VRENZ I — Y NV EWT [Remove] 3R L E 77,

GE)  WIEDT 7 EA BA L R ERAY A L CHRET S0, [Search by MAC] 7 4 —/L RICT 7 &
AFA L FDOMAC T KL A% ASLT [Search] #27 U v 7 LET,

CLI Z#ERL=7V R KRS 2 FDFEA

AFvT 3

ATFvT 4

ayha—IDOCLIZEALTT 782 KA v F2RATEFEIZ. KOLEBY TT,

TIRARA L NORBERY —%FET HICIE, ROa~vr ReEATTLET,

config auth-list ap-policy {authorize-ap {enable | disable} | authorize-lsc-ap {enable | disable}}
TIRARA L PPREETTTA A S LERHE MIC), BOEAREMNE (SSC). /20T
o — AV THERRFERE (LSC) 2% P AND X HIRET DI, kOa~vr & AN LET,
config auth-list ap-policy {mic | ssc | Isc {enable | disable}}

TIHA RS bEBAY A MIBNT5ICE, kOoa~vr ReEAALET,

config auth-list add {mic | ssc | Isc} ap_mac [ap_key]

ap key 1320 Ak, DFV A HOF T ay F—ny L aflTT,
~

GE) 77%AFRALIERAY A ILLHRTZICE, a~v o R
config auth-list delete ap mac * AJ)J L £7,

TI7EARALA FPOFRBAIY A M EFRRICTDHITIE, ROa~r REANLET,

show auth-list

WD &SI fEENETRENET,

Authorize MIC APs against ARA ..ttt neneneennnens disabled

Authorize LSC APs against Auth-List ................. disabled

Allow APs with MIC - Manufactured Installed C ....... enabled

Allow APs with SSC - Self-Signed Certificate ........ enabled

Allow APs with LSC - Locally Significant Cert ....... enabled

Mac Addr Cert Type Key Hash

00:12:79:de:65:99 SsC ca528236137130d37049a5e£3d1983b30ad7e543
00:16:36:91:9a:27 MIC 593£34e7cb151997a28cc7da2a6cac040b329636
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DHCP #7432 43 8EXUDHCP 7+ 3> 60 OfEMR

Cisco Aironet 7 7 = 2 KA > hiZ, DHCP # 73 3 > 43 |Z Type-Length-Value (TLV) B &AL
%9, DHCP ¥ — 3, 72 & A KA > k@ DHCP Vendor Class Identifier (VCI; <> & — 7 Z % ID)
XFINCESNTAT v a v ERTEIICT a7 AT 20ERHY £3 (DHCP A7 3 60),
# 7-1 1%, Lightweight € — R CEIfEATEE7: Cisco 77 A BRA > hD VCI XFFNERLTWET,

% 7-1 Lightweight 72 £ X R4 > k® VCI X3
TOER RL2 b VCI X5
Cisco Aironet 1130 ~'J —X Cisco AP c1130
Cisco Aironet 1140 >V —X Cisco AP c1140
Cisco Aironet 1200 > J —X Cisco AP ¢1200
Cisco Aironet 1240 > U — X Cisco AP c1240
Cisco Aironet 1250 > J —X Cisco AP c1250
Cisco AP801 #LAALT 7 £ A ARA |k Cisco AP801

TLV 7' v v 7 OFFRITRDO L BY TT,

e X A7 :0xfl (decimal 241)

e RS :aryiue—JIPT FLADH*4

e fH:a I E—FDEHS L HX—T =2 ADIP T KLA JRA L

DHCP 47+ 5 v 43 OREHIEIC SN T, ZEMHD DHCP — "0~ =27 V2SR L T2
S\, [Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode] 213, DHCP #—
NOAT L a 43 OREFIROFABERH SN THET,

TFO9ERA R4V FOEHETOCRD ST a—TF 104

TIRARA LV IR ay ba—F~OEx KT 58 B L LT, RADIUS OB AIDMREOHAE, =
V= CTHEBAMHENENI 2> TWARWEAE, T7E2AKRA Y Meary bu—FROMH
KN —E L WGERE, 2 ORRBEZZLNET,

(3)  OfficeExtend 7 7 X ARA > MFH OBFAEHRIZ OV TIE, [OfficeExtend 77 R KA 1)
(P.7-47) #ZH L T TZ X0,

aryhe—2 Y7 y=7 VY —R52LUETIE, 73TO CAPWAP Bi#i= 7 —% syslog #h—/3IC
EETHEIOIT /A RA LV MERETEET, TXCD CAPWAP =7 — X »E—T% syslog #—
NEETRRTEDLD, Ty 7 av s Reary ha—J THEMNCT20ETH D A,

TIERARLS L FOWREIZ, a0 b0 —FB3T 72X RA L hD CAPWAP BBk 25+ 5 F
T, arhe—9 FIREHENERA, LEBST, BEDT 7 A RAL L M D CAPWAP O
F U AN YBERPIEGESNZFHZHB 203 LN EnH Y £4, 20X ) REFEOMEL =
Vb= TCAPWAP TRy 7 a<wy REANIET NI TNV a—T 4 7T 5D, b
OB—F T A ABINY Ay E—VEEFLTELETRTOT 7R RS MOBFERENEL, Z0=
VR —SICERICERE LT VA R OB RERELET,

aybha—F1k, CAPWAP T4 AW NRNVEREZa b —FJ R ELEST 7B A KA ok
HOHRAETXTNELET, NEIT, 778X VAL MO ZELERVOT 4 AT X yt—
VTHED . AL R=IBET 7 A FA Y bR SNIREOBRESA B — FTHRDY 7,
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BB O BERAEFR R TXET VA KA hokkit, kO LB T,
e 5500 Y —RX oy b —FTIEHRK250 DT 78R KA b

o 4400 U —AXp=r br—7F Cisco WiSM, # LT Catalyst 3750G Integrated Wireless LAN
Controller Switch IZ2WTIE, &K 300 DT 7 A FA b

e 2100 ¥V —X arbr—5D7T vy F7+—5hF LV Cisco 28/37/38xx Series Integrated
Services Routers N @ Controller Network Module 12 & W "R — FEN7=T 7B R KA > FDigK
3fEDT A KRA b

oy ba—IBEKREOT 78 A RA > FOBEREEIGREZM R L TWDIEE. T o7 7&82
KA FPOFHRITINESNEEA,

F 74 h T, ROKHEONTIHNE B L TWEIFEE, 1 DT 7 EBZXA RV b HTRTO
syslog A vE—U N IP 7 R LR 255.255.255.255 ICHE Sk,

o Y7 =T VIV —R42UBERETLT 7R RA 2 b BCBEHSh T D,

o V7 b =T VU —RA2 URIZBETAMET 78R RA U B, 42UBOY ) —RIZT v
T —REnTWn35,

e V7 b T VU —RA42UBEBETIMGFT 7 8A RA I, REZVTHICV Y b &
NnTWn3,

ULEDOWTNLOLEE—HLTHWDHEDIZT 78 A BA v Ry hr—F 28k S WA,
DHCP #—RZHEL V=LA T a v 72HEHALTsyslog W=D IP T RLAEZT 7 ER R
AV MIRERTZELTEEY, THICLKY, 778 A KRSV FTEHTRTD syslog A vE—I0RZ 0
IP7 FLA~NEESND L OIC £,

TIRARA Y IRBEaY br—ZZ#ER I T RTIUE, 20T 78R KA1 ho CLI Z6EH
L Tsyslog H—"OIP 7 RLVAZRETHZ &b TExEd, BlE =~ NiX, lwapp ap log-server
syslog server IP address T,

TIRARA Y IBEPICT L ba—FIlBR SNSRI, 2y bar—F X7 a— 307 syslog —
NOIP 7 FLUA (F7 4V hiX 255.255.255.255) 47 7B A KA > hMcav—LEd, £0%, IP
T RUVARKRONTNODOTFT VA TEEEINDIET, 77EBRX FA 2 MIT T syslog A »
T—VEZIOIP 7 FLRICEELET,

o TIUERARA LV MIFRL A br—J SN EET, 2 be—7 ED 7 m— 3L syslog
P— D IP 7 KL ADFRED config ap syslog host global syslog server IP address 2~ K%
FRLTEREINZ, Zo%GG, 2y hae—J 3L e— b syslog H— "D IP 7 KL A%
TIEARA L b~a—LET,

o TIUEAFRAVMIFRL Y e —TJ Z#RINIZEE T RED syslog br— D IP 7 L A
config ap syslog host specific Cisco AP syslog server IP address 2~ FZEMALCTar ha—
FZEOT 7R RA L M LTRES N, ZOHE. 22 bu—F 138 LWRFED syslog
P—=ROIPT RLVRAET 7R KA b~a—LET,

o FUERFEAL MEIY hR—T LB SN THD | syslog B— S0 [P T KL RS
Iwapp ap log-server syslog server IP address 2~ > RZEHA LT, 727 A KA > h®d CLI i
LREINTZ, ZOa~wy Kix, 77ERA KAy bMio s b —TZ T8RSN TWienigE
IZRR Y BERE L £ 7,

s TIURARA VIR Fr—=T oA GE S, Bloay bu—FIERI TS, 2
DA, HLvay ha =320/ a—r3 b syslog =D P 7 RLAZET 7 EA RA v b~
ar—LET,

F L syslog — 3D [P 7 R L ABBERFD syslog ¥— D [P 7 FL A% EEXT 5N, HWT
FLZFEERBEAOHEESH, LT FLARZZIRFSNET, 778X FA 2 MIZD
syslog 1 —/3D IP 7 R L AT TE UL, TXTD syslog A v =T 2B LWIP 7 F L RTE(E
THEIITRYET,

e
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a2y bua—7 GUIEZFEHLTCTZ7E A KA FO syslog h—"EFHELZY, a2 be—F GUI %
ZIX CLI 2R LCT 78 A RA Vv hOBRERERRLIZY TEET,

79t R RS2 bD Syslog H—/\DEERE

a2 he—=7DCLIZEALTT 7 A KA bD syslog V—"%EFHET 5 FIEIT, kOEEBY TY,

ATFYT 1 ROWTADLOBIEEZITWET,

e IV u—FRZHERETITRTOT IR KA MK LT, ZFr—r,UL7 syslog —3%
RETDHITE, ko~ FEANLET,

config ap syslog host global syslog server IP_address

A

GE) T 74 bTIE Zr—Ubsyslog V=D P 7 KL AL, $_XTOT 7R KA b
(2% LT 255.255.255.255 T3, 77 B A BA v b syslog h— NHEEOY 7 % v MMIHE
FCTEDZEEHERLTOD, 2 b —F0 syslog T—"EHREL TSN, Tk
ARAY IR ZOY TRy MIEHRTERWIEEIIE, 20T 7R KA M syslog
Ay —VEEEFETEEEA,

o WEDT 7 EA KA FD syslog P—NERET DHITT, kOa~vr FEANLET,
config ap syslog host specific Cisco AP syslog server IP_address

S

GE) T74NETHE &T 78R RA L bO syslog =D P 7 KLZ1%0.0.0.0 T, ZHi
RRETHDHZ LR LET, 774NV MEZENT DL, Z0—V T 7R RA b
syslog 7= SO IP 7 RLAR, TZ7ERARA Y MZab—SnET,

ATvF 2 EHEERGETDHIE. ROavr FEASLET,

save config

RFyF 3 T hu—F T AT RTOT 7R KA v MR LT, Za— L7k syslog — &R 25
i, o~y REANLET,

show ap config global
WD XD IpERAERRSNET,
AP global system logging host.............ccvu... 255.255.255.255
ATvF 4 BEDOT 7 A XA L RO syslog ¥ —ORELFRT HIIE, RKOa~vr FEALLET,

show ap config general Cisco AP

TR KLY b OEHIEROERT

CAPWAP 7 4 ZANV FRE A hr—F12D7 &b 1 RIEET D7 7B A KA v b OEFORE
BT, 72782 RA PRV 7= FEFOshTh, a2 be—7 LI snEzd, Znb
DFEFHERIZ, 2> b =03 Y 7= SNGE, ERIEMEHERO 7 U 7 2RI/ U256 O ZHIR
ShET,
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GUI 2FRA L7 X Ra v MEFERORT

AFyvFT 1

aybha—I5D GUI 2R LT, 72718 RA RA Y MERIEREFRTDFIEILZ. ko LBY T,

[Monitor] > [Statistics] > [AP Join] ®JEIZEIR L T, [AP Join Stats] X—T & & 7 (K 7-14 2%
M,

7-14 [AP Join Stats] R—2
Ping Logout Refres
MOMITOR  WIANs  COMTROLLER  WIRELESS Sl
Monitor AP Join Stats Entries 1 - 25 of 114
L 12345 =
Summary Current Filter: Mone [Change Filter] [Clear Filter]
| Cares il Clear Stats on all APs
~ Statistics
Contraller Base Radio MAC AP Name Status Ethernet MAC IP Address L
::risnm 00:13:5fifa:25:10 &P Mot Joined 00:00:00:00:00:00 192020
RADIUS Servers o0:14:1b:h7:5a:c0 P2 Joined 00:14:a9:acf5:de 192021 F
Mabiliey Statistics 00:1411b:b7:79:20 5Pz Joined 00:15:2bizar1a1a8 192022 F
» CDP o0:14:1b:h7:79:90 ) Joined 00:15:2bi2atlatbo 192023 F
¥ Rogues 00:14:1:ad:fe:a0 aps Jained 00:15:2h:f9:3f:18 192024 F
Clients 00:15:c7 a5:be:00 APE Joined 00:16:c7:15:5a:4a 192025 F
Multicast O0:15:.cF 55 eh:el [ Mot Joined 00:16:c7:15:60: 00 192026 Fl
00:17:0f:35:45:50 AP3 Jained 00:17:5a:cd:ae:de 182027 F E
00:17:0f:35:78:20 AP9 Joined 00:17:5a:cd:bd:a2 192028 F R]

CON—VIZE, Y PR —JICERIN TS, FHIEERERATZ OB TXTOT 7 2R
RA LV IRFRENET, EBFEMACT FL A, TR RA YV b, BEOEREAT —Z A, A —
P2y FMACT RLVA, IPT7T FL A, BEXOET 78R KRA v bOKEOBERRKEZZ R L ET,

R=UOEEHIZIE, 7782 KAV bPOBRHERERENET, T78AFA U FDOU R FDHEEE

NR=VIWELGE, X=VUFFOV &7 ) v I L TINLDOR—VEFRRTEET, £—TI2I1

BR25EOT 7 w2 R v OB EHEREAFRTEET,

~

GE) 7T77BAFRA b ET7rEYary VAIMDLHIRTIVLERS LA, 0T 782 KA
YEOEFEWRR T E T URENCH — YV EEWT [Remove] 27 Y v 7 LET,

S
GE) TXTOT778A KA bOWNEFEREZ VT LTHEEBER L7204, [Clear Stats on
AlLAPs] %7 U v 7 LT,

[AP Join Stats] X—Y DT 7 A KRA L b UANTHEDT 7 A RA LV NERRT HHLAIEL. KO
FNEICHE - T, BEDOEHE MAC T RLART 7 A RA v MR E) -7 78 A2 RA |
DIrERRTDHT 4 NVEEBERLET,

~

GE) ZOoOBRRIEL. 772X FRA L bOY A NPEEAN—VICEL DI —H TTRTEHERTE A
WIS L E T,

a. [Change Filter] #27 U v 7 L, [Search AP] *—Y %&£+ (X 7-15 2&H]),

| oL-18911-01-J
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7-15 [Search AP] 21 > K™y

Search AP %]
MAC Address
AP Mame
Find %
b. RKOF = IRy 7 ADNTINEFIILT, 778X KAV NERRTHEBICHEHT 2 R

FELET,
e MAC Address : 77 B2 A v FOERER MACT7 RL2EZ AN LET,
e APName: 77t A KAV bOL4RIZATILET,

S

() IhoHoT7A4MZONTRNEANNITHE, b 1207 4 VX ITHBRICEIZRY
iﬁ—o

[Find] 22V v 27 LT, ZEAMHLET, MBELEL —FT 57 7 ¥R KA L FOHD [AP
Join Stats] X—IZFKR S, = E#O [Current Filter] XV A &R T HOIHEHLEZT 4
% (MAC Address:00:1e:f7:75:0a:a0, F721% AP Name:pmsk-ap 72 &) &~ LET,

~

GE) 7anEEHIBRLTTZE®A FRA N URMNEKERRFRT HI21E, [Clear Filter] 27 VU »
7 LET,

ATYT 3 FEDT 7 EARA L FOFEMRBHGHERE X TT DI 77 BA FA 2 FOER MAC 7 R
VA%ZZ7 Y w27 LET, [AP Join Stats Detail] ~— TN FRrINET (K 7-16 & H),

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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7-16 [AP Join Stats Detail] R—%

cisco

Monitor

Summary

-

Access Points

4

Statistics
Controller
AP Join
Ports
RADIUS Servers
Maobility Statistics

cDP

v v

Rogues
Clients
Multicast

Z D=,
WET,

AP Join Stats Detail >

General

Base MAC Address
AP Mame

Ethernet MAC Address

00:15:30:7e:ce: 30
AP1
00:15:a1:73:bd:84

IP Address 192.0.20

Status Joined
Last AP Join

Timestamp Message

Feb 26 08:38:05.930
Feb 26 08:36:17.486

Feb 26 08:38:17.689

Discovery Phase Statistics

Received Discovery request and sent response
Received Join request and sent response

Received Config request and sent response

Requests Received

Responses Sent

Unsuccessful Request Processed
Reason For Last Unsuccessful Attempt
Last Successful Atternpt Time

Last Unsuccessful atternpt Timne

Join Phase Statistics

11
7
o

Feb 26 08:38:05.930

Requests Received

Responses Sent

Unsuccessful Request Processed
Reason For Last Unsuccessful Attempt
Last Successful Attemnpt Time

Last Unsuccessful Atternpt Tirne

Configuration Phase Statistics

4
4
o

Feb 26 08:38:17 486

Requests Received

Responses Sant

Unsuccessful Request Processed
Reason For Last Unsuccessful Attempt
Last Successful Atternpt Time

Last Unsuccessful Atternpt Time

Last Error Summary

&
3
o
Feb 26 08:35:17 629

Last AP Messags Decryption
Failure

Last AP Connection Failure
Last Error Occurred
Last Error Qccurred Reason

Last Join Error Timestamp

ay bu—=F DR T 1 ZADKEEICET OERERE LT —RFRRS

Mumber of message retransmission to the AP has reached maximum

Feb 26 00:09:20.587

Mumber of message retransmission to the AP has reached maximum

AP got or has been disconnected

274720

CLI ZERLE7 7R Ra ¥ MERIBFROEKT

WO CLL a2~ FEFEHALT, 778X KA NOBEREREERRLET,

e AL E—TJIERINTWVWDIEREFERZAITLE, TXTOT7 27 A RS PO MAC T R
AT T DL, ROa~xwr RE AN LET,

show ap join stats summary all

RO L&D RPN RSET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K [ |
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W Autonomous 75 R KA > kO Lightweight E— FADZ#

NUMDE T Of AP S . ittt ittt e et ettt ettt ettt ettt e e 4

Base Mac AP EthernetMac AP Name IP Address Status
00:0b:85:57:bc:c0 00:0b:85:57:bc:c0 AP1130 10.10.163.217 Joined
00:1c:0£:81:db:80 00:1c:63:23:ac:al AP1140 10.10.163.216 Not joined
00:1c:0£f:81:fc:20 00:1b:d5:9f:7d:b2 AP1 10.10.163.215 Joined
00:21:1b:ea:36:60 00:0c:d4:8a:6b:cl AP2 10.10.163.214 Not joined

FRET 7B A KA ¥ b ORHHERT 7 —DFFfiZ KT 2I121F, ROa~vr FE AL LET,
show ap join stats summary ap_mac

ap mac 1%, 80211 A > ¥ —T7 =4 AD MAC 7 KL A TT,

S

GE) 802.11 A v X —T = A4 AD MAC 7 RLAZEFET AT, 778X KA+ CLI
\Z =< K show interfaces Dot11Radio 0 Z# A /1L £9°,

WD &S IREEMRETRENET,

Is the AP currently connected to controller................ Yes

Time at which the AP joined this controller last time...... Aug 21 12:50:36.061

Type of error that occurred last........ciiiiiiiiiiinennn AP got or has been
disconnected

Reason for error that occurred last...........oiiiiiiiino.. The AP has been reset by
the controller

Time at which the last join error occurred.............. Aug 21 12:50:34.374

FrET 782 RA v F TR SNIZ TN TOEREEOHH 2 2R84 2121F, koavwr Rz A
jjl_/i‘j‘!}

show ap join stats detailed ap mac

WD LD RIERPFRSNET,

Discovery phase statistics

- Discovery requests received. ... ...ttt 2

- Successful discovery responses sent.........c.ieiiiiienn 2

- Unsuccessful discovery request processing................ 0

- Reason for last unsuccessful discovery attempt........... Not applicable

- Time at last successful discovery attempt................ Aug 21 12:50:23.335
- Time at last unsuccessful discovery attempt.............. Not applicable

Join phase statistics

- Join requests received. ...ttt it et e e 1

- Successful join responses Sent........c..oeiiiiiiiiineenaan 1

- Unsuccessful join request processing............coeeueeenn. 1

- Reason for last unsuccessful join attempt................ RADIUS authorization
is pending for the AP

- Time at last successful join attempt............ ... ..., Aug 21 12:50:34.481

- Time at last unsuccessful join attempt................... Aug 21 12:50:34.374

Configuration phase statistics

- Configuration requests received........iviiiiiiieennnnnns 1

- Successful configuration responses sent.................. 1

- Unsuccessful configuration request processing............ 0

- Reason for last unsuccessful configuration attempt....... Not applicable

- Time at last successful configuration attempt............ Aug 21 12:50:34.374
- Time at last unsuccessful configuration attempt.......... Not applicable

Last AP message decryption failure details
- Reason for last message decryption failure............... Not applicable

Last AP disconnect details

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
m. oL-18911-01-J |



| 7% Lightweight 77X R4 > FO#lfH

Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

- Reason for last AP connection failure
the controller

.................... The AP has been reset by

Last join error summary

- Type of error that occurred last.........oiiiiiiiiiinnn. AP got or has been
disconnected
- Reason for error that occurred last..............coiinn.. The AP has been reset by

the controller
- Time at which the last join error occurred............... Aug 21 12:50:34.374

o TRTOTIVEARA L FEFRIIBEDT 7R RA v bOBEEGREHERE 7V 7+ 5121, &
Da<vr ReEANLET,

clear ap join stats {all | ap_mac}

Lightweight E— FICE# L7 ERX R4V k~ADa Y tO—5%EH
Lf=7/1\vy ¥ a2 FDEE

Lightweight £— FIZEB LT 7 €2 BA v Moay ha—F 87 Ay 7 a<wy REEETE Sk
SIZF B, Roa~vy FEANLET,

debug ap {enable | disable | command cmd} Cisco AP

COMREADCLESGA, A be—J 3B LT 78 A RA L MTXFHE L TT ANy 7 av
v RE®EEFELET, CiscolOS Y7 v =7 % Lightweight € — K T5479 % Cisco Aironet 7 7 & &
FA VIR R—FLTWIEBEDOT Ny avr REEETLZENTEET,

FTHMLE-FI9EXA RAV ALY FA—5ADY S v A ERDZEE

B LT2T 722 RA L IR THETY T— N LIEGE, T2 8A KA NTIEY T v v a2 BERC
OD—hN 7Tva AV I Ty TrAANMREENET, V=, TR RAL b
TV 7 —bhoBBEEZa e —FIZEELET, 77 v a2l VEENRY 7—FLESE, 22 b
—ZIIBEED CAPWAP A v —V%EALTr Ty a2 Z7AVERBEL, a2y be—50D7
Ty va AEVZENERGFLET, 77 vy vafffia—ix, arha—087 78X KA b
LENEERELEETT 782 RA L DT T via AFYNSHIBRENET,

FEHLETIERA RAU DAY FA—SADOEEIT ¥ TNDEE

BT VA RA L VOBERES 2 —daT XU T BERLESA. 77 8A RA 2 MIER
5y aRERIIa— AN Ty a AFY FICEROaT XU T A NVERELET, £,
WS aT X T Ty ANEBERLEZEZHMLEWMMAvyE—Vhkar be—J0EELET,
aryhe—J@F Ry NU—EHEIEET LN T v T 2R EL, BEHEIIT 78R KAV b E
WMaT7 Ty ANEZETHIENTEET,

BEL-aT7 774 W3ar b =907 7 v a |l FEENET, 207 7 A% TFTP £721%
FTP R CHY — N7 v 7 a— KL, oWcERT2 2R TEET, a7 77 A 00EF, a2 b
O—F R8T 78RR DL INERELEHETT 78 A RS b DT T o AT MHHIR
SNET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
[ oL-18911-01-J .m



ET7E Lightweight 77X L > FOFIE |

W Autonomous 75 R KA > kO Lightweight E— FADZ#

CLI 2R L=HEa7 ¥ TOME

CLI ZEHIL CIERDO 2T X7 77 A N E2BGET 2 FIRIT, kDLBY T,

ARFYT 1 TI7BAFRASA U b aryiu—JIEEROaT X7 77 AV EEGRETDHITIE, ROa~vr RaE A
HLET,

config ap crash-file get-radio-core-dump s/ot Cisco_ AP
slot 787 A =R 2%, 7T vvallZE\ RoAny NID # A LET,
AF9FT 2 TyAABNarie—JZFvru— RINEI LEEHERTHICIE, kOoa~vr REANLET,
show ap crash-file
WD LD RIERPFRSNET,

Local Core Files:

Irad AP1130.rdump0 (156)

By ANOETFIT, 77 ANVDIA XERLES, 27 X7 77 A VeHTE 56, 4 X1
Tr Lo RESRITINERD EHEA,

GUI #FRAL-EBa7 ¥ 707y 7Oo—FK

GUI L CEBBRoOaT #o 7 77 A% TFTP £721X FTP — 27 v 7P u— K+ 25 FEIL, &
DB TT,

AFv7 1 [Commands] > [Upload File] ®JIEIZ38&4R L T, [Upload File from Controller] ~X— Y %[l & £
(K 7-17 #&H4),

- J o
717 [Upload File from Controller] R—<
ol I LK1 I | Save Configuration  Ping  Logout Refresh
CISCO MOMITOR  WlANs  CONTROLLER  WIRELESS — SECURITY  MAMAGEMENT HELP
Commands Upload file from Controller Clear Upload
Zouniuadibils File Type | Radio Care Dump A
Upload File
Y Transfer Mode
Reboot
Reset to Factory Default  Server Details
Set Time
File Path |f‘tp-usel’/ ‘
File Name |Irad_AP1130.rdumDD ‘
Server Login Username |usemame |
Server Login Passward |ouuooo | |-
[i=]
Server Part Number %
o~

AFwF 2 [FileType] kv v 7 & v Ry 7 ZA)v5, [Radio Core Dump] 23R L £,
ATvF 3 [Transfer Mode] Kt v 7 &> Ry 7 Av5, [TFTP] £721% [FTP] Z&IR L £,
AFwF 4 [IP Address] 7 4 —/v KiZ, TFTP 721X FTP — D IP 7 KL 2 & A K L7,
AFvF 5 [FilePath) 74— RiZ, Z7ALDT 4 L7 Y RAEAHLET,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
.ﬂﬂlr oL-18911-01-J |



| 7% Lightweight 77X R4 > FO#lfH

Autonomous 77 £ R KA ~ k® Lightweight E— F~nz® MW

ATv7 6 [FileName] 7 4 —/V RiC, =T ¥ 7 77 A VO4RTE AT LET,

S

GE) AWT2777724F 2y b= TERSND T 7ANGLE BT DVLENRDY T, =
Y hwu—=F kO 7 f e RS 2%, show ap crash-file =~ F&2 A/ LT,

AFwF 7 [Transfer Mode] & LT [FTP] Z# IR LI=HA1E, ROFNEEZFEITLET,
a. [Server Login Username] 7 1 —/L NiZ, FTP — w7 A &2 NS LET,
b. [Server Login Password] 7 « —/L KiZ, FTP H— a2/ A > N2ATU— K2 A LET,

c. [Server Port Number] 7  —/L RiZ, FTP h—"DOFR— " EZEZ AN LET, F—"NFK—FrD7F
7 4V MEX 21 T,

ATvF 8 [Uploadl %27 Vw7 LT, arvbe—9holfliar ¥ 7 774 VT v7a—FKLET, Tv 7/
0— RDAT—F A% RT Ay E—UNRERINET,

CLI 2FRALEE7 Fo7O7vyI0n—F

CLI ZfEH L CH#E#HROaT ¥ 7 77 A V% TFTP £721X FTP 4 — N7 v 7'e— N4 2 FIEIE, &
DERYTT,

ATYFT 1 TrANEar he—F06 TFTP £721% FTP % — NIZiRET 5101%, Roa~vr REASHLET,
e transfer upload mode {tftp | ftp}
* transfer upload datatype radio-core-dump
* transfer upload serverip server_ip_address
o transfer upload path server path to_file

e transfer upload filename filename

~

GE) ANTD77704F, aviu—JTCERESNDG 7 7 A N4 E—BTHLERH 7,
ayvbha—7 LD 7y A E MR T HI21%, show ap crash-file =~ REZ AT LET,

AFvF 2 FIPH—nzHALTWL5E1F, koavr R AN LET,
* transfer upload username username
e transfer upload password password
e transfer upload port port

~

GE)  port XT A—FOT 7 x/V MHIX 21 TT,

ATwF 3 EHESNEREEZERFTHITE, KOavr FE AN LET,

transfer upload start

AFv7 4 BEORELHRALTCY 7 =T 7y 7u—FREBRT 5L 0ROL27m T R REINEDL, y
EANILET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W Autonomous 75 R KA > kO Lightweight E— FADZ#

EMLET7 VR RA DD AEY a7 FoTOF7y7a—F

77 4 /L kT, Lightweight € — NIZEBL7Z=T7 7 A KA ME, avba—FZAEY a7 &
VTERBELERA, ZOETIE, 20 b —F GUL EFE CLIZEHLTCT 78A KAk a7
X TaT vy T a— T LFIMEICONTHILET,

GUI #2FRALE79ERA R4 a7 #oFdOF7yFA—F

AFvFT A1

AFvT 3
ATFvT 4

AFvT 5

arha—F GUIEFERALTT 7 EBRA RA v hoay BoF T A 0E2T v a— R+ 5FEIL, K
DLEBYTT,

[Wireless] > [Access Points] > [All APs] > [ 72 & X 7> 4] > [Advanced] # 7 % IBIZEIR L T,
[All APs > Details for] ([Advanced]) X—V#M&ET (K 7-18 &),

- J A
7-18 [All APs > Details for] ([Advanced]) R—>
figuration ~ Ping Logout Refres
MOMITOR WA CONTROLLER ~ WIRELESS  SECURITY NAGEMENT  COMMAMNDS HELP
Wireless All APs = Details for < Back Apply
b n;ﬁ?: LIS * General | credentials | Interfaces | High Availability | Inventory | Advanced |
s
¥ Radios
Global Configuration Regulatory oo 11bgi-A  802.11ai-A Power Over Ethernet Settings
Mesh Domains ) ! T
Countr Pre-Standard State
HREAP Groups SO (U5 (inted States) V] |
) ; ode Power Injector State F]
802.11a/n 5 .
Mirror Mode AP Core Dump
b 802.11b/g/n Cisco
Country Discovery AP Core Dump Enabled
Protocal
b Qos validation {Glabal MFP Disahled) File Name \ -
o
File C =
o fe Comeression L] enable 2
[}

TIERARA Y baT X7 %7 v 7 r—RKT5121, [AP Core Dump| = v/ KRy 7 A& 4
ZLET,

[TFTP Server IP] 7 .t —/L NiZ, TFTP ¥ — "D IP 7 FL A& AL £ T,

[File Name] 7 4 —/V N2, 727 EBRRA L b ay X7 Ty A NOL4HTD (dump.log 72 E) Z#AJIL
i‘?—o

TIRRARALS N aT X7 77 A NVEEMT 51X, [File Compression] F= v 7 Ry 7 A% 4
WLET, ZOFTvarZAMNTTDHE, 7740 gz IETF AT TREFSRET
(dump.log.gz 72 £), D77 ANix, WinZip TR ZENTEET,

[Applyl %27 V> 2 LT, BEEZ#EHALET,
[Save Configuration] #2 U » 7 LT, ZEAZRFELET,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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CLI #FRALE7IVER R4V a7 ¥ 707y TO—F

a2 he—F CLIZHERA LT VA RS  DaT X7 Ty A NET v 7u— T 5FEIL, &
DEEBYTT,

ARFYT 1 TI7BAFRASA v OaT X777y 7a—R4510F, avryboe—7TROa~vy REANLET,
config ap core-dump enable tfip_server ip address filename {compress | uncompress} {ap name |
all}

e tftp server_ip address \X. TV EA RA L IR aT X T Ty A NVEFRET HEREK TFTP ¥—
NOIP 7 RLATY,

~

GE) 7 7%A KA METFTP b— ZBGEARECTRITIZZR Y ¥ A,

o filename L, 778 A RA L "R aT 77 ANDT AT ICHERTHL4ETTT,

e compress (37 7 A KAV EREMESNTZaT 77 ANV EEEFETDHEHEE L. uncompress
X, 727 8RA KA IWREEMO 2T 77 ANVEERETHIIBRELET,
.
(GE)  compress ZIBIRT DL, 77 AT gz WEFEMITTRESNET (72 & 2L,
dump.log.gz), ZD7 7 A /L%, WinZip TH Z &N TEET,

e ap namelIaT X T HEETIH/HEDT 7 EA KA FOLARITHY | all iX Lightweight £ —
RIZEBmENTZTRTOT 78 A BA 2 FTY,
ATvT 2 EERERETDHICE ROa~vr REANLET,

save config

FMLE7I9EX R4V FO MAC 7 FLADRTR

Ay ha—IRNERINTET 7R RS FPOMAC T RLx&ay fbu—7 GUI OFR—VICHK

R DFETIE, WS OPRRDLERHD 7,

e [AP Summary] ~—2ZiE, 2 hr—J XV ERINET 78X VA FOA—H x> b
MAC 7 RLAD U A M 3RS ET,

o [AP Detail] X—JI2i%, ZBWMENTT 7B A BAL L FDBSSMAC 7 RL AL A —H Ry k
MAC 7 RVADU R IR, aryiia—JIliRRINET,

e [Radio Summary] ~—IiZid, BRENET 7 8A RAL L FOY AR, avbe—F 2k
M MAC 7 FLURIAIZR RS NET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W Autonomous 75 R KA > kO Lightweight E— FADZ#

Lightweight E— FIZE# L =77 X RS > D Reset K2 > DEZE

Lightweight € — RIZE# L7727 7B A KA > h® Reset R > &b TE 9, Reset R¥ i
TR KA FOAEIE MODE & EPNTZT LRI THET,

WKoa<y REFEHTRE, HHa ba—J TV — L TWAEBEINTZT 7R RA b
D1 2FEF1TT_RTD Reset RZ ZEE-ITENCTEET,

config ap reset-button {enable | disable} {ap-name | all}

BHENTZT 7B A KA FD Reset RZ T, T 7 4/ FTIIAEL T,

Lightweight 72 £X R4 > FTHOEZE IP 7 FLADERE

DHCP —XIZIP 7 KL A Z HBIFICE D Y CTEE 0 TIERLS, 77 A KA MTIP 7 KL &
PRETIHIHAE., =2 br— 7GUI$711CLI%1%H%LT7WZXnw’/k WHEEIP 7 RL 2k
WETEET, EEIP 7 FLRATlEE., 2—VHOBRONTZERTOAFHINET,

~

(;¥) DHCPHEHIZEDIP 7 RLADEID Y TIZOWTOFEMIZ, TDHCP O%E] (P.6-8) #&MH LT
éb\o
TI7EARA L MIHLTEEIP T FLARRESN TN DHE, 77 8ARA 2 F3JET S DNS
P—NBLORAAS VERBELRTNE, 778X RA U MIRAAL Y 2—2 A7 2 (DNS) %ff
MLTarybo—J2BMTEEEA, BENE, ZNHD/NT X =23 CLI 2 L TORRE W HE
TLER, arbe—7 Y7 bbux7 VU —26.0 TEZOMWRELZ GULIZHILEL TWET,

)

GE) 727BARALUIFERELT, T78ARA L FOLREIO DHCP 7 FUANFEELEY 7% v b ki
RWETEIP 7 RLAEZFEHTZ L. ZOT 7R KA MIV 7 — FEIZDHCP 7 FLAIZT7 +— /b
Ny ZLET, T78ARALS N DHCP 7 RLVRIZTZ 4 —V RNy 735, TI78ARA L MR
T =Ny 7 IP T RLAZMHEH L TWD Z &7 show ap config general Cisco AP CLI =2~ > N{Z
roCElicEranNEd, 72720, GUIIXEEIP 7 KL A& DHCP 7 KL 2D &2 F /R LET
N, DHCP 7 RVAZ 74— "y 7 T RLATHDZ EIF#AILEREA,

GUI 2R L=EE IP 7 FLADKE

a2 hu—F GUI 4 H L C Lightweight 727 ¥ 2 KA > bOEE IP 7 KL A &5 ET 5 FIEIL, &K
DELEBHTT,

AFwF 1 [Wireless] > [Access Points] > [All APs] DJEIZEIR LT, [All APs] X—V &£,

AFvT 2 [EEIPT RLAEZHEICT L7 78R RA 2 hO4diE27 Y v 2 LET, [All APs > Details for]
(General) N—UNREFINFET (K 7-19 25H),

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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Autonomous 77 R 4 > F® Lightweight E— F~nz% M

7 . ° s
7-19 [All APs > Details for (General) ] R—<
ol I i I I £ onfiguration ~ Ping  Logout Refres
CIScOo MONITOR  WLANs  CONTROLLER  WIRELESS  SECURITY  MANAGEMENT  C( HELP
Wireless All APs » Details for APS < Back apply
= n:"""?: Boints General | Credentials | Interfaces | High Awailability | Inventory | Advanced |
5
» Radios
Global Configuration General Yersions
Mesh i
AP Narne |AP6 | Software Version 6.0.100.0
HREAP Groups
Location |defau\t location | Boaot Version 12.3.7.1
F 802.11a/n
AP MAC Address 00:1d:a1:fd:89:66 105 Version 12 4{20090219:042702)
b B02.11b/gfn
Base Radio MAC 00:1f:26:28:d6:10 Mini I0S Yersion 3.0.51.0
Countr
v Status IP Config
Timers
- @ 61 el local hd 1P Address 20.20.11.102
Cperational Status REG Static IP
Gatoway
Z NP address (D000 g
Dornain Mare | | &

ATYFT 3 TIRAFAUNMIEEIP 7 RLAZED Y THHA1L, [IP Config] T [Static IP] = v 7 Ry 7 A
EAACLET, TN NTIEA TR T ET,

AFvT 4 HETDHT7 A=V PICEEIP 7 RLVA, Xy bvA27 BIOT 74V F— U=z A/ LE
j‘o

AFvF 5 [Applyl %7 Vv s LC, EFEEEHLET, 727E2 FA 2 MRY T — b LTaY ho—F & i
L. A7 v 7 4THEELEIP T FLART 7R RA Y MIEESNET,

ATFwF 6 BEEIPT FLART 7 BARA L MIHREENTHE, DNSHV— D IP 7 FLRABIV N AL 4%
RETEET, ZN&(THFIRTKDLEY T,

a. [DNSIP Address] 7 4 —/L RIZ, DNS =D IP 7 KL A& A LET,

b. [Domain Name] 7 4 —/V RIZ, 77 ®A KAV EBRBETD RAAL 44BN LET,
c. [Applylz7 Vw2 LT, ZHAEZEALET,

d. [Save Configuration] #7 V v 7 LT, EEARFLET,

CLI ZERLEZE IP 7 FLADHKE

2y hu—35 CLI M L Lightweight 7 7 & 2 44 > FOREE P 7 KL 22 #ET 5 FIET. %
DEBYTT,

ATF9FT1 TI7BAFRAVICTHEEIP T RLAZRETHITEF, koa~vr FEASLET,

config ap static-ip enable Cisco AP ip_address mask gateway

~

GE) 77%AFRAY NOREEIP Z&EHIZT 51214, config ap static-ip disable Cisco AP 2~ K
EANNLET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W Autonomous 75 R KA > kO Lightweight E— FADZ#

ATFvFT 2

AFvT 4

EREZRET DI, ROa~2 RE AN LET,

save config

TIRARLS VIR T—=hLTCarbe—JIlHERL. A7 v 7 I THRELEZIPT RLART 7

TRARASL N T vy aE&NET,

BEIP T RLART 7R KAV MIEEEINTZH%, DNSYV—DIP 7 RLABIONRAA V4%

WETEET, ZNETO FIHITIKRO LB T,

a. DNSH—RZHEELTHEDT 7 A RA 2 M DNS @ik ZHH L Tary be—J 2 BmTx
HEHIZTDHITFE, oavr Re AN LET,

config ap static-ip add nameserver {Cisco AP | all} ip_address

S

GE) ®EDT 7 EARALMERETITOT 7R KA ~D DNS H—FHIERT 5121,
config ap static-ip delete nameserver {Cisco AP |all} =~ F&Z AHLET,

b. BEDOT /A RAL L M, ERITTRTOT 7R RAL U MBBET D RAAL U EIRET HITIE,
WDa<wr ReE AT LET,

config ap static-ip add domain {Cisco AP | all} domain_name

S

GE) REOTI7HARA U, EFREFTRITOTZERA KA bORAA CEEIBRT I,
config ap static-ip delete domain {Cisco AP |all} =~ REZ AN LET,

c. EHEZRFTDITIE, KOawr FEANLET,

save config

TIHEARLS L PDIP T RUVAREEFR AT DI, ROa~vr FE AN LET,

show ap config general Cisco_AP

RO LD el FRESE T,

Cisco AP Identifier.... ...t 4

CiSCO AP NaAME . i vttt it ettt et e et et e e eeeeeeenn AP6

IP Address Configuration..........eeiiiiieeennnn. Static IP assigned
1 2N Lo Y = = 10.10.10.118

IP NetMask. o et ittt ittt ettt et i e e ene 255.255.255.0
Gateway IP Addr. ...ttt ieeetennneeennnns 10.10.10.1

1210511 T o Domainl

J = e IS T o 10.10.10.205

YA ZXDKELGT VXA RLY bDA A—DDYR—F

arybhr—3 V7 =7 UV —R50LETIE, VAN A A=V BBIICHIBRL THa7 A
NR=AEELZ LT, YA ZXDRERT VA RA LV FDAA=VIT v I 7L —RT&EET, 20D
BEEIL, BMB D7 J v v a BT 7B A RA v MZORFEELEZKIFLET (1100, 1200, B LT
1310 V=X T 78X KA M), TRTOLEBAE LWT 7 &2 RA 2 MTid, SMB Z#E 2 5 K
77y aPBEREINTOET,
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OfficeExtend 77X K1~ + M

~
GE) 200748 HEAET, YA AORERT VA RAL L bDA A—VTH 0 EHATLER, Hrikrerna
MEN., TIVEBRARAL L FDA A= YA T 2ND bR LT £,

VIR A RXA=DICLkoT, A A=VDT v T T V—FREFZT 78X RAL L bDONRU—Y A7) T
FIToTCHHEHTEDL, "ol T7 v A A—UREMENET, 77EBRARA L FTUIRY OME
BWET DIEDTIEIL, VAT ADT v T T VL —RIFZT 78 A RA L ORI =Y A 7V T %k
F5ZLTT, YA RXDODKERT IR RA LY N ARA—TU~DT v 7T L— RKOBRIZNRT—HF A7
VU MMFEAE LT A, TETP U ANV OFIREHEHLTTY 782 KA FEEETEET,

TETP U NV #FETT 2 FIHIZ, RO LEEBY TT,

AFvT 1 MERYHBANY 4 A=V % Cisco.com (c1100-revk9w8-mx. ¢1200-rcvk9w8-mx. F 721
c1310-recvk9w8-mx) o X 7 — KL, BEWDO TFTP —"D/L—F T4 L7 FUIZA VA b—
NMLET,

ATF9FT 2 TFIPH—NEH—F v DT I7EARA L FERMUB TRy MIBEHLT, T7ERX R hES
=P A7 VT LET, T7VARA L MITFTP A A—UNHEEIL, RIZ2> be—F 28k
LTHA RADORERT I VA RS "DOA A=V EF D a— KL, Ty 77— FRFEEZZETLE
R

AFwFT 3 TIEBARARASIREE LS, TFTP —"%HIBRTE £ 7,

OfficeExtend 77X "€ > k

OfficeExtend 7 7 A KA ME, VE—F vr—a Bl 5arhua—3nb7 78R KA
F~DRERBEERMIEL, A X =2y 2B L TR0 WLAN 2 (B D HTIC Y — A L AL
RLET, A=A A7 4 AZBF LT VY —DOBEMKIT, REOFT7 4 AL ESTLSLFELTY, 7
JEA KA My ba—7 OO Datagram Transport Layer Security (DTLS; 7 —4% 77 & hF
VAR—MEEX2UT 1) LKA UL, TRTOBEOEX 2 T 4 &L LET,

X 7-20 1%, —f%A97% OfficeExtend 727 ¥ A KA > by b7 v 7ERLET,

7-20 — %897 OfficeExtend 77X R4 by b7y T

; R—Ls 742 §
] 5
D| OfficeExtend '
: TOER DS/ — 7)1/ :
! BN FA—3/CCM:
: KA 2 b EFL . A~ !
L G a— @g,;g? |
-~ ssp = - - 5 I
i / =75 : ‘___* 5
y |
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W OfficeExtend 77 £ X RS > +

~

(GE)  OfficeExtend 7 7 & &2 R A > it V—F F£-1dxy NU—27 7 KL 2EH#H (NAT) #FEHT2Z20
MOTF— b T oA TNALZAEZEXTEHET DL IRFINTHET, NATIZEYD, v—FR DTN
ARFA LV E—Fy F (RXTVwr) EEAXY FT—F (FTF7AX—}) Boxz—Y = bELTH
ECE, ZHCEY, a2 Ca— 20 NV—T2KEzH—-DIP T RLRETHIERTEEST, 2
fe—7 V7 27 JUU—2R6.0 T, H—D NAT T34 ZD% 7 TlxHE —d OfficeExtend 7 7
TR RA L OB ERBFRETT,

BIE, wplus 7 4 B2 A% FFD Cisco 5500 > U — Xz br—ZCHf &7z Cisco Aironet 1130 &
U — X‘kiU“ 1140 U —X T 78R R4 v sDFH% OfficeExtend 7 7 A RA > b & LTEMET S
LORETEZET,

GE) T7ATUr— ML, TIZEZARL LU I ED CAPWAP 2+ 5 N5 7 4 v 7 T4 X9 3%
EFEENTWALENRHY £9, UDP R—h 5246 BLX 5247 AN THY ., 77 B A RAL Vv bhayw
FE—Z IR TERVWE T IAREEOH D HFMT AL AL T e v 7 SN TN & &R
LTLK7EEW,

Xl T 1 DEE

H3h72 OfficeExtend 77 &2 RA V FOBREIHOFX Yy VT — 7 1CHFETEX A X 9T A2 FIEIZRD
BV TT,

ATy T 1 v—AATHEDRIEAE (LSC) % L T OfficeExtend 77 ¥ 2 RA > F ZFRFET 2 FIEIT
[LSC Z#{EH L=T 78 A KA v FDFRA] (P.7-26) TRENTWET,

AFwT 2 TIEARALLFDMAC 7 FU A, BT, F7-03W 5 23058 R T LT AAA 3 — SHiEE 4 248
THICE, koa~vr Re AL LET,

config auth-list ap-policy authorize-ap username {ap _mac | Cisco_AP | both}
WGRECT 782 RA » MaaENT 5 L. AO7RUEERD OfficeExtend 7 7 & X KA b OHH =
Fr—FICEERTEET, 20X YT 0 RY —EEET 5T, %\ OfficeExtend 7 7 & A KA
YT, RO ID £723F S TAAT 2T T, EEANERLIZEAIE. AAA —1 T —~
NR=2nb 02—V EZHIRTHA7 VS MEFETLT, TOUHEED OfﬁceExtend TIRARAL
Ry MU =7 IR TE RN K I LET,

ARTF9T 3 EHEERET DL, RO REANLET,

save config

OfficeExtend 7V A R4 bDSA4 P25

OfficeExtend 7 7 € 2 KA v M &EHEHT HI21E, 5500 vV —X a2 he—FZwplus 74 BV A%
AVARN=NVLTHEHTOILEROY ET, FAEBVRADA A =A%, 1130 U —XFE 72T 1140
=X T 7 E®RX KA T OfficeExtend E— REZFRIMETX £,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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OfficeExtend 77X K1~ + M

OfficeExtend 7 7 £ X A > " REART A L 2ADHBEHHAL TS (wplus T4 A&MHA LT
W) I ke —JZH#REL LY L LTeRE. 2 he—F D FF v v 7Z [License Not
Available for feature: OfficeExtendAP] W95 XA v —UNRREINET, = br—F FFv7 B
TaFRIRTHIZIE, 2 ba—F GUI @ [Most Recent Traps] C [Monitor] Zi#R L T [View All] %7
Vw2 LET,

~
GE) TABVADAFBLUA VA M= LIZETAHEHRIL, 5 4 BESRL T EIN,

OfficeExtend 792 X RA4 > FDEERTE

1130 U —=XFEZIT 140 U =R T BA RS bhary ba—JZ#ishizb, a3 he—F
GUI £721% CLI Z1# L T OfficeExtend 77 & &2 &RA > ~ & Lfﬁﬁﬁféiﬁ”o

GUI #EH L 1= OfficeExtend 77X "1 > FDOER

o hr—5® GUI 24/ LT OfficeExtend 7 7 B A RA v NERETHFIEIZ. kD LBY T,

ATvFT 1 WOFNRIZHE- T, 7 78R KA T Hybrid REAP Z#H 22 L £ 7,
a. [Wireless] #34R L T, [AIl APs] ~— Y& & £,

b. BHWDOT 7R KA bDARTEZZ Y v 7 LET, [All APs > Details for] (General) ~<— UM%
RENET,

C. ZOTVEAKRAL ML T Hybrid REAP ZH%ZZF 5121, [AP Mode] Rr vy XU Ry
7 A5 [H-REAP] Z3&R L £,

S

(3()  Hybrid-REAP ORI HOWTIE, % 13 E2 BB LTI ZE 0,

AT7F97 2 TIZRARAL ML OFELFEEOA L br—F2RETLFIHET, RO LY TT,
a. [High Availability] # 7' %3®R L C, [All APs > Details for] (High Availability) ~X— Y% & %
ﬁ—o
b. ZOT778A KRS IDTTA~Y arbr—FD4RFTE [P T KL A% [Primary Controller
Name] 7 1 —/L K3 L OF [Management IP Address] 7 + —/V FIZ A LET,
.

GE) a2y har—FDLHBEINIP 7T RVAOWMFEANTHIMLERHY 9, WHFE2 A LA
We, TI7A RS bIarboe—J R TEETA,

c. MEEULT, ¥AVF Y EFF—v v ) aryiu—7 (EEWA) OARIBLOIP 7 KL
A% 9% [Controller Name] 7 4 —/L R X O [Management IP Address] 7 «+ —/V KIZAT)

LET,

d. [Apply]l 22 Vw27 LT, ZHAZMWHALES, 72722 KA MY T—FLTbay ha—3
WA L E T,

N

(3¥) OfficeExtend 1, 2> Fe—FOKRICAHZe— Xy X MET2 iﬁ*ﬂ%‘f? (Over-The Air;
OTAP) M7 o 2% H L EEA, OfficecExtend 77 A " A v MIFRESI N2 ]
WCDHEFAITT DD, 2 bre—F% 1 DL E## Efé%%#&)@ F9,
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W OfficeExtend 77 £ X RS > +

& D ]

GE) TIA~Y. kAL FY . BEOE— %Y ar hr—FOAMBLERIP 7 RL AT —FT
B HBENRDH Y £,

GE)  wplus TA B 2&FES 5500 ) —X ar ba—F0AERETHEITLTIEEN,
5500 >V —ATERVWary br—7 wplus 74 B ADRN 5500 ) —X ar be—7
BERET D &, OfficeExtend 77 ¥ A A v Moy b —JICHERTE A,

OfficeExtend 77 A R4 > hOBREE AT 5 FEIT, kOLEEBY TY,
a. [AllAPS] <—UT7 742 HFA v MaAEES U v LET,

b. [H-REAP] # 7 %3%#R L C. [All APs > Details for] ([H-REAP]) ~— UM £4 (K 7-21 %
),

7-21 [All APs > Details for] ([H-REAP]) <—3

Configuration ~ Ping  Logout  Refres

CIsSCcOo MOMITOR — WLANs  CONTROLLER  WIRELESS SECURITY  MANAGEMENT CO HELP

Wireless All APs » Details for AP1 < Back | Apply

~ Access Points

. * General | credentials | Interfaces | High Availability | Inventory | H-REAP | Advanced |

» Radios
Global Canfiguration
Mesh WLAN
Support D
HREAP Groups

HREAR Mot Configured

b 80Z.11a/n Group MNarme
b 802.11bfofn
OfficeExtend AP
Country
Timers Enahble
OfficeExtend
¥ Qos AR

Enable Least
Latency
Contraller O
Join

Reset Personal 551D

274722

c. [Enable OfficeExtend AP] F = v /Ry 7V A% AL T, ZOT7EA KA FD
OfficeExtend T— K& A LE 9, T 7 4/ MEIZA T,

IOF v IRy I A%FT7ICTHE, ZOT 7R KA O OfficeExtend £ — FAMER)IC
Diﬁ‘ TIREARAL LV PORETRTHRMVEENDZ LITHY EHA, 77 ER ‘1’4/]\0)
REZ 27 VT LCLGHMREOT 7 4V MREICRTHEIEL, 22 hr—F CLI T [clear ap
conflg Cisco AP] EANLET, 77E8AFA 2 NOfEANSSID OH%E 7 V7T 5551

[Reset Personal SSID] #7 V v 7 L&,

A Y

GE) T Z7tA KA D OfficeExtend T— REAMIZT 5 &, RIEQKRHA A BRI ELHIZ 72
D ¥9, [All APs > Details for] ([Advanced]) ~X— T [Rogue Detection] &= v 7 &K v
J AL A U ERIFATICLTC, BEDOT 78 A RA V FORERHZEDE - ITHENCT
XFET, FEORKETEMINDGT 7 A KA Y MNIKEORET SA AEMHET 2 A6
PEANFE W2, OfficeExtend 77 £ A A > h TIFAEREITT 7 40 b TIRES T,
REMBIZOWTOFEMIL, [RIEZRT A ADEH ] (P.5-84) #ZRL T 7Z23 0,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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AFvT 4

e.

OfficeExtend 77X K1~ + M

G¥) 7T 27k&RA KA o OfficeExtend £— FEHZHICT 5 L. DTLS 7 —Z W 51ki% B BIYIC
Hhz7e 0 £9, [All APs > Details for] ([Advanced]) ~*—3 T [Data Encryption] = »
IRy I AkA L ERIEATICLT, FFEDOT 78 A RA v hD DTLS 7 — ¥ W5z A
BhEITESICCEET, DTLS 7 — ¥ 5L oiEiix, 7 —2m5boikE) (P.7-3)
EHERL TSN,

GE) 7 7&A KA O OfficeExtend E— K2 HF T DL, Telnet 77 AL WNSSH 7
72 AN BEICEESNZ/2 Y 3, 7272 L. [All APs > Details for] ([Advanced]) ~<—%
T [Telnet] F= v 7Ry 7 AERIT[SSH] F2v /Ry 7 At 34712 LT, §
EDT VA RAL D Telnet 7 7 2 AFE7I1LSSH 77 B A2 HHhF 13T £
9, Telnet 3 X O SSH O#FEfL, Telnet £7/-1X SSH #FH L7778 A KA DT
TNy a—T 47 (PD-49) 2B LT 230,

(GE) 7 7k&A KA MO OfficeBxtend E— REAINZTH L, U ZBIENAENI/RD T,
[All APs > Details for] ([Advanced]) ~*— < T [Enable Link Latency] = > 27 A~ v 7 X%
FUERIFATICLT, FEDT 7 EA RS OV 7 BIEEGNELITEDCTE F
To ZOWEEDOFEMIZHOWTIE, TV 7 BIEDRE] (P.7-91) 22 LTIZEW,

PEREIC T 7B R KA v MZBIEOR DR ay he—J ZRIRSE 720451, [Enable
Least Latency Controller Join] ¥ = v 7R v 7 A& AN LET, AN LRWEEIT, 20
Fxy IRy 7 AeFT7DEFICLET (T 740 M), ZOWREEDICTLE, 77EA R
A2 NET 4 ABNY LT 4 AN ANV IREOH ORI Z G5 L, SIS 5 5500 2 —A =
Yhe—=ZICER L ET

[Applyl 27 Vv LT, EHZEALET,

[All APs] ~—® [OfficeExtend AP] 7 4 —/L RiZiZ, EDT 7 A HRA > b OfficeExtend 7 7 &
ARA L PELTHRESINTWVAENNRERINET,

OfficeExtend 7 7 ¥ A2 RA v MIFFED 22—V H B L ONRAY - RNE2RETIHHAOFIET, koL
BOTT, TLU—FE, IS OERKRERZEH L C OfficeExtend 77 © A R4 >+ GUI iI2v &
A TEET,

a.
b.

C.

[AIlAPS] X—VTCT 7 A RV NAEHEZ Y v 7 LET,
[Credentials] % 7 %34k L T [All APs > Details for] (Credentials) ~<X— %[ & 9,

[Override Global Credentials] ¥ = v 7Ry 7 A& AL, ZOTI7EAFRA bR ay ba—
TNHTa— N =L RAT =R A F =TI RAT—= REMHE LRI ICLET, T
T H N R TIEA TR TOET,

[Username], [Password]. 35 & U [Enable Password] 7 «# —/L RIZ, ZOT 7R KA 2 MIEY
BCTH-BO2—WH, RAT—R, BEXOAS X—T N RAT—=REANLET,

Y
GE) ADLEEHRIZ, arba—97 78R RS b2V T—NLIEHBL, T/ERA KAV
ERFT Loy he—JIl#EEINEEA TORFESNET,

[Applyl %7 V> 7 LT, BEEE#EAL £,
[Save Configuration] 2 V v 7 LT, ZEEZRIFELET,
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W OfficeExtend 77 £ X RS > +

AFwT 5

~

GE) ZOT7I7EBAFRALNT, arybha—707a— S VEREIERE RHEIICHE T 5 030
& 5561, [Override Global Credentials] = v 7 Ry 7 A% A4 712 LET,

2> he—7 2 OfficeExtend 77 ¥ A RA v hDOHZHEVHR— T 58451, [RRM O%E] (P.11-10)
T DCA Mg, F v 3/ AX v VREE, BLORAN— by MERRICHERE I NS EE R ET 2 TIAE
EHERLTLLEE N,

CLI Z{#H L 1= OfficeExtend 77t X R4 > FDEHA

ATFvFT1

ATFvFT 3

2 hue—5® CLI 24 LT OfficeExtend 7 7 A2 RA v NE2BRETHEIEIZ, koLBH TT,

T 7% X KA O Hybrid-REAP Z 2029 2121F, ko=~ Fe AN LET,
config ap mode h-reap Cisco AP

~

()  Hybrid-REAP ORIV TIE, 5 13 8 2BBL TS0,

TIHEARA LML OFERFEREO AL b —F&RETDITE, ROa~vr FEANLET,
config ap primary-base controller name Cisco AP controller _ip_address
config ap secondary-base controller name Cisco AP controller_ip_address

config ap tertiary-base controller name Cisco_AP controller_ip_address

~

GE) = bo—F04RBLIOIP T FLADOWEEZANTILERHY £, MiFEATI LR
LTI BARALA NIy b —TFIlERETE EEA,

(3¥) OfficeExtend 1, =¥ b —JORANCILAT 7 — F¥ ¥ 2 b 7213 8HR (Over-The Air;
OTAP) mm~7 et A &AL ¥ A, OfficeExtend 77 B A KA v MIFRESNTZ2 b
O—JICORERRITT 2720, 2 b —J% 1 DUERETLILERNH Y £,

GE) 7I9A4~V. BALVEY, BXOF—v ) arbe—J0L4RBLOIP 7 RLATZT—ET
HAIVLERDHY £,

GE)  wplus TA B ZEFHFSS5500 ) —R ar br—FDLERETHELICLTIES N,
5500 U —ATiEAVnary hr—3%, wplus 74 B ADRWS5500 ) —X ary hre—7
BI%ET D &, OfficeBxtend 77 ¥ 2 RA v Miar be—J Il TEETHE A,

7 7R KA T OfficeExtend E— REFETT 521, Da~vwr RE AN LET,
config hreap office-extend {enable | disable} Cisco AP
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.ﬂﬁ.r oL-18911-01-J |



| 7% Lightweight 77X R4 > FO#lfH

AFvT 5

OfficeExtend 77X K1~ + M

T 7 4V MEIZEZ) (enable) T, disable /XT A —X |, ZDOT 7 k&R KA bD OfficeExtend
T RNEENZLET, T7BRA RSV FOERET X THRRVEINSIZ LITHV EHA, T7ER
KAV NOFREE 7 VT L CLGBHMEEOT 7 4V FRTICETHAIX. kOoa~<wr FEANLET,

clear ap config Cisco_ AP
T EARAL POMASSID DAET VT T LHGEIT, ROavwy Fe A LET,

config hreap office-extend clear-personalssid-config Cisco AP.

~

GE) 7 27%®A KA RO OfficeExtend £ — REZHIT D &, REORKMHMN BB/ Y
£9, 727 L, =~ K config rogue detection {enable | disable} {Cisco AP |all ZfEH L
T, BEDOT VA RS FERFTRTOT 78 A KAV FOREOHE G 8hE 721388
ICTEET, FEORETRESNDT 7R FA v MIKEORIET A A& BT 5 Al
PERE W=D, OfficeExtend 7 7 £ A ARA > b TIEARERHEIET 7 4 /v b TIXEHTY, FIE
BHIZOWTOFEMIE, [RIERT SA Z0EH ] (P.5-84) 2B LT &N,

(&) 7 7EX KA o OfficeExtend T— FE2HITT 5 &, DTLS 7 —Z I o{LITABRIICAH
i £9, 7272L., =< K config ap link-encryption {enable | disable} {Cisco AP |
alll ZHEMA LT, FFEDPT 7R KAV bEFLIEFTRTOT 7 ®AX KA FO DTLS 7—4
Wb 2 F 5 E I3 & £9, DTLS 7 —# o {bOFEliL, 7 —Z 5 LD E )
(P.7-3) 2L T ZIW,

GE) 7 27%&A KA Fo OfficeExtend € — FEZHZNZT 5 &, Telnet 7 7 EABLOSSH 77 &
AN HBICENICAR Y £9, 7272 L. 2~ K config ap {telnet | ssh} {enable | disable}
Cisco AP #R LT, $sEDT 78 A RA L MERITTRTOT 7 A KA 2 O Telnet F
721X SSH 7 7 B A& AR E 1213 EhI2 T & £77, Telnet 35 KX O SSH DFfMIL, [Telnet 721
SSHAEEH LT 78 ARAL L v O T TNy a—T 47 ] (PD-49) 22 L T &0,

GE) 7 27E®AXFRA2 MO OfficeExtend E— FEFRZTH L, Vo 7 BESFEHICRY 5, 72
72L. =2~ K config ap link-latency {enable | disable} {Cisco AP |all} AL T, =
P —FZIZBET VT — FENTWDREDT 7B A RA » PERIFTTRTOT 7R KA
VIOV B EAHEIIIESHICTEET, ZOMEOFEMICOWTE, TV 7 BITO
] (P7-91) 2L T Zauy,

BRI T 72 A BA V MBRBIEDR LDy ha—F 52 RIRTX 5 L9 129510F, koa<
Y READLET,

config hreap join min-latency {enable | disable} Cisco_ AP

77 4V MEZHES) (disable) TT, ZOWREZANCT DL, 77 HRA RS MEIT 4 AU &
T A AT NV IEEOBORERZ R L, &UNIGET S 5500 V—X av be—Z 28 L E7,

7 LU —7 7 OfficeExtend 7 7 2 KA v b D GULIZ 0 7' A F 2 DICANT D2 —F4 B LUV
V= RERETDICE, ROa~r Fe AT LET,

config ap mgmtuser add username user password password enablesecret enable_password Cisco AP
ZOavy RICANLEERERIZ, 20 he—9R7 78X RS MV T—FLIZHRR, 77 F
ARA Y ERHF LAy be—=F IR SN B TORFESET,
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~

GE) ZOT778AFRALURIT, avrbae—J07a— VEEERZBEIIERT 2 0ER’H 5
&%, 2= K config ap mgmtuser delete Cisco AP # AJJLE3, ZDa~<y ROET
. TAP reverted to global username configuration] &9 X v —URNERRINFET,

BREEPRETDHIZE, Oa~vr REAHLET,

save config

2 b —7 3 OfficeExtend 77 ¥ A iRA v b DOH &V HR— T 58451, [RRM Of% &) (P.11-10)
T DCA BRICHER I NAEEZHZRET L FIEEZSH LTI ZS W,

OfficeExtend 797 X R4 > F THOEA SSID DXE

ATFvFT1

ATFvF 3
AFvT 4

RDOFNET OfficeExtend 7 7 £ A2 KA hMeu 7 A L TEAD SSID #RETDH LS. 7LU—7h
IR L TLEEN,

WDONWFNIDEIET, OfficeExtend 77 A RAL L FDOIP 7 FLAZTERLET,

o F—L N—HiZus AL TOfficeExtend 77 A KRA L FDIP 7 KL AZERSITET,

o £t IT #2412 OfficeExtend 7 7 A RA L FDIP 7 FL AL R L E T,

» Network Magic (www.purenetworks.com) 72 EDT 7V r—a v EFEHLTC, xv hI—7 1

DFNRALABLIRT AL ZADIP T FL 2 EHBHLET,
OfficeExtend 77 A 7RA > FIRR— L N—FIZEFSINTZIRET, /X —Fy N 77 0%0D
[Address] 7 ¢ —/V FIZ OfficeExtend 727 A RA L FDIP 7 KL AEZ AN LT[Gol %7 V> L
ESC
~
GE) R—FxNTFITA4_—]F Xy hU—7 (VPN) #EfEzHEHL 2Oy N =7 128 L
TWRWNWI AR LTREWNTLEEN,

Tar T RRERENTEDL, 2P L ERRT—-REANLTCT 78 A RS Mcua sl A4 LET,

[OfficeExtend Access Point Welcome] ~—"C, [Enter] 27 U v 7 L ¥, OfficeExtend 7 7 & A 7~
A 2 F® [Home] R—UYRFRINET (K 7-22 22H),

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
m. oL-18911-01-J |
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AFwT 5

& A

ATFvFT 7T

7-22

7-23

HOME CONFIGURATION EVENTLOG HELP

Home: Summary

General Information

AP Mame AP AP MAC Address

AP IP Address 192020 AP Uptirne

AP Mode Remaote AP Status {Admin/Operational)

AP Wersion 12.4{20090119:051918) Software Version 6.0.75.0
Controller Name 5500

AP Statistics

Radio Freg/Channel Tx Power Plkts Infout
Radion-go0z,1142-45H: 2437 MHz/6 -20 dBm 459874/50945734
Radiol-s0z,11438H2 5320 MHz/64 -17 dBm 386601/37115856
Association

(0] To remove 'Local Wireless Connection' association or modify settings, click on Configuration,
Client MAC Client IP/Name Plkts Infout Bytes InfOut Duplicates Rovd/Data Retries

001c.58cd 3el3 0.0.0.0/NONE 1142/916 FI751/52378

alialn
cigea

[ AP HI:I ME £ OMFIGURATION

Configuration

Personal 551D

OfficeExtend 7V X R4A > F® [Home] R—

OfficeExtend 77X K1~ + M

Refresh

0022 .9090.5f4e

1 day, 19 hours, 17 minutes

TONR—VIE, TIZEARLA VML IPT RLA, MACT RLA, VY7 " xT7 RN—Tg 0,
T—HA, Frx ), BIERT— BIORIITIAT U bT 74 v I MERINFET,

[Configuration] % 341 L C, [Configuration] X—Y %X £7 (K 7-23 2&H),

EVENT LOG

S5ID ||.l|:r>U||c|I>>ilJ|

Security | wraz/rsk (aES) [v)

Secret (3-38

character phrase)

ADMIN_ENABLEDAUP

Bytes Infout
223261/206709119

630268/511013585

Decrypt Failed/RTS Retries
0/0

&
8
A

OfficeExtend 7 ¥ £ R KA > b ® [Configuration] R—<

l Apply ] l Clear Config ]

274708

[Personal SSID] F = v 7/ Ry 7 A% A LT, ZOERERZHENLET, T 740 MEIZED
(disable) T3,

[SSID] 7 4 —/V RiZ, ZDT7 7 A RA 2 MIHIV Y TLHEAD SSID Z A LET, Zd SSID i
0—HhNLTAL v FENET,

| oL-18911-01-J
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W OfficeExtend 77 £ X RS > +

2AFvT 8

ATv7 9

AFv7F 10

~

GE) OfficeExtend 77 A iR"A v b EFoa v hu—J 1, #EFEINEZT 7R RAL L B2V
15 £FTO WLAN IZOANBLET, 2k, AD SSID Z L2 WLAN % 1 Sfgfrd 57z
DT,

[Security] K2 v 7 # 72 £ 2 2576 [Open]. [WPA2/PSK (AES)]. %7213 [104 bit WEP] Z3&4R L
T, IDT 7R RSV IBERT B EX2 VT 40 XA TEZRELET,
~

(GE)  [WPA2/PSK (AES)] IR 2 H41%, 7 74 7> M WPA2/PSK 35 L Ot AES B B{L23 i &
SNTVDZLAHERLTEEN,

27 w7 8 T [WPA2/PSK (AES)] Z &R L 7% . [Secret] 7 ¢ —/v RIZ 8 ~ 38 JLF D WPA2 X
A7V —A& AN LET, 104 £ F WEP %J&EHX‘ L?i]ﬁu . [Key] 7 4 —/v FiZ 13 350 ASCII
F—HZANLET,

[Applyl] 27 Vv 7 LT, EHEEHALET,

>

GE) foT7 7V r—3 2T OfficeExtend 77 ¥ A KA > h&MFHT 584 1%, [Clear Config] %
7V LCZOREEZ VT L, 77 EA XA M LHHRWEOT 7 40 MIREET,

2 br—7F CLI 75 clear ap config Cisco AP =~ RE AL TT 78R RA 2 FORE
EIVTTLHZEHLTEET,

OfficeExtend 77 X R4 > FFEHERDERT

WD CLI 2~ > REHEHLT, £v bV —2 E® OfficeExtend 77 £ A KA > hOEHREF R LET,
o T XTo OfficeExtend 727 ¥ A KA FDY A M &FKRTLHITE, kOoa~vr FEALET,
show hreap office-extend summary
KDL RIERPFRRINET,

Summary of OfficeExtend AP

AP Name Ethernet MAC Encryption Join-Mode Join-Time
AP1130 00:22:90:e3:37:70 Enabled Latency Sun Jan 4 21:46:07 2009
AP1140 01:40:91:p5:31:70 Enabled Latency Sat Jan 3 19:30:25 2009

e OfficeExtend 7 78X KA bDV 7 IBIEEFRRT HIZIE, ROa~v REATILET,

show hreap office-extend latency

WD & D IR ETRENET,

Summary of OfficeExtend AP link latency

AP Name Status Current Maximum Minimum
AP1130 Enabled 15 ms 45 ms 12 ms
AP1140 Enabled 14 ms 179 ms 12 ms

o TRTOTIVEARALNEFRIIEEDT 7 EBRA RA L NOBHALIRELF T BI21Z, kD=
<~ READNLET,

show ap link-encryption {all | Cisco_AP}

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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WD &I ERNF RS NETS,

Encryption Dnstream Upstream Last

AP Name State Count Count Update

AP1130 En 112 1303 23:49

AP1140 En 232 2146 23:49
auth err: 198 replay err: 0

AP1250 En 0 0 Never

AP1240 En 6191 15011 22:13

Zoav Rk, BEMET =y 7027 —BEBWTO2RIETT—, BROT 7B RA v
FRRIUAT Yy NEZETOREBZEM T 2HET T —bRRINET,

o TRTOTIEARA LV MNEIHFEDT VERA KAV "DOT =X T Lb—2 AT —H A% FRT
BIE, Woa~vy REALET,
show ap data-plane {all | Cisco_ AP}

PR SRAS [ R VAL SRSV (W ¢ B

Min Data Data Max Data Last
AP Name Round Trip Round Trip Round Trip Update
AP1130 0.012s 0.014s 0.020s 13:46:23
AP1140 0.012s 0.017s 0.111s 13:46:46

e OfficeExtend 7 7 £ X RA o N O EREZRRT DT, ICLIZFEH LT 72X KA v
rERE R OFR ] (P.7-37) 2R L TLIEEN,

OfficeExtend 79X R4 FD S TN a—F 45

OfficeExtend 77 & 2 iRA > b CRIGEDN A LIZHBE1E. 18 D 2R L T 7E& W,

Cisco 7= IL—TF Ty

U—2 7 n—771YvY (WGB) X, Autonomous IOS 727 A RA » b L THETE, 41—V xRy
FTWGB 77 2R RA Y MIERi SN2 74T~ O Y IZ Lightweight 7 7 £ 2 KA > MZ
R R A R T 2 E—RTT, A=V Ry b A F—T A A LOHFHRI 74T 2 FD MAC 7
FLA%&FE L, £ % Internet Access Point Protocol (IAPP) X v & —Y > 7 %EH LT
Lightweight 7 7 & 2 A MCHET 52 LT, WGB [ —OEE 7 A v F 2 LTHBRSE v
D2 i LT, WGB X, B0 MRESEE Lightweight 77 2 2 H A v MOz LT, AR
FTA TV MR TR TE S L0127 3, Lightweight 727 ¥ A KA > MM, WGB 27 &
A7 e LUTUELES, 7-24 OFESRL T IZE0,

| oL-18911-01-J
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7-24

N O . i =
e - | e =

WGB il

AAYF

TOER KRS+

<

g8 =
— DHCP/ACS

230519

/TFTB/FTP

(GE)  Lightweight 77 &2 RA & FBEE L R2WIEAIZIE, WGB IZBIOT 78X KA b ~DT Vo —
varERMILET,

WGB OFERIZBETH5H1 K514 >

Xy T =27 TWGB 2FERT2HGIIE, ROTA RT A4 (- TLEI Y,

e U—U I N—7 T YV E—FKEY¥HKR—FL, CiscolOS VU —2% 124 (3g) JA L% (32 MB ®
TR ABRAL L ED) £721F CiscoIOS VYU —=2 123 (8) JEB LI (16 MB O 7 7 & % 7RA
v E®) E2BEIL TV Autonomous 7 7 B A KA v FThuE, WGB A CTxE94, Th
DT 7k A RA L MTiE, AP1120. AP1121, AP1130. AP1140. AP1231. AP1240.
AP1250, BE WM AP1310 AdH Y 9, 12.4 (3g) JA BL U 12.3 (8) JEB £ Y LLii® Cisco I0S
VY —XF, ¥R —FENTHWEREA,

A

(E)

~

(E)

TIEARALY MZ2 OOBRBHHERIL. 1 DOHLET—I TN—TF T v T—FK
KGR ETE ET, ZOMWREEMHH LT, Lightweight 727 &2 RA v MR L E7,
H ) —FOERAENC L THL xR0 LET,

2 b —7 % Cisco WGB DA% AR — ks L CWE$, Linksys 3L U OEM WGB
TSA AT R — IR T ER A, Cisco Wireless Unified Solution Tid Linksys
WET54G B L WETIIB A =%y b 7 U v DI R— b INTWERLN, ROTA
R A 2t - 72854 . Wireless Unified Solution iR E TINHDT NA A TE 5 &
2T FF,

1. WET54G %7213 WETIIB IZF /31 2% 1 DO BT 5,

2.8 ST A A —3 57012, WET54G £7-13 WET11B T MAC 7 v —
UHREE BT B,

3. WET54G F£721Z WETUB IZHR SN2 T ASA AZEHDO RTARBIRT7 7 —A U =
TEAVARN=ILTEOHOT 7 =277 N— g % DHCP TRIEN 4 U % ATREM:
NHDLT-H. ZDOHA K7 A 0% JetDirect 7V % TIIFFIZEETY,

H IS DT 31 2T Cisco Wireless Unified Solution THAR— F STV RV, ¥
AaADT 7 =R PR—= NI, INBICEETLIMED ST TNV a2 —T o T ERITOE
A,

WGB ECU—2 70 —7 71 v E— FEAMTT 2IE, KOWTRrEEITLET,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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— WGB 77 % 2 &RKA > s ® GUI T, [Settings] > [Network Interfaces] ~2— YV DML TR » U —
7 Ou— x4 % [Workgroup Bridge] Z &R L £,

— WGB 77X AA 2 b CLI T, =< K station-role workgroup-bridge % AJ) L £ 9,

S

(k) WGB &&Ef#l) (P7-60) @ WGB 77 R RA Vv hOFEF T NAEBZRLTIZE N,

WGB (% Lightweight 77 2 R4 v MZORT Vv o— hTEET,

54T E—F (F74/NME) ® WGB OARYR—FENTWET, AV TFTRAFT

Fy¥ T—FO WGB lZVFAR— SN TWEFA, WGB LT/ 74T F T—REEHTTBHIZ

X, ROWTNNEEITLET,

— WGB 77t A &A1 > b® GUI T, Reliable Multicast to WGB /37 X — 4 {Zx LT
[Disabled] &R L £ 9,

— WGB 727t A% #FA > +® CLI T, 2= K no infrastructure client 2 A LE 7,

S

(¥) VLAN & WGB Offfflid¥ R — S THEH A,

S

(i) WGB#&E# (P.7-60) @ WGB 77 ERX RA v hOFKEF TNV EZRLTIZI 0,

WOHEIX., WGB & DN R — hEhTWET,
— 72 N+l EM
— m—7% /L EAP

— Open, WEP 40, WEP 128, CKIP, WPA+TKIP. WPA2+AES, LEAP, EAP-FAST. B X
EAP-TLS #&FEE— I

WROBREIL, WGB L OOFHA YR —FInTWEREA,
Cisco Centralized Key Management (CCKM)
Hybrid REAP
TA RNV EALLT TR
— Web &3

~

(G() WGB 28 Web 83E WLAN (27 Vo= — R LTWAE%A, €0 WGB IR 2 R
BIMEh, 20 WGB B#Z 747 v T _XTHHIBRSILET,

WGB %, K20 D87 FAT v b2V R—FLET, 20 2B I2ERI TA T 3D 5%
Bl TV v DERIFIMMO T AL 2B HEH L ET,

WGB IZHEHL TWDEMZ FA4 T ME, EF 2T 1OV TRIES N ERFA, RV IT
WGB M), 7YV Z— L TWAT 7 ERKRA L MR LTRIEEENET, £DH, WGB OF
YA RIS D Z 2 BEID LET,

LA ¥Y3or—3I 7 TiE, WGB BRIz ha—F Gz ha—572810) ita—3I v
L7=%T, AR I7AT 2 b aZD WGB v N —JIZ¥RT DL, BRI TAT U FDOIP T
RLRZT o h— arba—JIl0ORFREIN, Bz hue—J I3 RINERA,
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WGB

&% SE

BRI FAT 2 SREMEICDIZo TR T 7 4 v 7 2RELRWGEIZIE. N7 74 v 7 Bk
WCZEDEMI AT 2 MIEREINTHNTYH, WGBIZZFD I IAT U v eT ) vy T—TNA00b
HIBRLET, ZORR BRI TAT UV bAD T T 47 7a—3BRELARS RV ET, 20

N7 74w ZHRRERET HI2IE, RO I0S 2v > K& WGB T L CTWGB O—=—Y 77 7

b A —DEERESRETHIET, AR TAT Y IR T I v¥ T—=TALLHIBRI N
WEIICLET,

configure terminal

bridge bridge-group-number aging-time seconds

exit

end

bridge-group-number OfEIL 1 ~ 255, seconds OfEIL 10 ~ 1,000,000 ¥ T3, seconds X7 A —
BT TAT o FOT A RAKBOELY RESKRETDHZ L 2BEIOLET,

WGB L a—Fzar bo—I0nbHlRd25 &, 3 TO WGB A#27 747 FO L =a— bl
BRI ET,

WGB ([ZEt SNI=HBMR 7 747 v MiE., WGB @ QoS B X AAA Override B &AL £,
ROBREIL, WGB IR SNTHMY 747 MIFR—F SN THERA,

— MAC 74 nV& VT
IV b S
- TA RV HEA LT TR

« WGB 7% Lightweight 7 7 & 2 KA > F Li#ETE 5 L 5127 5I2i%, WLAN % {fk LT Aironet

IE DB THDZ L 2R LET,

ZhiE, 40 v b WEP F—Z o8y WEP 2] L TiE L7z, WGB 727 £ 2 A > FORE

BT,

ap#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ap (config) #dotll ssid WGB_with static WEP

ap (config-ssid) #authentication open

ap (config-ssid) #guest-mode

ap (config-ssid) #exit

ap (config) #interface dotllRadio 0

ap (config) #station-role workgroup-bridge

ap (config-if) #encry mode wep 40

ap (config-if) #encry key 1 size 40 0 1234567890
ap (config-if) #ssid WGB with static WEP

ap (config-if) #end

ZOWGBRT 7 EARARA L MIT V== LTWAZ L EZMHRT AL, WGB IZIROD 2~ F%

AN LET,
show dotl1 association
WD XD RN ERINET,

ap#show dotll associations
802.11 Client Stations on DotllRadioO:
SSID [FCVTESTING]

MAC Address IP address Device Name Parent State
000b.8581.6aee 10.11.12.1 WGB-client mapl - Assoc
ap#

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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GUI Z2FERALET7T—95NL—T JYvSDRT—RRADETR

artr—70 GUI ZEHLTWGB ORT —F X%y NU—7 TRRTDHFIAL, kDOLBY T
‘?—O

ATv7 1 [Monitor] > [Clients] #i#R L T, [Clients] *—YZB& £4 (K 7-25 &),

- J o
7-25 [Clients] R—¥
alialn
Cisco
Monitor Clients Entries 1 - 18 of 18
Current Filter Mone [Change Filter] [Show All]
Summary
¥ Access Points
e Client MAC Addr AP Name WLAN Profile Protocol Status Auth Port WGB
b Statistics
- D 00:13:02:5a:c9:49  Maria-1242 uUnknown g0z.11b Frobing Mo 1 Mo
00:13:92:02:b8:f4  Maria-1242 Unknown &0z.11b Probing Mo 1 Mo
¥ Rogues .
00:13:ce:89:f1:74  devesh:82:b4:80 Unknown 802.11a Prabing Mo 1 Ves
Clients
00:14:6c:6c:53:00  devesh:82:b4:80 Unknown g02.11b Probing Mo 1 Mo
Multicast . .
00:19:7e:deief:91 Maria-1242 Unknown g02.11b Frobing Ma 1 Ma
00:12:73:09:73:ae  Maria-124Z2 Unknown g§0z.11b Frobing Mo 1 Mo
00:1b:77 1 2ei00iza  deveshiG2:bd:80 Unknown g§0z.11a Frobing Mo 1 Mo
00:1b:77:3d:71:19  devesh:82:b4:80 Unknown 802.11a Praobing Mo 1 Mo
00:1b:77:66:03:06  devesh:82:b4:80 Unknown 802.11a Prabing Mo 1 Mo
00:40:95:a0:05:29  rootAP2 Unknown 802.11b Probing Mo 1 Mo
—
00:40:96:ai:d0:bd  Maria-1242 Unknown &02.11b Frobing Mo 1 Mo E
00:40:96:a1:d1:11  devesh:52:bd:&0 Unknown g§0z.11b Frobing Mo 1 Mo E

ZOR=TOHEMD [WGB] 7 4 —/ RIZiE, F v hU—2 EOK T T4 T MTONWT T —27 Jb—
T TV T TEOINE IDPBRERINET,

ATvF 2 HHMOIFATLIOMACT RLA%27 U v 7 LET, [Clients > Detail]| X— Y BRERINET
(K 7-26 & H),

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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7-26 [Clients > Detail] R—
Configuration  Ping Logout  Refres
HELP
Monitor Clients > Detail < Back Apply Link Test Remove
Summary
b Access Points Client Properties AP Properties
» Statistics
MAC Address 00:13:031detb3i2e AP Address 00:09:07:ff:53:30
» CDP
IP Address 70.1.057 AP MNarne APOOD17.94cc,dB54
» Rogues
. Client Type WEE AP Type g§02.11g
Clients
Multicast Mumber of wired Client({s) 1 wLAM Profile EAP-TLE
User Narme Status Associated
Port Number 29 Association ID 8
Interface rmanagement 802,11 Authentication Open System
VLAN ID 70 Reason Code 0
CCX Wersion CCxvE Status Code 1}
EZE Wersion Mot Supported CF Pollable Mot Implermented
Muobility Role Local CF Poll Request Mot Implermented
Muobility Peer IP Address [ Short Preamble Implemented
Policy Manager State RUMN FECC Mot Implernented
%3
Mirrar Mode ID\sabIa vl Channel Agility Mot Implermented ﬂ
o
Management Frame . o
Protection Mo Timeout o o

DI ITAT Y NN T =7 TN—T T U v YDA [Client Properties] @ F @ [Client Type] 7 4 — /v

Rz TWGBJ 2#ER &1L, [Number of Wired Client(s)] 7 « —/L KiZ, Z® WGB I

BRI AT bOBFBBFNERINET,

EHInTnd

ATvF 3 FED WGB IZHHt SN HMZ 747 > FOFEM AR T T 5 FIHIZ, ko LBH TH,

a. [Clients > Detail] ~*—C [Back] #2 Y v~ LT, [Clients] *— IRV £,

b. 1—YNVEHWD WGB OFWRr vy 77X T RAIO BIZiEWT, [Show Wired Clients] % 4R L

%9, [WGB Wired Clients] X—YRNERENET (X 7-27 25H),

Ping Logout Refresh

. . .
7-27 WGB Wired Clients R—2
N
cisco MONITOR  WLANs CONTROLLER WIRELESS S AT AGEMENT
Monitor WGB Wired Clients
Summary
WGB MAC Address 00:13:c3:de:b3:2c
b Statistics
» CDP Client MAC Addr AP Name WLAN Profile Type Status
b Wiraless D0:15:h7:68:60:59  N/A EAP-TLS Mabile #ssociated

~

< Back I

Auth Port
Noe 20 B

230044

GE) FEDOIV/IAT Y MEECLED, HIBRLIEY T25AICE. I—Y V2ROV T4
Ty rOFE NNy TE Y RO BICENT, TN [Remove] % 7213 [Disable] % i3

RLUET,

c. BMDIFA T MOMACT RLVAZEZ Y w7 FT5E, ZOKFEDT T A7 MIET MM

FRENFET, [Clients > Detail] {—VRErENnEzT (K 7-28 22M),
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7-28 [Clients > Detail] R—<
OLLER  WIRELESS
Monitor Clients > Detail <Back |
Summary Client Properties AP Properties
} Access Points
MAC Address 00:15:b7:68:6b:59 AF Address 00:09:b7:ff:53:30
¥ Statistics
IP address 30.1.0.61 AP Name AP1250-2-0017.94cc.d354
» CDP . .
Client Type WEE Client AF Type G§02.11¢g
¥ Rogues
. WGEEB MAC Address 00:13:c3ideb3:2e wLAN Profile REAPCEMTRALL
Clients
Multicast User Mame Status Associsted
Port Mumber 29 Association IO ]
Interface vlan3o §02.11 Authentication Open System
WLAN 1D an Reason Code ]
CCX Wersion Mot Supported Status Code a
EZE Version Not Supported CF Pollable Mot Implemented
Mobility Role Local CF Paoll Request Mot Implemented
Mobility Peer IP Address N/A Short Preamble Implemented
Policy Manager State RLM FECC Mot Implemented
Mirror Mode IDisahIE vl Channel Agility Mot Implemented g
o~
Manage_,rnent Frame Mo Tirneout 0 ﬁ
Protection I

[Client Properties] ® T ® [Client Type] 7 4 —/ FiZiZ WGB Client] &FREH, ZDO_—Y
DD T 4 =V RIZIZZ DY TA T > MCET 22 OMOBEN TR SN TOET,

CLIZFERLET7T—95IL—F Ty SORT—B ADERTR

ayhr—7 CLIZ#EHLTWGB ODAT—Z A% %y hU—27 TEIRTLHFIEIT. ROLEEBY T,

ATvF 1 WGB %Xy NU—7 THRRTHIZIE, kOa~vr READLLET,
show wgb summary
WO LD RIFERPFRENET,
Number O0f WGBS . ..ttt ettt et iiieeeennns 1
MAC Address IP Address AP Name Status WLAN Auth Protocol Clients
00:0d:ed:dd:25:82 10.24.8.73 al Assoc 3 Yes 802.11b 1
AFvT 2 HEDO WCBIZHRINTARS 747 v FOFEMERTRTDICIE, kKOoa~ry REARLET,

show wgb detail wgh _mac_address
WO XD RIERBERSNET,

Number of wired client(s): 1

MAC Address IP Address AP Name Mobility

00:0d:60:fc:d5:0b 10.24.8.75 al

WLAN Auth
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CLI #ERA L= WGB D T/\v T

WGB 2B RN AE LI2HEEICIE, Zomoa<wy REFERLET,

1. IAPP A vt —¥, =T — BIXUOXRT Yy FOT Ry T EGHNITDHITIE, koa~vr REAhL
*7,

* debug iapp all enable : IAPP X v &—Y DT Ny ZEFHHIZLET,
e debug iapp error enable : IAPP =7 — A4 X NOT Ny T EFNILET,
» debug iapp packet enable : IAPP /X7 v F DT RNy FEHFMLET,
2. IV OMENBELELAICE. ROoa~vr Re AN LET,
debug mobility handoff enable

3. IPEIV Y TOMENF AL, DHCP MEM SN TV L HAITIE, RO~ FE AN LET,
* debug dhcp message enable
¢ debug dhcp packet enable

4. IPHIVYTCORMBENREAEL, BE P MEHINTWDLIHEITIE, KOa~vr FEANLET,
* debug dotll mobile enable
* debug dotll state enable

Ny F7yTarkra—SOHRTE

oo r— g 0z &;6% Darvia—JF, TI78ARS,S L FTCa—IVDTFI74<) arhk
D*7&0)ﬁ1’uu%§%ot BNy 7Ty LTHIETEET, FREIUCHIEO = Fr—F 1%,
MULEEVT 4 T N—" f&#éﬂ%ﬁ%@iﬁoZVbDﬁ?V7FWITUwa42u%T
m\*ybvw&W@%E@7&txﬁ4yk@f?4vu\twyﬁu\x;w&kaU:y%
n—J&FEECEET, 2 b —F GUI £ZIICLIA2EALTC, X"y 7 v arba—J70 P
T RULAEZBETEET, ZHICLY, 7782 RA U MIEE YT 4 IA—TSDar tue—5%
T x— VA —NRN—TxET,

aryhr—7 V7 =7 UV —R50LETE, 2 e —JZ#RESNETITOT 7R KA
VEBIO, N FE— N AT —RT 4 ANV ERI A5 ELIEIE I A~ TT
A=VBIOELZY /*‘y77y7°:r‘/hrﬂ~§ (7"?4’7) Nl AV VAN il o b G B
VR —=IREEINTWRWEGEA, ERRRELRVWEESICER) 2 ETs b TEES, av
ke —Z Ok *ﬁﬁﬁ?ﬁ%%ﬁﬁ‘ﬁ?‘é [ mﬁ/\~bt~bﬁﬁﬁm (v b= &7 78A RSB
D) ICRETDHZALT U Mz L V/IEL LET, @#H N N—FE—h 24 ~—DOHR (—F

E“~W"ﬂﬁ TEo) BREHE, TIEARA U NEIREDOA HX—NLTA FR—T DT —H
/\/7/ ZELENEI DEHELEST, Xy PRI ZESNTHWRNWES, 72782 RA v
imﬁlﬂ—%:k%::/ n—I~EEFELET,

GE) @mE#N—bhE—bh A ~—iF, vB—H/ FT— FE7L hybrid-REAP E— RO T 7 £ A KA 2 MMID
HRETEET,

TIRARL L MNINY 7Ty arbog—F0Y A ML, VAN EOEKEZ Y FVIZKHLTE
W7 o4~ T A AINVEREEELET, 778RA RS bBRarybe—I06H LWVT 4
AHNVIEEEZETHE, Ny Ty 7 arbe—0) A MREHENET, 774~ T4 A
HoNY FRIZ 2 [MHEFGE CIGETERnoTzary ba—J 33X CT, VA M LHIBRENET, 77 &8A
KA FDOr—H)V ary b —FZBERNRELEEE, 794~V ¥ XY Z—vx VU, 7
FTA~Y NI T o7, VA ZY N7 v TOAIC, Ry T v 7 aryitue—7 X MNLHH
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GE)

(E)

Rys7yFavia—soze A

ARER Y PR — T NBIRENET, TI7 VA RA L MIRNv I T v 7 U A NTHEHARER YD 2
VR —=TI LD T 4 ANV IEEEFE L. TTIA~) T4 AANYBRE A < —THE S NI
MNIZIEEEZELESAIE. Zoarbae—J %28k LET, SIRHIICET L, 778 A KA
VhEarbhr—JEERTERNLOLERA L, YA NCTRICHERAMGERI Fr—900507 A
ARV IEEE/FLET,

TIREARALA LV NDT T4~ av ha—I9RBHEL T kD E, TI7EA KRSV MNIRY T
T artue—onb7 = MERLTCT T4~ ariue—JICHERLET, 77 RA K
A MIFTA~) avribo—JZ 75—y 7 LET, RFESNTWEEI L FY avio—F
W7+ =Ny 7 LERFA, 2E21E. 7728RARLA N T T4, BHh 2D, B —
x U arhe—I9R”HEINTWIHAE, 794~V BICEIZY av be—FB80% L7e<
HE, F—vx) aryie—J7=z— Nt —N"—L, T4~ ar bn—I08F T4 NIH
JFLTINIZT A= NNy I TELLIICRDOEFH{ELET, T78A KA NI, I XY =
YhE—IREF U TAERLTL, F—vx ) arbkr—IhbkEAFY ar be—F0F

TH—NNy 7 LERA, 774~V av ba—I9R3ERTLIETHY— ) v be—T Lok
DHEFFSNLE T,

V7 b7 VIU—RS52LUBENRETIN WDy br—F IOy 7 =T U —2 (4.2,
50, 5.1 728) NETENTVWDE 72— A —N—ar o —F%2BoTHETHE, T7BA KA
VM T 2= A== o b —TJ IR T ODICEWREER N BBV ET, T/ BA R
A2 b7 et 2% CAPWAP TR L THovH . LWAPP BIBIZEE 515 TY,

GUI 2Ly Y7y T arhrOo—50D%E

AFvFT A1

a2y be—F GUIREHLT, TRXRTOTIZERA RS bOTFA4~<Y, BHFY, BLOF—
Yy Uoaritue—I BIOEEDa ha—F0 774~V BLOBIZFY Ny s T v av
fe—Z &R ETHFIEL. KOLEBY TT,

[Wireless] > [Access Points] > [Global Configuration] ®JIEIZi®&IR L T, [Global Configuration] ~X—
ZREET (K 7-29 25 H),
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ATFvFT 2

AFvT 3

ATFvT 6

AFwF 7

7-29 [Global Configuration] R—2
Save Configuration | Bing | Logout |Refres
MOMITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless Global Configuration Apply
* Access Points
All ape CDOP
» Radias
Global Configuration COP State Iml
Mesh
HREAP Groups Login Credentials
F BD2.11a/n Usernames user
k BD2.11bSg/n Pazsword ssssas
Country Enable Password ssasan
Timers

b Qos 802,1x Supplicant Credentials

802 1x Avthentication O

AP Failover Priority

Global AP Failover Priority Enabla w

High Availability

Local Mode AP Fast Heartbeat Timer State Enable |»
Local Mode AP Fast Heartbest Tumaaut(l ta 10} 10

H-REAP Made AP Fast Heartbeat Tamer State Disable »
AP Prmary Discovery Timeout{30 to 3600) 120
Back-up Frimary Controller 1P Address 16.10.10.10
Back-up Frimary Controller name controllery
Back-up Secondary Controller IF Address 0.0.0.0

200540

Back-up Secondary Controller name

[Local Mode AP Fast Heartbeat Timer State] K2 > 7% 7 K> 7 ZH>6 [Enable] &R L Tr—7
NE—ROT 7 EA RS bOGEEN—ME— K A v—%HGHTT D0, £721% [Disable] & &R
LCH A ~—5B LET, 574 /1 Mild [Disable] T,

A7 w7 2 T [Enable] &R L 7235513, [Local Mode AP Fast Heartbeat Timeout] 7 .t —/L NiZ | ~
108 (F¥GOEEET) OBEATILT, B—AL F—ROT 7 EA KA v FOFE#E N N—hE— |k ¥
A~v—ZRELES, HETL2 " — - MAROEZ/NEFT 2L 2 br—FDEERLIZHN
LM ERSNET, 774/ MEIZ OB T, A4 ~—I2EDRY ET,

[H-REAP Mode AP Fast Heartbeat Timer State] K= v 74 7 Ry 7 AH 5 [Enable] #3841 L T
Hybrid-REAP 7 7 A RA > b OE#E N N— M — | A4 ~—%FMZT HH, F7I3 [Disable] %3
RUTH A ~—2WHIC LET, 574 MiEIE [Disable] T,

A7 w7 4 T [Enable] Z#IR L7234 1%, [H-REAP Mode AP Fast Heartbeat Timeout] 7 « —/V RiZ
1~ 108 (MMoffizat) Ofiz AN LT, HREAP &— F® Hybrid-REAP 7 7 & % #A > ko
EHN— R E— b XA v—FZRELET, HETDH N — b= FMHROMEZ /NS TDE, ab

0 —7 OREERBICLPLRHAERINET, 7740 MEIZ 0BT, A4 <w—I13Ehize b £7,

[AP Primary Discovery Timeout] 7 « —/L RiZ 30 ~ 3600 B (fidisDftiz &ie) Oz AL TT 7+
ARAY N TTASY) TAADNVERIAv—%RELET, 7 74/ MElL 120 BT,

TRTODT 7 EA RS MNZTTA~SY Ny Ty arie—3%BET 561 774~V
Ny 77 w7 aryba—70IP 7 R A% [Back-up Primary Controller IP Address] 7 1 —/V RIZ,
av b r—7 O4Hi% [Back-up Primary Controller Name] 7 « —/V KIZ AT LE T,

~

GE) IP7TFRLAOT 74/ MEIZ0.0.00 THY, 7I7A4~Y N7 w7 arha—7 &85
L/ijqo
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ATFv7T 8

2AFv7 9
2F7v7F 10

A7y 7T 11

Rys7yFavia—soze A

FTRTOT 7R RA L MNCEAH) Ry s Ty T ar bua—J%BET 25613, o2V
Ny 77y 7 ariun—70OIP 7T L A% [Back-up Secondary Controller IP Address] 7 1 — /L NIz,
2> hr—7 O4RT% [Back-up Secondary Controller Name] 7 4 —/L RIZ AT L E T,

S

GE)

IP7 FLZDF 74/ MEIX0.0.0.0 THY, EHFY Ny s 7y ar bha—3J 28z
[./ijqo

[Applyl] #27 U » 7 LT, ZH&Z@EMALET,

BEDT /A RALA L v DT T4V, BHFY, BIOF—vx ) N T7v7 arvie—J%
RETHHEOFIEIL, kDO LB T,

a. [Access Points] > [All APs] DJEIZEIR L T, [All APs] X—T % E E 7,

b. 774~V ¥ XV BIORF—x ) No Ty T arte—J35RETLHT 7 ERA KA
V&R Y v LET,

c. [High Availability] # 7 % &3 L T, [All APs > Details for] ([High Availability]) ~— %% %
7 (K 7-30 &),

7-30 [All APs > Details for] ([High Availability]) R—2

Configuration  Ping Logout Refres

Cisco MONITCR s CONTROLLER WIRELESS SECURITY — MAMAGEMEMT — COb

Wireless All APs = Details for Apply

¥ Access Points

il s * General | Credentials | Interfaces | High Availability | Inventory | Advanced |
= Radios
:ggﬁ;jgh Name Management IP Address
Global Configuration Primary Controller |1-4404 ||2.2.2.2 |
Mesh Secondary Controller |1-4404 ||2.2.2.2 |
HREAP Groups Tertiary Controller  [2-4404 [[111a |
F 802.11a/n
} 802.11b/g/n AP Failover Priority Low v E
Country ]

d YBIISCT, ZOT7I7EARAL L bOTIA=Y) Ny T v 7 arbu—J040H1E IP 7 R
A % [Primary Controller] 7 « —/V RIZAJILET,

~

GE)

COFIBEBLIRD2SOFIRICBIT ANy 7Ty aryia—J0IP 7 RLADANX
FTary T, Nyl Ty aryrve—I08 TIZEARAS LV ERERINL TS (7
FA~Y arian—7) TECUT 4 IA—TONHIHE, 774~V BHUFY,

FEL =Y arbe—JIZZNETNIP T KL RAEANTHIRERHY 3, a2 b
B—IZBXRIPT RLAILZ, LTI A4~Y, ®h &), FEFL4—vx VU 2k

D—JIZBRTRERSYET, £ TRWES, 77EBXA RS NIy I T v 7 ar b
n—JlHERTEETA,

e. UHEIELT, ZOT 78R KRS OEHILZY Ny 7y 7 avrbae—7045 1L IP 7 ML
A % [Secondary Controller] 7 4 —/L RKIZ AT L E T,

f. RWESLT,. ZOT78A RS DOF— v Ny Ty 7 aryba—J04HE P T L
A % [Tertiary Controller] 7 4+ —/L FIZ A LE T,

0. [ApplylzZ7 Vw2 LT, BEZEALET,
[Save Configuration] %2 U v 7 LT, ZEAZRFELET,
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CLI ZERLf=/\v o7y 7 a> rO—5DHRE

2AFvF 1

ATFvFT 2

& D ]

AFwFT 5

ATy 7T

gy be—F CLIRFEHLT, ¥ _RTOTI7EARAL L  OTTA<), Eho XY, BLORY—
Yy Uoariuo—I BIOEHEODa ha—FD0 774~V BLOEHI L ZFY Ny s T v av
fer—Z &R ET D FIET, kOB TT,

BEDT VA RA L " DT T4~ ar b —J%RETHITIL, ROa~vwr REANLET,

config ap primary-base controller name Cisco_AP [controller ip address]

)

() Zoza~r RO controller ip_address /37 A — 2 B L OENITHL 2 >Oavy N4 7 v a
VTY, Ny Ty T arta—IR8 TIZERARA U EIBRERIN TS (X794~ =
Yhr—=7) TEVT 4 IV=TOINHLBE, TIATY, A FY | FlLF -y
U arybe—=JZZhZnIP T FLRAZANTLILERDY £F, a3~ FT,
controller name ¥ X O controller_ip_address (3R U774~V ¥ XV, Fiids—
¥V arbe—JZRITRERHVET, TITRVWEE, 778X RA U MIRNY I T
7 arhr—J R TE EE A,

WEDT 7 8ARAL L DRI FY arbua—FERETDHITT, kOoa~vr FE A LET,
config ap secondary-base controller name Cisco AP [controller ip_address]
BEDT 7 A RAL L bDF—vx ) arbr—J2RETLHITIE, KOavry FEASLET,
config ap tertiary-base controller _name Cisco_AP [controller ip address]

FTRTCOTIVEA R MDOTITA~) Nyl T v arbun—J%RET DL, kOoavwr R
ANNLET,

config advanced backup-controller primary backup controller name backup controller ip address
FTRTOT 7 HA RS ORI F) Ny 7T o7 arbun—J&RETLHITE, kKOa~vr e
AN LET,

config advanced backup-controller secondary backup controller _name
backup _controller_ip_address

A
GE) 794~V FREFeHI LX) RNy TS arion—7 =2 b) EEHIRTSICE,. 22 b
a—JOIP 7 FLAELELTO0.0.00 AT LFET,

1 — 7 b £721% Hybrid-REAP O 7 7 & A KA b T N— v — b 2 A ~—Z AR E 213500
T2HIE, koa~vr FeAJLET,

config advanced timers ap-fast-heartbeat {local | hreap | all} {enable | disable} interval

ZZTC, all e —H B L hybrid-REAP 77 v A RA v MOl FEFELET, £/, interval 121X
1 ~10 Mol (FiwofEzEte) 2HELEYS, HETL2 — M- FMHROEZ/ NS T2L, =
Vb= T OREFERINC DR EN SV E T, T 7 40 MEZES) (disable) T,

TIEARA LY bON—FE— b IAv—2RETHITIF, KO FEANLET,
config advanced timers ap-heartbeat-timeout interval

interval D%, 1 ~30F (MEOMEET) T3, ZOMEIX, @ N—FE— K A ~—D 3 fFLL
FOETHLIVENHY 9, T 740 MEIX 30 B TT,

TIHVARLA L PDT T4~ T4 ADNYERY A~ —%FEIZTDHITNE, Oa~ Fe AL
7,

it

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
.nalr oL-18911-01-J |



| 7% Lightweight 77X R4 > FO#lfH

2AFv7 9

AFv7F 10

2Fv7 11

ATv T 12

Rys7yFavia—soze A

config advanced timers ap-primary-discovery-timeout interval
interval OffiiX, 30 ~ 3600 B C¥, 7 74 /V MEIX 120 BCTT,
TIEAKRALA L NDT 4 AANY ZA—%RETHIZIE, ROa~vr RE AN LET,
config advanced timers ap-discovery-timeout interval
interval DfEIX, 1 ~10 T3, 7740 MEIX 10 BTT,
802.11 WFELEF A v —%HRET HITIX, ROoa~vr REANLET,
config advanced timers auth-timeout interval
interval DfEIE, 10 ~ 600 B (WD EZETe) TY. 7740 MEZ 10 BT,
EHERGFT DT, kOavr REANLET,
save config
TIRARA LY FORELZRTTDHITIF, WOavwr Fe Al LET,
e show ap config general Cisco AP
* show advanced backup-controller
* show advanced timers

show ap config general Cisco AP 2t~ FIZH LTk, RO L5 RN FREINET,

Cisco AP Identifier........ ... 1

CisSCO AP NamME. i vttt ittt ittt ettt et it e e APS

COUNELY COQB . ittt ittt ittt ettt ittt US - United States
Regulatory Domain allowed by Country............. 802.11bg:-AB 802.11la:-AB
AP COUNEIYY COQC . i ittt ittt ettt ettt eeeeeennns US - United States

AP Regulatory DOmMain. .....ueiiiiiineneneennnn. 802.11bg:-A 802.11la:-N
Switch Port Number .............iiiiiiiiinnnnnnn 1

MAC AdALESS .t ittt ittt ittt ittt ittt eninenenenennn 00:13:80:60:48:3e

IP Address Configuration..........eeeiineenennn. DHCP

0 Ve T ot = 1.100.163.133

Primary Cisco Switch Name........................ 1-4404

Primary Cisco Switch IP Address.................. 2.2.2.2

Secondary Cisco Switch Name...................... 1-4404

Secondary Cisco Switch IP Address................ 2.2.2.2

Tertiary Cisco Switch Name....................... 2-4404

Tertiary Cisco Switch IP Address................. 1.1.1.4

show advanced backup-controller 2~ NIZX L TlX, RO X 5 RIERBNEFRINET,

AP primary Backup Controller .............c.oo... controllerl 10.10.10.10
AP secondary Backup Controller ............... 0.0.0.0

show advanced timers <) R|{ZXf L CiL, DX 5 2IEWMNERINET,

Authentication Response Timeout (seconds)........ 10

Rogue Entry Timeout (secondsS) ........eeeeeeenennn. 1300

AP Heart Beat Timeout (secondsS) ......eueeeeneeennnn 30

AP Discovery Timeout (seconds) .........oeeuveenne.n. 10

AP Local mode Fast Heartbeat (seconds)........... 10 (enable)
AP Hreap mode Fast Heartbeat (seconds)........... disable

AP Primary Discovery Timeout (seconds)........... 120
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WM 750X BAY DT —A—1"— FS5LF Y T4 LRLOBE

FORVBRARA DTz — A —iN\—TS5A4 X ) T4 LR

ILDERTE

GE)

Karhbe—J00%, ERINEHEOT 7R KA PABER—- MREREINTHES, READ
77txﬁ4ykTwhwkéfﬁ@:/bmﬁ7ﬁﬂbz/bvwaim%%énfwé%é\1
ODaAY ha—IRNEETLE, Fay LT 782 KA L ME, BEWICREROa Y fo—F
R—FrER—VLZLT, FOR—MNZT V= —FLET,

50 kv bgioaryine—7 Y7 hy=7 VU—RTE, Nyl T v arbie—J3E7 ) vyT—
a v BEREZELEIEBFTTXTOR— MPMERAPERLIETHALET, TO/RE, 778X K
AV BNy Ty arybe—7 ETCBHWTWAR— &2 ARSI 6NAAREM IR, 2> he— Tk
EDHOT V=g VERF 2 —HNOMEICL > TIREY £,

artr—7 V7 =27 YU —RAS51UETE, Xy 7y ariae—9n87744)7 1 L
NDENT T'RARA L MO DOFERERZRRTEALEI, T, 7744V T7 4 LNALVDORWT
JEAFRAY NELBIOLLTCT VY v2—ya VIR L THR— MEFEHRREIC TE 2 L) iR > b
U— 7 ERETEET,

T 2=V —=NR—=DTFTAF VT 4 L-UVT, BHEOWHER Y NU—7 OERAF IR T, 2 b
n—JEEBIHATELINy 7Ty aritae—7 F—hr L0 b DTV m— g VERMDHE
T HHEDOHEHMERY T,

COMEEARETAITIE. Ry NIV —0 DT 22—V F—NR_—= T34 F VT 4 L-ULEREL TEBID
T U A T%/F CTTAFVT 4 V-V EEDETCHEMERDLDET, T4 FVT 4 L-ULDE
DY TEETTHITIE, 20 he—F0 GUI £/21X CLI 2R L £,

TNV ETEH, TRTOTI7BARAL L MITTAF VT4 LUV TIZRESNTOWET, Zhix
%%ﬁwf§4ﬁv?4vxwﬁio:@t%\:m&@%%mi&%ﬁ)74v~w%ﬁﬁt¢é
TIRARALAL MO, TTAFTIVT 4 VXUV EED YL TAHELERHD T,

GUIZRALE79EXR R4V bD Tz — A —N— TS5A4F ) T4 DK

E

AFvFT 1

aryhha—0GUIZEMALT, arybe—J8RTDIT 78X XAV DT =— VA —R"— TFF
AFVT 4 ZRETDLFIEIT. KOLEEBY TT,

[Wireless] > [Access Points] > [Global Configuration] ®JEIZE&R L T, [Global Configuration] ~=<—°
ZhEET (K 7-31 28K,
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ATFvFT 2

AFv7 3
ATvT 4
ATvT 5
ATy7T 6
ARTYT 7T

ATFvFT 8

FHOER RLY FDTz— A —"— FS544 U T4 LRLoBEE B

7-31 [Global Configuration] R—2

Saye Configuration  Ping  Logout Refres

CISCO MONITOR  WLANS CONTROLLER WIRELESS SEC

Wireless

Apply

Global Configuration

¥ Access Points

All APs cop
v Radios
802.118/n COP State
B02.11h/g/n
[ 20N
ElaEalcantioliiston Login Credentials
Mesh
HREAP Groups LEamanio e
» 802.11a/n FilEs mors L,
b 802.11b/0/n st Racsiiorc L
Country 802, 1% Supplicant Credentials
Timers
b Qos 802.1x Authentication [m]

AP Failowver Priority

200626

Global AP Failaver Priority Enshle

[Global AP Failover Priority] K> ¥ v AR 7 A5 [Enable] IR L TT 78R FA 2 b
T 2= VA== T ITAF VT 4 ZHEMTT D F721% [Disable] 2R L TZ OMREZ I L,
TIEAKRA LN TI7A4F)T 4 DEND Y THET XTI LET, 7 7 4/V ML [Disable] T,

[Applyl] #27 U » 7 LT, ZEAEHALET,

[Save Configuration] %2 V v 7 LT, ZEEZRIFELET,

[Wireless] > [Access Points] > [All APs] DJEIZIEIRL T, [All APs] XR—T &2 &E £,
T2 VA== T IAF VT 4TI LT 78R KA NOL4HTEZ Y v 7 LET,

[High Availability] # 7 %% L £ 3, [All APs > Details for] ([High Availability]) ~_X— I NERI N
7 (K 7-32 #2H).,

7-32 [All APs > Details for] ([High Availability]) *R—2

Configuration  Ping Logout Refres

MONITOR

CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT  COMMANDS  HELP

Wireless All APs > Details for Elfiock apply
- “:"‘325;5 Bents General | Credentlals | Interfaces | High Availability | Inventory | Advanced |
* Radios
802.11a/n Name Management IP Address

802 11h/g/n

Glabal Canfiguration Primary Controller |1-4404 ||2.2.2.2 |
Mesh Secondary Controller |1-4404 ||2.2.2.2 |
HREAP Groups Tertiary Controller |2-4404 ||1.1.l.4 |

» B02.11a/n
b 802.11b/g/n AP Failover Priority Low -

250737

Country
[AP Failover Priority] e v FH U Ry J ATROF T a OV TFNEZRINLT, 77X K
A MDTIAFVT 4 FELET,

e Low: 727 EBARALA LV NITIFAFVT 4 LV 1 ZEVETES, ZHIEEHENSS A5
T4 LALTYE, 2T 7 40 METY,

* Medium : 778X RA L MTTFTAF VT 4 LoV 2 2HID B TES,
e High: 7782 KA NCTITAFVT 4 L3 EEHY B TETS,

e Critical : 727 A RA L M IFAF VT 4 LV A ZEVYTES, ZHNIFREEWVTTAF
V7 4 UL TT,
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WM 750X BAY DT —A—1"— FS5LF Y T4 LRLOBE

AFvF9

[Applyl 27 Vv LT, EHZEALET,

AFv 7 10 [Save Configuration] 7 Vv 7 L, BHEEHRFLET,

CLIZERLE7IVERA RI UMD T z— A —N— T34 F )T 1 D

E

2AFvF 1

AFvT 3

2 b= OCLLZEML T, 2 br—FZEHRT DT 7 A KA FDOT o=V A== 77
AFVT 4 HRETDHFIEL. KOLEY T,

TIHEARLA VN TJ2— NG == T T34 F VT 40 ZHIERITEDCT DI, ROoa~> FEA
FILET,

config network ap-priority {enable | disable}
TIERABRA L IDTTAFYT 4 ZIEET HITIE. kOa~xwr Fe A LET,
config ap priority {1 |2 |3 |4} Cisco AP

T, 1 ERBENWT T4 AT 4 LV THY 43 RLEVWTTIA AV T 4 LV TY, T4
U Mk 1 T,

BREEPRETDHITE, KOa~vr REAHLET,

save config

CLI #ERHL L7 z—ILA—N— TSALF YT 4 BENDERT

PRy NI—T LT 2= N F—N— T I7AF VT 4 REEFRT DI, WOa~ FeEHLET,

o Xy MU=V ETTI7HARL U N T2 NF == T34 F V)T 4 NEDDE S DEHERTH
IZiE, koa<wr RE AN LET,

show network summary

WD &SI fEENETRENET,

RE-Network Name. ...ttt mrf

Web Mode . i v ittt et e et et e e e Enable
Secure Web Mode. ... iii ittt eennns Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Shell (SSh) v v ii ittt it e ettt eeeeennn Enable
B L Enable
Ethernet Multicast Mode..........ciiiiiin.n Disable
Ethernet Broadcast Mode...........coiiino.. Disable
IGMP SNOOPING .ttt ettt ettt et e et e e e eeeeeen Disabled
IGMP LimMeOUL . v vttt ittt ettt ettt ee e 60 seconds
User Idle TimeoUt.....ii it 300 seconds
ARP Tdle TimeoUL . v ii it itin it ieaeeeennenns 300 seconds
Cisco AP Default Master.........cievievnienn. Disable

AP Join Priority............... ... ... ..., Enabled

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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Ea—rome B

o XTITRBARALV MDD T 2=V —NR— T T34 F VT 4 HRRTHITIE, kOoa<wr RE AL
ij—o

show ap summary

WD LD I fEEMRETRENET,

Number Of APS. ...ttt ittt it 2

Global AP User NamME. ... vitiiiiininnnnennennnn user

Global AP Dotlx User Name......ouoeerineeenennnens Not Configured

AP Name Slots AP Model Ethernet MAC Location Port Country Priority
ap:1252 2 AIR-LAP1252AG-A-K9 00:1b:d5:13:39:74 hallway 6 1 Us 1
ap:1121 1 AIR-LAP1121G-A-K9 00:1b:d5:a9:ad:08 reception 1 us 3

Ea— FOHRE

gy hua—IBIOT 7R RA U ML %%ﬁﬁﬁ%ﬁ@%ﬁ@éiﬁi&lfﬁ%fééi5
FREFENTWET, T7ER FNA L PNOERIT, T THREORBIRKIBICE VY TO N TWET
(a—um vy ROBEITITERE), LML, Ea—FKz#EHTDI L. &%ﬁé%m@l%? ETEET
(7T ADPAITIT FR, AL VOBAIZIZES 2 8), Ha—RFERET I L, FEBROT o — K
%?XFﬂﬁﬁm\4/5 TxA A, Frr, BIOEEEN VAN EBNOBFNICERL TV
ZlEERTEET,

BE, aryhe—J 2Ll oOEa—FERELET, ZOEa— KT, 20z btae—J09H
MG EEDT 7 2A FA Y PR—HLTWHMLERHYET, 7L, 2> fe—F VY7 U=
T UV—241EETIE, 2o br—FZLI220 DEa—FE2RETEET, ZNICL-T, #HO
ERTVR—FEH, 1203 ha—Inb3EIFEREIHDLT /A RS MEBHETEET,

arviue—70%, SEIETREEXIE (H) oSFSERT 782 KAV FEFR—FLTOETHR,
F— OB KIZIC O T, TRCOERE 1 DOT VA KA MIRETHHERHY T, 7=
L ZIE. Cisco 1231 77 & 2 BA v b OEEFIZHONWT, KE (-A) DMK LT 802.11b/g
WMERTEL, AXY R (-E) OBEBIRKBICHTL T 802.11a EREAHRE LARANWTLEED, RELE-S
A, 2 ba—ITT 7R RA Y MCEIRLUEZBEBIKIBIIE T T, arybe—J2i0 772 K
AV FOEROEL LN 1 DTN A TRV ET, LeBoT, TZ7EBRARA L FOBEROMHIZ
ML TRICE 2 — FEHELTIZE0,

LTI R — R ENTWHE=a— FO—%IEX, www.ciscofax.com F 721X
http://www.cisco.com/en/US/prod/collateral/wireless/ps5679/ps5861/product _data sheet0900aecd8053

7b6a_ps6087 Products Data_Sheet.html Z &M L TL 72 &0,

@ﬁ@@:—P@&EL@?%ﬁ4*_4

BREOE = — FERET L2501 ROTA RT7 A AT TIEE,

o B OEa— FEEEAFEHLTCWAEAE. WU RF 7V —7IC8#HT AT EDTATCHay ha—
Tk, FICECHER SN —EDOE% Z[F UNEF CRETAILENRNDH Y £9°,

o B OE=— REZFHE L, Radio Resource Management (RRM) HE) RF #§HEZ A0 LTV 535
A%, BE RF EEIX T R TOREFEADOETHENRT ¥ 2NV OH, BILOT X TOHREH &
@I;A%@WﬁﬁﬁV“w CHIRERE T, 72782 FBA v MEIEICT R TORENR AR
EHEATEETN, LBETRVWTF Yy RVIFERTOAEID Y THZ N TEET,

| oL-18911-01-J
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ET7E Lightweight 77X L > FOFIE |

B Ea—rogx

~

GE) 77BAFRAVIRTTICHAOBH L~V LDELSHES R TWEZY, FEIASTHRIE
ENTWAESIZE., BHLXUVIEFDOT 7R BA 2 FBRED Y TLNTHAEEDE
WL TOHFIRENET,

aryhr—7 GUI £72X CLI ML TEa—FERETLH LB TEET,

GUI ZEAL-Ea— FORE

GUI Zzfi L CE=a— FZRET 2 FIRE. koLEh TT,

%

ATvF 1 802.11a XK 0802.11b/g * v b T —27 M2 T 2 FIHIZ, KO ELEEBY TT,
[Wireless] > [802.11a/n] > [Network] DJEIZEIN L FE T,

[802.11a Network Status] F= v 7 Ry 7 A& A 7IZLET,

[Applyl 7 Vw7 LT, EFEZEALET,

[Wireless] > [802.11b/g/n] > [Network] DNRIZER L E 7,

[802.11b/g Network Status] = v 7Ry 7 A% A 7IZLET,

[Applyl 27 Vv LT, ZHZEMALET,

AFw T 2 [Wireless] > [Country] DJEIZEIR LT, [Country] _— Y &#B& £3 (¥ 7-33 28H1),

- ® 2 0 T o

7-33 [Country] R—¥
o I 1t I T S nfiguration  Ping
CISCO MONITOR  WLaNs  CONTROLLER  WIRELESS  SECURITY  MANAGEMENT  COl S HELP
Wireless Country Apply
¥ Access Points List of access point models and protocols supported per
Mesh country and regulatory domain
HREAP Groups Configured Country us
» 802.11a/n Gode(s)
b B02.11b/gfn
ST Requlatory Domain 802.11a: -AB
i g02.11bg: -AB
¥ Qos Select Country Code Mame
O AE United Arab Emirates
O AR Argentina
Il aT Austria
O Al Australia
O BH Bahrain
O BR Brazil
O BE Belgium
O BiS Bulgaria
O (=13 Canada @
O Caz Canada (DCA excludes UNIT-2) §

ATFYT 3 TIBARLAVIBPA VA=A ENTWBEEOTF = v 7Ry 7 A A2 LET,

AFYT 4 AT 97 3 THEOF=v IRy A4 2 LEEEAE. RRM F¥ 3L EBHLNANEOF v 1
NEBNLAVVCHIREND Z L AR LA v E—VRNFRENET, [OK] 227 VU v 27 LTRATT
%7, [Cancell 27 U v 7 LTHEIEZ S Y 2L LET,

AFyF 5 [Applyl 27V v/ LC, BEEEHLET,
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ATFvT 6

Ea—rome B

AT w7 3 THEEOEa—RFEZRIRLIEBE, 727 8A KA bREIZEY YO NET, K77
TR RA VMR L TGRBIRENTZT 740 hOEER R L, HEICGU TR 2 EZEIRT 5 FIEIE
WD Lk TT,

~
Gx) HEH=—F%

U7—bhL, 2 br—7|
HToHhET,

HENGHIRT 2856, HIRT5HE
CHEER S NLDBRIC,

WWBTEHIDVETONTWAT 7 EBR RA 2 ME
MG L TR Y OEOWS AN S

a. KOWTNNOBIEEZITVET,
— 802.11a B X" 802.11b/g * v T —J MO FEFIZLET,
— 802.11a L1 802.11b/g * v hU—Z ZHUENI L T 6, .3_]\5’ RELTWBT V7
YA R NORBETNILET, T78A KA MEENTT DX, [Wireless] >

[Access Points] > [All APs] DJEIZEIRL, HOT 7R KA ]\0) Vo 7%27Uv7 LT,
[Status] Ku v 7% 7 KR 7 AT [Disable] Zi&IR L., [Applyl %27 Vv 7 LET,

b. [Wireless] > [Access Points] > [All APs] ®NEIZEIR LT, [All APs] X— Y% & E 7,

c. AT /A RAL L b DY) T2 7 LET,

d. [Advanced] % 7 %3&R L . [All APs > Details for] ([Advanced]) *— %&£ 9 (K 7-34 %
ZH),

- ) A
7-34 [All APs > Details for] ([Advanced]) R—>
ol I Il I I Configuration ~ Ping  Logout Refres
CIsco MOMITOR — WLANs CONTROLLER  WIRELESS SECURITY  MAMAGEMENT — COMMANDS — HELP
Wireless All APs > Details for < Back Apply
b n;ﬁ?: LIS * General | credentials | Interfaces | High Availability | Inventory | Advanced
s
¥ Radios
Global Configuration Regulatory oo 11bgi-A  802.11ai-A Power Over Ethernet Settings
Mesh Domains ) . .
e Pre-Standard State
HREAP Groups Y[ (nted Stotes) ] .
N ; Code Power Injector State F]
802.11a/n . .
Mirror Mode AP Core Dump
b 802.11b/g/n Cisco
Country Discovery AP Core Dump Enabled
Protocal
» Qos walidation (Global MFP Disabled) File Name ‘ -
[a]
File C ~
o fe Compression - L Enable 8

e. ZOTI7EARALNOT 74/ MOEM [Country Code] Ry 7 XU Ry 7 AR RINE
T TIEARALA LV MBEREINTZEUITA VA =L INTWEEAIZIE, Fry T F oy
Ry 7 AMHBIELWEERIRLET, Rry XUy Ay 7 ACRE#ENLEHa— NI, 77

A RA YV FOERD S HAR LS 1 SDOMRROMFSIXKIRIZ#EA L ET,

f. [Apply]l %7V v 7 LT, ZHEARMLET.

g. IV hue—JERINIZTXITOT 78R KAV M EFEEOEICE Y S THITIE FlE %
MR LET,

h. 2797 a TEHZ LT 722 KA bEHOEHILET,

A7 w7 6 T 802.11a BEL N 802.11b/g X NTU—27 ZHOEIIZ LAh--8E101E. A2

j‘o

[Save Configuration] 2 V v 7 LT, REEZRIELET,
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N Ea—roEE

CLI ZERL-Ea— FOFRE

CLI ZfEHIL TE=a— FEZRET 2 FIHT, kO LBYH TT,

AFyF 1 fFEAARERET - FETXTRATDOICE, ROa~vry FEALLET,

show country supported

ATy F 2 802.11a XU 802.11b/g X b T — 7 M T DL, Ko~y REANLET,
config 802.11a disable network
config 802.11b disable network

AFYT 3 TIBARS U EIPA VAPV ENEZEOEa— RE2RETDHINE, kROa~vr RE AN LET,

config country codel[,code2,code3,...]

BHEOE=a— REANT L5612, F#Ea— &0~ TREY £3 (config country US,CA,MX
mE)e WD XD fERPFRENET,

Changing country code could reset channel configuration.

If running in RFM One-Time mode, reassign channels after this command.
Check customized APs for valid channel values after this command.

Are you sure you want to continue? (y/n) vy

ATFvT 4 REZHRTL T a7 IRERREINESL, YEANLET, ROX I BRERNPFERENET,

Configured COUNELIY ..t vttt ettt ee et ieneneeeennns Multiple Countries:US,CA,MX
Auto-RF for this country combination is limited to common channels and power.
KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
(=) = Regulatory Domains allowed by this country.

———————————— bttt —+—

802.11BG :
Channels : 11111
123456789012 34
———————————— -ttt —-F—-F—-F—-F—-F—+—-+—-+—-+-
US (-AB) A KR kR A Xk kA
CA (-AB) HED - - U - N
MX (-NA) T A KF K kxR A X ok ok kA
Auto-RF : CxxxxCxxxxC
———————————— th—t—F -ttt —F—F—t—F—F—t—t—F—Ft—t—F—F—F—t—F -+ —F—+—+—
802.11A : 11111111111 11111
Channels : 333444445566000112223344505%6¢6
--More-- or (g)uit
4 680246826040482604820609371F5
———————————— -+ -+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
US (-AB) A A .A.AAAAA*XF**x* K F*AANAAK*
CA (-ABN) : . A.A.A . AAAARA*XF XX K FFTANAAAF
MX (-N) A A .A.AAAAA. . . . < .« <« o< AAAANT*
Auto-RF C c.cC ccccc. ... .. ... .. CCcCCx

ATvF 5 EHa—-RFOREEZERZTHITIE, RKOavr FEANLET,

show country
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ATFvT 6

2AFv7 9

Ea—rome B

ary b —JICRESNTZEa— FOFHAERT ¥ 2V O—EEFRTDHITIE, ROa~r Re AN

show country channels

WD LD I fEEMRETRENET,

Configured COUNELIrY .. i vt it ettt eeeeeeneneeeennns Multiple Countries:US,CA,MX
Auto-RF for this country combination is limited to common channels and power.
KEY: * = Channel is legal in this country and may be configured manually.

A = Channel is the Auto-RF default in this country.
. = Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
(=) = Regulatory Domains allowed by this country.
———————————— bttt -+ —+—

802.11BG
Channels : 11111
123456789012 34
———————————— FE s e s st s B S e TR e
US (-AB) DA KR K X DX x ok ok A
CA (-AB) HE: U - U - W
MX (-NA) DA KR K K R X x ok ok A
Auto-RF : CxxxxCxxxxC
———————————— th—t—F—t—t—F—t—F—F—F—F—F—F—t—t—F—Ft—t—F—F—F—t—F -+ —F—+—+—
802.11A : 11111111111 11111
Channels : 3334444455660001122233445056¢6
46802468260404826048206093715
———————————— -+ -+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
US (-AB) A A A .AAAAAX X ** KX 0 F*FNANAARAT*
CA (-ABN) : . A.A.A.AAAARA*XFXx X K FFNANANANAKF
MX (-N) A . A A .AAAAA. . . . < . <« .o AAAA*
Auto-RF : C C C ccccc. ... .. ... .. CCcCCx

———————————— e e S St S s et S e e

REEZRFET DT, WOa<wr Re AN LET,

save config

TIEARA L ERED U TONTCEERTTDHICIE, ROa~vry REATTLET,
show ap summary

WO LD el pRFIR SN E T,

Number Of APS. ...ttt ittt i i 2

AP Name Slots AP Model Ethernet MAC Location Port Country
apl 2 AP1030 00:0b:85:5b:8e:c0 default location 1 Us

ap2 2 AIR-AP1242AG-A-K9 00:14:1c:ed:27:fe default location 1 uUs

27 v 7 3 TCHEBOE a— F2 AN LEESEIE, IROFIAICHE> TRIEDE~DET 72X RA 2 b
ZEY B TET,

a. ROVWTNHIDOEIEEZITOET,
— 802.11a 55X 1 802.11b/g * v T =7 WO E FIZLET,

— 802.11a B3 LT 802.11b/g > Y —27 ZHOAZICLThE, Ea— REZRELTWLT Y
TR BRA L NOBEEHLET, ZOXRy N7 ZHOPENTT 21T, KOa<w R
w ANTJTLET,
config 802.11a enable network

config 802.11b enable network
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W 75tz Ra b0 -J BHEED S -U RERBE~OBT

& 1]

ATy 11

TIRARA L FEBEHIT DITE, KOav L FEALLET,
config ap disable ap _name
T REARA L FEREDEICE Y M THITIE, kDa~r FE AL LET,
config ap country code {ap_name | all}

BERL7Z[E 22— R85, 7278 A KA 2 FOERD S HAR &S 1 DO RO IR EE L
TWDZ ez ERLET,

~

GE) Xy NU—ZEAMILTTZ7ERA RA Y R EEHITL T 5, config ap country code
all =~ > F2FETT5H L HELLEa— FREHIC LT 782 KA 2 MIOBBRES
NWET, o7 7R KAV M, TRTERILET,

7o & 21X, config ap country mx all & AJJL7=HE . RO XS RERPERENET,

To change country code: first disable target AP(s) (or disable all networks).
Changing the country may reset any customized channel assignments.
Changing the country will reboot disabled target AP(s).

Are you sure you want to continue? (y/n) vy

AP Name Country Status
ap2 us enabled (Disable AP before configuring country)
apl MX changed (New country configured, AP rebooting)

AT v a TR LT 78R KAV bEFHOAEDNTAIZE, ROoa<wr FEANLET,

config ap enable ap _name

802.11a B LV 802.11b/g x>y NU—J AT v 7 9 THOANI Lo GEICIE, 22 THEIC
FAHEDICKRD A~y REASLET,

config 802.11a enable network
config 802.11b enable network
RELZRFT DL, ROa~vr RE AN LET,

save config

TOEA RS2 +D -J RHEIRED 5 -U RERBADBIT

HARBFIZ, SGHz #EREAH A7 bAORKIZETE LE L, b0k > T, 802.11a
SGHz RO T 4 — NV FBNT v 77 L — R T&5 X512V E L, BARTIE, RO 3 SOEEEYE ~
MR SN TWVET,

J52=34 (5170 MHz). 38 (5190 MHz). 42 (5210 MHz). 46 (5230 MHz)
W52 =36 (5180 MHz). 40 (5200 MHz). 44 (5220 MHz). 48 (5240 MHz)
W53 =52 (5260 MHz). 56 (5280 MHz). 60 (5300 MHz). 64 (5320 MHz)
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FORR KLY +D -J BHEESN S U RERE~OBT N

VA2AaTE, ThODEEE Ty FEROBBIKIICE LD F LT,
o -J BLRIXIR =J52

o -P HlHIXIL = W52 + W53

o -U Bl XIk = W52

JRBIXIE & X, 2 a MR O RO RS 2 mEN R N — I E o b0 T, e xiE, 3—
2o ROKRFOEIE -E HEIKIBICAY F9, 2207 7R BA 2 ML CREE O BHIX g
WCERESIL, ZOBIT7 oA I > TEFRINDZ LiTd 0 A, Hfl KRR & cEy
BTHNADT, T7EARA LMD 02.11a B LU 802.11b/g MEHITHI 2 OXIKIZEI Y B THID Z
ERHY FET,

() arhe—JLT7 IR FRAY ML, TOETHEHTE L) ICEH STV iRWES, ELLSEME
LARWEARHY 3, 2L 21F, HHmE 52 AIR-AP1030-A-K9 CREOHBIKIHKIcE T TV 5D)
DT IE'ARAY M, A=A NZ V7 TEHFEHTEERAL, TOEOEHKIEIZEAS Lz b
0—Z LT IRARA U NEBATELS, HITHERLTIZS,

HAROHKITIZ, 727X RA Y bOBERE -] KNS -U KIEA~BITT 2L 517 n s I A8z
HEIKIEAHF T ENTWET, BATRERTOHR LT 7 &2 BA > bk, -P IR xs Lz
HEOTMNEENTVET, -JERIT, BAERESN TWEEA, ﬁf%ﬁw@Jﬁﬁﬁ%Lmy
MR LT 1 oDRy FU— &WT@W#% L EHERT DI, BEVO ST EfE U KRBT
ézgﬁ:%@if’“o

E=— RFiE, AioETHRHLZL S IC, FETEENIEHNTE 2T v v eE£ LET, AARTHM
TEHE=— NI, ROLEY TT,

o JP: a2 huE—JITHEHRTE DD, -] BROLTT,

e 2:arvbhue—FICHERHTELDIE, -P EROALTT,

o I3:-UAWEAEMEALETA, -UBKRBIO-PEROB 22y hu—FC#k T £7,
A
GE) BATLE%IE, BEa—RE2EATLILERHY 3, BEVOary ta—JTY 7k

U7 UU—R 4.1 UBEREEL TWDHAICIE, BIOETHE L2 LS ICEHoEa—

FEEREZMEAL T, J2 L I3 DOl 2 BIRTEEd, LEN-T, FEIT-PEREREL
TI3 CTHRIGLTWARAWF Yy 2L EMHTEET,

HARDHBIXI DT 722 RA P THR— RSN TWDEF v 2 EE LD R HON TR,
[ Channels and Maximum Power Settings for Cisco Aironet Lightweight Access Pointsl] %2 L T 72
SV,

BOICET A HA K514
T EARAL Y b -URBIKSICBITT 25812, ROTA RTINS TLEE N,

o BATTEDOIL, -] BHIKIER L O Airespace AS1200 77 & 2 R4 > F&H KR — 95 Cisco
Aironet 1130, 1200, 35X O 1240 Lightweight 727 2R R4 > hOHTT, ZOMDOT 7 A K
A2 MIBITTE EE A,

e BEWVWOaL =T LT RTOT VARSI TIE, Y7 bho=7 V=241 EERIT
=7 UU—232193.0 "FELTWAMERHD F7,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W 75tz Ra b0 -J BHEED S -U RERBE~OBT

~

GE) VZ7bhuxz7 V=403V FA—FINTWERA, T7ERA FA 2 FOBITIZY 7 b
77 VU—2321930%#HLEEE. Y7 b7 V=407 v 77 L—F
TEERA, TV VL—FRTELZDIE, Y7 b7 VU —X41UBERIT32 Y7
MY =T O#KEY U —ADHKTT,

e B bhu—FERBIZT—FLIEEXIC, 1 >2FREFEEOBADOE=—F (P, 2. F
7213 13) #HRELTWDITT T,

o MK EZ = b —TITHRT DL ORE LT 7B A RA b, Dlad b 1 DB
‘(‘\\?AO

o TIUEBAKRALME -UBKIKIEND -] KIE~BITLZR2BTZ Eid T EtA, BARBMNIZ, BT
DR EETHDL ERELTHET,
~

GE) T77FBARAUVIOBITEZROVETZLIITEEYA, 778ARA LV MEBITTD L,
V72T VI —R40IZRDIZLIZTEEYA, BITHEADT 78R KAV kTR,
VIR T VU—240 FD 802.11a BHENAETX 2 20 4,

TR RA 2 +D -U BRHERXBEADRAT

oy be—F CLIZEA LT, 77k A KA b -] SEIXKENS -U BH KiE~B171 5 FIEIL,
WD EBY T, Zo7utRF, 2 be—7 GUI 2 L TETTEEE A,

Fy b= HNOEDT 7 A RA L FBPBITTE 20 ERET LI, KOavwr e A LET,
show ap migrate
KDL RIERPFRRINET,

These 1 APs are eligible for migration:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9apl1240 “J”Reg. Domain

No APs have already been migrated.

802.11a B L1 802.11b/g * v h UV — 7 YT DL, ROa~vr REASLET,
config 802.11a disable network
config 802.11b disable network

TIRARAL LV FDOEI—REEELTI3 ~BATTDHITF,. ROoa~vr FREANILET,
config country J3
TI7RARAVEIRYT—HRLT, 2 bun—JICHERT 2O MELET,

TIRARAL L e I BB S -U BHBIKIRICEITT 5100, Roa~vr REATLET,

config ap migrate jS2w52 {all | ap_name}

WD LD RIERPFRSNET,

Migrate APs with 802.11A Radios in the “J” Regulatory Domain to the “U” Regulatory Domain.
The “J” domain allows J52 frequencies, the “U” domain allows W52 frequencies.

WARNING: This migration is permanent and is not reversible, as required by law.

WARNING: Once migrated the 802.11A radios will not operate with previous OS versions.
WARNING: All attached “J” radios will be migrated.

WARNING: All migrated APs will reboot.
WARNING: All migrated APs must be promptly reported to the manufacturer.
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AFv7 6
AFyvFT 7T

2Fv7 10

BATH W56 HomkR N

Send the AP list and your company name to: migrateapj52w52@cisco.com

This AP is eligible for migration:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9apl240

Begin to migrate Access Points from “J” (J52) to “U” (W52). Are you sure? (y/n)

BATORELZHR T D270 T IRERSNEZL, Y ZANLET,

TRTOTI7HARA L PR Y T—F LT, avbo—J I CHERTA2ETHELEST, o7 ex
2L, TIZEBARA L MTEo TERE 1S 9002582035V £4, AP1130. AP1200. BX W
AP1240 /X2 E V7 —FLET, TNUHNDT 7R RS M1 EY 7—FLET,

TRTCDT 7 EARA L NOBITEMHERT DI, Woa~vr REAJLET,
show ap migrate

WD LD IRIERPFRSNET,

No APs are eligible for migration.

These 1 APs have already been migrated:
00:14:1c:ed:27:fe AIR-AP1242AG-J-K9%apl240 “U”Reg. Domain

802.11a B L1 802.11b/g * v NV —27 ZH AT HITIE, kOa~vr FE AN LET,
config 802.11a enable network
config 802.11b enable network

BHAETRBE LI E A=V EBITELDOT VJEA KAV hO—E A=) T KL A
migrateapj52w52@cisco.com (ZiXfF LE T, A7 v 7 8 @ show ap migrate =~ > RO )% 8]V i
D, BT ANV FITHZ L E2RBEIOLET,

BARTO W56 D

AARBURFIZ. 802.11a HEHR T W56 s8R LAN ] 2 EUSFF AT LT Ed, W56 ik
Wi, ROF v v, B, BLOEH L~V (dBm) BEENET,

AIR-LAP1132AG-Q-K9 |AIR-LAP1242AG-Q-K9
Fr R Aig%¥ (MHz) DEXEN DEXEN
100 5500 17 15
104 5520 17 15
108 5540 17 15
112 5560 17 15
116 5580 17 15
120 5600 17 15
124 5620 17 15
128 5640 17 15
132 5660 17 15
136 5680 17 15
140 5700 17 15
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N sERsER

W56 D F ¥ XV T T, BIREREREOEIR (DFS) 242 LET, HARENTIZ, W56 #Hiix
AAR® DFS #lfilloXf 4¢3, BIE, HLW 11308 L1240 >V —X TR KA b SKU (F'm
X7k a—RZ-QBPfFnTnsbD) OB, AIR-LAPI132AG-Q-K9 B LT
AIR-LAP1242AG-Q-K9 DEfZ Y R—FLET,

PBILVD-QT77EA B FOHLTHERLSNDS Ry MU =7 ZBETHITIF, Ha— Nz J2 2R E
LET, -P, -Q. BET-UDT 7R RS P THRSNLI Ry PV —7 Z&ETHIZIE, Ea—F
ZJ3ICRELET,

BRI R SLER

Cisco UWN Solution 1%, #E#T A AR L —F —BEEE2HRL L TFBHLARNE 9127 5 Dynamic
Frequency Selection (DFS; Sif0E 08I O A2 L T 5 BHNICHER L CTET,

KMZ@%%%@%?%L@mW@n77tXﬁ%yFﬁ%72_5115?¥?»@mfﬂﬂfﬁw
LCWDEE, 778A RS IRTYvm— b 5ar br—7k, BERIC DFS 2 H L CiifE
JE I K % R Ebia“

DFS %t/ 5GHz A DO T v+ % L2 FETRIRLZHE, 20 be—J 320 F ¥y XL TO L —

H—=T T4 T 4% 60BMTF vy LET, L—F— T 774 T4 BPBRUINBRWIGEAE, 77 &
A RA Y MIBBRENTZF ¥y XV ETEELE T, BRENZTF XY RALTL—F—T 7T 4 ET 40
BIENTHE, 22 v e —Z AN OT v 2V ERINL, 30 5HBIZT 7 A RA 2 MIER

SNeFrxamliTLET,
~
G¥) V—F—NDFSAMTF v THRILESIZR, 30 pHIFHATE EEA,
~

(3¥)  Rogue Location Detection Protocol (RLDP; RIER 7 — = Uil 7w h2L) BLOREOBE L,
£ T2ICRTF ¥ XA TREYAR— PSR TWEE A,

(GE) —#80D 5GHz ¥ 2NV O R KEEBL, MOF v L L0 L REL Y T, jm‘i?ﬁImEé
NTW5D 5GHz v x/vE T U A LMIBBIRLIEGES, 20 b —J 132 0F v 2 AVOEBENHIRIZE H
ICEEEBEBNEZTTET,

* 7-2 DFS O#&%1%: 5GHz F v =)L

52 (5260MHz) 104 (5520MHz) 124 (5620MHz)
56 (5280MHz) 108 (5540MHz) 128 (5640MHz)
60 (5300MHz) 112 (5560MHz) 132 (5660MHz)
64 (5320MHz) 116 (5580MHz) 136 (5680MHz)
100 (5500MHz) 120 (5600MHz) 140 (5700MHz)

DFS Ofifil, = br—F 3L —F —FEOBERHEKAZBERLET, Fr 3 TL—F—FEn
B SNEHE, 30 br—T RO FIEE ETLET,
o TUVRARALL b F¥ AL, FALUND 30 SEICL—F— T T 4 EF 4 RS S T

T XNVICEELET (L—F— A2 M, 30§7\ W7V T7EINET), 2 he—JF, 7
UENITF v RV ERRLET,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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FoRZX KA FCORFID FSyxoFngaEt B

o BIRINFEFT ¥ RZANE T2ITRLEF ¥ RZLONTANTHIEES. HTLWF ¥ RLTL—F—
5% 60 P AXF Y L LET, HILWVWF ¥ XL TL—F—EERHRHEINRVWEE, 2 Fr—
FEITIAT U DTV m— g U EERBRLET,

e L—HX—T T 4T anBHENTETF YRV EL—F— F R L LTHREL, TOF v R
TOT 7T 4T 4% 30 RRERREL £,

o FNIUTEAERL, Ry FU—2 3=V ITBELET,

TOARA2 FTORFID b3 vd2JDO&iEE

RHD&?@wﬁkﬁﬁwya/#%%WLMTé =R %2MWg77th4/k%ﬁ%@
24GHz #IHNTRE 4 DOF ¥ XL T I v X v V7 OEMILEAILTEE T, ZORBEEAHER L
T\ﬁﬁ\57ﬁ@¢?5i5m7mﬁﬁbénfwé?kiw(?%XNI\&11&2)@%%1
XY T HIENTEET,

arbe—J0GUI £7ECLIFHL T, BHE—FNHT 7 EXA KA U bEREL, 2OT 78RR
AV MEBTEFS vXx vV OKEEESLTE ET,

GUI 2FERALE7IV9EX R4V FD RFID 3y ¥ 2T D&k

AFvFT 1
A7y 2

ATvT 3
ATvT 4
ATFyFT 5
ATvT 6
A7y 7

ATv7 8

aryhr—70 GUI ZEM L TRFID F7 v &7 &t d 2 FIE, koLEBH T,

[Wireless] > [Access Points] > [All APs] OJEIZERIR L T, [All APs] X—Y &2 & £,

BHE—RNEANZT DT 78R RA U FOATFTEZZ Y v 7 LET, [All APs > Details for] _X—
KRINET,

[AP Mode] Ka v 7 H# o> Ry 7 A5 [Monitor] &R L 7,

[Applyl %7 V> 7 LT, BEEE#EAL £,

TIRARAL U N T — R HREERR RTINS, [OK]Z2 7Y v 7 LET,
[Save Configuration] %2 U v 7 LT, ZEAZRFELET,

[Wireless] > [Access Points] > [Radios] > [802.11b/g/n] DJIEIZEIR L T, [802.11b/g/n Radios] ~—
& ET,

H—=INEBHOT 7EARA L FOF W Y T XD RO EIZEVDT [Configure] 3R L £
3, [802.11b/g/n Cisco APs > Configure] —UnFE RENET (¥ 7-35 25 M1),
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WM 754X KL> FTORFID Sy >FOBEIL

ATFvF9

2Fv7 10

ATFv7T 1

ATFyvF 12
AFv7 13
AFv7 14

ATvF 15

7-35

MONITOR

[802.11b/g/n Cisco APs > Configure] R—<

GEMENT

figuration  Ping  Logout

HELP

Wireless 802.11bigin Cisco APs > Configure

~ Access Points

< Back Apply

b B02.11b/gfn
11n Parameters

all aPs
* Radios g
&02.11a/n General RF Channel Assignment
&02.11b/g/n .

Glabal Configuration AF Maria - Current Channel 11
Mesh MID) Assignment Method @ Glab
HREAP Groups adin stavs b

b B02.11a/n Operational Status up **Only Channels 1,6 and 11 are

nonereriapoing

Tx Power Level Assignment

Antenna Type

External v

Country
Timers 11n Supported Mo Current Tx Power Level 1
¥ Qos
& Assignment Method @ Glab
Antenna Parameters
() Cust

3

Diversity Enabled » I

Performance Profile
Antenna Gain % 0.5 dBi

Wiew and edit Performance Profile for this AP
Management Frame Protection Performance Profile

Yersion Supported 1 R L R

Tracking Optimization
Protection Capability All Frames
Walidation Capability all Frames

Enable Tracking Optimization @
Channel 1 MNone (%
Channel 2 @
Channel 3 @
Channel 4 MNone |

Mote: Changing any of the parameters causes the 1
ternporarily disabled and thus may resuft in loss of
some clients.

e
250757

TR A KA NERE BT 521X, [Admin Status] K2 v 7 F w2 Ry 7 25 [Disable] & 3¢

WL, [Apply] 2V v 7 LET,

ARCT T v 7Ok Z AT 512iE. [Enable Tracking Optimization] ke v 7’# w72 Ry

7 A5 [Enable] Z# B8R L £,

4 5@ [Channel] kv vy 7 Z v Ry 7 b, RFID % 7 OERR G LD F v 32V ERIRLET,

~

GE) ZI7OBRRMELRLTF v MILR< L 1 ORETIHLLERDHY £7,

[Applyl %27 V> 7 LT, BEAZ#EALET,

[Save Configuration] %2 U » 7 LT, ZEAZRFELE T,

TR RA L MERETFEANET 5I12iE, [Admin Status] K2 v 7 X 72 Ry 7 25 [Enable] &

B|IRL, [Applyl] 227V v 7 LET,

[Save Configuration] #7 V v 7 LT, EHEERIFELE T,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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FoRZX KA FCORFID FSyxoFngaEt B

CLIZERLE7I9 X R4V F® RFID F3 v+ JD&iEIL

& DA

AFvF 7

2AFvT 8

a2 bhr—70 CLI ZH L TCRFID 7 vXo 7&Kty 5 FIHIZ, ko Lkh TT,

BHE—FNHOT7T 782 RA LV baRETHITIE, ROa~vry FE AN LET,

config ap mode monitor Cisco AP

TIRARAL IR T = SNDBBMERRATT 20 E D D TRLIGEENFRINEL, Y &
AN LET,

EEERFT DL, ROav > Re AN LET,

save config

T RARA L MERE DT DT, koav s FEADLET,
config 802.11b disable Cisco_ AP

FH L OA R —2 2 VB HK— b $2 DCA F ¥ XLDOREAFY LT HLEIT I/ EA FA L b ai
ET I, koa<wy FEANLET,

config ap monitor-mode tracking-opt Cisco AP

~

GE) ARy rRABOFYyRNAERETDHINE, ROa< FBLIOAT v 6 Da<wr FE AL
9,

~

G ZoT77BARALAIDONT R ORELEEDIZT 521X, =~ F config ap
monitor-mode no-optimization Cisco AP % AJ1 L ¥ 7,

AT o7 S5Oavw s REAALTrLI0a~vry REAALT, 778 A KRAL VbR AFy 45
802.11b F v r /% 4 DF TEIRTE £,

config ap monitor-mode 802.11b fast-channel Cisco_AP channell channel2 channel3 channel4

~

(G¥) KIE T, channel 25021 05 11 FTOLEEOHEEZE D ETONET, TOMDOETIHES
WEL DF ¥ IARYR—bINTHET, DR lbTFrxns 1 DEVYTEHLERSH Y
i‘j‘o

TIRARA Y MEREFEANT DI, KOoavr FEANLET,
config 802.11b enable Cisco_AP

BEEREGT DI, kOoa<wr READLET,

save config

BE—ROT 782 RA U FERTOMELFERTHITE, ROa~vr Fe AT LET,
show ap monitor-mode summary

WD LD RIEERBERSNET,

AP Name Ethernet MAC Status Scanning Channel List

AP1131:46f2.98ac 00:16:46:£2:98:ac Tracking 1, 6, NA, NA
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WM Jo-—JER7+7—F« L 7OBE

TA—JERIADT—T 1 VI DEE

AFvFT A1

Ta—THEREF I TAT IR EETDH 80211 FEHT L —LATHY, SSID OEIZ DWW TOIFHR%Z
FERLET, 774N EFTE, 778RA RS MIBEMOT e —TE k2o be—F 30U Tx %
FOFBELET, BB g —TJHKR LT, 778 A RA 2 bRV AR—F95 SSID O —7ERT
T, HEZSUT, o7 e —T7EZ KRBT RWT e —TEROWMEE 7+ VU — T35
9778 A RSV R ERETEET, avbue—J3ENO T e —TERNLOEREMHEH L T
F—TarofEEEmETEET,

2 he—FDOCLIZEA LT e—T7ERKT7 N EZ Y IBERL—F Uy FERETHEIEIZL,
WD LEED TT,

TIRARA L I bary bu—J 74V — RSN T0—TBROT 4 NE ) o T2 HEIT
T DL, Roa~r REASLET,

config advanced probe filter {enable | disable}
TIHNIDTANIRETHLHT =T TANZ Y T2l THE 7278 RA L MM
DT —THBROBEa bR =TT+ T —FNLET, 0—7 T4 VZ Y T EMENCT DL
TIEARA L MEIBMOT n—TEREBH SN T RWT n—TEROM G 22 bu—F1Z
74+ —RLET,

—EHENIZa Yy b —J X EENI T —TERD, 778 RARAL L NERBT-V, BXOIZ
AT b OEERIRT ST, ko< RE AN LET,

config advanced probe limit num_probes interval

o num_probes I%, —EHMNICa L br—FICEEINDLI TR —TEHROT 7R KA v MNMERD
7eh, B ZA4 7 bz o (1~ 100) TY,

e interval 1X, 7'm—7HIRRRTT (100 ~ 10000 X V),

num_probes D7 7 # /v MEIX 2 (Fo—7%RE) THY . interval DT 7 + /v MEIE 500 X U T
T

EREZRAFTDHITE, ROa~vr FEANLET,

save config

T —TBRTF V=T 4V TREERTT DI, WOa~vr FEALET,
show advanced probe

WO LD el BRFIRENE T,

Probe request filtering............oiiiiiinennn. Enabled
Probes fwd to controller per client per radio.... 2
Probe request rate-limiting interval.......... 500 msec

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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AV FA—SEFIER BA Y FEO—BOF/1Z IDomE A

A hO—S¢ET7IOERRKRLAV P ED—BEDTINAXIDD
%
—BDF A A ID (UDD) #H#IZ, T _XToO2afin— R Ry 2T7HE 77 IV IChblzoT, —&IT
B ERNTHOT, EVRABLIORy b — 7 B{EEZE U T2 Bl 2B LB L, &

EH AT A2 BEETEET, ZOHKIE, TXTOEFN, BEN, BIOEFEEDOEY R R =
Ra=h—varilblzo T8RSV 9, UDLIE, KD 5207 — X HERTHKRINTWET,

o HIFREZHSL ID (PID)

o ML ID D=3 (VID)
o T UTAES (SN)

s TUT 4T 44

o B OFH

UDI i, TiHHAFRZ 2> h e —F & Lightweight 77 £ 2 R > k@ EEPROM [Zfedk S E T,
UDI X, GUI £721% CLI OWFhh2HH L TR TE £7,

GUI 2L bA—FET7I9ERA RSV FD—EBEDTNAXID D
W&

GUIZEEALTar br—F L7 7R KA D UDI G 2 FIHIZ, ROEEBY TT,

X797 1 [Controller] > [Inventory] ®JIEIZER L T, [Inventory] ~— I ZBl& %3 (X 7-36 %),

7-36 [Inventory] R—2
(1 I i I I nfiguration  Ping  Logout Refresh
cisco MONITOR  WLANS CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANWDS — HELP
Controller Inventory
General Model No. AS 4204 DTA WPS
Inventory Burned-in MAC Address 00:0B:85:32:42:C0
Interfaces Maximum number of APs supported 100
Multicast Gig Ethernet/Fiber Card Absent
Metwork Routes Crypto Accelerator 1 Absent
Internal DHCP Server  crypto Accelerator 2 Absent
¥ Mobility Management Power Supply 1 Absent,Mot Operational
Ports Power Supply 2 Present,Operational
NTP FIPS Prerequisite Mode Disable
¥ CDP
¥ advanced ubi:
Product Identifier Description AIR-WLCH404-100
¥ersion Identifier Description Yol
Serial Number 0514003544
Entity Name Chassis =
Entity Description Chassis g
™

ZOR=VIZE, arbha—F7 UDI® S5 20T —ZEERKERINTNET,
AFvwF 2 [Wireless] > [Access Points] > [All APs] DJIEIZEIR LT, [All APs] — V&R £,
ATvT 3 BEIDOT 72 A KRA L bDOLHIZZ ) v LET,

Cisco Wireless LAN Controller a2 4 ¥al—a> #HS4 K
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W o) FRr0EF

ATv7 4

[Inventory] % 7 %% L C. [All APs > Details for] ([Inventory]) ~<X—Y %X E+ (¥ 7-37 2%

LAY

7-37

MONITOR  WILANS

[All APs > Details for] ([Inventory]) R—

CONTROLLER  WIRELESS  SECURITY

MANAGEMENT  CQl

Ping Logout Refres

802 11b/g/n
Glabal Canfiguration

Wersian ID

woL

Wireless All APs > Details for Apply
'n:"‘:'?:;sp"mts General | Credentials | Interfaces | High Availability | Inventory | Advanced |
* Radios
802.11a/n Product 1D AIR-LAP1252AG-A-KY

Mesh Serial Mumber FTx1218915%9
HREAP Groups Entity Mame Cisco AP
» 802.11a/n Entity Description Cisco Wireless Access Point
» B02.11b/g/n Certificate Type Manufacture Installed
o
Country H-REAP Mode - @
supported '5
Timers ]

TOR=VIZE, TIZEARLA L FOa Ly R—3 v MERBFRINET,

CLI#fERAL-aY bO—F 70X RS 2 D UDI DERF

Kpa<w FEANLT, CLIZERLCarybr—F 7 78R KA bO UDI ZHBGLET,
e show inventory : = F 2 —7® UDI XFHNEFE TR LET, ROL I RIFRVERINET,

NAME: "Chassis" , DESCR: "Cisco Wireless Controller"
PID: WS-C3750G-24PS-W24, VID: V01, SN: FLSO0952H00F

« show inventory ap ap id : {8 E LT 72 KA > b® UDI XFFN &2 H R LET,

)20 TABMDELT

Vo TARNEFERLT, 200734 AMOERY v 7 OBFERELET, V7 7R MO,
BRLIGEO2FEEDOY 7 TAN Ry b EFEELET, V7 TAMNOERSAYy FEZELE
ML, WO 74—V REZALT, WEEA 7 vy FEEHLTREEZIC Yy NERIELET,

TIAT VMO T 7B ARA L FHOOERY V7 OBIL, HHEEHOHAHRRT A AP Ea—
Lo TTIRBARSLS U MO T TA T M EFAOELITRLRY, WA FCRE L% TED
AHEERHV 9, 2HEOY 2 TA L (ping T A MBI CCX V7 TR L) #FTTEET,

ping V22 FRXPFTIH, a2 ua—J 37 74T ML T 78R KRA L NFMTORY 7 OE%
FANTEET, T/ ER KA M TZIESNT ping %% v FDORENRT A—XE, 75T b»
LT 7R ARA NFEOY I DBEERETHEDICaryba—J L0 R=-Y v r7anEd,

CCX Vo2 ZXPTIE, avhua—J3T7I78A RS BT T4 T MHFRITHY V7 OEET
ARTEET, arhe—JF, V7 TRAMNOERE I FAT 2 MIREITL, 72747 2 MIUSE

Ry B TCEAF LIRS v D RF /X5 A —4# [Received Signal Strength Indicator (RSSI; %1515
BIREA V- — %), Signal-to-Noise Ratio (SNR; ([ 5-%I#&) 2L #m&kLET, Vo T4
MoERa— NV LIEEa— VDN FE, T7EAKRf v hearybe—JZRELET, LEB-T,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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GE)

yoy 72 rozr B

TIRARALA LV NERIZaLr ba—FRCCXvV4 7 TA T NEIEIVS 7 T4 T MR LTU 7
TANERIBETE, FFEICCCX VA 7V F9A TV NEFRIEIVS IV I9A4T U M T 7 8A KAV MERIZ
Yha—JZHLTCY T TANERBTE £,

a2y har—7 T, CCX VY7 TARNIHTETFROV S ZOEDA NI v 7 B3W R TERINE
T (TR TIBARL L IO I TAT U b, AV I TAT U IMBETIZERARAL R,

* RSSI OFRAORFEZME (Bh, Rk, 3 L0TH)

* SNR OBROEEOE (B/h, fk, B LUTH)

. BRITSHIAY Y F DA

. Wiy hORKERITEL

S TAVEAY

o EWICEESNEAY Y FOF—H Lt

Sy hr—FIC kD HI L EEBRICRO A Y v BRRSRET,
. VLU TR NOBER/SEOEMSHE Bh, ok, 3 EUTFE)

arybhe—7 V7T E, CCX A=Y ar1~5%20KR—-rLET, CCXHAR—FF, b
2 —7 EDOK WLAN ICOWTHBIMICAERI L 20 | B TEEHA, a3 br—FTIX, 27747
VT BRI FGAT U FD CCX RN— a UBBMENET, 207 T4 T FOKREZHIR
FTAHE, IhEEALEST, 7947 b CCXvad F721Ev5 2R —F L TWRWEE, 22k
nH—F3 754 T ETping V>V FAMEFATLET, 7547 A CCX v4 7213 v5 %%
R=FLTWBAEE, a2 b —J13 7747 ETCCX VY TANEFERITLET, 274 T
PR CCX VY7 TANDMIZHA LT U Mo Tifh, 2 be—Fidping V7 7 A MNCHE
WCHIW bV 9, CCX DML, Cisco Client Extensions D% &) (P.6-46) #ZML T 72& W,

CCX 1%, AP1030 TIIHAR—FINEEA,

ZOWEDOFNEIHE ST, GUL £IF CLIoWTAnaEHALTY > 7 TR MEFEITLET,

GUI ZERLEY VY TR MDRET

ATFvFT1

ROFNNZHE->T, GULZEMLTY 27 TAREFITLET,

[Monitor] > [Clients] %3&R L T, [Clients] X— Y %#B& £4 (X 7-38 2&M),

| oL-18911-01-J
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W o) FRr0EF

g . ° s
7-38 [Clients] R—
figuration Ping
SECURITY K ¥ HELP
Monitor Clients Entries 1 - 18 of 18
Current Filter Mone [Change Filter] [Show Al1]
Summary
¥ Access Points
o Client MAC Addr AP Name WLAN Profile Protocol Status Auth Port WGB
b Statistics
- EEE 00:13:02:3a:c9:49  Maria-1242 Unknown 802.11b Praobing Mo 1 Mo
00:13:92:02:he:f4  Maria-1242 Unknown 802.11b Prabing Mo 1 Mo
¥ Rogues
00:13:ce:89:f1:74  devesh:82:b4:80 Unknown 802.11a Probing Mo 1 Ves
Eliieniis 00:1d:6c:60:55:00  devesh:&2:bd:&0 Unknown &02.11b Frobing Mo 1 Mo
Multicast - .
00:19:7e:deief:91 Maria-1242 Unknown g§0z.11b Frobing Mo 1 Mo
00:1a:73:09:73:ae  Maria-1242 Unknown &0z.11b Probing Mo 1 Mo
00:1b:77:2c:00:2a  devesh:82:b4:80 Unknown 802.11a Prabing Mo 1 Mo
00:1b:77:3d:71:19  devesh:82:b4:80 Unknown 802.11a Probing Mo 1 Mo
00:1b:77:66:c3:06 devesh:82:bd:80 Unknown 802.11a Probing Mo 1 Mo
00:40:96:a0:b5:29  rootAPZ Unknown g§0z.11b Frobing Mo 1 Mo
—
00:40:96:al:d0bd  Maria-1242 uUnknown g0z.11b Frobing Mo 1 Mo a
. ol
00:40:96:a1:d1:11  devesh:&2:b4:80 Unknown &0z.11b Probing Mo 1 Mo a

RF9FT 2 H—VUAEBHOI TAT Y FOFRE v 7T RKEID IS ENT, [Link Test] 28R L £,
[Link Test] X—YRE RSN ET (¥ 7-39 25H),

S

GE) HDZ 47 O MACT KLA%E27 U v 7 LTHh5, [Clients > Detail] ~X—® LI
B% [Link Test] KE L5270 v 7 LTh, ZO~R—DICT 7L ATE ET,

7-39 Link Test R—

Microsoft Internet Explorer x|

& Link test ba 1 00:13:02:03:55:39

AP Mac Address : 00:0b:85:23:e7:00
Packets sent 120

Packets received 120

Packets lost(Total/AP->ClientiClient-=AP) & 0/0/0
Packets RTT{min/maxiavgiims) (0fLTI4

RSSI at AP{min/masx]avgi(dEm) | -43[-42[-42
RSSI at Client{mingmaz/avgiidBm) 1 -30)-26/-27
SR at APCmingmasawg i de) 1 B2I55/52

ShR at Client(minfmax/ava)(de) : 0f0J0

Transmit retries at AP{TotalMax) 41

Transmit retries at Client{TotaliMax) ;61

Packet rate 1M 2M 5.5MEM 9 11M 12M 18M 24M 36M 45M 541 105M
Sent count 000 o0o0OO0OO0ODD00S5 150

ReceiveCount (0 00 00000165680

155874

IOR=VITE, CCX V7 TR NORERNRFRENET,

~

GE) 779470 bBEVOav =T (FlEZ0oNnTh) 28 CCXva LIEEZTR—F LTV
WHA, Sy hn—F R YICs TA T b ECping U ” 7R REFATL. & bICHIE
STz [Link Test] X— U RRRINET,

ATyF 3 [OK]%7Y>Z7 LT, [Link Test] ~—Y%# T LET,

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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Lightweight 77 X R4 > FOHl#

yroeEome N

CLI ZERLEY VY TR DR

CLIZ#EHLTY v 7 TR MNEFETTHa<r NI, ROEEBD TT,
1. V27 TAMEZETT AL, ROa< RE AN LET,

linktest ap_mac

ayha—S LT A NTEITIAT U FDOW ST CCX va LIEEZ AT 5 &, kD X 5 RE®RN
FrREINET,

CCX Link Test to 00:0d:88:c5:8a:dl.

Link Test Packets Sent......i.iiiiiiiiiiint ittt 20

Link Test Packets Received....... ... 10

Link Test Packets Lost (Total/AP to Client/Client to AP).... 10/5/5

Link Test Packets round trip time (min/max/average)......... 5ms/20ms/15ms

RSSTI at AP (Min/MaX/AVETATE) vt vt vt vt etn e e eneeeneeeeeeeennn -60dBm/-50dBm/-55dBm
RSSI at Client (Min/mMaxX/aVerage) ... e e eneeeeeeeeennennnn -50dBm/-40dBm/-45dBm
SNR at AP (Min/MaX/AVETAGE) v vt v vt vt v e eeene e eeeeeenennenn 40dB/30dB/35dB

SNR at Client (Min/max/AVETrage) « . e e eeeeeeeeeenenenenenenenn 40dB/30dB/35dB
Transmit Retries at AP (Total/MaxXimum) ... ....eeeeeeenennnennn 5/3

Transmit Retries at Client (Total/Maximum) ..........eeeeeo.. 4/2

Transmit rate: 1M 2M 5.5M 6M 9M 11M 12M 18M 24M 36M 48M 54M 108M
Packet Count: 0 0 0 0 0 0 0 0 0 2 0 18 0
Transmit rate: 1M 2M 5.5M oM 9 11M 12M 18M 24M 36M 48M 54M 108M
Packet Count: 0 0 0 0 0 0 0 0 0 2 0 8 0

CCXv4UENRay b= FH 3T ANTE7 747 bOWTHADTENMLEINTWDIEAI
T, BREINDEFERND2L 72D ET,

Ping Link Test to 00:0d:88:c5:8a:dl.

Link Test Packets Sent..........iiiiiiiiinnn. 20
Link Test Packets Received..........oiiiinion.. 20
Local Signal Strength..........iiiiiiiiiiiinnn. -49dBm
Local Signal to Noise Ratio........oveeiiennnn.. 39dB

2. CCX Vv FARNBIWping 7 A NOWFIHEHATEDLI 7 TAN NG A—FEFHETLHIZ
X, config E— K bkda<wr REANLET,

config > linktest frame-size size of link-test frames

config > linktest num-of-frame number of link-test request frames per test

) V) BIEDRE

(E)

ay be—9TUVIBEEZHRELT, 7T7A RSV MBI ary be—F0/o0Y v 7 5T
EET, OB bu—TITHERENTT NTOT 782 KA P THEATE ET2, R,
U v s OBERMRNE A O H D Hybrid-REAP 5 L O OfficeExtend 7 7 A A4 v b, &8 L OMEHEME
DIV WAN 5t THRILD £,

U7 BAEIE, #5iT— RO Hybrid-REAP 7 7 ¥ 2 KA > b TOHLYR—bhEhEd, AZ FT7 R
> &— RO Hybrid-REAP 7 7 £ 2 KA MIHE—FEnEHA,

VU RBIEL, T78A RS b arybue—7, BIOarybe—90n6T7 78R RKA 2 MIE
175 CAPWAP "— hE—F Ny b (ma—BREBIONE) OF7 7 FR) v 7RFMEZEHR L E
T, ZOFEMIZ. Xy b= V7 HERBLIOa br—T 0 o — Nk TRRY 4, 7
JEABRA L MEary b —T~OFE-a—FRBIVa he—I90 0% ET oo a— b Ex ¥
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N yorBE0SE

GE)

ADABZ L THEELET, T7BARALA L MIZOTNALEREMAE L AT LDT 7 R EY » FH &
LCarvbe—JEELET, 7T78ARA L M 30 BDOTFT 74V FEECay b —F(2—
Fe—h Ny hEXEELET,

VY VRBIEXT VA RS hEary ba—F# 0O CAPWAP AR Z3ELET, Xy T —7
FEIERC Ping JGZEITEHIL £8 A,

aybhe—J2LY, BEOCT Y RN v 7RHMBIOMEN 2 KEBIORET VLV R MY v 75
MRFRENET, KEBIORKEEREZa Y Fe—IR88EL W DR #FEE, 27UV 7 LTHHA
THZ L TEES,

a v bhr—5 GULE7IZCLIAHH L THEDT 7 ERA RA L b DY U 7 RBIEEZRETDHZ L.
CLIZHEHLTay he—F Il INTETR_RTOT 78X KA b DU U7 BIERHET A&
T X7,

GUI ZERALK) VY BEDKTE

AFvFT A1
AFyvFT 2
ATFvT 3

ATy 4

aryhr—=70 GUI ZEH LTI 7 BIELZRES D FIHZ, RO LB TT,

[Wireless] > [Access Points] > [All APs] DJIEIZEIR L T, [All APs] X— V2B E £,
Uy 7 BIEEZENCT BT 78R RA L FOLHTEZZ Y v LET,

[Advanced] # 7 % #&4R L T, [All APs > Details for] ([Advanced]) X—Y % &5 (K 7-40 2%
lﬁ\g\) o

7-40 [All APs > Details for] ([Advanced]) X—2

Configuration  Ping ogout  Refres

cisco MONITOR N5 CONTROLLER  WIRELESS SECURITY  MANAGEMENT
All APs » Details for AP2

Apply

Wireless
w Access Points General | Credentials | Interfaces | High Availability | Inventory | Advanced |
all APs
*» Radios i
Global Configuration Regulatory Domains 80z.11bg:-A Power Over Ethernet Settings
Mesh Country Code US {United States) » POE Status Medium (16.8 )
HREAP Groups plitrordficds) RStk
:
» BOZ.11a/n Cisco Discovery Protocol [ State
) 802.11b/g/n MFP Frame Yalidation {Global MFP Disabled) ;E:‘t:r Injector @l
AP Group Marme default-group L
Country AP Core Dump
imers Statistics Tirner
» QoS Data Encryption AF Care Durnp [ Enabled
Rogue Detection
AP Sub Mode Mone
Telnet F
SEH ¥
Link Latency
Enable Link Latency
Minimum Maximum
Current {(mSec) {mSec) {mSec)
Link Latency <1 <1 <1
Data Latency =1 <1 <1 %
Reset Link Latency | &

[Enable Link Latency] ¥ = v 7 Ry 7 A& F NI LTT 7 EAFRA L FOY v 7 BIEEFHZT 500,
FHFEA T LT a—fEZEGEI LT 78R RA v bR ary o= 7 K v 7R %
EELRVWEIICLEYS, T74V FTEHATITR>TVET,

Il Cisco Wireless LAN Controller 222« Far—varvHqAF
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AFvT 5
ATvT 6
AFvF 7
ATvT 8

2AFv7 9

ATv7 10

yroeEome N

[Applyl 27 Vv LT, EHZEALET,
[Save Configuration] 2V v 27 LT, ZEEZRELET,
[AIl APS] RHEEREINTZL, TI7®A RSV b OLHIZL Y —EZ7 Vv s LET,

[All APs > Details for] X—UMNEHERRINTH, & 9 — & [Advanced] ¥ 72 RIRL E T, Vo VBT
BLOT —FBIEOHEFIX, [Enable Link Latency] ® FIZE RSN ET,

e Current: 77 A RA v "bariun—7, BIXOarykua—I9h6T7 78R KA FOBO
CAPWAP N—hE—k X7y hEEEFT—F Xy FOBEOT T R MY v 7HE (2 UR)

e Minimum : UV > 7 BIENRFNI/R->THE, TV Y FERTHLD, TI7 VA RA 2 bn
baryvhru—7, BXORaryrbhag—I9nh6T778AKRA L FOMO CAPWAP /n— kB — K /X
T NETRIET =2 Xy hORET U RN v TER (2 URD)

e Maximum : UV > 7 EBENEN /> THE, FEVEy hENTHLLED, T7E8RAKRAL LV b
baryvihru—7, BXORaryrbhag—I9nh6T778A KA FOB O CAPWAP /n— kB — |k /X
Ty NERET—% Xry hOBRET U R RY v 7EERE (L UR)

DT IRARA L bOay iu—F EOBE, KE, BIXOKRED V7 BER X OT — X BTG

%2 U 79 5121%. [Reset Link Latency] #27 U v 27 L,

NR—UNEH ST [All APs > Details for] X— U BNHERINT S, [Advanced] ¥ 7 &R L £7,
[Minimum] 7 « —/L R X O [Maximum] 7 « —/b RICEH SN MEHERBR RSN ET,

CLIZEALRY VIO BEDKE

AFvFT A1

aryhr—=70CLI 2L TY 7 BELZRET 5 FIRIT, KDLBY T,

A b —=FZIZBET Y= FENTWHREDT 7B A KAV FETTT XTOT 78R KA
FDY 7B AN ETITENCT HITIE, Roavr FEANLET,

config ap link-latency {enable | disable} {Cisco AP | all}
77 4V MEIZEER) (disable) T,

~

(3¥) =< I config ap link-latency {enable | disable} all (3, HE= > b —JIC#EH I TWVD
TIRARAL NDOY V7 BIEDHEFNEITEN L ET, ZhPBRICHERET 27 7 A
A MUTEHASILER A,

FEDT 78 A KA bDY 7 BIER R ZFRT HIIE, kOa<wr Fe AN LET,
show ap config general Cisco AP

WD &S IpfEERNETRENETS,

Cisco AP Identifier.......oiiiiiiiiiiiiininnennnn 1
CisSCO AP NaAME . i i ittt ettt ettt e eeeeeeeeeeeennnens AP1
AP Link LatenCy. e i i i i e ettt et eneeeeeneeseeeneenens Enabled
CUrTENt Delay . v v ittt ii ittt eeeseneeeenennnens 1 ms
Maximum Delay .« vt it it e et aeeeeeeeeeenenns 1 ms
MIinimum Delay. .. e e e it eneeeeeennneseeennesnns 1 ms
Last updated (based on AP Up Time)........... 0 days, 05 h 03 m 25 s

Zoawy FOENTIE. ROV v 7 BIEFERNEENET,
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H TCP MSS mEE

AFvT 3

e CurrentDelay : 727 &EAXA KAV kb avrhe—5 BLXOaryhe—I0n67 7R RA 2
rDHD CAPWAP N—hE— |k X7y FOBTEOT 7 K Y v 7K (2 UR)

e Maximum Delay : U > 7 BIEAFNZ 2> THE, Fd Uty hSNTHHD, 77 ERX RA
ViEihbariue—7 BLlarte—3 067 78X KA OMO CAPWAP /~— FE— |
Nry NOREZ VRN v 7RE (R U

e Minimum Delay : U > 7 BIENG/> T, £REF VY FERTHLED, T2 ®A KA
YEhbarie—7 BXOarhtr—In67 78R RA L FOMO CAPWAP ~— FE— |
Ry NORET U RNy 7R (R V)

BEDOT 7 8AFRA L boay hn—7 LOBE, KE, BIOERRY v 7 BERGERZ 2 V7T

BIE, Woa~vy REAHLET,
config ap link-latency reset Cisco AP

VEy hORERERTTDHICIE. ROav L REANTLET,
show ap config general Cisco AP

TCP MSS D& E

AFvFT A1

Transmission Control Protocol (TCP; kil 7w haL) AV —D oA N Rz 7IZBIF57
FTAT Y bOERKRET A N A4 X (MSS) BiKREEI=y RBRLIITE LD b REWVWGAE, R
N—"T"y hOERTBLUNTy hOT T T AT = a v PRETHILERHVET, 2 he—7

V727 VY —260 CZOMBEAZMERTSICIE, oy b —FIlERSN TV TRTOT 7 &
A RA Y FERITEEDT 78R BA L M MSS #RELET,

COMREERENNCT AL, TI7RAKRA L MEIT—F RNZANOER T T 4T 2 DD TCP /47 v
MR LET, 2Ny FD MSS DN E SN FE 721E CAPWAP > RADT 7 1 /v ME
FOREWEBIT, 778ARA L MIMSS 2R ESINTZHUVEICEFT L £,

arbe—70 CLI 6§ LT TCP MSS Z#&ET 2 FIHIX, kD Lkh TT,

BB DT I8 A RLA Y FERIZTRTOT 78 A RA 2 O TCP MSS Z B4 £ - 13 EICT 52X,
Woa<vr REAHLET,

config ap tcp-adjust-mss {enable | disable} {Cisco AP | all} size

Z I T, size /N7 A —H X536 ~ 1363 A FOMOE T, T TN MEZXT T4 T Mk B
D E9,

EEERFT DL, ROa~vr Re AN LET,

save config

EENEERMT L2E9ar br—F%2 07— b3 212F, kOavr FEASLET,
reset system

HEDTIVEARA LY FNEFIFTRTOT 7 A RALY FOBTED TCP MSS & EEF T AIT1E.
Woa< ReEANTTLET,

show ap tcp-mss-adjust {Cisco AP | all}
KDL RIERPFRINET,

AP Name TCP State MSS Size
AP-1140 enabled 536
AP-1240 disabled -

Cisco Wireless LAN Controller a> 24 ¥al—Ya> HS K
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Power over Ethernet @

GE)

Power over Ethernet 0 W

AP-1130 disabled -

TE

Lightweight & — RIZEBINT=T 78R KA~ (AP1131 F£7213 AP1242 72 &) F721% 1250 &~
Y—X 77 +&A KA b Cisco pre-Intelligent Power Management (pre-IPM) A A » FIZHEHRi S
T2EBRA V=7 X TEREMGEINTWDIGE, 7277 &R E LHEIXN D Power over Ethernet
(PoE) 2 ETHLENH D FT,

T aT VIR 1250 U — X T 7R RA L ME, PoE AL TENBRASNIZSLE, 4 ORI

E— FTEIfECE £,

e 20.0 W (Full Power) : ZOFE—KRif, NU— ATV XFEFRITACDC T X7 X &= L=
B ERI%E T,

e 168W: W HFDITIT U AI v X EREBEBHNTHRHLES, LIV —DOTFT—% L— NIBEEZITE
HFADB, MO~ MI15 DF—% L—MNE24GHz I CTIHE T LET, 9 CHOTFT—F L— b BFH
NTHDHIZD, ANV—T v hA~OEEIR/NRTT, BEART—=PMEW =D, LI ERHY
FT, ZEEREFITITEDREETT,

s 1S4W H—DF IV AIvHZDHPEHTYT, LI —FT—% L—FrBLOMO~MT7 DL —
MIm/DROEELZZITET, ME~MIS DL — KNI, MO NIV AI v X ENELTHZD
LNV ET, AN—T Yy MILIT L — T 7 EZARAL L FLOHEWVA, 20W BLN16.8W
BHE—RELD HIERLS 2D E9,

e 11.0 W (Low Power) : 7 7 & 2 FA v MIBMEL TWETA, BIEHH & b BT,

%L,.!II

15.4-W PoE TF = 7 VIR 1250 U — X 77 &R BA v MIBREMGT 2854, S¥iELBI/ES
B LI TEERA, BEEOEMEIZIZ20W LETT, 77X RA L ME154-WPoE TTF 27
NAEREZEESEONETH, ANL—7 2 P BIOL VO T 3 —< AIETFLET, 154W T
DRERENMBERLAIE, 1250 S U —X T 7B R RA L b v —INHERE 1 DBV AT, £72
Y7 b7 VU —26.0 TN LT, MOMRN5ELR 802.11n E— R CEMETEZ2 L 2ICLE
T, TI7 'R RA v MERNEFHEHEICL B SN®%E, 778A KA 2V 7= LTER
ZHEMATAVNENS Y £, EREAEELABLTUEAL—F v F E— RIEFLE-HESL, 727tk
ARA )T = TDHMLENLD 7,

INHDOE—FRIX, FHTERABRA LT TART I T X TI250 VY =X TR RA 2 NEBEE
ST, HETDHINNT 4=~ A LV EHRLND FMRMEE R L E 9, #EIE PoE XA v F (Cisco
Catalyst 3750-E 'V —X A A »F 72 L) 2LV, 1250 >V —X T 7R RA v MMImKEROEEE
B/ANROFTA 2 A N CTREETEES, F72. 727 B X BA 2 MTBEED PoE (802.3af) A A v F TE
AT DA, T 7R BA 2 MIEROH (1 £72132) ICL-> THEHOARBET— F2@RLET,

Cisco POE 2 A » FOFEMIZHOWTIE, kD URL ML T Z30y,
http://www.cisco.com/en/US/prod/switches/epoe.html
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B7TE

Lightweight 77 X R4 > OHE |

W Power over Ethernet D&%

(E)

%+ 7312, POE #MT5 1250 >V —RX 778X KAV FORRBESNT—FRELFLET,

* 7-3 PoE M 1250 L U—X 79t R RA > FOBRKIEZE/NT—BRTE
E@REE F—4 L—F FSUR Cyclic Shift BAE#/A7— (dBm)!
Svy4% | Diversity 802.3af E— ePoE Bh& |ePoE E—F
(CSD; ¥4 |1 (15.4W) EEE—F  (20W)
Juh I+ 4 (16.8 W)
ANRN—T 1)
2.4 GHz |802.11b 1 — 20 20 20
802.11g 1 — 17 17 17
802.11n MCS 0-7 |1 Disabled 17 17 17
2 Enabled Disabled 14 (Tx 7= |20 (Tx H7=
(F7x 1) n 11) 9 17)
802.11n MCS 2 — Disabled 14 (Tx 7= 120 (Tx 7=
8-15 n 11) 9 17)
5 GHz 802.11a 1 — 17 17 17
802.11n MCS 0-7 |1 Disabled 17 17 17
2 Enabled Disabled 20 (Tx H»7= |20 (Tx H7=
(F7 4L R) n17) D 17)
802.11n MCS 2 — Disabled 20 (Tx 7= |20 (Tx &7=
8-15 9 17) 9 17)

1. BKRBEHEART—E, Fr¥ 2B IOEBIOBGIC I Y R0 £,

ZZRLTLES N,

FEAZ OV TR DO R 2 AT —va v

VA IFEAETII /W PoE A A v FCENMET HHE6. 1250 YV —X T 782 FA 2 ML 154 W R
MCEMELE T, VAILADAAL v FFHIEI Yy RARY TAALZAREBHEMHBTEHHATY,
T A RA L MIYEIE PoE £ — FCIXEMEL ¥ A,

PoE (. = he—7 GUI £72/X CLI OW Tz H L TRETEET,

GUI Z{#f L= Power over Ethernet D& E

A

Ji

v 1
ATFvT 2

ayhr—70 GUI ZEH L T PoE #RET 2 FIHIZ. RO LEBY TT,

[Wireless] > [Access Points] > [All APs] OIEIZEIR L, HRIDT 7 EA KA v ORI EZRIRLE T,
[Advanced] # 7 % #&4R L T, [All APs> Details for] ([Advanced]) X—Y % & E§ (K 7-41 2%

LEYS
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ATv7 4

AFvT 5

Power over Ethernet 0 W

7-41 [All APs > Details for] ([Advanced]) X—2

ulllulllu figuration ~ Ping = Logout  Refres

CISCO MONITOR  WLAMs  CONTROLLER  WIRELESS  SECURITY  MANAGEMEMT HELP

Wireless All APs » Details for < Back Apply

¥ Access Points | General | credentials | Interfaces | High Availability | Inventory | H-REAP | Advanced

All aPs
¥ Radios
lobal Configuration Regulatory Domains 802.11bg:-A B802.11la:-A Power Over Ethernet Settings
Rle=h Country Code POE Status High
HREAP Groups Mirror Mode Pre-Standard
b 802.11a/n Cisco Discovery Protocol St o
b 802.11b/g/n MFP Frame Validation B e N ¥ | 2
Country AP Group Mame default-group &

[POE Status] 7 « —/L NIZiX, 727 B8R FA v bREMETHEH L~V ThHs, [High (20 W)J,
Medium (16.8 W)J, £72i% Medium (154 W) BERINET, ZOMEITHRETETEFAL, =2 b
B—=ZZ&V T 78R RS POBEIABRE SN, Z2ICEOEBN VAP ERESNET,

~

() ZO74—Fid, PEZMEMLTEIIA LTS 1250 2 ) =X 77 &2 KA 2 MDA
WHINET, 77 EABRAL 2 FOBHLUBERNDE D &R 5 5k, 1E022 2
HYEF, 1 DX, [802.11a/n (or 802.11b/g/n) Cisco APs > Configure] ~—® [Tx Power
Level Assignment] &7 3 3 IZ&K R & 5 [Due to low PoE, radio is transmitting at degraded
power] W) A vE—TTE, 2 00IE, [Trap Logs] X—Y D=z ta—J3D0r Ty 7 ars
I2#Fr &b [PoE Status: degraded operation] £\ 9 X v E—U T,

RONTNPOBIEELATVET,

o TIURAFRAVIREHITIOT AT A4 v F CEREMIE SN TV 554E . [Pre-Standard State]
Ty IRy I AEF AT LET, THUHDAL v FIEUKRD 6 W LLEDOE 2 M4E L E 375,
Intelligent Power Management (IPM) #REZ VAR — M LEHA, RORAL v FREYLET,

- 2106 2v hu—7

— WS-C3550, WS-C3560, WS-C3750

— C1880

— 2600, 2610, 2611, 2621, 2650, 2651,

— 2610XM. 2611XM, 2621XM. 2650XM. 2651XM. 2691
— 2811, 2821, 2851,

— 3620, 3631-telco. 3640, 3660

— 3725, 3745,

— 3825, 3845

o FROVAMIFHEINTWARAVWERA VY27 X EREAAL v F TERZMBEIN T EEHE,
[Pre-Standard State] &= v 7 Ry 7 A% A4 7IZLET, ZNIET 74/ METT,

MHEDOAL Yy FRIPM 2R —FLTELT, EFRA V=7 Z2BEMSNTHDEE, [Power
Injector State] F= v 7 RNy 7 A&A N LET, EOAAL v FHNIPM 24 RA—F LTS5, Z
DF =y IRy I AEA AT HHEETH Y EHA,

ATDFNET [Power Injector State] F = v 7 N> 7 A% 4 1 Lic#A . Power Injector Selection 735
A — &} O Injector Switch MAC Address /37 2 — & 3K x i E T, Power Injector Selection /X7
A—2L, BFEA V27 ZNMBRITE D N RNRENEEAICAAL v F R— M BERITEATTIC
BOERVWEIRELET, Fry T XUy Ry 7 ANLROFT v a rONTRNEBIRL T, L3
RO LNV ERRELET,
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W Power over Ethernet D&%

Installed : REFEFE SN TVWAERA v F R—+rDMACT7 FL A2 AL TCREL, BFRA
V:&&ﬂ%ﬁéhfhé:&%ﬁﬁbiﬁo*y%vwﬁmﬁ%®yx:6Wx4/%# i
ENTHWT, FEEINEZT 7 EA KAV MEBBIICHE TNT =y 7 Lz & ZICRAET 5 AHE
WOHLBAR ERT WG EIZ, ZOF v a rEERLET,

AL v FIZMAC 7 R L A %FET 8613, [Injector Switch MAC Address] 7 «+ —/V FiZ MAC
TRUVAZADLET, T7EA RS MIAL v F O MAC 7 RLAERMSE 5551
[Injector Switch MAC Address] 7 4 —/V RIZZEHDOE FIZLFE T,

~

GE) 77BAFRAUVEREREEINDZC, HILWAAL vF R— b MAC 7 KL A (FEE
L7ZMAC 7 FLAEDO—EIZRK L, T2 B8R RA L MIBEENE—FOEFIIRD F
T, TOHA, BIFRA V7 XOFEEHHEMICHIEL, 2047 a v 2HRINLT
HLWMAC 7 FL 2 &S H 9,

Override : DA 7> a kv, 778 A RA Y MIKIIZ MAC 7 KL 2ADO—E &2 WREE L7
< TH, BEBNE—FTBEITEEST, Xy hU—212, 2W T 278X RA v b~EHEERET S
LBAMERETIARMEDOH D, RO 23 6 W A v F NS TWARWEESICIT., =
DOF T arvERBIRTEXET, 20T arDA Ty MI, 77ER RSy NEEEE L
A RELRBITICRENE— FTRBRZMETCE 52T, 2047 a 07 A v b
X, TI7BARAL L MBEBEO6W A4 v TF~HERIN WD &, BAWMBRBET D Z L TT,

AFvT 6 [Applyl 22 VU v/ LT, EEEEMLET,

ARFYT T TaT7VERI20V)V—XTI7H8A RS bEAELTEBY, RO BO 1 SEHEHICL T
DO KEBENZ BT HHBEOFIBIIRO LB T,

a.

d.
e.

[Wireless] > [Access Points] > [Radios] > [802.11a/n] & 721% [802.11b/g/n] DJEIZZHEIR L T,
[802.11a/n (F7=i% 802.11b/g/n) Radios] ~—T & BH&E £,

T DEROFT R v 7F T U ORHO BIZh— Y v &#E\N T, [Configure] 23R L7,

[802.11a/n (or 802.11b/g/n) Cisco APs > Configure] ~*— T, [Admin Status] K v 7" ¥
A 7 A5 [Disable] &R L E 7,

[Apply] 27 Vw7 LT, ZHEZEHALET,
FETT /7 vA RS b2y PLT, BEEZHEALET,

AFw 7 8 [Save Configuration] #2 V v 7 LT, REERELET,

CLI #{#R L - Power over Ethernet D& E

Ay hr—70 CLI ZfH LT, POERELZHER LOERTHIE, koavr FE A LET,

*y%v~ﬂa12W77tx$4VF~L%QM¢5kLﬁﬁ%%$¢5TAﬁ@&é\ﬁ%
DA 6W AL v TFNEfFINTWAEAIZIE, koa~vr FE A LET,

config ap power injector enable {Cisco AP | all} installed

TI7HEARLA L ME, BIRA P2V XN ZORFEDAAL vF F— MNIEHR SN TND I L&
BLET, 7782 KAV FEHEETDIHEG, HTILWERA V=7 ¥ OFELEMRGE LTt T,
ZOavy REHERITTLILERNDH Y F7,
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AWT 5 LED o N

GE) ZoaxrFzFETT5HNI, COP AN T L ZE 2R LET, A>T
WhWES, Zoavy RIFKBLET, CDP 2 H#bT 5 5iki%, [Cisco Discovery
Protocol D% E | (P.4-92) &ML T &0,

BEMROMLEER L, T/EARA L PELEDAL v F K= MIbEHRTE L1721
X, Woa~vr READLET,

config ap power injector enable {Cisco_AP | all} override

Fy bU—=2712, 12W 72782 KA v MIEEEGRT 2 LA 2 LT 5O H 516k 0
AT O6W AL vy TFPREMINTORNGEIE, Zoavy FEETEEd, 72782 FA v
ME, BRA VY2 7 IR FICERENTWD Z EZFHRE L TWET, 77 ERA KAV bR

Bl L7 a b, BIRA L V=7 XOFEERIRE LET,

Bt AA v F B— 1D MAC 7 KL AR D> TN, [Installed] 47 = & H L CHEINIC
BHLRWESIE, koa~vr FE AN LET,

config ap power injector enable {Cisco AP | all} switch_port_mac_address

T aT VR 1250 VU —RX T 7 BARA U FEFIALTEY,BHEOSHO 1 2&®ehic LTt
ORI KRB ZWEB T DHEF. koa~r FEAALET,

config {802.11a | 802.11b} disable Cisco_ AP

S
GD) FBTT/EARSL b EU Ly FLT, EEEMMTILESHY £,

¥EDT 78A KA F®D PoEREEFRRTDHIZIE, koa~vwr ReE A LET,

show ap config general Cisco AP

WO LD RERBFERSNET,

Cisco AP Identifier.......oiiiiiiiiiiiiininnnnn 1

CiSCO AP NaAME. i vttt ittt ittt ittt ittt e AP1

PoE Pre-Standard Switch......... .o, Enabled

PoE Power Injector MAC Addr.........eiiuiiuvnnnn. Disabled

POWET TyYPE/ MO . v vt ittt ettt e et et eeeeeeeeeeeenn PoE/Low Power (degraded mode)

TIRARAL L NBRERREITEEL TWRWEA . [Power Type/Mode] 7 1 —/v RIZiF,
fdegraded mode] &FRINET,

Ay hr—=IDFNT v T n T ERKRTDHIIE, ROav FEANLET,
show traplog

TIRARAL L NBRRREITEEL TWRWEEIE, N7 v 7I2iE TPoE Status: degraded
operation] BNEENFET,

Il‘\ijﬁ-d—- 6 LED wgﬁi

ayvbhn—7 V7 =27 VU= 40LBETIE, 7278 A KA b LED 28 S€ T, TOHAT
ERTZENTEET, TXTOI0S Lightweight 77 £ &2 KA v bR ZOMEEEZ PR — ML TWET,

LED @ &% 2> b v —F @ Privileged Exec ®— KM HEET DI, ko a~> REfHALET,
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~
(i) g Ry ba—F TASENTZH TELNET/SSH CLI v a v CAL SRR RLS, 2
nooa<wr Frofhiiarro—7 ar V= LIOREESHET,

1. a2 be—FZFN LT, a2~ REZCLINLT 7B A RNA 2 MIRETDHICE, ko<
KEADLET,

debug ap enable Cisco_AP
2. BEDT 7 EA KA MO LED #HE LEPEMSHESELIE, ROoa~vr FE AN LET,

debug ap command “led flash seconds” Cisco AP
seconds /37 A —H#\Zi%, 1 ~ 3600 HOfEE AN TEET,

3. BWEDOT /A KA D LED OREEZENICT DI, ROoa~vr e AN LET,
debug ap command “led flash disable” Cisco_AP

ZOa<y RiX, LED O8EE 72 HICmEshb LET, tki“\%®:7VF%£ﬁLTW6
(60 B3R E LT seconds 73T XA — X% %ﬁﬁﬁ L) T 20 8T LED SiEA2EG L-5
H, TR KRA L bDO LED 137272 bl AEELE L ET,

97472 FOERR

aryhbe—70GUI FRECLIZ#FEHLTCay he—9DT7 7 AR, MIT VY= —hFINTWH
57747 NMIBETHERERERTEET,

GUI 2 ALY 547 FORTR

GUI 2 LT, 7 747 v FOFHREF T L5 FIAE, kO LEBH T,

AFv7 1 [Monitor] > [Clients] Z3&R L T, [Clients] *—Y % B& £3 (¥ 7-42 25M),

. ° s
7-42 [Clients] R—
-lll-lll- onfiguration  Ping  Logout Refresh
CIsco MOMITOR  WLANs  CONTROLLER  WIRELESS  SECURITY  MANAGEMEM HELP
Monitor Clients Entries 1 - 8 of 8
Current Filter Mone [Change Filter] [Clesr Filker]
Summary
F Access Points
ok Client MAC Addr AP Name WLAN Profile Protocol Status Auth Port WGB
b Statistics
» COP 00:11:a43:04:b6:40 devesh:82:b4:80 Unknown g0z 11b Probing Mo 1 no B
b 00:40:95:a0:05:29  Maria-1242 Unknown g0z 11b Probing Mo 1 Mo B3
Rogues
o 00:40:96 ac:44:15  Maria-1242 Unknown g02.11b Prabing Mo 1 L. |
Elfizmits 00:40:96 ad:0a:01  devesh:52:bd:&0 Unknown g0z 11b Frobing Mo 1 Mo B3
Multicast 00:40:96:bihered  rootAPZ Unknown g0z 11b Probing Mo 1 Mo
00:40:96:b1:feibe deveshi&2:bd:80 Unknown g0z.11a Probing Mo 1 Mo
00:40:96:b1:fe:09  Srinath-70:9d:70 Unknown 802,113 Probing Mo 1 no B ~
00:40;96:b4;56,0d  rootAP2 Unknown 802.11b Probing Mo 1 e B
o
I

ZON=VIE, 2y hr=IDT 7 A RS MNIT Y V= RSN XTDI T T DY
ARDPFRENET, ZOUAMIZ, £ 747 2 MNCHET 2 ROBEP B SN ET

o JIAT LV FDMACT FL X
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95472 roxx A
TIAT VIR T I E2—FENTNWBET 7 A KRA L NDOLHT
74T v NMEHAT D WLAN O4 |i
7 IAT > hOAAT (802.11a, 802.11b, 802.11g, F72i% 802.11n)
~
(GE) 802.1ln 7 747> b 802.11n ZA M L7- 802.11a EHRICT Vv =— FEINTWBHE
BV TAT U NDOXA 71T 802.11n(5) EERENET, 802.1ln 7 T A4 T > Fid
802.11n ZAZNC L7z 802.11b/g FERIZT Vv Z— FENTWEEE, 7 IA T bDEA
713 802.11n(2.4) L F RSN ET,
TIAT v NERDAT — X A
T7I7AT L NORBR AT —H A
TJIAT VIR T I —hENTWBET 7 A RAL L FOR— MK
7547 hWGB 0 E S o
~
(G¥) WGB 2F—& Z2D#F#MIE. [CiscoV—2 7 V—F 7V v (P7-57) 2B LT FE
W,
~
GE) 7747V IEHIBRLEZYERZLIEY T2HEI2E. A=Y VEBHOZ Z4 7> bOFN
Fe vy 7H 0 REIO BIZE W T, [Remove] £7213 [Disable] &R L ET, 7747 h &
TR RAL L NOBORRiZEZT A T HI2E, BRI 74T FOFWRay FHx 7D
RKEND L2 Hh— Y VEEWT, [Link Test] &R L 7,
AFvT 2 TANVEEER LT, BEOERE (MACT FL A, AT —H AR HEBOXA T2 E) &Zilil-+7 T4

7Y OB EFRRTHFIRL, KOLEY TY,

[Change Filter] %7 U v 2 L, [Search Clients] X— Y& & £4 (¥ 7-43 #5H),

7-43 [Search Clients] R—%

Search Clients

MAC Address
&P Marme
wiLAN Profile
Status

FRadio Type
L] =)

OO000000

23233

Apply

WROF xRy 7 AD 1 DERIFELEFNCLT, 7747 v MR RTHBEICERT 2 HEH
ZHEELET,

e MACAddress: 7747 FDOMACT RLZAEZ AN LET,
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AFvT 3

GE) MACAddress 74V H /NI TDE. TOMD T VX IZBENIZENZ 2D F
T, TOMDOT 4 L ZDOWNTNNEFENZT S E. MAC Address 7 1 /L X 1Z BB
Mz 9,

AP Name : 77 B A iRA v FDOLA4RTIZ AT LET,
WLAN Profile : WLAN D4 iz AT LET,

Status : [Associated], [Authenticated]. [Excluded]. [Idle]. 721X [Probing] &= v 7 &K v
7 A (BEW) 242 LET,

Radio Type : [802.11a]. [802.11b]. [802.11g]. [802.11n]. F7zi% [Mobile] ZiER L £,

WGB: 2 ha—JDT JBRRA L MNIT V32— SN WGB 7747 baRRL
£,

[Apply] 27V v 7 LT, BE%iEMA L ET, [Clients] *— D E#BIZdH 5 Current Filter /37
A—2F, BEBEHENLTWE 74 V2 2R LET,

TANZERIBRLTZ 747 b VA MRIEERRT HI21E, [Clear Filter] #27 Y v 7 LET,

BEED I F7AT v FOFHMERERRT DL, 7747 OMACT RLRAE 27U v LET,
[Clients > Detail] ~— UMK RrENET (¥ 7-44 25 ),
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93472 FORE

3 . . ° s
7-44 [Clients > Detail] R—<
Configuration Ping Lo
JNTROLLER. SECURITY HELP
Monitor Clients > Detail < Back Apply Link Test Remove
Summary Client Properties AP Properties
¥ Access Points
MAC Address 00:40:96:50:b5:29 AP Address 00:0b:85:82:b4:80
b Statistics
IP Address 0.0.0.0 AP Narne devesh:82:b4:80
F COP
Client Type Regular AP Type 802.11b
¥ Rogues
q User Name wLAM Profile M/A
Clients
Multicast Port Murnber 1 Status Probing
Interface management Association [D a
YLAN ID o 802,11 Authentication Qpen System
CCx Version Mot Supported Reason Code 1]
EZE Version Mot Supported Status Code 1]
Mobility Rale Unassociated CF Pallable Mot Implemented
Mobility Peer IP Address MAA CF Poll Request Mat Irnplemented
Policy Manager State START Short Preamble Mot Implemented
Mirror Made PECC Mot Implemented
Management Frame o
Protection Mo Channel agility Mot Implemnented
Tirneout 1]
Security Information i
WEP State WEP Disable
Security Policy Completed Mo
Policy Type /A
Encryption Cipher None
EAF Type NS

Quality of Service Properties

WMM State Disabled

QoS Level Silver

Diff Serv Code Point {DSCP)  disabled

&0z 1p Tag disabled

Average Data Rate disabled

Average Real-Time Rate disabled

Burst Data Rate disabled

Burst Real-Time Rate disabled
Client Statistics

Bytes Recaived 1]

Bytes Sent a

Packets Received o

Packets Sent o

Policy Errors 1]

RE51 Unavailable

SHR Unavailable

sample Time wed Sep 5 12:40:41 2007

Excessive Retries 1]
Retries 1]
Success Count a
Fail Count 1]
Tx= Filtered 1}

ZDOR—=VITIE., ROERPFRENE T,

JIGAT v NO—H T T ¢
AT IDEF2 YT 4 RIE
77A4T RO QoS DT sRT 4
7 T7AT v s OHE
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USAT Y RRT Vo E— FERTWAET 2R BA v hDFu R T 4

CLIZERALE=Y 547 FOERTFR

IIAT v MERERTRTHIZIE, RO CLI =2~ REFEHLET,
BEDT IR ARALA L MNIT IV — b ENEI TAT U baFRTHIE, kOoa<w Rae A

jj L/ij‘o
show client ap {802.11a | 802.11b} Cisco_AP

WO LD el BRFI RSN E T,

MAC Address AP Id Status WLAN Id Authenticated

00:13:ce:cc:8e:b8 1 Associated 1 No

O b —=IDTIBARLA L NIT IV = ENTZTTAT Y bOMEEZFRTHICE. K

Da<wr ReEASTLET,

show client summary

RO LD el pRFR SN E T,

Number of Clients.....c..iiiiiiiiiiiiiiinneeennnns 1
MAC Address AP Name Status WLAN/Guest-Lan Auth Protocol Port Wired
00:13:02:2d:96:24 AP_1130 Associated 1 Yes 802.11la No

FED I FAT 2 FOFFMEREZFRT HI121E, koa~vr Fe A LET,

show client detail client mac

WO XD RERBFRSNET,

Client MAC AdAreSS ..ttt et neeneeneeneennnn 00:40:96:b2:a3:
Client USErNamME ... iititineeeeeeenenenenenenens N/A

AP MAC AddreSS .t v i ittt ittt aeeteeeaeesennneeeennns 00:18:74:c7:c0:
Client State. .ttt i it iie e Associated
Wireless LAN Id. ..ttt iinineennennennenns 1

2157 20 5 00:18:74:c7:c0:
Channel . ittt et et et et e e e 56

I S N L s Y = 2 192.168.10.28
Association Td. ...t iiie et itneee e nnnns 1
Authentication Algorithm........ ... Open System
Reason Code. . vttt ittt ittt 0

SLatus Code . v i ittt ittt e et e e e 0

Session TiMeOUL .. vttt ittt ittt iie e 0

Client CCX VEISIOM. .t vttt ittt it i 5

Client E2E VersSion. ... ..ttt inneenennnens No E2E support
Diagnostics Capability....cvviiiiiiiiiiiiinennnn. Supported

S69 Capability. ettt ittt e Supported
a3 s o e Disabled

L0 1 T T v Silver

44

90

9f
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