o],
CISCO.

Cisco Location Appliance

Release 4.0
February 2008

Text Part Number: OL-15541-01-J



www.cisco.com/jp/go/safety_warning/



http://www.cisco.com/jp/go/safety_warning/

CONTENTS

vii
vii
vii
viii
viii
ix
ix
cHapPTER 1 11
Location Appliance 1-2
1-3
1-3
1-4
1-4
1-4
1-4
1-5
1-5
1-5
1-5
Location Appliance WCS 1-6
1-6
CHAPTER 2 2-1
Cisco WCS Location Appliance 2-1
Cisco WCS 2-2
CHAPTER 3 Cisco Wireless LAN Cisco WCS
3-1
3-2
WCS 3-2
3-3
3-3
3-4

Cisco Location Appliance
| oL-15541-01-J



Ml Contents

3-5
3-6
3-7
3-8
3-8
3-8
cHAPTER 4 4-1
4-2
4-3
4-6
4-8
4-9
4-10
NMSP 4-12
CHAPTER 5 5-1
5-2
5-2
5-2
5-3
5-4
5-4
5-5
5-5
5-6
5-7
5-7
5-8
5-8
cHAPTER 6 6-1
6-2
6-2
6-2
6-3
6-3
6-6
6-7

Cisco Location Appliance
OL-15541-01-J |



CHAPTER [

CHAPTER 8

Contents W

6-8
6-9
6-10
6-11
XML 6-11
Missing 6-11
In/Out 6-11
6-12
6-13
6-13
6-13
6-13
6-14

WCS 6-14

7-1
7-2
7-3
7-9
7-9
7-9
7-11
Accuracy Tool 7-11
7-12
7-13
7-15
7-20
WCS 7-20
WCS 7-26
7-28
7-29
8-1
8-2
8-2
8-3
8-3

| oL-15541-01-J

Cisco Location Appliance |



Ml Contents

Location Server

Location Server Utilization Chart

Location Server

CHAPTER 9

NTP

INDEX

8-4
8-7
8-7
8-8
8-11
8-12
8-12
8-13
8-14
8-14
8-15
8-18
9-1
9-2
9-3
9-3
9-4
9-5
9-6
9-7
9-8
9-8
9-9
9-9
9-10
9-10
9-10

ll_ Cisco Location Appliance

OL-15541-01-J |



Cisco Location Appliance

Cisco Wireless Control System WCS

Cisco Location Appliance

| oL-15541-01-J



1 Cisco WCS

3 Cisco Wireless LAN Cisco WCS
Cisco WCS

4

>

Cisco Location Appliance
OL-15541-01-J |



Location Appliance Cisco 2700 Series Location Appliance Quick Start Guide
Location Appliance
Web Cisco.com URL

http://www.cisco.com/en/US/products/ps6386/prod_installation_guides_list.html

What’s New in Cisco Product Documentation
URL

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

What’s New in Cisco Product Documentation Really Simple Syndication (RSS)

RSS RSS 2.0

| oL-15541-01-J

Cisco Location Appliance |


http://www.cisco.com/en/US/products/ps6386/prod_installation_guides_list.html
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Location Appliance
OL-15541-01-J |



CHAPTER

Cisco Unified Wireless Network Location Appliance
. P.1-3
. P.1-3
. P.1-4
. P. 1-4
. P.1-5
. P.1-5
e Location Appliance WCS P.1-6

Cisco Location Appliance

| oL-15541-01-J



W Location Appliance

Location Appliance

Cisco Wireless Location Appliance  Cisco Unified Wireless Network CUWN 1
Location Appliance Cisco Wireless LAN Controller Cisco Aironet Lightweight
2,500 802.11

Cisco Compatible Extensions Wi-Fi

1-1 Location Appliance CUWN

1-1 Cisco Unified Wireless Network

Cisco Wireless Cisco Wireless
Location Appliance Control System

R (WCS)

AN
g

Cisco Wireless
LAN Controller

B

Cisco Aironet
TR
RA 2k

A N

\é

y
'Y

W A2,
Fa—oRAY

~
125kHz

——————————————— - — ——< /—ﬁ/
YR AEBYLIES Y wiri 7542 [ 5

Cisco Location Appliance
OL-15541-01-J |



Location Appliance ||

WLAN Cisco Wireless
Control System WCS GUI
Y
Cisco WCS iCLIj
Cisco 2700 Series Location
Appliance Installation and Configuration Guide URL
http://www.cisco.com/en/US/products/ps6386/prod_installation_guides_list.html
Cisco Wireless LAN Controller
Cisco WCS
Location Appliance Cisco Wireless LAN Solution
RFID
e Simple Object Access Protocol SOAP
e Simple Mail Transfer Protocol SMTP
e Simple Network Management Protocol SNMP
e SyslLog
Y
WCS SNMP
Cisco WCS
1-2
1-2
ZK v . ERK
WCS F—4 F_h arvkA—3
h Ay—vav|
H—Nn\
£
b7l WWAC L 2 — ”]
TIUr—vay T?‘ 5

Ty b= EE

Cisco Location Appliance
| oL-15541-01-J



W Location Appliance

Cisco WCS
Cisco WCS
2
Cisco WCS Location Appliance 4
. Contact Name User Name Password HTTPS  Location Appliance
J Client Stations
Active Asset Tags Rogue Clients and Access Points
. Probing MAC
Probing Probing
o FLocation Appliance
Location
Appliance
[ ]
/
L]
RSSI
¢ NMSP Network
Mobility Services Protocol (NMSP;
NMSP
Cisco WCS
5

Cisco Location Appliance
OL-15541-01-J |



WCS

LAN

Cisco WCS

Cisco WCS

Cisco WCS

Location Appliance ||

Cisco WCS
Cisco
3 Cisco Wireless
Cisco WCS
Cisco WCS
/
CPU
8
/
Cisco WCS FTP
Cisco WCS
Cisco WCS

| oL-15541-01-J

Cisco Location Appliance |



W Location Appliance

Location Appliance

1-1
Location Appliance

wCs

WCS

WCS

Y
Location Appliance
Location Appliance URL
http://www.cisco.com/en/US/products/ps6386/prod_release_notes_list.html
1-1 WCS
WCS\
Location
Server LOC 1.1 LOC 1.2 LOC 2.0 LOC 2.1 LOC 3.0 LOC 3.1 LOC 4.0
WCS 3.0
1
WCS 3.1 WCS 3.1.35.0 |WCS 3.1.35.0 |WCS 3.1.35.0
2
3 3 368
WCS 3.2
2 345 3 45 6 6 8
WCS 4.0
2 3 456 3 457 7 8
WCS 4.1
2 34569 (34579 79 9
WCS 4.2
WCS 5.0
10
1. WCS
2.
3.
4.
5. MAC
6.
7. Cisco WCS Cisco WCS
8. Cisco WCS CCX
9. CCX
10. Accuracy Tool Location Appliance 4.0 Cisco WCS 5.0
. 4.0 4.2 5.0
. 3.0 41

ll_ Cisco Location Appliance

OL-15541-01-J |



Cisco WCS

CHAPTER

e Cisco WCS Location Appliance P.2-1
e Cisco WCS p.2-2
Location Appliance
Cisco WCS WCS
Cisco WCS ping
Location > Location Servers All Location Servers
Select acommand Add Server GO
Server Name
IP Address IP
Contact Name
User Name Password
admin
Port
8001
HTTPS Enable HTTPS
HTTPS

Cisco Location Appliance

| oL-15541-01-J



W ciscowcs

10 Save
Cisco WCS Cisco WCS
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[ |
WCS
~
1 1 4
WCS
WCS
WCS
Cisco WCS 2
WCS
1 Location > Location Servers All Location Servers
2 Synchronize Servers GO

Synchronize WCS and Location Servers

3 Synchronize Network Designs

Assign

5 Assign to servers
OK

* Assign Reset
All Location Servers Cancel

A
1
6 Synchronize Cisco WCS
Cisco WCS

Sync. Status
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||
)
Assign to servers
OK Synchronize
Sync. Status
2
1. Cisco WCS
2.
2
Cisco WCS
1 Cisco WCS Location > Location Servers
All Location Servers
2 Synchronize Servers GO
Synchronize WCS and Location Servers
3 Synchronize Controllers
Controllers summary
4
5 Synchronize
Cisco WCS
Sync. Status
Y
2 1
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3 Cisco Wireless LAN
)
-- Unassigned -- Synchronize Sync. Status
4.2 Location Appliance 3.1
2

Location Appliances

GMT
CLI
1 GMT

(Cisco Controller) >config time manual 09/07/07 16:00:00

(Cisco Controller) >config end

S

GMT 00:00 24:00
PST 8 AM PST GMT 8
16:00 4PMPST

2 GMT

(Cisco Controller) >show time
............................................. Fri Sep 7 16:00:02 2007
0:0

S
GMT +/-
PST GMT UTC

(Cisco Controller) >config time timezone -8

(Cisco Controller) >config end
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| 3 Cisco Wireless LAN Cisco WCS

4 GMT

(Cisco Controller) >show time

BT 111 Fri Sep 7 08:00:26 2007

S

show time GMT 8
0.0
WCS
1 Location > Location Servers All Location Servers
2 Synchronize Servers GO

Synchronize WCS and Location Servers

3 Synchronize Event Groups
4 1
Assign

5 Assign to servers

OK
* Assign
6 Synchronize Cisco WCS
Cisco WCS
Sync. Status
Y
Assign to servers
OK Synchronize

Sync. Status
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3 Cisco Wireless LAN Cisco WCS |
WCS
Cisco WCS
WCS
1 Cisco WCS Administration > Scheduled Tasks
2 Location Server Synchronization
Location Server Synchronization
3 Out of Sync Alerts
Enabled
4 Auto Synchronization
5
2.1.x.
6 Submit
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. Cisco WCS

elements not assigned to
any location server

Cisco WCS Administration >
Scheduled Tasks Location Server Synchronization Auto Synchronization
Submit
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Cisco WCS  Synchronize Servers

1 Cisco WCS Location > Synchronize Servers

2 Synchronize Network Designs Controllers Event Groups

Sync. Status

Cisco WCS  Synchronization History 30

Synchronization History

1 Cisco WCS Location > Synchronization History

Synchronization History Sync Direction
Generated By
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Cisco WCS WCS
Contact Name User Name Password HTTPS
1 Location > Location Servers All Location Servers
2
3 4-1
41
Contact Name
User Name Cisco WCS
Password Cisco WCS
Port 8001
HTTPS HTTPS HTTPS
Y
HTTPS
getserverinfo -port <<port>> -protocol <<HTTP/HTTPS>>
stoplocserver - port <<port>> -protocol <HTTP/HTTPS>>
4 Save Cisco WCS
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Location Appliance 2,500 Client Stations Active Asset Tags
Rogue Clients and Access Points
Cisco Wireless LAN
Cisco WCS
2,500
Cisco WCS
. Client Stations Active AssetTags Rogue
Clients and Access Points
2,500 1,500
Tracking Parameters
Location Appliance
1 Cisco WCS Location > Location Servers All Servers
2 General Properties
3 Administration Tracking Parameters
4 4-2
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Client Stations

1. Enable

2. Enable Limiting

3. Limit Value
2,500 2,500 Location
Appliance
Y
Active Value
S
Not Tracking
Asset Tags 1. Enable
2. Enable Limiting
3. Limit Value
2,500 2,500 Location
Appliance
S
Active Value
Y
Not Tracking
Rogue Clients and Access |1, Enable
Points
2. Enable Limiting
3. Limit Value
2,500 2,500 Location
Appliance
)
Active Value

v

Not Tracking
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4-2
Retry Count
3 1 99999 4.1
3.0
Timeout
5 1 99999 4.1
3.0
Client Stations Enable
300 1 99999 41
3.0
Asset Tags Enable
600 1 99999 4.1
3.0
Y
CLI config rfid
status enable RFID
Statistics Enable
900 1 99999 41
3.0
Rogue Clients and Enable
Access Points
600 1 99999 4.1
3.0
Exclude Ad-Hoc
Rogues
WCS
4.1
3.0
5 Save
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Cisco WCS
¢ MAC
MAC
MAC WCS GUI
MAC XXEXX XX XX XX XX MAC
MAC 1
MAC [Allowed]
MAC [Disallowed]
MAC
Allowed 00:11:22:33:*
S
MAC Filtering Parameters configuration
4-3
[Allowed]
00:11:22:33:*
22:cd:34:ae:56:45
02:23:23:34:*
[Disallowed]
00:10:*
ae:bc:de:ea:45:23
e Probing
Probing Probing

Location Appliance

1 Cisco WCS Location > Location Servers All Servers

2 General Properties
3 Administration Filtering Parameters

4 4-3
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4-3
Exclude Probing Clients Probing
Enable Location MAC Filtering 1. MAC
MAC
2. MAC Upload a
file for Location MAC Filtering
Save
MAC
Allowed List Disallowed List
~
MAC Upload
a file for Location MAC Filtering
3. MAC MAC
XXXX XX XX XX XX Allow Disallow
~
Allow Disallow
MAC
~
MAC
Ctrl MAC
Allow
Disallow
Y
MAC Allow Disallow
Blocked
MACs Unblock
Allow
Disallow Allow
Disallow

5 Save
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Cisco WCS

—

3 Administration

H

History Parameters

4-4

Cisco WCS Location > Location Servers

Archive for

30

1 99999

Prune data starting at

1440

59

0
23

99900000 O
50

Client Stations

99999

Enable

120

Asset Tags

99999

Enable

180

RFID

CLI

config rfid status enable

Rogue Clients and
Access Points

360

1

99999

Enable

6 Save
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Cisco WCS Location Appliance
1 Cisco WCS Location > Location Servers
2
3 Advanced

4 Advanced Parameters

5 4-5
4-5
Advanced Debug
TAC
Number of Days to Keep Events
Session Timeout
Absent Data cleanup interval
6 Save Cisco WCS
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Cisco WCS
Receiver Signal Strength Indicator RSSI
1 Cisco WCS Location > Location Servers
2
3 Advanced

4 Location Parameters

5 4-6
4-6
Calculation time
Cisco TAC
OW Location Outer Wall OW
~
OW Location

Relative discard RSSI time RSSI RSSI

3 10 12

2
15

3 0 99999 3

Absolute discard RSSI time RSSI
60
0 99999 60
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RSSI Cutoff

RSSI

mW dBm

dB

RSSI

RSSI

A

Cisco TAC

Smooth Location Positions

Smoothing

* None

e Less

e Average

e More

e  Maximum

More Smoothing

25%
75%
50%
50%
75%
25%
90%
10%

6 Save

Cisco WCS
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N NmsP
NMSP
Y
e NMSP 3.0
e NMSP 3.0 LOCP
° 4.1
Cisco WCS 3.0
o TCP 16113 NMSP
NMSP
1 Cisco WCS Location > Location Servers
2
3 Advanced
4 NMSP Parameters
5 NMSP 4-7
~

ll_ Cisco Location Appliance
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NMSP
4-7 NMSP
Echo Interval
15
1 120
~
Neighbor Dead Interval
30 1 240
~
Response Timeout
1
Retransmit Interval
1 120
Maximum Retransmits
5 0
Cisco WCS

6 Save
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1 Cisco WCS Location > Location Servers

2

3 Accounts

4 Groups

5 Selecta command Add Group GO
6 Group Name

7 Permission

3

e Read Access

e Write Access

e Full Access Cisco WCS
8 Save
1 Cisco WCS Location > Location Servers
2
3 Accounts
4 Groups

Cisco Location Appliance
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6 Permission

Save

5

6 Selecta command Delete Group GO
7 OK

1 Cisco WCS Location > Location Servers

2

3 Accounts

4 Groups

5

Cisco Location Appliance
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1 Cisco WCS Location > Location Servers

2

3 Accounts

4 Users

5 Select a command Add User GO
6 Username

7 Password

8 Group Name

9 Permission

Read Access Write Access Full Access Cisco WCS
3

10 Save

Cisco Location Appliance
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Cisco WCS Location > Location Servers

Accounts

Users

Select a command Delete User

OK

GO

Cisco WCS Location > Location Servers

Accounts

Users

Password Group Name Permission

Save

Cisco Location Appliance
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1 Cisco WCS Location > Location Servers

3 Administration

4 Active Sessions

Cisco WCS

Cisco Location Appliance
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Cisco WCS

Cisco WCS Location > Location Servers

Accounts

Host Access

Select a command

ddd.ddd.ddd.ddd./dd

IP

Add Host Access GO

IP /

120.10.0.0/8

120.X.X.X

120.10.0.0/16

(o9]

120.10.x.X

120.10.223.0/16

120.10.223.x

120.10.223.10/32

120.10.223.10

Priority

Start Access

Hrs.

End Access

Hrs.

Permit

Enable

0 99999

Cisco Location Appliance

Enable

Mins. 0 59

Mins. 0 59
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11 Save

1 Cisco WCS Location > Location Servers
2

3 Accounts

4 Users

5

6 Selectacommand Delete Host Access GO
7 OK

1 Cisco WCS Location > Location Servers
2

3 Accounts

4 Host Access

5
6 Permit Priority Start Access End Access
7 Save
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Cisco WCS

—

Cisco WCS Location > Notifications

2 Add Event Group Go

3 Group Name

4 Save
Event Settings
1 Cisco WCS Location > Notifications
2
3 Delete Event Group(s) Go
4 Save

Cisco Location Appliance
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Cisco WCS

Cisco WCS Location > Notifications

Settings

Select a command

Event Definition Name

A

Add Event Definition Go

Save

Conditions 1

a. Add
b. Add/Edit Condition

1. Condition Type
2. Trigger If
Condition Type

Condition Type

Missing

In/Out

Select Area

Select

Cisco Location Appliance

10
10
c

Inside of Outside of
Select

Map Editor

| oL-15541-01-J
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1 Campus
Building
Floor Area
Select c
Condition Type Distance
Select Marker Select
Select
Trigger If 60
73 c
Y
Map Editor
Condition Type Location Change c
Condition Type Battery Level
Low Medium Normal
c
Condition Type Emergency
any panic button tampering detached unknown
c
Condition Type Chokepoint c.
c. Apply To
Any Clients Tags Rogue APs Rogue Clients
Y
CCXv.1
d. Match By Asset Name Asset Group Asset Category
MAC Address Equals Like
Match By
Match By MAC Address Operator
Equals 12:12:12:12:12:12 MAC
12:12:12:12:12:12
Match By MAC Address Operator
Like 12:12 MAC
12:12
e. Add

ll_ Cisco Location Appliance
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||
Y
* Select Chokepoint
. Campus Building Floor
. Chokepoint
Add/Edit Condition Campus > Building
> Floor Select Checkpoint
8 General
a. Admin Status Enabled
b. Priority
Y
c
Y
All the Time
d. Apply From Hour Minute AM/PM
e. Apply From Hour Minute AM/PM
f. Save
9 Destination and Transport 1
a. Add New
b. IP OK
IP
c 1 IP
Select P
d. Message Format XML Plain Text
WCS XML

Cisco Location Appliance
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e. Transport Type 1

SOAP Simple Object Access Protocol
XML SOAP HTTP HTTPS
Web

SOAP
HTTPS HTTP
Port Number

Mail
Mail Mail Type

SNMP  Simple Network Management Protocol

SNMP
SNMP SNMP Community SNMP
Port Number
SysLog
SysL.og Priority Facility
Port Number
f. HTTPS Enable
g. HTTPS Port Number
h. Add
10 Location >

Notifications > Event > Settings > Event Group Name

WCS 1

—

Cisco WCS Location > Notifications

2 Settings

5 Select a command Delete Event Definition(s) Go

WCS

Cisco Location Appliance
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1 Cisco WCS Location > Synchronize Servers
2 Synchronize Event Groups
3 Unassign

4 Synchronize

Cisco WCS
3 absence containment
distance MAC
~
1
1 Cisco WCS Location > Notifications
2 Settings
3
4
5 Test-Fire Event Definition(s) Go
6 OK
7
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WCS WCS 7

e Absence (Missing)
WLAN

e In/Out Area (Containment)

A

Cisco WCS Maps
Monitor > Maps Map Editor

e Movement from Marker (Movement/Distance)

e Location Changes

e Battery Level

e Emergency
CCXv.1
CCXv.1

e Chokepoint Notifications
CCXv.1

1 Cisco WCS Location > Notifications

N

CCXv.1

Cisco Location Appliance
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1
Absence (Missing) Client Stations Last Hour

e Missing (Absence)

e In/Out Area (Containment)
¢ Distance

e Location Changes

e Battery Level Normal

Cisco WCS Notifications Summary

Cisco Location Appliance
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¢

Cisco WCS

—

Cisco WCS Location > Location Servers

3 Administration

H

Notification Parameters 6-1

6-1

Rate Limit

Queue Limit
500

Retry Limit

WCS

v

Refresh Time

30

30

Notifications Dropped

5 Save Cisco WCS

Cisco Location Appliance
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XML

Missing

In/Out

XML

XML API API
API

<AbsenceTrackEvent

missingFor="<time in secs entity has been missing>"
lastSeen="time last seen"

trackDefn="<name of track definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<AbsenceTrackEvent

state="clear"

trackDefn="<name of track definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<AbsenceTrackEvent state="set" missingFor="34" lastSeen="15:00:20 28 May
trackDefn="absenceDefl" entityType="Mobile Station"
entityID="00:0c:£f1:53:9e:c0"/>

<AbsenceTrackEvent state="clear" entityType="Tag"
trackDefn="absenceDefl" entityID="00:0c:cc:5b:fc:da"/>

<ContainmentTrackEvent

in="true | false"

trackDefn="<name of track definition>"

containerType="Floor | Area | Network Design | Building"
containerID="<fully quality name of container>"
entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<ContainmentTrackEvent

state="clear"

trackDefn="<name of track definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

Cisco Location Appliance

2006"
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<ContainmentTrackEvent in="true" trackDefn="myContainerRulel"
containerType="Area"

containerID="wcsDevArea,4th Floor,Bldg-14,WNBU_Group, WNBU, "
entityType="Tag" entityID="00:0c:cc:5b:fa:44"/>

S

containerID WNBU  Bldg-14 4 wcsDevArea

<ContainmentTrackEvent state="clear" entityType="Tag"
trackDefn="myContainerRulel" entityID="00:0c:cc:5b:f8:ab"/>

<MovementTrackEvent

distance="<distance in feet at which the element was located>"
triggerDistance="<the distance specified on the condition"
reference="<name of the marker specified on the condition>"
trackDefn="<name of event definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<MovementTrackEvent optionMsg="has moved beyond original floor"
reference="<name of the marker specified on the condition>"
trackDefn="<name of event definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<MovementTrackEvent

state="clear"

trackDefn="<name of event definition>"

entityType="Mobile Station | Tag | Rogue AP | Rogue Client"
entityID="<mac address"/>

<MovementTrackEvent distance="115.73819627990147" triggerDistance="60.0"
reference="marker2" trackDefn="distance2" entityType="Mobile Station"
entityID="00:0c:41:15:99:92"/>

<MovementTrackEvent optionMsg="has moved beyond original floor"
reference="marker2" entityType="Tag"

trackDefn="distance2"

entityID="00:0c:cc:5b:fa:4c"/>

<MovementTrackEvent state="clear" entityType="Tag"

Cisco Location Appliance
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<BatteryLifeTrackEvent lastSeen="10:28:52 23 May 2006" batteryStatus="medium"

trackDefn="defnl" entityType="Tag"

entityID="00:01:02:03:04:06"/>

<MovementTrackEvent distance="158.11388300841898" triggerDistance="5.0"
reference="markerl" referenceObjectID="1" trackDefn="defnl" entityType="Mobile

Station"
entityID="00:01:02:03:04:05"/>

<ChokepointTrackEvent
lastSeen="11:10:08 PST 18 Jan 2007"
chokepointMac="00:0c:cc:60:13:a3"
chokepointName= “chokeA3”
trackDefn="choke"

entityType="Tag"
entityID="00:12:08:00:20:4f"/>

<ChokepointTrackEvent
state="clear"

entityType="Tag"
trackDefn="choke"
entityID="00:12:08:00:20:4£"/>

<ChokepointTrackEvent
lastSeen="11:36:46 PST Jan 18 2007"
emergencyReason= “detached”
trackDefn="emer"

entityType="Tag"
entityID="00:12:08:00:20:50"/>

Cisco Location Appliance
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Tag 00:02:02:03:03:04 is in Floor <floorName>

Tag 00:02:02:03:03:04 is outside Floor <floorName>

Client 00:02:02:03:09:09 is in Area <areaName>

RogueClient 00:02:02:08:08:08 is outside Building <buildingName>

Tag 00:02:02:03:03:06 has moved 105 feet where the trigger distance was 90 feet.
Tag 00:02:02:03:03:20 missing for 14 mins, last seen <timestamp>.

XML
WCS
WCS WCS MIB bsnwras.my
locationNotifyTrap
locationNotifyContent XML XML
P.6-11

locationNotifyTrap NOTIFICATION-TYPE
OBJECTS { locationNotifyContent}
STATUS current
DESCRIPTION
"This trap will be generated by the location server
for notifications of location events."
::= { bsnTraps 89 }

locationNotifyContent OBJECT-TYPE
SYNTAX OCTET STRING(SIZE(0..512))
MAX-ACCESS accessible-for-notify
STATUS current
DESCRIPTION
"This is the content of the notification."
::= { bsnTrapVariable 72 }

WCS ul

e Missing
Absence of Tag with MAC 00:0c:cc:5b:ed:1b, last seen at 16:19:45 13 Oct 2005.

¢ [n/Out

Tag with MAC 00:0c:cc:5b:fa:44 is In the Area 'WNBU > WNBU > 4th Floor >
wcsDevArea'

Tag with MAC 00:0c:cc:5b:fa:47 has moved beyond the distance configured for the
marker 'marker2'.

Tag with MAC 00:0c:cc:5b:£9:b9 has moved beyond 46.0 ft. of marker 'marker2',
located at a range of 136.74526528595058 ft.

Cisco Location Appliance
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Tag 00:01:02:03:04:06 has medium battery, last seen 11:06:01 23 May 2006

Mobile Station 00:01:02:03:04:05 has moved
158.11388300841898ft, where the trigger distance was 5.0
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CHAPTER

90% 10
/
. P.7-2
. P.7-3
. P.7-9
. P.7-11
. P. 7-20
.
P.7-28
. P.7-29
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1 Cisco WCS Monitor > Maps
2
3 Select a command Planning Mode Go
4 AddAPs
5

Y

Ctrl
6 Data/Coverage
Voice Location Location with Monitor Mode AP
Calculate
S
Location
/

S

7 Apply
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Y
Location services 90% 10m
RF
1
RF
RF Cisco WLAN Solution
RF
RF
2
o 1
Y
802.11a/n  802.11b/g/n
WCS

1 Monitor > Maps
Go

2 Select a command

Select a command

Create New Model

Cisco Location Appliance
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RF Calibration Models

Go



4 RF
Not Yet Calibrated
Select a command Add Data Points
GO
5 Cisco Centralized WCS
MAC
MAC
MAC
FF:FF:FF:FF:FF:FF
6
7-1 Next
7-1
aifuen]us Wireless Control System S —
CISCO x T - = x T
Caiibembien Model » * IEA" > Steet Calibrating
Ester MAL Bddirwys ol [Hewt® =
pbaEed Thed Plaks o0 Sl Thia adel o immendsd ta be @ alilivened
& g Bl Livn -
By Saterh Brsliey -
Flceoar i - Gaberx Naor-. -
Rewt | Camasl |
B L hdd Bt BSERREY by A 0 PR SRR Pl
P qwifreiion, dyfoemalic posee graigremeens® phogid e Berend off. M oo B e By
Sk o PR U M SRS iR A P S B a0 B BT §RSED iR
Pl T PRy o ST D i OF e oy Dy raleves SDead o gl o
it ro Tipabdy, dfpr (oo e dorer sa CESEEWROT, §RG TFY P 0N O TR
P g e
&
]
i
7
Calibration

Point

Start  Finish
7-2
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7-2

atlisifie Wireloss Contred System E d | gk | bk | Fre e

Feam
L e [ e el P iy ] Pl Gl Pt

-

1. Collection Method Point Show Data Points
Calibration Point

2. Calibration Point + GO

A

3.
Calibration Point GO
LAN
802.11a/n 802.11b/g/n 2
o Delete
Ctrl
4. 802.11a/n  802.11b/g/n
done al a3
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Y
50 150
802.11b/g/n 802.11a/n 2
b.
1. Collection Method Linear Show Data Points
Start Finish
1
2. Start
3. Finish
4 GO
~
5. Space done
7-3
Y
Delete

Ctrl
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7-3

w gl | gl | Bk | e
silwailis Wirslass Control System
cisco B et s ko Tl = Ml Rt

Calibruting Mocsl " Rl Bynd " o Floge B11 5 A FT R ——— - GO
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F 3% 1T T
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2

LAN

6. done b.2

’ .

9 Select a command Calibrate GO

10 Inspect Location Quality RSSI

11
Monitor > Maps

Edit Floor Area GO
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12 Floor Type (RF Model)
OK

S
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Cisco WCS
90% 10
10m 90%
1 Cisco WCS Monitor > Maps
2
RSSI Layer AP Heatmaps

3 Inspect Location Readiness Go

10m 90%
1 Cisco WCS Monitor > Maps
2 RF Calibration Model Go
3

802.11a 802.11 b/g
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4 Calibration Floors Inspect Location Quality

%

s
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90% 10
/
e Accuracy Tool
4.0
Accuracy Tool
P.7-11
e Testpoints
P.7-15
Accuracy Tool
2
. LAN
Y
Cisco WCS  Advanced Debug
Cisco WCS  Advanced Debug
1 Cisco WCS Monitor > Maps
2 Selectacommand Properties GO
3 Advanced Debug Enabled OK
Y
Advanced Debug
Cancel
Accuracy Tool Location Appliance

Cisco Location Appliance
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1 Tools > Accuracy Tool

2 Select a command

New Scheduled Accuracy Test

3 Test Name
4 Area Type
5 Campus  Root Area
6 Building
7 Floor
8 24

Y
9

Accuracy Tests > Results

PDF
Y
SMTP Mail Server
Administrator > Settings > Mail Server
10 Position Testpoints
MAC

11

MAC

v

MAC

MAC

MAC Add New
Go

0,0

ll_ Cisco Location Appliance

OL-15541-01-J |



12

13 Save

14 OK Accuracy Tests

Scheduled
Running
Idle
Failure

15
Results

16 Results Saved Report Download

Scheduled Location Accuracy Report

. MAC MAC

—

Tools > Accuracy Tool
2 Selecta command New On demand Accuracy Test
3 Test Name

4 Area Type

Cisco Location Appliance
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5 Campus  Root Area
6 Building
7 Floor
8 Accuracy Tests > Results PDF
9 Position Testpoints 0,0
10 RSSI
MAC
11 MAC
12 Start
13 Stop Stop 2
14 10 13
15 Analyze
16 Results
On-demand Accuracy Report
A Y
Accuracy Tests
. Select a command
Download Logs  Download Logs for Last Run GO

Download Logs

Download Logs for Last Run

Cisco Location Appliance
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/
Y
90% 10
Y
MAC
Y
Location Appliance
WCS Advanced Debug

Advanced Debug

1 Location > Location Servers

2 All Location Servers
3 Location Server General Properties Advanced Advanced Parameters
7-4
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7-4

sifisilia
CISCO

Hainfrngnge

AicEssia

Slalad

7-5

Location Server General Properties

Wireless Control System

Lesaral
Lprewr Hprm gty
Venas 1804
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Fur Bl
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Advanced Parameters

Location Server > Advanced Parameters

I egpng fahi=sa
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Lo el
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Sawe | Eamed |

5 Advanced Debug

N

Locaticn Seiver > General Propeities & Tocasry e 20

TR

- = RS AN TR
T8 Jruk Haspey e -

El frpp Tifw BISH (-3 R

P bawa L

Wilaman wdl [ prvm sy

HH"HI—'I|
_ Dlvar Configursiien |
_ Detvigmest Datsbase |

IO

Save

Advanced Debug

Cancel
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Maps Advanced Debug

6 Monitor > Maps 7-6

7-6 Monitor > Maps

stfiailia Wireless Control System cttivoll o i
CISCO dia - i

Natsl ] - 3
Tewm b fry Rasien Badilnen s
By ] ] ]
E PEOTL Fagr bess I B B
gord Do i (5] = Flant brsd 1 i ]
I £y - Pl Fiagi degd 0 [ ] I LI Y § TP
LIRS ——
Y T ———1
7 Selecta command Properties Go
Maps > Properties 7-7
7-7 Maps > Properties
il e ol Sy iz il S ———
CiIsca e .
kigne = Propertien
finr] = frenrnsian Feed W
Felreil ap F oo wsmaank Dedabds W
Wl s sge | ghbkralisa L -
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8 Advanced Debug Enable OK

Maps summary

9 Monitor > Maps Map Summary

7-8

7-8 Monitor > Maps

Figees Ml | Legiat | Aebegh Bl e M

sifluanfus Wireless Conlrol System

10 Select a command Position TestPoint Go

7-9

Cisco Location Appliance
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7-9 Position TestPoint

wtfietfis Wireless Control System
CISCO " 53— -

Poisian Test Poatt on Flogs "locr

Chetari iy
T (| e Dbt Bt e Eas
Learth bl
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T T .

F10C

11
Horz
Vert
12 MAC Address MAC Addr
Preview Save
13 11
12
14 Analyze
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RFID
CCX 1 RFID
MAC
Location Appliance
CCX
CCX
RSSI
WCS
Cisco WCS
WCS
1 Configure > Chokepoints
All Chokepoints 7-10
7-10  All Chokepoints
an|nanfie Wireloss Controd Systom I T
CISCD = o —p—— =
Al Chadk spadain Py S E
- SRR B SR
[] AL dddewss  Chsbrpeind Ssmm Famwr Eﬂ:::ﬁz'u:‘t:ﬁ-
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diliin besimaiyp
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7
| |
2 Selecta command Add Chokepoint 7-11  Go
Add Chokepoint
7-11  Add Chokepoint
el Wireless Control System ' v -2
CISCD —r——r = =
Add Chokspoind
ikl Nddewss R0 el ki
Fangr 150 g -
dlamiinn Wiimarg o I £ i I
————si— _'ﬁﬁm_n..-_'ﬁ
3 MAC
4 OK
All Chokepoints
7-12
7-12  All Chokepoints
itfran]ns Wireless Conftral System ] ' paual
CISCO
Al Chokepoinds —~ faia & command - = (600
] pAL Adidress LRk EEainL raime Hanae
O pepsceCoe dd ff Sacterten) 15,8
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WCS

5 Monitor > Maps 7-13

7-13  Monitor > Maps

T Wirelsss Control System
cisco TRy e
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7 Selecta command Add Chokepoints Go
Add Chokepoints 7-15
Add Chokepoints summary
7-15 Add Chokepoints
aliai] i Wireless Control System ; ;
CISCO b 2 i : : R
dd Thok epoints
A T T I S e T . L8
Tl ok digelar Cinil |
F [ hshrasal hame Bkl Addrwes Earge
B Sedtir it L= R S S R FE 2
S | z
8 OK
7-16
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7-16

Wirsless Control Sysiom
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10

Save

7-18

v

11

7-18

vifisi]s
CI5CO

v

11

Wireless Control System

Ehairs = WYIEAY > ST Floof

I'eam Axlred
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- ki & irrerLed - ulllf

Mol

31

E i

CCX

7-18

MAC

Layers
Chokepoints

7-19
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7-19

stlian]n Wireless Control System
CISCo -

= Layary

[=] Bamuein Bt
[=] AP b T
H Cimmia

[F] ®ai.LE Tagn
O

£l

Bapi > WNDLU > 4 Floor

LR Ewlrail

1% = Ima = pgd

- falprt & coremEas -~ '!J

12 X Layers

¢

Save Settings

WCS

1 Configure > Chokepoints

3 Select a command
7-20
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7-20
e S -
Fgaid | Eevaak [ T
sillvan]n Wireless Control System y
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All Chokepoints

OK
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1 2.4GHz
802.11b/g 4 LOMM
1 6
11
Monitor Mode LOMM
802.11 b/g
Y
Monitor Mode Cisco Wireless Control System

Configuration Guide 5.0 9 Configuring Access Points 5

LOMM
1 Monitor Mode Configure > Access Points
2 All Access Points 802.11 b/g Radio
3 Radio Admin Status
4 Location Optimized Channel Assignment 4
5 4

)

4
None

6 Save
7 Radio Admin Status
8 Save LOMM

Monitor > Access Points AP Mode Monitor/LOMM
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Cisco
X, Y Civic
GEO
Location Presence Campus Building Floor Outdoor Area
)
Campus Building Floor Outdoor Area
Cisco Wireless Control System Configuration Guide 5.0 5
Creating Maps
Cisco CX vb
Y
1 Location > Location Servers > Server Name
2 Administration Presence Parameters Location Presence
3 On Demand Cisco CX clients v5
4 Location Resolution
a. Building
Building A Building A
b. AP
MAC
MAC
3034:00hh:0adg
3034:00hh:0adg
c. XY XY
50,
200 50, 200
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5
a. Cisco X, Y
b. Civic
Advanced
c. GEO
6 Location Response Encoding ~ Text

7 Retransmission Rule Enable

8 Retention Expiration
24 1440

9 Save
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Cisco WCS

all critical major minor warning

1 Cisco WCS Monitor > Al

arms

2 New Search 8-1
8-1 Search Alarm
-
alvali Wiraless Control Systom -
CISCO 4 = * = "
" B
Dbk Sewnli - Alpims ] oo |
Learite Ly o Erveniy Al SpeartEn -
LEDL = T"L 3 ALknEwiederd
Mwl‘ T
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3 Severity All Severities Critical Major Minor

Warning

4 Alarm Category Location

Servers

All Types Access Points Controller Coverage Holes Location Notifications Location
Servers Interference Mesh Links Rogue AP Security and WCS

5

Time Period

15 30 1 8 1
Any Time
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||

6 Acknowledged State Alarm
Summary

7 Assigned State Alarm

Summary

9 ltems per Page

10 Go

N

Alarms summary

Save Search

Severity Failure Object Owner Date/Time

Message

1 p.8-2 Alarms

2

3 Select a command Assign to Me Unassign Go
Assign to Me Owner Unassign
Location Appliance

1 p. 8-2 Alarms

2
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¢

Cisco WCS
Cisco WCS Clear
3 Selecta command Delete Clear Go
Cisco WCS
critical major minor warning
1 P.8-2 Alarms
2 Select a command Email Notification Go
Email Notification
8-2 All Alarms > Email Notification
A | Loowel | Betreah o4 e
stfint]ne Wireless Control System I
cISCo o i = i il = awelin e———
Al Alarms > Emall NabiNeaiban
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SMTP
Administrator > Settings > Mail Server
Email Notification Administration > Mail Server
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Location Servers Enabled

Location Servers

critical major minor

To

OK

Alarms > Notification

warning
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Cisco WCS
critical major minor warning clear info

IP MAC Name

1 Cisco WCS Monitor > Events

2 Events
. IP MAC
Name Quick Search Go
. Severity and Event Category
Search
3

v
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Cisco WCS
1 Cisco WCS Location > Location Servers
2
3 Advanced

4 Advanced Parameters

5 Logging Options Logging Level

Off Error Information Trace 4

A

Error Trace Cisco Technical Assistance Center (TAC)

6 Enabled

7 Save

Location Server

Cisco WCS
Cisco WCS zip
zip
1 Cisco WCS Location > Location Servers
2
3 Logs
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4 Download Logs

5 File Download zip
Cisco WCS
Cisco WCS
2
e Chartl CPU
e Chart 2
1 Cisco WCS Reports > Performance Reports
2 Performance Reports Location Server Utilization

Location Server Utilization summary
3 Selecta command New Go

8-3

Cisco Location Appliance

8-8
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8-3 Reports > Performance Reports > Location Server Utilization
dlhllll Wireless Control System 5 L -
Cisco T
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4 Report Title
5 Report By Location Server
6 Location Server All Location Servers
7
12 24
1:00 PM 13:00
8 X-
Aggregation Frequency
Schedule
daily Schedule
Recurrence daily
Recurrence
9 Schedule Enable Schedule
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8-4 Location Server Utilization > New > Schedule

Edrait Fred Yoaw
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e}
10 Export Format
11 Save To File Email To
Save To File Administration > Settings >
Report Repository Path
Email To SMTP
Mail Server Administrator > Settings > Mail Server
12 MM:DD:YYYY
13 hour and minute
14 Recurrence
15
e Save
e Save and Run
Schedule
o WCS Run
WCS history

Save
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Run

Location Server Utilization Chart

Cisco WCS Reports > Performance Reports

Performance Reports

Location Server Utilization summary

A

Location Server Utilization

P. 8-8

General

Enable Schedule

e Save

e Save and Run

WCS

Save

¢

WCS

Schedule

Run

history

Schedule

Run

Cisco Location Appliance
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Location Server

1 Cisco WCS Location > Location Servers
2
3 Advanced

4 Advanced Parameters

8-1 Advanced Parameters

8-1

General Information

V4

2500 Advanced Parameter

Cisco UDI ID ID

Logging Options off information error trace

v

Error  Trace Cisco Technical Assistance Center (TAC)

Advanced Parameters
Advanced Bug /

Advanced Commands

Cisco Location Appliance
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Cisco WCS

1 Cisco WCS Monitor > Clients

Clients Summary

2 Clients Detected by Location Servers

Total Clients

Client Properties

MAC address Asset Name Asset Category Asset Group Vendor Location Controller Battery Status

Map location
Y
MAC
New Search MAC
1
3
4 Location
5 Asset Info Location Debug  Enabled
6 Update
7 Refresh Heatmap
Y
Monitor > Maps Refresh Heatmaps Clients

RSSI

Cisco Location Appliance
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Cisco WCS

Tag Properties

1 Cisco WCS Monitor > Tags.

Tags Summary

2 New Search

3 Total Tags

MAC address Asset Name Asset Category Asset Group Vendor Location Controller Battery Status

Map location
Y
MAC Tag Vendor
P.8-15
4 Tag Properties
5 Asset Info Location Debug  Enabled
6 Update
7 Refresh Heatmap
Y
Monitor > Maps Refresh Heatmaps 802.11 Tags

RSSI

Cisco Location Appliance
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||
MAC
Location Appliance
Tag Summary Monitor
> Tags Saved Searches
Tag Properties
L]
L]
L]
L]
J CCXv1
GPS
J CCX vl
Monitor > Tags Tag Summary
New Search
8-5
8-5 Search Tags
T Wiraless Control System -3
CISCo - - .
Undi b S et Tag Sl Sesnb Tow
e A Banrdh Bor kg Plase hrns -
Fedaaids 1 mgt - — Sk [ T -
Er [ e R —
I Lt sl | S .l-|.'| ‘."H . =
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Bhen Ty Tell [
iy
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Craw |
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Search for tags by (Tier 1 search criteria)

Area

All Tags Asset Name Asset Category or Asset Group MAC
Address Controller or Location Server

Floor Area or Outdoor

Search In (Tier 2 search criteria)

A

WCS Controllers

Location Server.

WCS Controller

WCS
Last detected within — 5 24
Variable search criteria.(Tier 3 search |Search for tags by
criteria)
1. Asset Name Tag Asset Name
§ 2. Asset Category Tag Asset Category
Search for tabs by (Tier 1 search) 3. Asset Group Tag Asset Group
4. MAC Address Tag MAC Address
5. Controller Controller IP
6. Location Server Location Server
IP
7. Floor Area Campus Building Floor Area
8. Outdoor Area Campus and Outdoor Area
Show Telemetry Tags only —
A

s

Location Server Floor Area Outdoor Area

Search for

Tag Vendor —
Y
Asset Name Asset Category Asset Group MAC
Address
Save Search —
Saved Searches
Items Per Page — 10
500

ll_ Cisco Location Appliance
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8-18

¢

8-8

Telemetry and Emergency

8-8 Tag Properties

idaien mrmenary

Telrmpiry {fale

[ R e T T T P R T A T
13500, Duinam=]
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TIMSTEETLEE | W00 cegreen Calissu
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Targer Thein Irmciiew

Monitor > Maps

Prev and Next

v

8-9

WCS

Details

MAC

CCX vl

GO

Location history

IP

Select a command

Tag Detail GO
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8-9 Overlapping Tags
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CHAPTER

. P.9-2

i P.9-3

N P.9-6
* NTP P.9-7

i P.9-8

. P.9-8

. P.9-9

N P.9-9

. P.9-10
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Location Appliance

1 GRUB Esc

3 "kernel" e

1 1 Enter

5 passwd
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Cisco WCS
Cisco WCS Location > Location Servers
Maintenance
Backup
S

2.1
~

2.0

1800
2.0
120
Submit Cisco WCS
3 1 Last Status
2 Progress % 3 Started
at
Y
WCS
S
Cisco WCS FTP

Cisco Location Appliance
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Cisco WCS

1 Cisco WCS

3 Maintenance

4 Restore

v

Location > Location Servers

2.1

v

2.0

120

1800

7 Submit

8 OK

s

Cisco WCS

WCS

ll_ Cisco Location Appliance
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Cisco WCS

Cisco WCS Administration > Background Task
Location Server Backup
Select a command Enable Task

Cisco WCS FTP

Go

Cisco Location Appliance
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1 Cisco WCS FTP
ping

2 Cisco WCS Location > Location Servers

3

4 Maintenance

5 Download Software

6
e WCS Select from uploaded
images to transfer into the Location Server
Cisco WCS
FTP
Y
2.0
gzip -d imageFilename
.bin
Y
2.0
WCS
L]
Browse a new software image to transfer into the Location Server Browse
Open
7 1 1800
8 Download lopt/locserver/installers
Y
CLI /opt/locserver/installers

Cisco Location Appliance
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NTP

NTP

NTP 2700 2710 Location Appliances

NTP NTP IP

Cisco 2700 Series Wireless Location Appliance Installation and Configuration Guide
http://www.cisco.com/en/US/products/ps6386/prod_installation_guides_list.html

[etc/ntp.conf NTP IP DNS

server ntp.mydomain.com # my corporate NTP
server 192.168.2.5 # my second NTP

NTP

[root@loc-serverl]l# chkconfig ntpd on

NTP

[root@loc-serverl]l# service ntpd start
[root@loc-serverl]# service ntpd stop
[root@loc-serverl]# service ntpd restart

NTP NTP

[root@loc-serverl]l# pgrep ntpd

ID

NTP ntpdate -u<serverlP>
NTP

[root@loc-serverl]# service ntpd stop

[root@loc-serverl] ntpdate -u 192.168.1.100

Looking for host 192.168.1.100 and service ntp

host found: ntpl.my-site.com

12 Aug 08:03:38 ntpdate[2472]: step time server 192.168.1.100 offset 28993.084943 sec
[root@smallfry tmpl# service ntpd start

NTP Linux

| oL-15541-01-J
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Cisco WCS

Cisco WCS Location > Location Servers

Advanced
Advanced Parameters
Advanced Commands Defragment Database

OK

Location Appliance

Cisco WCS Location > Location Servers

Advanced

Advanced Parameters

Advanced Commands Reboot Hardware

OK

ll_ Cisco Location Appliance
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Location Appliance

Cisco WCS Location > Location Servers

Advanced

Advanced Parameters

Advanced Commands Shutdown Hardware
OK

Cisco WCS Location > Location Servers

Advanced

Advanced Parameters

Advanced Commands Clear Configuration

~

OK

Cisco Location Appliance

| oL-15541-01-J



Cisco WCS

1 Cisco WCS Location > Location Servers

All Location Servers summary

3 Administration

4 Import Asset Information

5
a. #tag, 00:00:00:00:00:00, categoryname, groupname, assetname
b. #station, 00:00:00:00:00:00, categoryname, groupname, assetname
6 Import
Cisco WCS
1 Cisco WCS Location > Location Servers
All Location Servers summary
2

3 Administration
4 Export Asset Information
5 Export

Open Save PC
Cancel

Cisco Location Appliance
OL-15541-01-J |




¢

Save
assets.out
Close
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INDEX

A
8-13, 8-14
advanced debug 7-11
8-3
C 8-3
8-2
Cisco UDI 8-12 8-3
8-3
L
8-4
Location 1-6
N
NTP 8-6
9-7
6-2
6-2
P 3-5
planning mode 7-2 6-8
R 6-6
6-3
RFID 1-3 6-7
S
Simple Mail Transfer Protocol 1-3
Simple Network Management Protocol 1-3 4-9
Simple Object Access Protocol 1-3
SMTP 1-3
SNMP 1-3
SOAP 1-3
SysL 1-3
ystog 4-2
7-3

7-3

5-6
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H Index

8-13, 8-14
6-9
5-3

5-2
5-2
viii

3-3

3-6

3-6
8-14
8-14
6-9
9-8

7-3
7-15
3-8
3-7
3-8
3-8
3-2
3-2
9-2
1-6
1-3
1-4
1-4
4-3,4-6
5-8
5-7
5-8
5-6

5-5
5-4

5-5
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Index W

4-8
8-7
8-7
8-12
1-6
9-5
9-9
9-6
9-8
3-2
9-8, 9-9
9-3
9-4
4-10
7-9
4-10
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