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1. HE|FHAE =AK=E SQEX| 2 E2R0 #HIIE A5t 915X o2 2HEE 4
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2. HE[PHAE s47|= o4t O& E= Aol #AlE 71 Mo R AFE 7tsE UERKA
OHEZE QHEEE = JU&LICH olz8t SF 2l 342 CHE &A™ Z2EI= = AIXtof| CHE
S5 ¥ E 3Z40| ELct.

3. HE|FHAE $AIXIE BFRE| EEE= AL|x|ofl CHEH
AE EP| MEE MES D 2tRH 2 MRS HEIE DHE = UE L£8 Ol IGMP E10
ME MdEe &= &LIct O™ HEGHAE & Alzto| 57+t HLE 2 RE{Q| DoS7t &7t

= oo=

CHE MM Q1 Security within a Multicast Network(HEIFHAE HE L3 LHe| E2H oM o|28 B F
o| 3 Y5tote ChYst U
HE|FHAE HEXZ LHe| 2ot

Hote ZolE 7150| ot Lzt 2E HEYD Aol BEAel R LI netd UEYF 0| 2 E
X|zlolAf ote Tafsof BLICH RE LEYT 248 Hgst Easte Ho| 2L ERY
Lich. RE 7120l M8 £ 9l 3 7hx| b5 8 27 AlLtEle s ARkl o8 TolEls 2o
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g LICH 2R E{Z &ste ESER CoPPO olsl EE[&ELICH
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)2l 7|15 S &L
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ol Qo B3 7} CARIEIX| & LICH AFMEH LIS S CoPP 7}0|EE A3 AIAI2.
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HE|FHAE EZo|M HE|IFHAE 7} MCHE ZS5tE{H rACL EE = CoPPOA Ze 3t HE[FHAE
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LPTS(Local Packet Transport Service)

Cisco I0S XR0| M LPTS(Local Packet Transport Service)= Cisco I0S2| CoPP2} OHEH7HX|Z 2}
SE{o| ZAEE ZdQloi| CiEt EEH‘_"Ol ZC|M G S gLich £ RLIFHIAE L HE|FHAE E

=22 I=|
ciES Zeste 4 ECiEE HE@stn S & MEHE = A&LICH

HE|IFHAE ™ME Hot
HE|FHAE XY HEYIIM Z HIESIZ @4 HE|FHAEH Hot 7|52 2 25 |00} g*I—I
Ct o] MMolME Lt eteE 22 & <fsl 2! 2 E ct*EoE EstK] 8iX|
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Mroute A8t

mroute limit BHES 2t REHM Mo 2 HEIFHAE RO &S NEHstH DoS 342 WXK|
= ol 0| ElLlCt.
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<#root>
ip multicast route-limt

<mroute-limit> <warning-threshold>
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ip multicast route-limit

rtr-a* show ip mroute count

IP HMUulEichksSEt SEatistlics

1460 routes using 471528 bytes of memory
104 groups, 2.8l average sources per gQroup PIM Join

rtr-a

EMEOUTE=4=-BOUTELIMITHARNING

multicast route-limit warning 1461 threshold 1460
EMROUTE-4-FOUTELIMIT =

L5001 roukesr ascesded multichst route=limie of 1500

rtr-b

Mroute M|2F2 HE|FHAE 2t & E|0[S0] 518 & mroute =0l CHEF 7|22 dEY = ULSH
gLICH HEIFHAE B= Mgto| #d3tE 32 F 88 MEhe Tutsts HEIFHAE HEf7t HEE
Xl t&Lch B0 YAl JI&LCH B2 +7F 31 dAZE Z1HotH syslog B2 HIAIX|7HE

2l7HELICH B2 HMEtoM HEfE EE|HE F71 HZl2 25 AX|EL[CH.
MVRFE ip multicast route-limit BE T AI& & & U&LICEH
SAP =l HIE M3} ip sap =41 HE

sap listen @H2 AL 5tH 2R E{7t SAP/SDP(Session Announcement Protocol/Session
Description Protocol) HIA|X|E #=4I&fLICt. SAP/SDP= MBONE(Multicast Backbone) A& 2] & 74
A Z2EZLICH O|2HE HAIR|= EF E= M AL S = U= HEIFHAE ZEI=o0f CiFt .|
HEZ HEE LIEPHLICH 2B CPU 2 HIZ 2| 2lA A0 CHEt DoS 24U £+ le8Z 0| 7|s
2 HIgd3tshok gLct,

mrinfo 201 CHEF HAM|A K04 - "ip multicast mrinfo-filter" B&

mrinfo @2J(Cisco 10S & Y& Microsoft Windows ! Linux HXOME AFHE 7hs)2 CHEH HIA]
X|E AtE35to{ HE|IFHAE BtRE{0of HEE Z{Z|§LICt. ip multicast mrinfo-filter global
configuration BHEE ALE5t04 O] HE O CHEF HMAE AAO| 52 EESZ X EH5HHLE 275

HIg d3te = UA&Lich

CHS ool M= 192.168.1.101 M MB &l #E2l& HF X2 CHE ZE AA0M FE[7t 51SELICH

ip multicast mrinfo-filter 51

access-1list 51 deny 192.168.1.1
access-1list 51 permit any

o| o= Cte g HESHLICE mrinfo EE AAQ| ©%:



ip multicast mrinfo-filter 52

access-1list 52 deny any

S

I BE ACLOIAM 048t CHZ, 7458 THZ0| WEES /0lsT, 5182 W] 5{8H
olofgruict.

mjo o3

mrinfo BYHE TIEt SXoZ AISSE AR A4 F
8t ACLE A 35104 ip multicast mrinfo-filter WS |
5t= HE = SNMPE SSHMT AME &= Ql&LICt mrinfo L9
ZE &4 REHE M85HE W0l E&LCH
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HEIFHAE O & HIZ ™2

-_

ip multicast group-range/ipvé multicast group range &2 AF&35t0{ ACLMA HEE O Fof CH$t
DE U2 HIEMstE = Jauct

<#root>

ip multicast group-range
<std-acl>

i pv6 mul ticast group-range

<std-acl>

ACLOIM HE & T 5ol Chell miZlo| LiEtLE E< PIM, IGMP, MLD, MSDPE HIX & 2 E A|0od
ZZEZ0|M IZ/0| X ED CO|EH EBQIHME A KIEILICH [H2kA Ol248t & B<lof| CHaH
IGMP/MLD 7HA| @IE 2|, PIM, Multicast Routing Information Base/MRIB(Multicast Forwarding
Information Base) &E{7} MM E|X| b2 2 E CllO|E IiZ! 0| FA| AFX|ELICH

Oledet BH2 ClHtolao| M Am|Tzofsof RdELICH

Y M2 HERFS| ZE 2tRE 0 o]l BEE #5510 A& 7t5E Alzhn SL0H M HES
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PIM U|o|t] Ao

PIM @173 C[HIO|AE HHSHE{H PIM
DR(Designated Router) MEf SIDR &
80| 7|z gL Ct.

L E{7} PIM HelloE = AI5{{oF & LICt. PIM HIO|HHAI2
|

2t
of =x|2F &/ AIEl PIM Join/Prune/Assert HIA|X[2] 7|

% 7: PIM 0[] Ao

ip multicast-routing
ip pim sparsa-moda
ip multicast-reuting

acoass=1ist 1 parmit 10.0.0.2
Aocass-liat 1 deny any

ol= 91X C|HFO|AE ZX|5HE4™ ip pim neighbor-filter 12! 70 L9} /= H&delL|ct o] &
Hello, Join/Prune I{Z! 2! BSR %2 E & 5tE 2 & HIF{E QI CIHIO|A PIM ZHZ! 04| A
o:. LICH MOHES| SAEE PIM UOIHO! JAMEH 7HE 7| RIsH AA IP FAE AFEE
UELICH MOHES| AFE ATE2RE &4 FTAE LX|GHHLE HMA AL X|0M VLAN
ACLZ AtE5t0 SAEQS| PIM IHA!E W X|6t24™ Bl|ofo] 2 EoF HIAHULIE(F, IP &4 7tE)0| E
QEFLICEH ACLOIM "log-input" 7| EE AFE510] ACERM YUX[St= AE 7|8 & &= U&LICt

L”_of” rio
mu rloi

0
4 18

PIM Join/Prune THZ/0| PIM QI& C|HIO|A R & *5|o+ E7 (S,G) = (*,G) ZRoIM T oI
CIHFO|AE Z7b8t7HLE M7 LICH PIM HEIFHAE THZI2 TTL(Time-To-Live)=12 M&E 2=
24 HE[FHAE mZIILICE O|2E 2E 2 é 2 24Z! All-PIM-Routers &4 224.0.0.132 2
HEFHAEELICH &, o8t ZE 342 342 Y2 2t REQ SYLe MELIO| M AlZH5HOF &
LICt 240l /Z=F! Hello, Join/Prune Z! Assert I{Z!0| Z &2 £~ Ql&LICH

~ 210 PIM HE[GHAE THZIO| TTL Zt2 1HEP 2 /o2 QMo 2 =0|HL ZHE T EX|
F 2FMSEX| eE&LICH All-PIM-Routers A= &4 EIREHM 2ZHE2 #4IE| 1 XHE|E/LICH
CUBE 2 FHE Ol PR B0 A MY SHXR| b &L

PIM-SM Bl X|AE HIA|X|C| XAl EHEZ R E RPE E5352{H DROIM Y HIAIXIE &=

M| &t5HoF EFLICE. ip pim register-rate-limit @& S AFS &Lt

<tfroot>

ip pimregister-rate-linmt



<count>

12! 8: PIM-SM Bi| R|AE{ E{E &{|0{

—

PIM-SM rug:t:r“_-
(_ Massages

.|-.|l-ll-l.-..-.'

ip pim register-rate-limit 2

an'®

PIM-SM register
slop messages

PIM RLIFHAE THZS AtE5t0{ RPE 34 =+ Q&L MEtAM RP= Ol2{Eh S730d Chis =
E H m] b 3|

o
Bt ACLE ESE #= U&LICH HEFHAE gHAIXt L AKX E PIM A TEE eIt gles
EPIMEIEEZF(P ZEEZ 103)2 UM o = JHURL of X|ol| M ZE{—RE =+ A&LICH

Auto-RP Control - RP Announce ZE{
ip pim rp-announce filter A2 7158 B2 Auto-RPE 7 ME £ Q= F7I Bt Zx|QILC}.

<#froot>

ip pimrp-announce-filter

04 ool E ol A OfHl 2HPEIE 08 HOUTDE RCof CiEt £ RPE £ HX|E Koot ER
e 4 Lo

2! 9: Auto-RP - RP Announce Filter



ip pim rp-announce-filter rp-list 1
group-list 2

access-list 1 permit 10.0.0.1

access=list 1 permit 10.0.0.2

accesg=list Z permit 224.0.0.0
15.255.255.255%

uptime: 00:00:13,

Auto-RP X|0{ - Auto-RP M|A|X| X|&t

MA¥ show ip pim rp mapping
Thiz syastem is an EP-mapping agent

Group(s) 224.0.0.0/4,

expires: 00:02:45
BF 10.0.0.1 (Rtr-C), PIMvl
C-RP 10.0.0.1 Info source: 10.0.0.1 {Rtr=-C)

C-RP

AutoRP IZ{Z!, RP-announce(224.0.1.39) &= RP-discover(224.0.1.40)& S8 PIM EHIQIS 2 A
85+ 24 multicast boundary HE 2 AF& &hL|C}.

<#root>

ip multicast boundary

access-list 1 deny 224.0.1.39

access-list 1 deny 224.0.1.40

224.0.1.39 (RP-announce) 224.0.1.40 (RP-discover)



O3 10: HE[FHAE TH BH

Need to Block All Need to Block All
Auto RP Message from Auto-RP Message
Entering/Leaving from Entering or

Network Leaving Network

Nelghboring
FIM Domain

interface sl

interface =0
ip multicase bowvndary 1

ip multicast boundary 1

accesgs-list 1 deny 224.0.1.39

access-list 1 deny 224.0.1.3%
accegg=ligt 1 deny Z24.0.1.40

accagg=]1i8t 1 deny L24.0.1.40

BSR A|04 - BSR M| A|X| A&t

Ol ip pim bsr-border pim = HIQ! BH| 0l BSR HIA|X|E EE{R et BHELICH BSR HA|X|[&
213 2Z HEIFHAE L} &7 hop-by-hop ME E|2 2 ACLO| R 3HX| & LICH

12! 11: BSR Border



Meed to Block All Meed to Block All
BSR Message from BSR Message from

Entering/Leaving Entering/Leaving
Metwork Metwork

Neighboring ' Neighbaring
PIM Domain FIM Domain

Iinterface 50
ip pim bar-border

Interface 50
ip pim bsr=-border

RP/PIM-SM £+24 Z!E

o| ot x|gf MMof = PIM-SP &! RP AM|0o{ Z212! miZ!1} Auto-RP, BSR 2! MSDP M|A|X|of| CHEF
ZIE{of CHEH AEEFL|Ct.

Auto-RP Z/H

| 125 T4 el 874 Auto-RP ZIE{2| 0 2 Eo{&FLICt ¥ HIQITStE 5 7HX| CHE ut
E AEL|CH & ACL2 Auto-RP XM SEfLICt.
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a
B
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Auto-RPO]| CHEF QIE{mH| O] A B EE{Q| 0tO|C[01= auto-rp SXI7t X[ BHogt =& =5 2
Yots JLICH X[, 2|AF & QB Hieto| (7t HolklH, ZtZto| B2 Zf Helo| RP &
Auto-RP E 117} QU&LICH & E|RHE K| RPE X[ 2R E{0lEF 22|11, Z[A RPE x| & 3[A
CHREOE LE2|T, ZE QIEY RPE HUXMSZ AIEE & UVIE HELICL O 2 &2 HY
7t JtsELICH

O30 EAIE JAH Auto-RP TZ! 2 EHESE F 7HX| 2o =2 & Yol laLct. lE
LI AAE WA Z auto-rp M0 15(224.0.1.39 & 224.0.1.40)2 £&3510{ 2 E Auto-RP I{Z!
of CHal ZEE MggLIch o] &2 Auto-RP IHZ!O| MY E|X| b= #E| =il of| X|of A At
28 £ U&LICH Region BAHAME filter-auto-rp 7|HEE AF2 3104 Auto-RP I{Z! LHO| M rp-to-
group-range 222 HALELICH ACLO| ofsH Y& 0| BAMoZ HEL|H mZlo| HMFE|7] o
Auto-RP I{Z!0i| M & 2l0| M7HELICE O] oo ME A RPE ¥ Lol & &= JUE S 5t Bt
™, MAS RPE GofM 7|9 LIHX| Yo 2 FH0l M HE{>FELIct

ZoQl ZF ZE| Y MSDP
0| 00f A ISP12 PIM-SM EH%! X2 A} &2 LIt Wlo|e{ete| MSDP I|o{28 X|&d5HH,
(S,G)2t SB35 X|P BAH EIREHMHE (*,G) ECHE2 5185t K| &Lt

IRl ZHOH7H RS A& Zholls = 71X 7|8 EoF ZX|7t /& LT

1. multicast boundary @& 2 S35l ClO|EH Z8Ql2 23 & LICt O|ZA st HE|FHAE Ey



Zlo| Mol= JE(ELJ PPN
2. MSDP(_'.:_EHlol dlka

O 2 AA)0| CHEHA P ~2HElL|Ct.
E NE
2 0| Q1B &2

glel EcE)E 25 FLCH Ol= MSDP ZEI= Aod, el A8t

=
=
oied 7HE EoF =X[= 7 ELICH

33132 ISP12| 2 2t E & stitoll Ciet Q1B o|A HE 79| of 2luct.
TR BAHAWAM CIO|E BHE E235i24H(*,G) EE{E AF8 3504 "host 0.0.0.0" & #HEZ|XHo = H
27k X|™HE =401 CH3H multicast boundary B E AL ErLICEH

O3 13 =el ZH*,G) EH

ip =zcceaa-llcst extended lnterdomalpn-am-=sdge Enterprise
dany ip hostc 9.0.0.0 any

f
deny  ip  any 233.0.0.0 0.255,255.25%5 2 MSDF
permit ip any ALY I'.lﬁ[l'l:"r

g

-

Intarface ethernet
ip multicsest boundary interdomait-sm-sdge ook \
io multissst boundarvy interdomaln-am-=dge in 'm 15P1

MR

i5P1

HEE E¢I2 E55t2d™H Ml 7t K| 7|2 2ot = x|E S5 MSDPE Z3t&fLICt.
1) MSDP SA ZIE{

2 "2 AbY"ULIC o] HE{e| F

1I 212 Hol X e E Tt ei= of
7delL|ch Eoto| malof M 2 mf =
=1
=

MRt WEE 8L HESHE 2

MSDP SA ZE{E S35 MSDP HIAIX|2| LHES ZERIS
R otolC|o{E= RUE{L! MELS| of ZE|7[0[M 0] ofL|H £
Z2|70|lMd Y OEo CHEt HEIPHAE HE{O| MO E I
e 2t 28 Mo =2 g AXHE 5{85tm & £ ¢
o| EZ&LICt.

UHso® FISElE BE LMK WEE IES BAMOR LIGY 2= giaLn
(MSDP HIA| 28 8420l Chall B+ RP7F i PIM-SM =0 2lod| Chal 7112 74 HEIS Al 85
70l EaLic



!--- Filter MSDP SA-messages.
l--- Replicate the following two rules for every external MSDP peer.

ip msdp sa-filter in <peer_address> Tist 111
ip msdp sa-filter out <peer_address> Tist 111

I--- The redistribution rule is independent of peers.

ip msdp redistribute list 111

!--- ACL to control SA-messages originated, forwarded.

I--- Domain-local applications.

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

111
111
111
111
111
111
111

deny
deny
deny
deny
deny
deny
deny

l--- Auto-RP groups.
access-1list 111 deny
access-1list 111 deny
I--- Scoped groups.

access-1list 111 deny

l--- Loopback, private

access-1list 111 deny
access-1list 111 deny
access-1list 111 deny
access-1list 111 deny

!--- Default SSM-range.

access-1list 111 deny

access-1list 111 permit

MSDP SA Z/E| &

E{Zet

ip
ip
ip
ip
ip
ip
ip

ip
ip

ip

0|

any
any
any
any
any
any
any

any
any

any

Oy

host
host
host
host
host
host
host

host
host

224,
224,
224,
224,
224,
224,
224,

224,

224

0.
.0.

[eReReReRoRoRe
PR RPRRPRRRN

1.

1

39

.40

Rwhod
Microsoft-ds
SVRLOC
SGI-Dogfight
SVRLOC-DA
hp-device-disc

239.0.0.0 0.255.255.255
addresses (REC 6761).
ip 10.0.0.0 0.255.255.255 any
ip 127.0.0.0 0.255.255.255 any
ip 172.16.0.0 0.15.255.255 any
ip 192.168.0.0 0.0.255.255 any
Do not do MSDP in this range.
ip any 232.0.0.0 0.255.255.255
ip any any

Ol

eltes
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OhZ HF
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HE ALEoll CHEr ZHMIEE LHE2 CheE A ZstalAlL.

https://www.cisco.com/c/en/us/support/docs/ip/ip-multicast/13717-49.html

2) MSDP & Ef X|Et

0424 AS(Autonomous Systems) 7+0il MSDP 7} & 445} El
Active)" HIAIX|2 218l 2t RE{o| +FE HEi] & E MEtst= A0l ZEZ&LICE ip msdp sa-limit &
LICH.

o st A
TS MEE + UE

<tfroot>

A2 dlo|{od| M =418t "SA(Source-

= gugoR


https://datatracker.ietf.org/doc/html/rfc6761
https://www.cisco.com/c/ko_kr/support/docs/ip/ip-multicast/13717-49.html

ip medp sa-limt

<peer> <limit>

121 14: MSDP AN|o{ T



ISP ISP
Pear? Paerz

ISP2

=

e
Large #ER rge #oA

s ISP

G'a nsit all SA

Small #5A Small #5A

l:-'- = iy

Enterprise Enterprise
Customert Customer2

ip msdp sa-limit &S AL 5t MSDP IZ[0{0d| A =2HEl SA HIAIX|Z QI5H M4 El SA &fEfof =
E Mg &= gLt H JtX| ZHEH S AR HE A2 oS0 2& ot



« stub-neighbor2| &2 A&t
« ERR Holt{el & MEH(0dl: QIE{HI | Z|CH #SAs)
- ERTISP - ESEMM X|E £ U= Z[CH #SAs 7+

3) MSDP MD5 4|0 2I1&
MSDP I|0{0llA MD5(Message-Digest Algorithm) H|ZE1E 9152 AFE85tE Zd0| E4LICEH Ol
RFC 6691014 BGPE E35H= O] AL8 8t 2T SUsH T

1% 15: MSDP MD5 L|0|H 21&

MSOP MDS Peiring

Passwd “cisco” %
10.0.0.1 Er 100001
10.0.0,2
ip msdp peer 10.0.0.2 L \\

i msdp password peer 10.0.0.2 0 cisco = Spooled MSDP Paering

ip msdp peer 10.0.0.2
ip msdp password paer 10.0.0.2 0 cisco

et

« SA ZIE{= ARE 2 Ql= MSDP I|0{E AFM &Ho|El AA/TE AiXHof E8H5H= SA L 2of
2 4 QES B,

+ SATEE EE HHHQl Tjo{2RE{0] HHXES,G) BAIE ABIITIZHE A8 THSE O

dr ARFOIA 2ot E B2 HEFHAE 2o BXls MHE /L7 HéE otHALIES 2 2t3te
£ U&LICH 07]0= o2 RLIFHAE Eot H7L|EO| HE L= 2 Ata7} U&LICH

2

>

FEHESAHNA AES RLFHAE JWE F=2 MY, uURPF E= ACL H IP &

boir 4

o[> b
Kb >

)
2t ACL(deny ip any (to) <core address space>)

_

st =x|= Fo{of B FIR{RIQI Z7dS R}
3t PIM SLIFHIAE THZIS A5t 20 e
el 2} ACLO] o|5H 2 & FElLIC}.


https://datatracker.ietf.org/doc/html/rfc6691

Fl

Iz e 7|8k AH|A Mo - Ao AA

fl

a3 162] ool MHE EE 7 1& HE|FHAE B E{(Designated Router)2| LAN 1E{H| 0| A (E0)0|
TEE|0] Q&LICH EE= "source"Et= BE HMA Mo S50 olal Ho|EL|Ct Ol ACLE &4
LANO{| 232 El Designated Router@| &~ A @174 CIE{H|O|A M| M ELICH ANZE HEFHIAE Ef
Zio| EM ME AATF EMSHE £ Qe 2E LAN 0322 QIE{H 0|A 0| RAE EE{E F45Hot

g 4 QlaLIch ofl ZRolE A4 EE0| ofClof M YMSHER| HES| ¥ £ glonE WESS

S= O

o R E Qae|A ZRIEo olz{gt HEE MEst= W0l E&LICH

T2116: Mo A

_'_,_,.,—'—"'_'__‘_‘—\—\_\_

ip access-list extended source
permit ip host 10.0.0.0 0.255.255_.255 2359.0.0.0 0.127.255.255
deny ip any 224 .0.0.0 15.255.255.255 log

We'll just allow
IPmc traffic from a
well known address
and to a well known group
range

interface ethernatl
ip address 10.1.1.1 255.255.255.0
ip ACCesSS-group Source in

O| ZE{O| SM2 EH AA EE AA FAHRWM EE IE £ 18 T4 HRIZE 0|Ssle= E
cHEl 2 YX|5te WYLt Ol ZE{= PIMO| B2 & st HENE MEtet= ol =20| &7 ™
of & &Lct.

EZ o|o|H E82 ACLYLICE O] 5to|A= ESHE Q| ASICHM TFHEIH ds HEE|I7 L
StX| et&LICt Clo|E E2lQl ACL2 x| = EcHElo| ZHEE EoiQ JES %4867 MEo
Y A E AAQ| HEE EdiIEC HE LD *._*EEL—IEP. mZlg MEe = Ae (P ':HEl
HAE OF FA4)E Metete R 0f oM ULICE 2 RE HEOIBEE AFHE LA P F

E 2= = igLicho| MMo| ot B2 & X). tetM =7t L2(Layer 2) HIFHLIES N 6P7-ILP

£ 7 LAN/VLAN(Local Area Network/Virtual Local Area Network)0ll 214 &~ Q= 2 E C|HO|A

of CHaH Lt=El MAMe x|2st= Zd0| E&LCH

ﬁ

M1 ACLOl "log" 7IEE SHACL B =0f CHEt MS S morsts ol 0f? % E. LIEP a
2Lt O] 7= CPU EI.’&AS AR3EE MBS 2|80k
ZF0IM ACL 21 HIAIX|= CPUO o3 $EEI2E CPU ¥ES 1343Ho|= %.;u:r,

o
-
o



PIM-SM A A A0

HoF 2ol A ASM/PIM-SM o} 7|=iR{ 2| &dA| ™ & 3tLt= Rendezvous Point7t 2 18 H2
of CHalf LIEH I 2l ZE 401 CHa B KMof X|HE MSEChE HYLICH Ol accept-register
ZE{2hE ClHio|A0M E 8 = QU&LICH O] EE{ol CHEt B™H2 a1 Z&Lh

<tfroot>

ip pimaccept-register / ipv6 pimaccept-register

a2 17: PIM-SM A A |0

ip pim accept-register list 10
access-list 10 permit 192.16.1.1

%
%
%
&
| g
| ==
15
) &
Unwanted Sender ;8
a i
¥
Source Traffic =i
First-hop

PIM-SM HIEF 0|l ¥HX| ot = EcE LA s 0| BHESE Mg = U&LICH A4 EBfEO| A
Hl & 2tREo| T2 5HH X HM & 2HE(DR)= (S,G) & EHE ’é*c?%P RPO{| PIM Source
Register HA|X|& ELIC £A7F RPOY| £ dEl accept-register 2E S 501 LIPL|X| 2f2 E<
RPE SE&2 78351 & Al Register-Stop M A|X|E DRZ CHA| EHL|CH

EAIE oAM=
]

& R0l Mot EE3E 2HEFEF ACLO| RPOY MBEIRt& LT RPOIA =3
ACLE AlE535}0 A 4l

&
2

RPO{| X pim accept-register B2 & AP%&‘F‘:‘ AA0| I & EFRE0| M PIM-SM(S,G) & EH7}
A MAEE[DR AA TEQ| B0l UBLICH 0] 7S S AI7[0IA AA0] ChE 220D AA9}
RP Ato|of &%|3t EEf=ElO| graigt £ %J.=. LICt. =3t pim accept-register W22 RP2| Ao Zd|
QoM =S ELICH ol 7HW BIXIAE HIAIXIZ RPE RHZEST| {6 A8 E £ 2, DoS

MEIE SWE 4 el

HEQ30| E0{2E ZE QlaB|A ZRIEo| 2 E DRQ| B+ O|0|E{ Z8QI ACLE XM&35t= A



oF Z2 CHE Y 9|oi = RPO| pim accept-register &2 M&3l= Zd0| E&LICH 2HeHAH 7+
7 285l HERFoAMHE DR 1A ACLEE SE KT ol X| 2HE{0| A Z4m| 20|
Mo| 2R E 42 RPO|M pim accept-register @E2 EX Hot HIAHLELE #85t= WOl £E&
Lich, SUs S EE 71T AISSHE Hot HFLIZS "M% Woi'stn sho, 2 otol Yyraiol A
A LCH
=47 22X - AMo4 IGMP/MLD
CHEEo| £417| EME IGMP/MLD =417 Z2EZ 43 89| THQlof £&hLc.
12! 18: Ao IGMP

e e

Multicast IGMP/MLD
Control Packets

L2 switch

IGMP S MLD TH2!0| TE{ZEIH O+ AFEE 7[5t AR,

;

« IPv4: IGMPE IPv4 Z2EZ %%‘(lp 4 ﬁ§§=' 2)°'LIE+.
« IPv6: MLDE ICMPv6 Z2EE

IP Multicast7} & &3t Z|AtOAH IGMP Z2AM|ATF 7[E2Ho 2 & dsHELICt. IGMP I T o248t
Z2EZE P2 HEPHIAETJ &3 E Wolct ol2det 2EE ZEEZ 0| dstELct

« PIMv1 - PIMv12 PIM2| & ¥imli t{Z10|0H O0tOo|22l|0| M2 ?I3H Cisco I0SHIM & & & A3}
ElLICH #XH FHME Z5F PIMV2E A8 ELICt
« Mrinfo - Mrinfo= Cisco I0S7t HE[FHAE H|O|HE E Al5t7| fIal &8 Unix BELICEH
CiscoOl ME mrinfo & CHAl SNMPE Al g HEELICH
« DVMRP - DVMRPE= &% £/40| 0f MMl BIHA| BlA 2= HE| HE T2 EZQLCt
. DVMRPO{| Ci§t Cisco 10S X|#40| BEHEI}7LE 00| Ol AFSE|X| et &Lt
* Mtrace - Mtrace= R LIFHAE "traceroute"2| HE|FHAE HT0|H RS & S LICH

P 514

[e][}
>
0]

KEAIEH LHE 2 IANAS| IGMP(Internet Group Management Protocol) £33 B15

fuiju
ikl

Router> mtrace 172.16.0.0 172.16.0.10 239.254.254.254

Type escape sequence to abort.

Mtrace from 172.16.0.0 to 172.16.0.10 via group 239.254.254.254
From source (?) to destination (?)

Querying full reverse path...

0 172.16.0.10


https://www.iana.org/assignments/igmp-type-numbers/igmp-type-numbers.xhtml
https://www.iana.org/assignments/igmp-type-numbers/igmp-type-numbers.xhtml
https://www.iana.org/assignments/igmp-type-numbers/igmp-type-numbers.xhtml

-1 172.16.0.8 PIM threshA 0 0 ms

-2 172.16.0.6 PIM threshA 0 2 ms

-3 172.16.0.5 PIM threshA 0 894 ms

-4 172.16.0.3 PIM threshA 0 893 ms

-5 172.16.0.2 PIM threshA 0 894 ms

-6 172.16.0.1 PIM threshA 0 893 ms

FLIFHAE IGMP IZ(IGMP/UDLR8)2 HEIZE = /gLt ol 34 WA Y 7tsd0l €1
QE3HIGMP Z2E2 /0| olLI7| 2 ULICH SLIFHAE IGMP THZ2 THarsr 23 U e}

ol ZZHAE X|H5t7| I8l Cisco I0SOIAM X|&EILICE.

X E IGMP/MLD #HZ| HZ!2 of &8t JECH 2 IGMP HEE ZeiE £+ &L Ct

£5| ot? IGMP HHS 2 M&E 2= o] HEIE sblsteE ZE EAE7| ot HET2E K|S0}
Z 5 Q7| 2o ZAES |G %LJEI HUIHX| b= Zd0| E&LICH IGMPV3/SSM 2 AE T} 9l
ZR SSMAEZE "a—’—='|"°* &LICt IGMPv22| B2 O|Z Qlall CHZ| AlZho| . Zo{&E = Q!
&LCt,

Bt IGMP # 2| 717t = HIO|E 3 LANO| = B2 EtREE =AIE IGMP #2[& AFA|sHoF &
LI},

0|&53H3& IA|E LANO| U B2 IGMP AFEHE X|tE AAXI7F EHFLICH ol AR CHS
L 42 F X EH 7|s2 AEE = &L

2R E 7IE

AQIX|7} ST ZEOIA HEIFHAE 22 E] Mo] THZI(IGMP LEH 22|, PIM Hello F£= CGMP
Hello)2 =415l 42 2 & AR LE= HEGHAE BIREH ZEJ} & = JELICH AR ZE
7t HE|FHAE BIRE ZEJ} E|H D E HE|FHAE ERfEO| Y ZEZ MESEL F 0| --Xilt
"Router Guard"E Eall & X|& &= A&LICH Router Guard 7|52 IGMP A+ Z 2 EM35H5HK| 2fol
= guict,

Router Guard 7|S2 AM25tH X|HE T EE HE|FIAE SAE TEZR X|™ME £ Ql&L|Ct HE]
IHAE EIE Mo HZIO0| £AEIHEIE ZE T} BHRE ZETL E £+ gi&LCt

L

Ol248t %! &2 Router Guard7t E'd3E ZEM =412 F< H7|EHLICH

« IGMP 2| HIAIX|

« IPv4 PIMv2 M|A|X]

- IGMP PIM HIA|X|(PIMv1)

* IGMP DVMRP H|A|X]|

« 2t E EZE RGMP(Group Management Protocol) HIA| X|
« CGMP(Cisco Group Management Protocol) M| A|X|

o248t miZ!o| M| 7| =|H Router Guard2 Q15 THZ! 0| A XM EIAS S LIEtLE SH(7t Yolo|EE L
Ct.



IGMP %|A ™

m

SI8E|E IGMP 3AEQ| 2[4 HTg 7Y £+ &L
o

. o & 501 2E IGMPv1 SAE
= IGMPv1 2/ IGMPV2 SAEE 585k o2 £ X

ICt O ZE= HHA ET1Mogt H&E

>
C

AEJI BE "THA|E" LANO| HAZAE B2(0f: IGMP A5 EE X|H5HK| EHL FMHE|X| 2f2 A&
2t E{7} olzqEt & & F2ol CHall == E = U= U2 EE[HE "O| HE" HHAM 2
IME FAIStE A 2o gieH KA e = FAK|X| et&LCh

IGMP Z 2l 2E SA2E0 EA|IL[0{0F SIEE, 1 7| IPSect Z2 A 37 7|2 &
HMAC(Hash-based message authentication) H7{L|& 2 A& 35t0{ "F &8t 2FE"0IM IGMP 3
2|E QEE &= U&LIch F 74 ol 2| Et2E7I 38 LAN M2HE HZAE ZL IGMP #HE|
27| MEHO| LR ELIC O] B2 ASE = U= YUt ZE = HEIE ©&ste CHE IGMP 2t
SE{O| A4 IP FAE J|HOE i ip AMA T8 TE{QLIC

"Qldt HE|FHAE IGMP IHZI2 5{&5H0F & L|Ct.

Ol EEE 47| ZEOM "E&" IGMP IZ/B 5185t el "2 HZ S EEZste Ol AS

ip access-1ist extended igmp-control
<snip>
deny digmp any any pim
deny digmp any any dvmrp
deny digmp any any host-query

! No PIMv1
I No DVMRP packets
! Do not use this command with redundant routers.
! In that case this packet type is required !
! IGMPv3 membership reports
! Mtrace responses
I Mtrace queries
0.255.255.255 host-query ! IGMPv1l/v2/v3 queries

permit igmp any host 224.0.0.22
permit igmp any any 14
permit igmp any any 15

permit igmp any 224.0.0.0 1

permit igmp any 224.0.0.0 10.255.255.255 host-report ! IGMPv1l/v2 reports
permit igmp any 224.0.0.0 10.255.255.255 7 I IGMPv2 Teave messages
deny  digmp any any ! Implicitly deny unicast IGMP here!

<snip>

permit ip  any any ! Permit other packets

interface ethernet 0
ip access-group igmp-control in

N 27 0] 90| IGMP TEIS £ A ACL = CoPPOll A28 £ o LIcH = ol Z 2|7 0|Ad
SEo|M BHRE U B Z2Q ZRE 2T} 20| XEIE/s O 2 EFiTof ciEt TE|9 ZE
sHoF gLk,

J319: 54

[m
4>
et
N
A
12
x
|>
>
=)



225.2.2.2 | N 2117

§ H2j g HE
H.Epﬂl't.

Report

+4&7[of ChEh Eci=E EEe{Eetei™ Clo|H &ci|el EcfEE EEZ x| ot HEE Edl =
§E=' IGMPE ZEZELICH IGMPE HE|FHAE ERfEE sAlste Ol 2 ™A o2z
clole Eai2! 27t 2estx| ot&Lct

Sol =AX7F I = e HEPHAE s &(BH0| #HE elE{Ho|A0 (ZE)E Mete =
o

A& LICEH O] B ip igmp access-group / ipv6 mid access-group WS AFEEHLICH

<#froot>

ip ignp access-group / ipv6e md access-group

ASM 19| A2 0| HH2 e FAE 7|8tz TE{RAO ghL|ct J2{™ ACLe| AA IP FAT}
2 AIEIL|CH IGMPV3/MLDV2E AI235H= SSM 1E29| A AA 2l CHAH PO ZE{2I=L|C}.

ChE dlolME 2 E IGMP 2 I|7Hof Cisl X|HE 2&2 EEZELCH

access-1ist 1 deny 226.1.0.0 0.0.255.255

access-1list 1 permit any log
|

interface ethernet 1/3
ip igmp access-group 1

CHE ofollME XIEE 250l TiEh £ IGMP A I|7F(}H2tA EE HEFHAE A7) E T
LICE.



ip access-1list extended test5

deny igmp host 10.4.4.4 host 232.2.30.30
permit igmp any any

!

interface Ethernet0/3
ip igmp access-group test5

N = ASM =0 TS AAT R AL

518 |0

M A Koz HELT JEiet SEMoz &Y S50l Cisll O[T S, ol 8 = otLI2 8H
£ M3 ELch cizof o8t £2 MoiE HMA FMo HFAHLIES SHRCtD 7HEE M & &lXp/+
*._|7<P7P ANEY = e Blaio| +E MErEfLICH HEIFHAE BF0lM &2l Xo1& X|#Hst7| ¢
off Chefet EXI7F ALE 7S EfLICH

A

104 Ol OIE{H| 0| AR IGMP A&t

r

ZHA Qe HEIFHAE £ AXLet 7HE 71772 Bt REoME M¥™Mo 2 2|1 QIEH o|A T Fod
St= IGMP 2 &2°| 2 M Bte £+ U&LICH ip igmp limit/ipve mid limit B2 & 88 4 U&Lch
<#root>

ipigm limt

<n> [ except <ext-acl> ]
ipve md limt

<n> [ except <ext-acl> ]

M

O| Mgt= g4 QEHO|AHERE JE|1 MAM R F85t= W0l FaLTH 4o 32
IGMP 9HAI I = AEE|o| & o|O|Etot.

S 5 ool ol BHEE AL83etod 7HE 8 o WEF | ol X[oM 25 +& Metste &
g 2o ELICH

off 1-¢&l 158 SDR &0l =4 [Md 1718 et 2t 28k X8t

HE|FHAE 4 AlRtol CHEH A 7ol=0l 9f8H BLICH RRAIEH

ok

SDR(Session Directory)2 &
LI 2 RFC 23272 & X3

UukEQl @7 ALEHE £ AIXI7E SD 2B T shLbol P S AT ABtsts LIt Ok of
A AT olME AHBE 4+ 2Lt


https://datatracker.ietf.org/doc/html/rfc2327
https://datatracker.ietf.org/doc/html/rfc2327

ip access-1ist extended channel-guides
permit ip any host 239.255.255.254 ! SDR announcements
deny dip any any

ip igmp 1imit 1 except channel-guides

interface ethernet 0
ip igmp 1imit 2 except channel-guides

0| of|o] HMIA FSE2 "L LI PE X'HELICE. global ip igmp limit @& 2 IGMP AAE EHY
(1) AME2 MEHSERIE 2D M= Z & 5HK| 2fe, ol & & =4 = U&LICE interfac
H2 M HHE RYolst D o] CE{H| o[AM &' 7H0[|= 2|0 2712 RS =&l = UAH &
L|Ct.

o 2 - o{22|H 0|M-DSLAM 23.9| £92! X0

O| HH2 U E 5{& Mofe] FAlg M35t= o= AASE = JU&LICH o|§ §04, 2+
4Mbps 2! 300742] SDTV 'S HiZ 3ok 3t DSLAM(Digital-Subscriber-Line-Access-
Multiplexer)oll 1Gbps @37t U= FL, TV CHAZZ 500MbpsE A|EHet D LIHX|= QIE{H & 7
Et 82 HAFES “*” A¥E U2 == ALt 0ol B2 IGMP 4EHE 500Mbps/4Mbps = 125
IGMP &ENZ2 Mgte 4 Ql&Lct.

121 20 QUE{H0|AH IGMP Mgt ALE; Agg-DSLAM & 3.0 CHE §{& &0



interface Gig0/0
description Interface towards DSLAM
ip igmp limit 125

250-500 users per DLAM

DELAW

300 channels x 4Mbps = 1.2Gbps > 1GE

ClE{H|O|A G A2 A&t

ClE{H|o|AY AZ ME MEte| &M= & H &
CIE{H|O|AO|M IGMP & PIM A EHE A|EHE #20t
M3 ghct.

rII

2401 SEf 0| 517} Mlo{QIL|C}. O] i g Al
L2t 4= &1 QIE{H| 0| A0 A AFEN AIBH 2 AlS

o

ip multicast limit @& S At & LICH.

<#root>
ip multicast limt [ rpf | out | connected ]

<ext-acl> <max>

AERE 912 2 2 CIE{H0|A0M HER MEHE 4 UL TY HZE 44 MEE "I
o ] J

"FIREL MELE MEtE + UELICH CHE2 0l BH2 A8 E Ho{ F& of L

of 1 - Agg-DSLAM 213 9| o] g4 &2l Alod



Ol oflofl M= 300742l SD TV #'E0| U &LICt 2t SD A'Eoll= 4Mbps7t E
=HX| ot=Ctn 7 EHLICH oFX|2te 2, Basic, Extended, Premium HHE S XI—-.;Jé
LICt CHAZE &g of:

* 60%/300Mbps 7|2
+ 20%/100Mbps &%
+ 20%/100Mbps ZZ|0(H

OH ChE ALY 4MbpsE AF23SHD DSLAM Y23 E OS2 2 MEHErLct.
712 7570 F
- Y257 F
- Z2|0| 2574 F
PEAggOilAf DSLAME &5t ol RHFRE QIE{Ho|A0] Cist st FAIELICH

12! 21: IEHo|AE B=E A& AHE, Agg-DSLAM 23 2] 5{& |0

interface Gig0/0 A
description Interface towards DSLAM “n)
ip multicast limit out 75 acl-basic

ip multicast limit out Z5 acl-axt F.".h
ip multicast limit out 25 acl-premium —
-~
gﬂﬂ charingls)
F
; e e s  250-500 users per DLAM
@ium {108 channels .
@iwihnﬂﬂl]
10GE P 1GE
L o~ G

PE
CatTE00

o s
EELAM { .H' A
— r’.r-f

300 channels offered —

300 channels x 4Mbps = 1.2Gbps

Generic interface multicast
route limit feature with
support for Ingress, egress,
PIMAGMPE, ASM/SSM.

04 2 - Agg-DSLAM & 3 9| Ingress Admission Control



YA EZ C|Hto|A o] o RHI2E QIE{H| 020 CHEF "dr 4" M8 CHAl CHR2 AE & C|HEO[A 9| RPF
QIE{m o]&0f CHEF RPF XMEhE AL8E =+ U&LICE Ol= 0
Ct2AE & C|HFO|AT} Cisco I0S C|HFO|A T ot B &8 + U&LICH

T2l 22: QIE{m|o|A Y ZAZ A& A, Input Admission Control

interface Gigl/0
description Interface towards DSLAM
ip multicast limit rpf 75 acl-basic
ip multicast limit rpf 25 acl-axt
ip multicast limit rpf 25 acl-premiuam

10GE

of 3-CHAE 7[gk A&t

o] ZEI= ZZ At Zhof AMA CHAZEZ O ME& st 2 2EIE S ZXHoi| A DSLAMO]| CHE
30| CHHZE | 3L SRE MSE &= AUELICL 0| B ip multicast limit cost BHES AL
L|CH.

<#root>

ip multicast limt cost

<ext-acl> <multiplier>

O| BHES AF85HH ip HEIFHAE AEHo|M & & ACLTF Y xI5tE ZE AEHO| "cost"("multiplier"of|
XIEE 2t ALR)E XIEE + UsLCH

O] B2 ™ FH0|H 04t SA HIEE 7+ = A&LICHL

ol odlof M= MZ CHE 372l Z2EI= MSA7F HEFof CHEt SHE BMAE MSE = UALS
K| 5ok g Lct. =8t o] o Alol| M CHY S 78 2] MPEG(Moving Picture Experts Group) & E 2
2 X|§stofF &t



MPEG2 SDTV: 4Mbps
MPEG2 HDTV: 18Mbps
MPEG4 SDTV: 1.6Mbps
MPEG4 HDTV: 6Mbps

4 = AE H|EE L5t LIHX| 750MbpsE 0| ZAI|1elo|ME At st=
M 7Hel 282 2R 2ol 3R/E + U&LICH

ip multicast 1imit cost acl-MP2SD-channels 4000
ip multicast 1imit cost acl-MP2HD-channels 18000
ip multicast 1imit cost acl1-MP4SD-channels 1600
ip multicast 1imit cost acl-MP4HD-channels 6000
!

interface Gig0/0

description --- Interface towards DSLAM ---
<snip>

! CAC

ip multicast 1imit out 250000 acl-CPl-channels

ip multicast 1imit out 250000 acl-CP2-channels

ip multicast 1imit out 250000 acl-CP3-channels

from any provider
from any provider
from any provider
from any provider
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Content Service Paying
Providers Provider Customers

| 250-500 users
per DLAM

Content
Provider 1 - |

Content
Provider 2 .

HE|FHAE 2! |PSec

VPN 7}X 27| A4

SLIFHAES} OIEHZEX|Z, 7|2 rE R AME ES E Q|6 HEIFHAE ESjZT E 5 E|0{0of 5t
A7t U&LICE O|HE MH|ATF EHRE £+ e F 7HK] £ d¥e2 St &L Ct

. EHEl;HAE /\EE=I|9_| §§|.(0;” 7|I:II E”olE_lE D-IElgH/\EE Al’ al_l_ L-H'I_'ILE _)I\_Al_ljl QE"

o

=]
o2 AEF|USE WZ oHEE|F0|4M) - o= H|o|E E&iQ! Eetluct.

- HE|FHAE, OSPF E£& PIM2 AIE5tE 71EE Z2Q Z2EZ9| ¢35 35}H(0f

QI Zoheluct.

EE Z

T =2 EZE MOl IPSec [RFCs 6040, 7619, 4302, 4303, 5282]

o

E3| RLIIAE EFZE(RFCH)Z



https://datatracker.ietf.org/doc/html/rfc7619
https://datatracker.ietf.org/doc/html/rfc4302
https://datatracker.ietf.org/doc/html/rfc4303
https://datatracker.ietf.org/doc/html/rfc5282
https://datatracker.ietf.org/doc/html/rfc5282
https://datatracker.ietf.org/doc/html/rfc5282

MBHEILICE o] BR F RLIFHAE x|oq Z+oi| "SA(Security Association)"7F A& ElLICtH HE[FHA
E Ezi=Zlof IPSecE XM &5t2iH GRE E'd LHo A HE[FHAE EgiZlg H&stet O S |LIFHA
E QI GRE E{'€0]| IPSec2 XMEste SM0| J&LICH M22 M2 L4loMes 282 2ZE F8H
ZHol MEE B 2ot HAZAZ AL ELICH GDOI(Group Domain of Interpretation) [RFC 6407]2
O] &M &g HolgfLct,

Cisco= GDOIZ 7|8t2Z GET(Group Encryption Transport) VPNOIZI= 7|&& 7 &&LICt O]

7|& & "draft-ietf-msec-ipsec-extensions" 2 A{0i| 2| E! CH 2 "Tunnel Mode with Address
Preservation"2 AIS & LICH. GET VPNUIM= HX{ 282 2 E #+43 7tol I8 Eot dZ0| M
HELICH O 2= 4 EEN 8 B2 2EE A& 5= ESP(encapsulated security payload)
IE = AH(authentication header)& At&3t04 ECf= 0| 2= EL|Ct.

29fstH, GET VPNE el silHe| =4 HEE Ar8dts HEIFHAE WIS Hes e O S
ESPE AI83dtod I8 HAnt 2hadstod LHF mZlg E& 8L Ch

GET VPNe| M2 HE|FHAE Eei=Eo| 2 i%ﬁ H7AHLIES| dFS Tsd & x| otecte WY
LIch et E IP sl 4= #elf 1P oiIE-IQF UstAH 7 XIELICH HEFHAE EHEH2 GET

VPN AF25HHLE AF2SHX| ot Sst WAoo 2 HSE £ Ql&LCh.

GETVPN LE0f ML= M2 72 7| MHOIM SY0|M HO|g|H BE O8 - =of = &

L|C}. EEPEHH DEIOE L 5YUst ™A AU OF ECE MEL|E sYst L='_°+ Mg ZtaL
Ct. EZ IPSect OFEH 7K |2 255 MR HS5oF & ENE 32 Mo|gtLct. o|= 7| 5tH

GET VPNS CI¥st T 2 AISE £ o &LCH

GET VPN2 Al25lof HE|ZHAE H|O|E EdI2] Eci=E &5 35t
HIE 043 XHto| of *§} y;o| aE 7| MtHOH MJHEIJ_ GET VPN = xZ |501| Hi 2 ELIC}. O]

(odl: AES)OI E?:.*Eloi E’JQLIEF. 3t ACLO]| xc;o|5| CHZ 01“4 EEH‘*'% E%* T U K| dHst
£ ZHo| & x[o] U&LICH

GET VPNS HEIFHAE W RLIFHAE EfZiol ASE 4 UBLIC SLHAE EBiZIE 225}

7| fIet HH2 ACLo olal HolE = /U&LCH.
permit ip 10.0.0.0  0.255.255.255 10.0.0.0  0.255.255.255

I2{H 10/82] AA P} 10/82] EXX| P2 ZE EffZlo| ¢S stE/LC CHE 2E ERfZ(of:
10/801 M CtE FTAE 0| EEHZ)) GET VPNOIAM S A|ElL|CH

HEIFHAE ECHEof CHE GET VPNe| M2 7|eMo 2 SUELICE 0 & £04, 0| ACE(access-
control entry)= 2 & £ A0 M 2t HE|PHAE OEC 20| EREE ES55t= O ASE = A&
Ct.

I


https://datatracker.ietf.org/doc/html/rfc5282
https://datatracker.ietf.org/doc/html/rfc6407

permit ip any 239.192.0.0 0.0.255.255

O] MAL DE AA("any") L 239.1922 AI ot & HEPHAE O3 UX[ELICH CHE HE|
INAE JEol cHet EEEH2 ES E[X| et&LICEH

Ao &3t ACLL F5of B2 Fo|E 7|20{0F FLICH 2| ECiE == GET VPN =
2l QIR ol M AR EIARX|EF IR UM SEEIE ERE(F, stLtel e 535 = ATL_O.JE._P St
£ Eoi=)2 GDOI H2of| M M| 2|8 of gf L|Ct.

— o}
I B

« permit ip any 224.0.0.0 0.255.255.255: OSPF EziZl 4! 7|E} ZHEE Z5|Q! Ecf
gLICh O] EEHE2 I|o{ Bt REE CHY S 2 §LCt
- 22| ERiE2 U EST LHIRAM SEE= g5 5t MMM Mel=|x| et&Lct of7[o=

GDOI Eei= AbM = ZEELICH
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EHT2 QB st HIAIXIZH AEIE 4 2l 1
ofol M 2 == 3H= 20| E&LICH Ol BGPY 22 RLIFIAES MBS ZES B8Rl z2
20| Z9 A PEELIC 28U Be HES E8IQ ZREZolM ZEPIAE EafTS
EerLict o & ™ OSPF, RIP, PIMO| &LICH A S52 IANAL| IPv4 HE|FHAE F4 Z7F
BXIAEEIE BT AAR,

Olz{8t ZZEE & UE &= RIP(Routing Information Protocol) &£ = EIGRP(Enhanced Interlor
Group Routing Protocol)2t Z2 LIEH Q50| e, CHE C’E'-'T'-t IPSec2 At&3tod O] IE 2
HBELICHOI: OSPFV3, PIM). £X12 32 GET VPNE Ol2i#t Z2E 28 225= HY 7isH
WS MBELICH IR ES B2, 2F AIg2 ZZEE HAIX| 215, & HAIXK|7I AMEE £ Qs
z|ofol ol MEEIRS S &olsts AL 22{LE GET VPN 0|28t HIAIXK|o| 55T 518
gt

Olg{st ZHEE ZriQ ECiTE ES5ledH(YRMo 2 QIS0 ACLE ECiEE MYStT GET
VPN HZHoi = &slof &LCH ME MEsE B8 =2 E 20 et ctELuct 047|AM ACLo 211
MlA GET VPN cE(ZH&sHE)o S0t6te EBE = o|adA EX ZEE|=X| #lsofF &
L|C}.

PMEZZEZE B35t 5 7HK| 7|22l 10| QI&LICt.

« permit ip any 224.0.0.13 0.0.0.0: "All PIM Routers" HE|FHAE T FQILICE Lt RLIFHA
E PIM HIAIX|= 2= 3t b &LCH

« permit pim any: HE|FHAE = FLIFHAE ALS 0429} 4EQUOIPIM ZZEES B35 8
L|CF.

% 10| HHe Jde MEstE ol 20| £l o2 NMZELICH o & £0{BSR = Auto-
RPQ} ZOo|PIME EEAEHS=E O AL EHPIMEZZEZE X|I5HoF ELICH ZE


https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml
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IP HE|FHAE = CHYSE ol Z 2|70l MHH|A
SLIFHAEQ} OFEHLK| 2 CFEEE ddof M &
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/content/dam/en/us/support/docs/ip/ip-multicast/ipmlt_wp.pdf
/content/dam/en/us/support/docs/ip/ip-multicast/ipmlt_wp.pdf
/content/dam/en/us/support/docs/ip/ip-multicast/ipmlt_wp.pdf
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/content/en/us/td/docs/ios-xml/ios/sec_conn_getvpn/configuration/xe-17-1/sec-get-vpn-xe-17-book/sec-get-vpn.html
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