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ciscoasa(config)#

mode multiple
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/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/ha_contexts.html#pgfId-1191124

ASAOIM AFE X HEHAE 7

ASAUIM ALEAL ZHEIAEE MM A/AE ZAHAEN| M CHE BHES =T LICH
ciscoasa/admin# changeto context sys
ciscoasa(config)# context

jristain <=--- This is the name of the desired context

Creating context 'jristain'... Done. (5)
ciscoasa(config-ctx)# allocate-interface ManagementO/1

ciscoasa(config-ctx)# config-url diskO0:/
jristain
.cfg

<--- "context-name.cfg"

WARNING: Could not fetch the URL diskO:/jristain.cfg
INFO: Creating context with default config
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ciscoasa(config-ctx)# changeto context jristain <———-

Drops into the user context

ciscoasa/jristain(config)# interface ManagementO/1
ciscoasa/jristain(config-if)# ip address 192.168.20.10 255.255.255.128
ciscoasa/jristain(config-if)# nameif management

INFO: Security level for "management" set to 0 by default.
ciscoasa/jristain(config-if)# security-level 100
ciscoasa/jristain(config-if)# exit

ciscoasa/jristain(config)# route management 0.0.0.0 0.0.0.0 192.168.20.1
ciscoasa/jristain(config)# exit

ciscoasa/jristain# copy running-config startup-config
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ciscoasa/jristain(config) #username
<username>
password

<password>

ciscoasa/jristain(config) #http server enable
ciscoasa/jristain(config)#http 0.0.0.0 0.0.0.0 management

#1045 = AFEXE 0|} HIZEH S E <username> &/ <password> 23230 I248tL|Ct.
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1. General( ) ¥230i M Managed(&2l) =0Qlzt2 Z =g L|CHotE] 23t E|X| et 2 B2).
2. C|HtO|A O/F& /=g Ct.

3. EECIR HIFMM Service Type(AHIA RF)S MEHELICE

4. Device Type(PHYSICAL EE= VIRTUAL)S MEHEHLICH.

5. EELCI2 HIwolM Physical Domain(£ 2/ T HoNS MEistL|Ct

7. Device Package E&LCH2 H70M CISCO-ASA-1.2E& MEASLIC,
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11. Credentials(Xt &H) QG 240i Username(AtE A} 0|F) & Password(H|ZH3Z)E =23 L
Ct.

12. Device 1 @ 9| Management IP Address E = (Portet &7H)0l Admin ZAEIAEO[ |IP T4 E
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Create L4-L7 Devices

STEP 1 > General 1. General 2. Device Configuration

Please select device package and enter connectivity information.

General

Device 1
Managed: [] Management IP Address: 192.168.10.10 Management Port: https -
Name: ASA-Admin-Ctx T x o+
Device Interfaces: X +
Service Type: Firewall -
Name Path
Device Type: PHYSICAL VIRTUAL port-channel2? MNode-101-102/Joey-ASA
Physical Domain: Joey-ASA - @
Mode: @ Single Node (©) HA Cluster
Device Package: CISCO-ASA-1.2 > i@
Model: ASA5585-without-10GE -
Cluster
Function Type: | GoThrough GoTo Management IP Address: 192.168.10.10 Management Port: https -
Cluster Interfaces: X +
Type Name Concrete Interfaces
consumer consumer Device1/port-channel2?
provider provider Device1/port-channel2?
Connectivity

APIC to Device @ OQut-Of-Band
Management Connectivity: _
) In-Band

Credentials

Username: apic

Password: weeeen

Confirm Password: -

FIX|Z OtHA A S 2EE &= UELICLEO| =X HEE A HE 27t gisLct
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CONFIGURATION STATE

Configuration Issues:

Devices State: stable
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8}
Features. CICIW NN 3.0 | ALL PARAMETERS
META FOLDER/PARAM KEY
All
Edit Cluster Parameters 2 0| L}E}FHLICEH, PortChanneI° 22l5t04 S Mol HeIE X|EHELICE Port
Channel Member Z2C{E &&5t1 724 S4A2 2 °"'L_/Ef Zt S Mof et Mode 20t Za L

Ch.
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L4-L7 Devices - ASA-Admin-Ctx

Features: UL 30 | ALL PARAMETERS
META FOLDER/PARAM KEY FOLDER/PARAM INSTANCE NAME VALUE

B3 Port Channel Member PortChannelMember
[=] Interface interface GigabitEthernetl/4
[=] Channel Group ID port_channel_id 27

='EI Port Channel Member PortChannelMember2
[=] Interface interface GigabitEthernet/s
|=] Channel Group ID port_channel_id 27

All

2RE|H AAH HEIAE| M ASAM ZE &' MMH0| ZAIELICHOIE &OI5te{T A|AR] Z4E
AE0f HAM|A 304 show port-channel summary & e A2 =g

ciscoasa#

show port-channel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended



- Hot-standby (LACP only)
- in use N - not in use, no aggregation/nameif
- not in use, no aggregation due to minimum links not met

g R am

- waiting to be aggregated

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— o e

27 Po27 (N) LACP No Gi0/4(P) Gi0/5(P)
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Create L4-L7 Devices
STEP 1 > General 1. General 2. Device Configuration
Please select device package and enter connectivity information.
User Ctx IP
General Device 1
Managed: Management IP Address:l 192.168.20.10 I Management Port: hitps -
Name: ASA-jristain-Ctx
Device Interfaces: X +
Service Type: Firewall d
Mame Path
Device Type: PHYSICAL port-channel27 Node-101-102/Joey-ASA
Physical Domain: Joey-ASA - @
Mode: @ Single Node ) HA Cluster
Device Package: CISCO-ASA-1.2 - P
Model: ASA5585-without-10GE - Admin Ctx IP
Cluster
Function Type: e Management IP Address:l 192.16810.10' Management Port: https -
Cluster Interfaces: x +
Type Name Concrete Interfaces
consumer consumer Device1/port-channel2?
provider provider Device1/port-channel2?
Connectivity
APIC to Device @ Qut-Of-Band
Management Connectivity: _
) In-Band
Credentials
Username: apic
Password: seeseee
Confirm Password: e
K= I.I:Hl. I.Q_QQ St A Ol | I.KI'HX"X-II:IE MsSE Z|o |.0-IA | I.
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CONFIGURATION

Configuration Issues:

STATE

Devices State: stable
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4. Device Type(C/HIO[A RF)E AMEIEfLIC.

5. EECHR HFAIM VMM ZH2lVirtual?l ZBR)2 MEHELICH.

6. ZEE MEHSHL TS

7. Device Package E&LCH2 M0l M Cisco-NetScaler1KV-1.02 MEHELI|CH
8. EECI2 HFHM ZEE ME R LICHVirtual Appliance= NetScaler-VPXZ).

9. Connectivity(24 &) G2I0{| A APIC to Device Management Connectivity(APIC to Device
Management Connectivity) S 442 ME{EFL|C}

10. Credentials(Xtd &H) ¥ 240i Username(AtE A} 0|F) & Password(H|ZH3Z)E =38 L
Ct.

11. Device 1 ¥4 9| Management IP Address Z = (Portet &7H)0l Admin ZAEIAEO[ P T4 E
ULt vME MEIEILICH IS Rl E2).

12. Device Interfaces(C|HtO|A QIE{H|O|A) 252j0i| o/F QIE{H|O|AE M5t AFESHR| i
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Create L4-L7 Devices om

STEP 1 > General 1. General 2. Device Configuration

Please select device package and enter connectivity information.

General Device 1
Managed: Management IP Address: 1982.168.30.10 Management Port: https -
Name: NetScaler1000V -
VM: Joey-VC/Netscaler - @
Service Type: ADC -
Device Interfaces: x +
Desiceiype: FHYSICAL VIRTUAL Name WNIC Path {Only For Route Peering)
VMM Domain: Joey-VC - @ external Network adapter 2
- - internal Network adapter 3
Mode: @ Single Node () HA Cluster
Device Package: Cisco-NetScaler1Kv-1.0 v @
Model: NetScaler-VPX -
Cluster
Management IP Address: 192.168.30.10 Management Port: https -
Cluster Interfaces: x +
Type Name Concrete Interfaces
consumer consumer Device1/external
Con nectlwty provider provider Device1/internal

APIC to Device @ OQut-Of-Band
Management Connectivity: _
() In-Band

Credentials

Username: nsroot

Password: -

Confirm Password: ...

NEXT CANCEL

N

15. C|HtO|A 7} oF % 0| A& ol el=X| & lghLict

CONFIGURATION STATE

Configuration Issues:
Devices State: stable -
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L4-L7 Services(L4-L7 A{H|A) > L4-L7 Service Graph Templates(L4-L7 A{H|A 2= RIE ! 4
= O|S35t1 CI2 CHAIE 2= &LCt.

1. Graph Name ZE0{ O|§& =drLICt.

2. C|HIO|AE T =35loF 5t= &= AMCHE Device Clusters 30| A Bo{A =& L|CH ZHZtof CHst
O|§S YU=deL|ct.
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Create L4-L7 Service Graph Template

Drag device clusters to create graph nodes.

Graph Type:
] Y

@ Create A New One (©) Clone An Existing One

= Joey-Tenant /ASA-Admin-Cix (Managed Firewall)

= Joey-Tenant JASA-istain-Ctx (Managed Firew...  Consumer Provider
.._'E Joey-Tenant /NetScaler1 000V (Managed ADC) ] == P c <= P
= ]
ASA-jristai... NetScaler1...
L] L ]
ASA NS

Please drag a device from devices table and drop it here to create a service node.
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: ) Routed

@ Transparent ADC: @ Two-Arm (©) One-Arm

Profile: CISCO-ASA-1.2/WebPalicyForTranspare « @

Profile: Cisco-NetScaler1KV-1.0/WeblnlineVSer - =

HHlA J24T HES 75

HESZ A48 £ ClHto|Ao| 2FE = Y& LIt Tenant(Ell E) > L4-L7 Services(L4-L7 AH|
) >

) > L4-L7 Service Graph Templates(L4-L7 MH|A 2= B&3!) > Service Graph Template(A
HlA Jeiz HER M) 2 o|SELCt

HoF EHoi| M C}S EHAIE 2t =2 &Lt
1. Consumer EPG / External Network E&CI2 |70 M AH|X EPGE MEHEFLICE.

2. Provider EPG /External Network E&LCI2 HF0|M XS A EPGE MEHEHL|CH.

3. Contract Information F30|M A A2k ME5H7LE olO] /e AlFE ME4EHLICE

Apply L4-L7 Service Graph Template To EPGs

STEP 1 > Contract

1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
Config A Contract Between EPGs
EPGs Information
Consumer EPG / External Network: Joey-Tenant/OSPF/External - @ Provider EPG / External Network: Joey-Tenant/Webj/epg-Web

® %

Contract Information

Contract: @ Create A Mew Contract () Choose An Existing Contract Subject

Contract Name: allow-all

No Filter (Allow All Traffic):

Z20Z ol M Chg BHHIE tE g



1. BD EELCIR HIF0A ASA 2|5 QIE{H|o|A0| CHEF BDE ME4EILICE
2. BD EELC}2 H70lAM ASA LIS 2IE{H|0|A Q| BDE MEAEILICE.

3.BD =

Ifu
o

Ct2 M0 NetScaler 2|5 2IE{H|0|A S| BDE MEATILICE.

4. BD EEC2 M50 A NetScaler L5 QIE{H| 0|A S| BDE AMEHEFLICE.

Apply L4-L7 Service Graph Template To EPGs om
STEP 2 > Graph 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
Config A Service Graph
S Consumer Provider

= Josy-Tenant /ASA-Admin-Ctx (Managed Firewall) o = e o ‘i "
Joey-Tenant /ASA-ristain-Ctx {(Managed Firew... ASA-jristal... NetScalert...
f'E Joey-Tenant /MNetScaler1 000V (Managed ADC) Externel Web
ASA ¢ NS ¢
ASA-jristain-Ctx Information NetScaler1 000V Informatian
Firewall: transparent ADC: two-arm
Profile: WebPalicyForTransparentMode Profile: WeblnlineVServerProfile
Consumer Connector Consumer Connector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-Routed - @ BD: Joey-Tenant/Web-FW-ADGC - @
Cluster Interface: consumer - i Cluster Interface: consumer - i@
Provider Gonnector Provider Gennector
Type: @ General ©) Route Peering Type: @ General ) Route Peering
BD: Joey-Tenant/Web-FW-ADC - @ BD: Joey-Tenant/Web - @
Cluster Interface: provider - @ Cluster Interface: provider - @

| PREVIOUS ” NEXT I| CANCEL I

ASA Parameters B0 M Het= OH7i#H -8 UZ{EfLICE Ol 12| 07} Hr= ERSHK| 2f&LICH

NetScaler Parameters(NetScaler D7/ #1<) 0| A OFALE S35H NetScaler Z1Z| 1240 ME 1=
grLct.




Apply L4-L7 Service Graph Template To EPGs (i ] %]

STEP 4 > NetScaler1000V Parameters 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters

config parameters for the selected device

Profile Name:
Folder/Param Name Value Write Domain

= e e == = ey
%] =l netmask netmask 255.255.255.0
= 4 Tp vip1_inline
M =l ipaddress ipaddress 172.25.31.1
=] =l netmask netmask 255.255.255.0

All = 4 ‘=3 Load Balancing Virtual Server Ibvserver
%] = ipvas ipv46 192.168.200.10
=] =)l name name server
= 4 7 service group servicegroup_1
=] rl _B! bind/unbind servicegroupmember to servicegroup servicegroup_servicegroupmenm...
=] Eie i 192.168.200.254
=] =) servicegroupname servicegroupname Web-Servers
4 =¥ Function Config Function
=] =3 Load Balancing Virtual Server servert
| =T service group Web-Servers

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

| PREVIOUS I| FINISH ” CANCEL I
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CtS2 &olghLlct.
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CREATION TIME LAST TRANSITION AFFECTED OBJECT LIFECYCLE DESCRIPTION
uniften-{uniftn-Joey-Tenant]-

scriptHandlerState/ cDevState-[uniftn-
Joey-Tenant/IDevVip-ASA-Admin- Device configuration resulted in *Script waming : Either the cable is
. X e X Cix/cDev-ASA-Admin- g incorrect or not plugged into the interface connector : * for on
2015-12-08T17:35:01.557+00:00 2015-12-08T17:37:22.799+00:00 COx_Device, 1]/devHealth-[uni/tn- Raised device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ch in tenant
Joey-Tenant/|DevVip-ASA-Admin- Joey-Tenant
ChoxfcDev-ASA-Admin-
Ctx_Device_1/cIf-[port-channell]]

Fault Properties om
| cenera [IETSERE
Sk

PROPERTIES
Severity: warning
Last Transition: 2015-12-08T17:37:22.799+00:00
Lifecycle: Raised

Affected Object: @uni,‘ ten-[uni/tn-Joey-Tenant]-scriptHandlerState/cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
Admin-Cbx/cDev-ASA-Admin-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-Admin-
Ctx/cDev-ASA-Admin-Cbx_Device_1/cIf-[port-channell]]

Description: Device configuration resulted in *Script warning : Either the cable is incorrect or not plugged into the
interface connector : * for on device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ctx in tenant
Joey-Tenant

Explanation:
This fault cccurs when the L4-L7 service returns a warning fault

Recommended Action:
If you see this fault, please refer to L4-L7 device vendor documentation.

Details v

O| ZXIE sHAstzd™ ZE &' o7} -_rl**EIO-I olT ZE iH'=d0| ASAMIM S FOIX|
EolstMAl. 2ol dredof CHE REAIBH LIE 2 O] & A2l Configure the Port-Channel
Parameters MM E F X5 A AL,

ClIE{HO|A 7} 2 &3 X|2t O|2{E Z2& 0l A& EA|IE|l= B Cisco B2 ID CSCuw56882 [
2 £ Q&LICH ol HOE 1.2.3 C/HFO[A T Z[X] X[ 0l M 1.2(x) ACI AZE Qo] ZIZ[A0]
CHal T ™HELICHC|HFO|A THF| K| 07| M CHRZEE &~ U&LICH

AJRIE @F:HA 27:401 F2l0|HE 27 HEH g1S:

2l


https://tools.cisco.com/bugsearch/bug/CSCuw56882/?reffering_site=dumpcr
https://software.cisco.com/download/release.html?mdfid=283123066&softwareid=286279676&release=1.2.4.8&relind=AVAILABLE&rellifecycle=&reltype=latest

2015-12-08T21:27:16.948+00:00

2015-12-08T21:27:22.985-+00:00

Fault Properties o b4

uniften-[uniftn-Joey-Tenant]-

smmeand%d)gA%[yn_m Device configuration resulted in *Major script error : Connection
Joey-Tenant/|De: i LR ok error : 401 Client Error: Unauthorized* for ASA-jristain-Ctx_Device 1
u’-“f: ‘”e‘_“"‘s"{]}"'l Dt ng AL S s e & TEIE o Gl e e [
Joey-Tenanty/|DevVip-ASA-jristain- S LT FETN

ChxfcDev-ASA-jristain-Cty_Device_1]

uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDewvState-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
ChxfcDev-ASA-jristain-Cty_Device_1]

Device validate operation for device ASA-jristain-Chx_Dewvice_1 in

S cluster ASA-jristain-Chx in tenant Joey-Tenant failed

HISTORY

PROPERTIES

Explanation:

Details

Severity:

Last Transition:
Lifecycle:
Affected Object:

Description:

This fault occurs when the L4-L7 service returns a major fault

Recommended Action:
If you see this fault, please refer 1o L4-L7 device vendor documentation.

major
2015-12-08T21:27:16.948+00:00
Soaking

@unl [ten-[uni/tn-Joey-Tenant]-scriptHandlerState/ cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
jristain-Ctx/cDev-ASA-jristain-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-jristain-
Ctx/cDev-ASA-jristain-Ctx_Device_1]

Device configuration resulted in *Major script error : Connection error : 401 Client Error:
Unauthorized* for ASA-jristain-Ctx_Device_1 on device ASA-jristain-Ctx_Device_1 in cluster ASA-
jristain-Ctx in tenant Joey-Tenant
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