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BD2 (10.1.2.254/24)

BD1 (10.1.1.254/24)
Unicast routing enabled

Unicast routing enabled

EP A EPB
10.1.1.1/24 10.1.2.1/24
MAC:0000.1001.0101 MAC:0000.1001.0201

2 £ EX HE HIAER

Q|H}X4O|

220 HE EfAl & &l BE Lo

ol

A

1

MO

=

rlo

M EHm 2ol — 20U REM HAA
. BD H{H|O|A|E HO|EQO|E Z|= =0 ZFEA|5H0F &HL|C}.
. CH&F BD MEYlof ciet A2 & 2l= = =0of FA|Z|o{of ghL|Ct.
. SAEQ| 7|2 HOo|ES 0|0 CHEt ARPE = QISHOF B LICE.

2% el — 2|Z = oM CLIE S35l &f& X Elo|8 ¥5 A3

. AABIE U4 BIE wE7t ICEQIES 45T CHA A EQIES Stastex|
LICH &% E|0|2 - 'show endpoint TEP CH& — 'show interface tunnel <x>"show ip route

<TEP address> vrf overlay-1' &0 TEP CHA 2 &1 Ql&LICH
AL ET AEXZQIEE ShEst=X| EHQUTLICH 'SAF LHR HE EAf

M Hm &el — miZlg +Estn ZE 48 B

. ELAM(ELAM Assistant EE= CLI)&
. £ = TriageE AI83%t0{ EERE FMFLICH

Ap{EI A= QlE CHEt EX s HIAZER
BD2| HH|O|A|E HO|E 0| =l
O| M= CI2 AA Sl CHAF JAIE ZQIE T} AP EILC}.

- EP A10.1.1.1 leaf1.



. VPC 4 |eaf3 &! leaf4 ol2{2| EP B 10.1.2.1&lL|C}.

CtS T{HO|A|E HO|ES 0|7t E Al=|o{oF BFLICH.

- leaf12| BD1 #|O|E % O[0f| CHEF 10.1.1.254/24

. leaf3 1! leaf42| BD2 H|O|E%||Ofod| CHEl 10.1.2.254/24

CIS S AF85t0d &0lE £ &LICH leaf = =0 M 'show ip interface vrf <vrf name>'

leafl# show ip interface vrf Prod:VRF1

IP Interface Status for VRF "Prod:VRF1"

vlan7, Interface status: protocol-up/link-up/admin-up,
IP address: 10.1.1.254, IP subnet: 10.1.1.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

leaf3 &! 4:

leaf3# show ip interface vrf Prod:VRF1

IP Interface Status for VRF "Prod:VRF1"

vlanl, Interface status: protocol-up/link-up/admin-up,
IP address: 10.1.2.254, IP subnet: 10.1.2.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

leaf4# show ip interface vrf Prod:VRF1
IP Interface Status for VRF "Prod:VRF1"

vlanl32, Interface status: protocol-up/link-up/admin-up,

IP address: 10.1.2.254, IP subnet: 10.1.2.0/24
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

iod:

iod:

iod:

106,

159,

159,

mode:

mode:

mode:

pervasive

pervasive

pervasive

leaf32} leaf4= & LeF THH|O|A|E HO|EL{O| FAE 7HX|X|B SVIO CHslt MZ CHE VLAN =

3t7F LIEFE = Ql&Lich

. leaf3& VLAN 12 AL E&tL|Ct.
. leaf4= VLAN 1322 At2EfLCt,

O[= VLAN 1 EE= VLAN 1327} leaf| 2Z VLANO|7| & & L|Ct.

IHH| O| A2 H[O|ESO
otH st= A&ol iz S gL

Leafoil A 2t 2 El|O|& &2l

| IP A7} leafod] FAIL|X| k2 42

Leaf10ll= MEY 10.1.2.0/240{ A= Z QIE T} AX|BE O] MEUI| =& 5te{™ sHE

A2 7} Qlo{of gh|ct.

leafl# show ip route 10.1.2.0/24 vrf Prod:VRF1
IP Route Table for VRF "Prod:VRF1"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

10.1.2.0/24, ubest/mbest: 1/0, attached, direct, pervasive

APIC GUIOI M VLANE 75

Me

otx| =

Sloi| cHet



*via 10.0.8.65%0verlay-1, [1/0], 00:22:37, static, tag 4294967294
recursive next hop: 10.0.8.65/32%overlay-1
'pervasive’ 2! 'direct' Z2i27} X1 E BZE 9| next-hop2 10.0.8.65LICt. O|= 2 E spinedl U=
anycast-v4 L8 FAQIL|C}

leafl# show isis dteps vrf overlay-1 | egrep 10.0.8.65
10.0.8.65 SPINE N/A PHYSICAL, PROXY-ACAST-V4

Or&E7ER| 2 leaf3 2! leaf4= 10.1.1.0/2401 CHEF A2 7} Qlo{ofF &fLC}.

leaf3# show ip route 10.1.1.1 vrf Prod:VRF1l

IP Route Table for VRF "Prod:VRF1"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

10.1.1.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.8.65%0overlay-1, [1/0], 00:30:25, static, tag 4294967294
recursive next hop: 10.0.8.65/32%overlay-1
o243t B27t = E B2 BD12| EPGE BD22| EPG 7tofl Aol gi7| ME Y == U&LICH 2[=
otziol BD12| 24 E70| gio™ BD1 H{H|O|A|E HO|E0|7} leaf= F A|=|X| S &LICH.
BD12| CH2 EPGQ} H%S We EPGH| 2Z A= ZQIET} Ql= B2 BD1 MEYI2 leafoll M &t
ElLICH.

7|2 #H|o|E% o] IPoi| CHEF ARP QI

EL A=ZRIET} 2 F5t= leafol= THHIO|A|E HO|EQ 0|7t R{0{0F S22 T{H|O|A|E H[O|E
flolol CHEF ARP 272 &4 = leafol 2fsH siAx/o{ok ELICH Chg BHES AHEstoi =24

leafoll A O|& = QIE & U&LICH

leafl# show ip arp internal event-history event | egrep 10.1.1.1
[116] TID 26571:arp_handle_arp_request:6135: log collect_arp_pkt; sip = 10.1.1.1; dip =
10.1.1.254;interface = Vlan7; phy_inteface = Ethernetl/3; flood = 0; Info = Sent ARP response.
[116] TID 26571:arp_process_receive_packet_msg:8384: log collect_arp_pkt; sip = 10.1.1.1; dip
= 10.1.1.254;interface = Vlan7; phy interface = Ethernetl/3;Info = Received arp request

elaA BlZ= AA IP & MAC AEXZQIE &g
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i) T

Enl Polnt MAC L] - Learning  Hosting Multicas?
Source Sarve :

Adress

Y
MAC IP - Learning Hosting Reportin: Interface
Source Server Controlle
Name

0e

Encap

Multicasi Encap
Address

EH A= ZQIETI 2 leafoil M & ZI=X] FRELICE 097]X leaf10{Af IP 10.1.1.10] & & E[A
ola

EX| FelgfLct

leafl# show endpoint ip 10.1.1.1

Legend:
s - arp H - vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr
L - local E - shared-service
e o o - o - tmmm -
-———t
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
e o o - o - tmmm -
-———t
46 vlan-2501 0000.1001.0101 L
ethl/3
Prod:VRF1 vlian-2501 10.1.1.1 L
ethl/3

flof EAIE OE =2 QIE EHXE= CHZ0 Z &Lt

>

. EPG(vlan-2501)2] VLAN Zi£3} & eth1/30{| A &
VLANS 46)

- IP 10.1.1.18| VRF(Prod:VRF1)

i
=
>
@)
M

Ol 7I& HIER TS ARP IEE|Qt STt o Z olalle = QU&LICH ACIE HIEEZQIE S| ARP
EO|20i ARP HEE MESHX| &t &LICH QIEXQIE = A= X QIE E|O|Z 0B EAIFLICH
leaf2| ARP E{|O|& & L30ut CtS &018F AFSElLICt
leafl# show ip arp vrf Prod:VRF1l
Flags: * - Adjacencies learnt on non-active FHRP router

+ - Adjacencies synced via CFSoE

# - Adjacencies Throttled for Glean

D - Static Adjacencies attached to down interface IP ARP Table for context Prod:VRF1

Total number of entries: 0
Address Age MAC Address Interface
<NO ENTRY >

elagA 2l cial IP =3| - 2Rl f 2



CHAN IP7F 4%
L|C}. leaf10d| &
st& it

HAJ=ERIE
St A=ZRIE

@%%ﬂﬂ%uﬂééxﬂ%gmgwwmuﬂwmﬁsmwmwmn%%%
Fotxl te22, S| EH= st&E B QAEHO[A(EHE 4)E 7tE7|22 35

o= IP E= MAC & StLtRt
9| MAC —’F-_/.\_QI- IP =48 °|

T T

leafl# show endpoint

ip 10.1.2.1

Legend:
s - arp H - vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr
L - local E - shared-service
B il o o - o o ——
—-———
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
B il o o - o o ——
—-———
Prod:VRF1 10.1.2.1 p
tunneld
leafl# show interface tunnel 4
Tunnel4 is up
MTU 9000 bytes, BW 0 Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.95/32 (1o00)
Tunnel destination 10.0.96.66
Last clearing of "show interface" counters never
Tx
0 packets output, 1 minute output rate 0 packets/sec
Rx
0 packets input, 1 minute input rate 0 packets/sec
CH& TEPE leaf3 & 4 VPC & 2| OHLIZHAE TEPO|H spine0l| CHEH Y213 & S8l & ELICH

leafl# show ip route 10.0.96.66 vrf overlay-1
IP Route Table for VRF

(]

"overlay-1"
denotes best ucast next-hop

'**' denotes best mcast next-hop
"[x/y]!

'%<string>'

denotes [preference/metric]

in via output denotes VRF <string>

10.0.96.66/32, ubest/mbest: 4/0
*via 10.0.88.65, ethl1/49.10, [115/3], 02w06d, isis-isis_infra, isis-11-int
*via 10.0.128.64, ethl/51.8, [115/3], 02w06d, isis-isis_infra, isis-11-int
*via 10.0.88.64, ethl/52.126, [115/3], 02w06d, isis-isis_infra, isis-11-int
*via 10.0.88.94, ethl/50.128, [115/3], 02w06d, isis-isis_infra, isis-11-int

IP10.1.2.101 CH3t 7t A= ZQIE 242 Al

8ot &g + U&LICH

XM E £ 'show system internal epm endpoint ip <ip>' &

leafl# show system internal epm endpoint ip 10.1.2.1

MAC 0000.0000.0000 Num IPs : 1

IP# 0 10.1.2.1 IP# 0 flags 13-sw-hit: No
Vlan id : 0 Vlan vnid : 0 VRF name Prod:VRF1
BD vnid : O VRF vnid 2097154

Phy If : O Tunnel If 0x18010004



Interface : Tunneld

Flags : 0x80004420 ::: sclass : 32771 ::: Ref count : 3
EP Create Timestamp : 10/01/2019 13:53:16.228319

EP Update Timestamp : 10/01/2019 14:04:40.757229

EP Flags : peer-aged|IP|sclass|timer|

He £21 ZHAtollA

ol

- VRF VNID7} M &LICEH VXLANS| =22 mHE=|of &35t Ol AFR El= VNIDRILICH.
. MAC ><¢: 1474 20 #MAAK|X| oz E MAC $¢: 0000.0000.0000 L|C}.

. BFRE|E =20l CHSiAH= BD VNIDE & = Qie, Q1adA E|=Z 7| EIREe| ¥&E st
MAC XH’“* g sE™ELICH &, ¥4 leafe %L*XIQI BDO{| CHEt 7HA|EE #X| £35t11 VRFEL

7*’\I_|Ef
O|A =l VRFL2| VNID?! 20971542 VXLAN IDE 274 TEP 10.0.96.662 2 0|5 5t= VXLAN
zZaj| ol Z&stELICH 2u20l-1 2t & EIOIE(1S-IS FR)0M 2R BEIH T4 TEPO| =23t
LICH 10.0.96.662 leaf3 &! leaf4 VPC 4 2| anycast TEP FA 0|22 leaf3 £ leaf40l TE &L
Ct.

ol1BlA 2lZol AA IP &é&

07| M £2I2 leaf30i| A 7t X2 K| 2t leaf4Of| A H|Z & LICH THZ!0] leaf3(CH4S leaf X TEPL2| &%
holl EE6tH leaf= VRFOIM THZ! Q| &4 IPE & EILICH

|£>3
A

leaf3# show endpoint ip 10.1.1.1

Legend:
s - arp H - vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr
L - local E - shared-service
e e B e tmm -
-———t
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
e e B e tmm -
-———t
Prod:VRF1 10.1.1.1 p
tunnel26

leaf3# show interface tunnel 26
Tunnel26 is up
MTU 9000 bytes, BW 0 Kbit
Transport protocol is in VRF "overlay-1"
Tunnel protocol/transport is ivxlan
Tunnel source 10.0.88.91/32 (1lo0)
Tunnel destination 10.0.88.95
Last clearing of "show interface" counters never
Tx
0 packets output, 1 minute output rate 0 packets/sec
Rx
0 packets input, 1 minute input rate 0 packets/sec

CHA TEP 10.0.88.95= leaf12| TEP £A0|H 2 E spine Y23 & S5l st&ELICH
ol 2|l=of CHe CHA IP =3

OFX|2 CHHl= o|aB|A 2= 7t CHA IPE2 = 3|6t= ZdelLlct. 10.1.2.12 = ZQ1E E|o|E2S &



- 0|84 ElZ= SXX[10.1.212 O (EHRE HIO[E2| /32 ZAE B2t fAH) BE= 2
HHE VRFOIIA & &ELICH

. 0|z 2|Z = MAC 0000.1001. 0201(_*5

. olada 2lZE 10.1.212 Este ESfES

H&dtor & °*_' A& LICH

JOII rII'

&LCt
st ZE A 1(po1)odl A

leaf3# show endpoint ip 10.1.2.1

Legend:
s - arp H - vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr
L - local E - shared-service
e Bt o o - tomm -
-
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
e Bt o o - tomm -
-
2 vlan-2502 0000.1001.0201 LpVv
pol
Prod:VRF1 vlan-2502 10.1.2.1 LpVv
pol

Clole| Z28 MEXf £/

APICO{ M TriageE At&35t04 C[O|E B2 E2 R E [MELICE Triages= ELAMO| o|ESIE 2 AlX|
Clole 80| 2 #fLct. o|Z H 5t™ 30| leaf3 ZE 1/162| EEIMM Lt7t= W2 & lst
MM A Hole B2 E &elg = U&LICH

apicl# ftriage route -ii LEAF:101 -sip 10.1.1.1 -dip 10.1.2.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "6888",
"apicIid": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog 2019-10-01-21-17-54-175.txt

2019-10-01 21:17:54,179 INFO /controller/bin/ftriage route -ii LEAF:101 -sip 10.1.1.1 -dip
10.1.2.1

2019-10-01 21:18:18,149 INFO ftriage: main:1165 Invoking ftriage with default password
and default username: apic#fallback\\admin

2019-10-01 21:18:39,194 INFO ftriage: main:839 L3 packet Seen on bdsol-aci32-leafl
Ingress: Ethl/3 Egress: Ethl/51 Vvnid: 2097154

2019-10-01 21:18:39,413 INFO ftriage: main:242 ingress encap string vlan-2501
2019-10-01 21:18:39,419 INFO ftriage: main:271 Building ingress BD(s), Ctx

2019-10-01 21:18:41,240 INFO ftriage: main:294 Ingress BD(s) Prod:BD1

2019-10-01 21:18:41,240 INFO ftriage: main:301 Ingress Ctx: Prod:VRF1

2019-10-01 21:18:41,349 INFO ftriage: pktrec:490 bdsol-aci32-leafl: Collecting transient
losses snapshot for LC module: 1

2019-10-01 21:19:05,747 INFO ftriage: main:933 SIP 10.1.1.1 DIP 10.1.2.1

2019-10-01 21:19:05,749 INFO ftriage: wunicast:973 bdsol-aci32-leafl: <- is ingress node
2019-10-01 21:19:08,459 INFO ftriage: wunicast:1215 bdsol-aci32-leafl: Dst EP is remote
2019-10-01 21:19:09,984 INFO ftriage: misc:657 bdsol-aci32-leafl:

DMAC (00:22:BD:F8:19:FF) same as RMAC(00:22:BD:F8:19:FF)

2019-10-01 21:19:09,984 INFO ftriage: misc:659 bdsol-aci32-leafl: L3 packet getting

routed/bounced in SUG
2019-10-01 21:19:10,248 INFO ftriage: misc:657 bdsol-aci32-leafl: Dst IP is present in



SUG L3 tbl

2019-10-01 21:19:10,689
DIPo(10.0.96.66)

2019-10-01 21:
IF: Eth2/1 in
2019-10-01 21:

port GPD Info

2019-10-01 21:

IFS: Eth2/1 Asic
2019-10-01 21:21:33,894 INFO

Ingress:

2019-10-01 21:21:33,895 INFO

losses snapshot for LC module:

2019-10-01 21:21:54,487 INFO
2019-10-01 21:22:01,568 INFO

2019-10-01
(DIPo = 10
2019-10-01
10.0.96.66
2019-10-01

2019-10-01 21:22:10,799 INFO

for fc: 22

2019-10-01 21:22:10,799 INFO

IFS: FC-22/0 LC-2/0 Port-1 Asic

2019-10-01 21:22:29,322 INFO
aci32-spine3
2019-10-01 21:22:29,322 INFO

losses snapshot for FC module:

2019-10-01 21:22:31,571 INFO

2019-10-01 21:22:31,572 INFO

2019-10-01 21:22:31,991 INFO

IFS: LC-2/0 FC-22/0 Port-1 Asic

INFO ftriage: misc:
is one of dst TEPs ['10.0.96.66"]
20:56,148 INFO ftriage: main:
candidate list
21:01,245 INFO ftriage: node:
for lc: 2
21:01,245 INFO ftriage: fcls:
:0 Slice: 0 Srcid: 32
ftriage: main:
Eth2/1 Egress: LC-2/0 FC-22/0 Port-1 Vvnid:
ftriage: pktrec:
ftriage: fib:
ftriage: wunicast:
dbg_sub_nexthop with Transit inst: ig infra: False
21:22:01,682 INFO ftriage: wunicast:
.0.96.66)
21:22:05,713 INFO ftriage: wunicast:
present in RIB
21:22:05,713 INFO ftriage:
LC-2/0 FC-22/0 Port-1 to FC interface:
ftriage: node
ftriage: fcls
:0 Slice: 2 Srcid:
ftriage: wunicast
with Ingress: FC-22/0 LC-2/0 Port-1
ftriage: pktrec
22
ftriage:
FC-22/0 LC-2/0 Port-1 to LC interface:
ftriage:
Transit pkt-type L3 packet on egress LC on Node:
ftriage: fcls
:0 Slice: 1 Srcid:
ftriage: wunicast

2019-10-01 21:22:48,952 INFO

egress
vnid:

2019-10-01 21:22:48,952 INFO

losses snapshot for LC module:

2019-10-01 21:23:50,748 INFO
IF: Ethl/51 in candidate list
2019-10-01 21:24:05,313 INFO

node:1331 bdsol-aci32-spine3:
FC-22/0 LC-2/0 Port-1

657 bdsol-aci32-leafl: RwDMAC

622 Found peer-node bdsol-aci32-spine3 and
643 bdsol-aci32-spine3: Extracted Internal-
4414 bdsol-aci32-spine3: LC trigger ELAM with
839 L3 packet Seen on bdsol-aci32-spine3
2097154

490 Dbdsol-aci32-spine3: Collecting transient
332 bdsol-aci32-spine3: Transit in spine
1252 bdsol-aci32-spine3: Enter

glbs.dipo: 10.0.96.66

1417 bdsol-aci32-spine3: EP is known in COOP
1458 bdsol-aci32-spine3: Infra route

Mapped LC interface:

:460 Dbdsol-aci32-spine3: Extracted GPD Info
:5748 bdsol-aci32-spine3: FC trigger ELAM with
24

:1774 L3 packet Seen on FC of node: bdsol-
Egress: FC-22/0 LC-2/0 Port-1 Vvnid: 2097154
:487 Dbdsol-aci32-spine3: Collecting transient

node:1339 bdsol-aci32-spine3: Mapped FC interface:

14414
0
:1510

Transit pkt Seen on bdsol-aci32-spine3 Ingress:
2097154

LC-2/0 FC-22/0 Port-1
unicast:1474 bdsol-aci32-spine3:
bdsol-aci32-spine3 IFS: LC-2/0 FC-22/0 Port-1

Capturing Spine
bdsol-aci32-spine3: LC trigger ELAM with

bdsol-aci32-spine3:
LC-2/0 FC-22/0 Port-1 Egress:

L3 packet Spine
Eth2/3

bdsol-aci32-spine3: Collecting transient

Found peer-node bdsol-aci32-leaf3 and

L3 packet Seen on bdsol-aci32-leaf3

Ingress: Ethl/51

2019-10-01 21:24:05,427 INFO

losses snapshot for LC module: 1

2019-10-01 21
1d:4326 scope:34
2019-10-01 21:24:
2019-10-01 21:24
2019-10-01 21:24:
2019-10-01 21:24:
2019-10-01 21:24:
with Local inst:
2019-10-01 21:24:

124

invokes dbg_sub_eg for vip

2019-10-01 21:24:
2019-10-01 21:24:
2019-10-01 21:24:
egr if (Pol)

2019-10-01 21:24:
SUG L3 tbl

2019-10-01 21:24:

ftriage: pktrec:490
ftriage: main: 622
ftriage: main:839
Egress: Ethl/12 (Pol) Vnid: 11365
ftriage: pktrec:490
24,369 INFO ftriage: nxos:1404
filter:65534
25,698 INFO ftriage: main:522
:25,704 INFO ftriage: main:313
27,510 INFO ftriage: main:331
27,510 INFO ftriage: main:332
30,536 INFO ftriage: wunicast:1252
eg infra: False glbs.dipo: 10.0.96.66
30,537 INFO ftriage: wunicast:1257
30,537 INFO ftriage: wunicast:1784
30,684 INFO ftriage: wunicast:1833
30,685 INFO ftriage: misc:657
30,943 INFO ftriage: misc:657
31,242 INFO ftriage: misc:657

bdsol-aci32-leaf3:

bdsol-aci32-leaf3:

Collecting transient

nxos matching rule

Computed egress encap string vlan-2502

Building egress BD(s

), Ctx

Egress Ctx Prod:VRF1

Egress BD(s):

bdsol-aci32-leaf3:
bdsol-aci32-leaf3:
bdsol-aci32-leaf3:
bdsol-aci32-leaf3:

bdsol-aci32-leaf3:

bdsol-aci32-leaf3:

Prod:BD2
bdsol-aci32-leaf3:

Enter dbg_sub_nexthop
dbg_sub_nexthop
<- 1s egress node

Dst EP is local
EP if(Pol) same as
Dst IP is present in

RW seg_1d:11365 in



SUG same as EP segid:11365

2019-10-01 21:24:37,631 INFO ftriage: main:961 Packet is Exiting fabric with peer-

device: bdsol-aci32-n3k-3 and peer-port: Ethernetl/12

ELAM Assistant 22 AlES35104 o|22|A 2= o] miZ! ZHR]

CH=S 2 leaf30{| A ELAM Assistant &0| AT} Ql0AM Q= THZIS
MEE & £ &Lt

. Q€ #lo]of 4 HE o] VNID(VNID= 2097154) Q] L|C},
. Q82 L35 AA TEP 2! 2XX| TEP.
ELAM Assistant — L3 2 0|a8|A 2|Z(15)

L2 Header

L3 Header

ELAM Assistant — L3 &2 0|84 2|z (28)



Destination MAC

Source MAC

Access Encap VLAN

CoS

L3 Type

Destination IP

Source |P

IP Protocol

DSCP

TTL

Don't Fragment Bit

L4 Type

DL (Don't Leamn) Bit

Src Policy Applied Bit

Dst Policy Applied Bit

Source EPG (sclass [ src pcTag)

VRF/BD VNID

L2 Header (Outer VXLAN)

000C.0COC.0CoC

000D.0D0D.0DOD

L3 Header (Outer VxLAN)

IPva
10.0.96.66 (vPC (103_104))

10.0.88.95 (bdsol-aci32-leaf1)

0x11 (UDP)
0

31

0x0 (0x0)

L4 Header (Outer VxLAN)

IVXLAN

0 (not set)

0 (Contract has yet io be applied)
0 (Contract has yet to be applied)
OxBOO2 [ 32770 (Prod:App:EPG1)

2097154 (ProdVRF1)

Packet Forwarding Information(IHZ! MY HE) MMME ZE M 10| LIS S QI

ELAM Assistant — L3 0|84 2l — o) Z G HE

Forward Result

Destination Type
Destination Logical Port
Destination Physical Port
Sent to SUP/CPU instead

SUP Redirect Reason (SUP code)

Destination EPG pcTag (dclass)
Source EPG pcTag (sclass)

Contract was applied

Drop Code

To a local port
Po1

eth1/12

no

NONME

32771 (null)

32770 (null)

1 (Contract was applied on this node)



of = ol A= OlEOf CHEF X 33 {IaER
o] MM MHE QladA 2= 7 2XX| IPE 2E2E= Ao xl0|XMe HoiE L},
CladA 2l= cHa IP =3

5 WY S CHA IPOY CHEH IS ZQIE 80| QU= K| BRlIsHE ZiglLict

leafl# show endpoint ip 10.1.2.1

Legend:

s - arp H - vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - local-aged m - svc-mgr

L - local E - shared-service

o o o — o o ——

-—+
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

o o o — o o ——

—-——+
<NO ENTRY>
S x4x|ofl ChEt o

AEZQIE EO|E0f ol F R gle8 2 OhE Bl SHX[ol it 7HE ZI HFAL
Ux| HE 2 F=
= o = —

-
et 2 ElO|E2E #lste Zﬂ |LICH.

leafl# show ip route 10.1.2.1 vrf Prod:VRF1l

IP Route Table for VRF "Prod:VRF1"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'%$<string>' in via output denotes VRF <string>

10.1.2.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.8.65%0overlay-1, [1/0], 01:40:18, static, tag 4294967294
recursive next hop: 10.0.8.65/32%overlay-1

/24 BD MEY 10.1.2.0/2401 £8tCh= 242 leaf7t CHA TEP 10.0.8.65(spinef| anycast-v4)E AS
5104 VXLANOIAM Z 8|2 Z&ststcte 42 2l0|ghuc =82 VRF VNID2! VXLAN IDE At
&Lct

21 Qloj CiEt COOP =2| — Ci & IP &2l

‘H7'° IP Cl|O|E{H|O| A0 COOP = 3|E £&iste ALlQl & tLio| TEELICH AAE &0I5
T COOP HO|E{H[O| A0 CHA IPE SHIZ OF

COOP Cl|O|E{H[O| A0 M IPE & 22{H 7|7} VRF VNIDLICHO| ool M= 2097154)

of2 £240i A COOP Cl|O|E{H|O|A01 TEP 10.0.88.95(leaf1)2] A A |PO| CHE &S 0| 2HIZH £

FElo] AS S el + AU&LICH

spinel# show coop internal info ip-db key 2097154 10.1.1.1
IP address : 10.1.1.1

vrf : 2097154

Flags : O

EP bd vnid : 15302583



EP mac : 00:00:10:01:01:01
Publisher Id : 10.0.88.95
Record timestamp : 10 01 2019 14:16:50 522482647
Publish timestamp : 10 01 2019 14:16:50 532239332
Seq No: 0
Remote publish timestamp: 01 01 1970 00:00:00 O
URIB Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.88.95

Tunnel ref count : 1

otel £232 COOP Hi|O|E{H| 0| A0f| TEP 10.0.96.66(leaf3 & 4 VPC & 2| ojLIFHAE TEP)S| CH&t
IP &=0| 2HEA USE EoiELIC

spinel# show coop intermnal info ip-db key 2097154 10.1.2.1
IP address : 10.1.2.1
vrf : 2097154

Flags : 0
EP bd vnid : 15957974
EP mac : 00:00:10:01:02:01

Publisher Id : 10.0.88.90
Record timestamp : 10 01 2019 14:52:52 558812544
Publish timestamp : 10 01 2019 14:52:52 559479076
Seq No: 0
Remote publish timestamp: 01 01 1970 00:00:00 O
URIB Tunnel Info
Num tunnels : 1

Tunnel address : 10.0.96.66

Tunnel ref count : 1

0| AlL}2|20AH COOPE CHAH IPE 211 QloE 2 VXLAN IHZI0IM Q|8 IP Sl el chat IPE
10.0.96.662 2 KAt A48t C}S leaf3 EE = leaf4(ECMP A0 [} 2t CHE) 2 M EFLICH VXLAN
Hol AA IPE HAZIX| 222 |eaflt PTEPRILICE.

AmQlol CHEt COOP =8| - CHY IPE & =+ ST

CH&f IPof| CHEF COOP &=

Ol MHXIX| A2 FR(FS UEEZQIE &= AlZH Z0,
sHZ25l7| {5 ARP AZHE 4 5

| &M At
S LICH REMEH LHE 2 "HE| ZE Z T MMAS FHESHAA|

ACI Z2{d 2%

Ctg J2lol= oilojof2 X 2i|0]o1 32| ACI Z{TY && Atal|7t 2 FE|o] U&LICH.



Egress leaf
makes Src MAC
learning in BD

Is Dst
MAC on
local leaf?

Does leaf
know Dst
MAC?

L2 no unicast routing
(Dst MAC != ACI_MAC)

Egress leaf learmns remote
Src IP in VRF and make
MAC rewrite

Does spine
know Dst MAC
in COOP?

What is
BD config?
(L2 Unknown
Unicast)

L3

Packet coming in to Leaf

(Dst MAC == ACI_MAC)

Does
spine knows
DstiP in
COOP?

Does leaf
know Dst IP
as L30ut

Does leaf have
the BD subnet
for Dst IP (route
to spine anycast)

Does leaf
know Dst IP
as endpoint?

Learn ARP
(Sre IP - VRF and

Sre MAC BD)
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