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Tjo{ ¢dZd =21 — Local-AS

Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
O X .
Remote Autonomous System Number: | 65002 i

Local-AS Number Config:

Local-AS Number: ~

O tnah the WEZDGF R poloy |
Aotroine @bt { ricanian IR

A2 A} L30ute| BGP AS Bi5 = BGP B & 2| Z2H K**Hoﬂ T A=l infra-MP-BGP2| BGP AS2t At
SOoF SUSLICH ACIBGP ASE 28 Yo 2 71&E3slok 5t A< 7F ofL|H BGP Z|o{ @12 =
EoUo|'2ZH AS' ZAI|12fo|Mo| HRSHX| &t&LICH Ol 2|8 ar E{7} BGP Route
Reflector0 724 El BGP ASE 7|2|7{oF &€ o|O|grL|ct.

Ho —ZZAS AI|ago|Mo| 2t ALzl E SE1- NX-0S 'local-as' @&t S 4&L|Ct.

. 9174 BGP AS #3(9/%) I|o{ ¢ Z2ul gl —

AS
Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
o *r XK.
I Rlemote Autonomous Systern Number: | 65002 o

Local-AS Number Config:

Local-AS Number: o

Remote BGP AS & = QI I:||:|P0| | BGP AS7P AC| BGP AS®} C}2 eBGPO]|TH ZIQ 3t
LICt.BGP Z|o{ AMlAdo] A4 IPRILICEL30ut - BGP I|o{ 917 X 21}l

~ [ L3Outs

v & BGP

“ [ Logical Node Profiles

Bl BGP_nodeProfile
E Logical Interface Profiles

For Router, Sub-Interface, S\
E BGP_vpclpv4

a BGP Peer Connectivity Profile 10.10.34.1- Node...l

> [ Configured Nodes

Bl BGP Peer Connectivity Profile 10.0.0.134
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E{H 0| A0 M BGP MME A4 &= UL T X|HELICLFZ MM BGP MME A28l ok ot
£ 732 Logical Node Profile(=2/X == = 2 1} 2l) o}2{0il BGP Peer Connectivity
Profile(BGP I|0{ @12 Z2ut )& F T LICHBGP M2 EHRE|=/62] QIE{H O|A/SVIo
K 24lsiof st A =2ld QlEfmlolA T2t of2fol BGP Llof H7 TR T A%
LIC}BGP Zlof IP 42N =8| e E Z2Ql — = 47

. Node Association 008
cisco /\plc
Policy Faults History
System Tenants -abric Virtual Networking
ALL TENANTS | Add Tenant ‘enant Search: r descr o L x-
Node ID: topology/pod-1/node-1
U 71D a
Loopback Addresses: +
P
H BGP Peer Connectivity Profile 10.10.34.
B Configured Nodes
E BGP Peer Connectivity Profile 10,0,0,134 Static Routes: +

& Extemal EPGs

P Address Track Policy Next Hop IP

nap for import and export route conint.
B Dot1Q Tunnets
B contracts

BGP Tof IP7} £.Z 40l 2 BLI 9% B2 E{7H To{o] IP FA0] §ZE 4 Q=X Holdt
LIch. 178 72 S OSPFE AF3501 T|of IPO| (248 4 l&Lich BGP CLI &2l(eBGP
with loopback 0i)Ct= Et7|oil CHEF CLI £232 Overview(7H2) MMo| EEZ X|0f = BL3O|

M =ZELICH1. BGP AMlAo| MEHEIR=X| &lEFLICICHS CLI &3 9| 'State/PfxRed'= BGP
MMo| M™HE|S e ololguct.

f2-1 eaf 3# show bgp ipv4 unicast summary vrf Prod:VRF1l
BGP summary information for VRF Prod: VRF1, address family |Pv4 Unicast
BGP router identifier 10.0.0.3, local AS nunber 65001

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St at e/ Pf xRed
10.0.0. 134 4 65002 10 10 10 0 0 00:06:39 0

'State/PfxRcd'01 Idle 'E= Active7} EA|Z|T BGP I{Z!0| o} %] m[o{et m &t E[X| of2 ZALICt. O]
ciet AL EI20|HE ChE & #elst o O & BEAlZ TI=-gfL|ct

65001).

- Q|F Bt E{7L ACI BGP ASE EHt27| 7t27|=X| R LICHZZH AS HE
I5t= SHHE Q1™ ClHO|A

. ACI BGP I|0{ 914 Z2uto| 2|F 2t RE{7} BGP M|ME A 4l5t
IPE X|'Est=%| &QlgfLICH(10.0.0.134).
. ACI BGP I|0{ 012 Z21t0| 2|F 2t E{Q| HHE 1% C|HIO|A AS(CLIAS HE 2 &
AEl= GUISl HE RIS AlAER H1Z)E 65002.
2. BGP HIO|HH M5 HE &Ql(BGP I|o| ¢d44E Z=21tl)

rr nu

CtE B™H2 BGP W0k MdHof et 7|2l of7iH+~-E EoiELich

. 4o IP: 10.0.0.134 .
. ©1 BGP AS: 74 AS 65002.
AA|P: FLEH3ZE AH0|E AAR AFEELICEH



- eBGP HE| &: 2|F BGP I|o{= Z|CH 2& HO{X US == U&LICH

f 2-1 eaf 3# show bgp ipv4 unicast neighbors vrf Prod:VRF1
BGP nei ghbor is 10.0.0.134, renote AS 65002, ebgp link, Peer index 1
BGP version 4, renote router 1D 10.0.0.134
BGP state = Established, up for 00:11:18
Usi ng | oopback3 as update source for this peer
Ext ernal BGP peer might be upto 2 hops away

For address fanmily: |Pv4 Unicast

I nbound route-map configured is pernit-all, handl e obtained
Qut bound route-map configured is exp-I| 3out-BGP-peer-3047424, handl e obtai ned
Last End-of -RI B received 00:00:01 after session start
Local host: 10.0.0.3, Local port: 34873

Forei gn host: 10.0.0.134, Foreign port: 179

fd =64

BGP I|0{7} SH}2H MME|H'2ZH SAE' Q98 SAE'J} £240| 0H of2{of| LIEFL|CH,

3. BGP I|o{oi| CHEt IP 2444 &2l

f2-1 eaf 3# show ip route vrf Prod:VRF1

10.0.0.3/32, ubest/nbest: 2/0, attached, direct
*via 10.0.0.3, 103, [0/0], 02:41:46, local, loca
*via 10.0.0.3, 103, [0/0], 02:41:46, direct

10. 0. 0. 134/ 32, ubest/nbest: 1/0

*via 10.10.34.1, vlan27, [1/0], 02:41:46, static <--- neighbor IP reachability via static

route
10. 10. 34. 0/ 29, ubest/nbest: 2/0, attached, direct
*via 10.10.34.3, vlan27, [0/0], 02:41:46, direct
*via 10.10.34.2, vlan27, [0/0], 02:41:46, direct
10. 10. 34. 2/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.2, vlan27, [0/0], 02:41:46, local, |ocal
10. 10. 34. 3/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.3, vlan27, [0/0], 02:41:46, local, |ocal

Q1% C|HFO|A IPOY| CHEF pingOl ACI BGPL| AA IPOIM A S35H= K| & QlghL|C.

f2-1eaf 3# iping 10.0.0.134 -V Prod:VRF1l -S 10.0.0.3

PI NG 10.0.0.134 (10.0.0.134) from 10.0.0.3: 56 data bytes
64 bytes from 10.0.0.134: icnp_seq=0 ttl =255 tine=0.571 ns
64 bytes from 10.0.0.134: icnp_seq=1 ttl =255 tine=0.662 ns

4. 2|5 EIREX SYUE EFS HRLICH

OI

CtE2 2F 2IRE{(SE™ NX-0S)2| Z4m|a|o|4d of LCt.

router bgp 65002
vrf f2-bgp
router-id 10.0.0.134
nei ghbor 10.0.0.3
renote-as 65001



updat e- source | oopback134
ebgp-nul ti hop 2
address-fam |y ipv4 unicast
nei ghbor 10.0.0.4
renot e-as 65001
updat e- source | oopback134
ebgp-nmul ti hop 2
address-fam |y ipv4 unicast

interface | oopbackl134
vrf nmenber f2-bgp
i p address 10.0.0.134/32

interface VI an2501

no shut down

vrf nmenber f2-bgp

i p address 10.10.34.1/29

vrf context f2-bgp
ip route 10.0.0.0/29 10.10.34.2

5. &7} Bt A — tcpdump

ACI B|Z =E0{ A tcpdump £ 'kpm_inb' CPU QIE{H|O|AE AL|ESI0{ ZTEEZ 1iZ!0| 2|
CPUO| T E=X| & QI8 4= QU&LICH L4 ZE 179(BGP)E ZEZ AFSELICH

f2-1eaf 3# tcpdump -ni kpm_inb port 179

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm.inb, |ink-type ENLOMB (Ethernet), capture size 65535 bytes

20: 36:58.292903 I P 10.0.0.134.179 > 10.0.0.3.34873: Flags [P.], seq 3775831990: 3775832009, ack
807595300, win 3650, length 19: BGP, length: 19

20: 36:58.292962 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [.], ack 19, win 6945, length O

20: 36: 58. 430418 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [P.], seq 1:20, ack 19, wi n 6945,
length 19: BGP, length: 19

20: 36: 58. 430534 | P 10.0.0.134.179 > 10.0.0.3.34873: Flags [.], ack 20, win 3650, length O

OSPF

O] MlMoi M= OSPF NSSA(ArealD 1)7F Z &HEl Overview(7HR) MlA40| EZ Z X|0| A BL3, BL4 &
R34 7F2| OSPF L1|0|tH 0| & AtEEfLICt

[T

4

0

CHS2 OSPF QIHd HdEE #lete & 7|& Lok,

o2

. OSPF ¥A D XU &

L30ut — OSPF QIE{H|0|A Z2mQl — o |p & 8



B L30uts
&» BGP

& OSPF
B Logical Node Profiles

- E OSPF_nodeProfile

[ Logical Interface Profiles
E OSPF_vpclpvd
Bl OSPF Interface Profile
[ Configured Nodes
B External EPGs

Enable BGP/EIGRP/OSPF: ] BG
OSPF Area ID: 0.0

OSPF Area Control:

OSPF Area Type:

OSPF Area Cost: 1

Create Default Leak Policy: [ ]

T = UlofeHol|l M Y x[sHoF ErLICt.

CHE 222 C|Hto|A el OFRH7FR|Z OSPF Area ID 2! Type
OSPF 291 ID T/ aolMe] YR ACI B3t Miste Ched ZraLich
. 3tLES| L30Outoll= 3HLES| OSPF ¥ IDTF AR E &= JU&LICH
- F 7Ol L30ut2 F 7ol MR CIE Bl=Z =0 UE 202t S VRFOIM S8t OSPF
" IDE A E = JUELICH
OSPF ID7| #2 0 ER = X[o ERNA EIRElo| A2 SYet 2[Zof /U= F OSPF L30ut At
Olofl 2L ELICh OSPF ¥ Z+o| A2 W2 OSPF ¥ 02 SHsHok st22 15 stLis
OSPF &< 02 At&35Hok gfLCt.
- MTU
=23 QIEjHo]A T2l — SV
Lagical Interface Profile - OSPF_vpclpv4 0 0
T O 3
= Path Side A IP Side B IP gﬁfﬁé'f:rylp fddre% MAC Address MTU (bytes) Encap EncapScopel
ACI2| 7|& MTUE 1500HIO|E 7} ot 9000H+0|Eoln4 Olz detxoz 7|& et g ClHtol2of
M MEE|lE Z[E2ZLULICH MTUZ} 2F C|HIO|A et YUX|5t= K| & QlgL|Ct OSPF 0| A& 0|
MTUZ Qlal Mg d< EXCHANGE/DROTHEROHA-I STHELICH
1™ ClHIo|A& IP7L 8 YE MEW DtAT E ALS5Hok

. IP M4 otA 3 lL|CH OSPFOIAME

ghLct.
. OSPF QIE{H|0|A Z 210}

OSPF 2IE{H0|A Z =1} ¢



v [ Logical Node Profiles

E OSPF_nodeProfile

v [ Logical Interface Profiles
E OSPF_vpclpv4
E OSPF Interface Profile

> [ Configured Nodes

S 7Z1m| 2ol 2] 'ip router ospf <tag> area <area id>'7} QIE{H 0| A 0| M
OSPFE &'d3tst= [t Z&LCt Ol AS5HR| fo™ 2[Z QIE{H|0|A 7t OSPFO| ZRISHK|

. OSPF Hello/Dead Timer, HHE2|3 £&

OSPF 2lE{H|0|A Z 21} 2 — Hello/Dead EfO|H & HES3 %

nterface Profile = OSPF Interface Profile OSPF Interface Policy - default 009

OSPF 2IE{H[0]A =3 H|IF HE



Create OSPF Interface Policy €

Name: |OSPFIntPolicy|

Description:
Network Type: ( Broadcast Point-to-point Unspecified
-5
Priority: |1 >

Cost of Interface: unspecified

Interface Controls:

[ ] Advertise subnet

[C1BFD
[ ] MTU ignore
[ ] Passive participation
Hello Interval (sec): 10 "
Dead Interval (sec): 40 £
Retransmit Interval (sec): 5 S
Transmit Delay (sec): 1 %

OSPFOJl A= Hello & Dead EFOITH7} 2t /0]t ClHFO| A0l A Y xI5H0F BfLICH OSPF QIE{m 0] A
= 2 1} Qol| A FAJEHLICH

OSPF 2IEH0|A LHESIT 70| 2F ClHto|Aet YR|st=X] ERlgfLICt 2|F ClHO[A 0

Point-to-Point K82 AI235tE Z <2 ACI S0 M Point-to-PointT BWA|Xo 2 A3l of &HL|Ct.
OSPF QIE{H0|A 2Ot U ME T AE LICEH

OSPF CLI &¢I
CHS Ef7Alel CLI £332 e MMdol EEZEZ X|of /= BL3OAM &I EL|CH

1. OSPF U|o|t{ A El &l

CHS CLIO A 'State'7} 'FULL'O|Z OSPF 1% C|HIO|A T} SHIEH Y ELICH 2% X| gfo/ o
& Ef7|2 o|S3stod oiviiH+§ #lELict

f2-1 eaf 3# show ip ospf neighbors vrf Prod:VRF2
OSPF Process I D default VRF Prod: VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tinme Address Interface
10.0.0.4 1 FULL/DR 00: 47:30 10.10.34.4 VI an28 <--- neighbor with BL4
10.0.0. 134 1 FULL/ DROTHER 00: 00: 21 10.10.34.1 VI an28 <--- neighbor with R34

ACIOIME SVIQE SUEH VLAN IDE A2 E [ BLO| 2IF 2t E 2ol HZ OSPF HIOIHE &M
gLICH o= ACIoi L30ut SVIL| ZF VLAN IDA| CHalH L3Out BD(XE & External BD)2t= LIS Z24
= THRl0] U7| HEILICH VLAN ID 282 MMM AFE El= AIXl VLAN(Access Encap



VLAN)O| ofl=l PI-VLAN(Platform-Independent VLAN)O|2t= LHE VLANQILIC} CHS HHEE AL
5to4 M A &3 VLAN('VIan-2502")2 & olgrL|ct.

f 2-1 eaf 3# show vlan id 28 extended
VLAN Name Encap Ports
28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an-14942176, Eth1l/13, Pol
vl an- 2502

f 2-1 eaf 3# show vlan encap-id 2502 extended
VLAN Nare Encap Ports
28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an-14942176, Ethl/13, Pol
vl an- 2502

2. OSPF &9 &2l

OSPF ¥ ID 2! & 0| Ho|tHet SUsHXR| &lgrL|Ct OSPF QIE{H|O|A T2t lo| Qi AL
CIE{H|O|A = OSPFO|| =2I5IX| 8o OSPF CLI 310 EA|L|X| f&LICE

f2-1 eaf 3# show ip ospf interface brief vrf Prod:VRF2

OSPF Process | D default VRF Prod: VRF2

Total nunber of interface: 1

Interface 1D Area Cost State Nei ghbors St at us
VIl an28 94 0.0.0.1 4 BDR 2 up
f2-1eaf 3# show i p ospf vrf Prod: VRF2

Routing Process default with 1D 10.0.0.3 VRF Prod: VRF2

Area (0.0.0.1)
Area has existed for 00:59: 14
Interfaces in this area: 1 Active interfaces: 1
Passive interfaces: 0 Loopback interfaces: 0O
This area is a NSSA area
Performtype-7/type-5 LSA transl ation
SPF cal cul ation has run 10 tines
Last SPF ran for 0.001175s
Area ranges are
Area-filter in 'exp-ctx-proto-3112960
Area-filter out "permt-all’
Nunmber of LSAs: 4, checksum sum 0xO

3. OSPF QIE{H O|A MR ALY &0l

QIE{m| O A B[ of7HH =7 IP MEY!, HEQ|3 |, Hello/Dead EFO|HSt ZH2 OSPF H|O[H{ A
Mol Cigt 2T AL E SFSte=X| & lgLICh SVIE PI-VLAN(vlan28)2 £ X| ooraﬂd VLAN

IDE & QISHAAIR

f2-1 eaf 3# show ip ospf interface vrf Prod:VRF2

VI an28 is up, line protocol is up
| P address 10.10.34.3/29, Process |ID default VRF Prod: VRF2, area 0.0.0.1
Enabl ed by interface configuration
State BDR, Network type BROADCAST, cost 4



Index 94, Transnit delay 1 sec, Router Priority 1

Desi gnated Router ID: 10.0.0.4, address: 10.10.34.4

Backup Designated Router ID: 10.0.0.3, address: 10.10.34.3

2 Neighbors, flooding to 2, adjacent with 2

Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5
Hell o timer due in 0.000000

No aut henti cation

Nurmber of opaque link LSAs: 0, checksum sum O

f 2-1 eaf 3# show interface vlan28

VI an28 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

4. |o|tHoll CHEL IP 4 7Hs4d &l

OSPF Hello IHZ!2 &3 2Z HE|FHAE THZI 0| X|BF & Hml| OSPF LSDB 1 &hofl 22§ OSPF
DBD I{Z!2 RLIFHAEQILICE. [} 2} A OSPF @17 C|HIO|A MZAof| CHEHAME FLIFHAE 44
£ EolsoF &hLCt.

f2-1eaf 3# iping 10.10.34.1 -V Prod:VRF2

PI NG 10.10.34.1 (10.10.34.1) from 10.10.34.3: 56 data bytes
64 bytes from 10.10.34.1: icnp_seq=0 ttl =255 tinme=0.66 ns
64 bytes from 10.10.34.1: icnp_seq=1 ttl =255 tinme=0.653 ns

5. 2|F 2tRE0IM SYUE FF = &HlgrLICH

CtE2 QF EIRE{(SEE NX-0S)2| x|z o4 of &IL(Ct

router ospf 1
vrf f2-ospf
router-id 10.0.0.134
area 0.0.0.1 nssa

interface WVl an2502
no shut down
nmtu 9000
vrf nmenber f2-ospf
ip address 10.10.34.1/29
ip router ospf 1 area 0.0.0.1

= 2|1™ QEH O|AME MTUE = Qlsof &Lt
6. &7} &H — tcpdump
ACI E|Z =E0{| A AL XF= 'kpm_inb' CPU QIE{TH O] A 04| A tcpdumpE +astod T2 EE 120

2|Z CPUO| EEF=X| EQIE £ &LICH OSPFOlE 0424 =E{7F QU X|2H IP Protocol
Number(lP Z2EEZ H3)7} 71& T M| EE{IL|C}H

. IPZE2EZE B3 proto 89(IPv4) EE = ip6 proto 0x59(IPv6)
. Q14 C[HIO|AQ IP F4: SAE <ip>
. OSPF &3 2Z HE|FHAE |IP: host 224.0.0.5 EE= host 224.0.0.6



f2-1eaf 3# tcpdump -ni kpm_inb proto 89
tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode
listening on kpm.inb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

22:28:38.231356 | P 10.10.34.4 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:42.673810 | P 10.10.34.3 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.767616 | P 10.10.34.1 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.769092 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, |ength 32
22:28:44.769803 | P 10.10.34.1 > 10.10.34.3: OSPFv2, Database Description, |ength 32
22:28:44. 775376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, Database Description, length 112
22:28:44.780959 | P 10.10.34.1 > 10.10. 34.3: OSPFv2, LS-Request, length 36
22:28:44.781376 | P 10.10.34.3 > 10.10.34.1: OSPFv2, LS-Update, length 64
22:28:44.790931 | P 10.10.34.1 > 224.0.0.6: OSPFv2, LS-Update, length 64

EIGRP

O| AlMof ME "Overview(ZHR)" MM o] EZZ X|0f M EIGRP AS 1022 BL3, BL4 2! R34 7+
EIGRP UH|O|t{&l 2| of| & AFEEFLICE.

CI2 2 EIGRP QI&A A

lo

UMl 7| & Lot

. EIGRP AS: 130utoll & 3tLt2| EIGRP AS7t &2 ElL|Ct |F & x|t Y x|aHoF LIt
. EIGRP QIE{H0|A Z 21} ¢

[ll

EIGRP QIE{HO|A Z 21}l

v [l Logical Node Profiles
- B EIGRP_nodeProfile

v [ Logical Interface Profiles

- B EIGRP_vpcipva
Bl EIGRP Interface Profile
> [ Configured Nodes

> il External EPGs

Ol S 2/& NX-0S C|HFO|A 9| 'ip router eigrp <as>' ZAIL|Z8|o|M1t SUEFLIC} O|E AFHEF
ofom 2|z QIE{H|0|A 7} EIGRPOI| =QI5HX| of&LCH.
. MTU

o

3| EIGRP W|0|HAlS M5t /5) Yx|E TR 9X|Et EIGRP EEZX| W T4
zho| QIE{m|0|A0] R ElS 2|f MTUECH 2 4 /o, Ol2f3 HZ/e Zai1HEstE &
o2 AXE|T Z1Ao 2 EIGRP U ol Aol ERELIC

EIGRP CLI ¢l

ChE ErAle| CLI £32 " Mol EZEZX|of = BL3MM +=Z&IELICH

1. EIGRP L|O[tH &El &2l

f2-1 eaf 3# show ip eigrp neighbors vrf Prod:VRF3

OF

|04

.|
A —



El GRP nei ghbors for process 10 VRF Prod: VRF3

H Address Interface Hold Uptine SRTT RTO Q Seq

(sec) (rrs) Cnt Num
0 10. 10. 34. 4 vl an29 14 00:12:58 1 50 0 6 <--- nei ghbor
with BL4
1 10.10.34.1 vl an29 13 00:08:44 2 50 0 4 <--- nei ghbor
with R34

i
oY
0_|.
ok

ACIO| M BL2 SVI2t S et VLAN IDE ALEE I 2/F 2tE flof HZE EIGRP L|O|H
LICt. O] ACIoil L30ut SVIQ| Zf VLAN IDOJ| CHEt L30ut BD(EE & External BD)2H= LY
T Helo| 47| mHE Lt

4

VLAN ID 29= M0f M AFZ El&= AIX|| VLAN(Access Encap VLAN)O| Ob&l PI-VLAN(Platform-
Independent VLAN)O|Zt= LHE VLANQILICH CIS HHEE AF& 3510 HMA &3 VLAN(vlan-
2503)2 = QIgtLCt.

f2-1 eaf 3# show vlan id 29 extended
VLAN Nare Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an-15237052, Ethl/13, Pol
vl an- 2503

f 2-1 eaf 3# show vlan encap-id 2503 extended
VLAN Narre Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an-15237052, Ethl/13, Pol
vl an- 2503

2. EIGRP QIE{H|O|A M| AME &2l
EIGRP7} ofl & QIE{H|O| A0 A SQIX| &QlgrL|C 2% X| o2 B2 Logical Interface
[m]

Profile(= 2™ QIE{H| 0|A Z 21} Ql) 2! EIGRP Interface Profile(EIGRP 2/E{H|0|A T 2122
MEHEELICH

f2-1 eaf 3# show ip eigrp interfaces vrf Prod:VRF3
El GRP interfaces for process 10 VRF Prod: VRF3

Xmt Queue Mean Paci ng Time Mul ti cast Pendi ng
Interface Peers Un/Reliable SRTT Un/ Rel i abl e Fl ow Ti ner Rout es
vl an29 2 0/0 1 0/0 50 0

Hello interval is 5 sec
Holdtinme interval is 15 sec
Next xmt serial: O

Un/reliable ncasts: 0/2 Un/reliable ucasts: 5/10
Mcast exceptions: O CR packets: 0 ACKs suppressed: 2
Retransni ssi ons sent: 2 Cut - of - sequence rcvd: 0

Cl assic/wi de netric peers: 2/0

f2-1 eaf 3# show int vlan 29

VI an29 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec



3. 2% 2t E0iM EelstalAl

CHS 2 Q2 BtRE(SEE NX-0S)9| Zim|aelo|M of Lt

router eigrp 10
vrf f2-eigrp

interface WVl an2503

no shut down

vrf nmenber f2-eigrp

i p address 10. 10. 34. 1/ 29
ip router eigrp 10

4. F7t Bt A — tcpdump

ACI 2[Z 20| AFEXt= 'kpm_inb' CPU QIE{H| O] A0 M tcpdumpE +=&5t04 Z2EZ THZ! 0|
2| ZOo| CPUN =X 2*0_%* £ QI&LICH EIGRP(IP Z2E Z H35 88)8 ZE{Z AL &L}

f2-1eaf 3# tcpdump -ni kpm_inb proto 88

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
23:29:43.725676 | P 10.10.34.3 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.726271 1P 10.10.34.4 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.728178 1P 10.10.34.1 > 224.0.0.10: EIGRP Hello, length: 40
23:29:45.729114 1P 10.10.34.1 > 10.10.34.3: EIGRP Update, length: 20
23:29:48.316895 I P 10.10.34.3 > 224.0.0.10: EIGRP Hello, length: 40

A2 %1

ol Mo ME ACIC| B2 &1 &2l A ERlE+TEE SHMez thELICE 53| ChSxt 23 of
AoELCH
=

. HEIx| THQl MEYW 21
. 0l5 B= ¢
. B2 Mof 7Hx 27| L LHE LY

Ol Mol M= 0|F 2| Mol TR L3OutDH BT B2 50l Chal ABELICH

HE[X| EHQ Z2 4B /&2

LRl ERfE B2 4TE 7| ™ol ALE A= Bridge =HIQl E 12| 5t5 & 4Al2 =X[sloF &fL
CH.

BD Z T £ BD2l L30utO| SLUst VRFO| /2 [ Ct=2 8 =& &hct.

- L30utZt LHE EPG Zto| AH|eF HA|
. L30ut® E2|x| ZHQlof o4z
. BD MEH0i| M 'R ol &E'S MENgFLICEH

ESHL30utE S It i LHELLZ| B2 Z20UE AF85tod E2|X| =Ml BT E Hof
g £~ Q&LICH OBdL} 'Advertise Externally'= 7|& AMEHSH of °*L—|EF O|Hd2 & Uutxol &8

APE1IOIEE 047|ME =2lst x| ef& LT



BD HH|O|A|E T HAE27J} BLE F AT 5t2{H L30utDt EPG Zt2o| H|ef 2t A7 = &hL|Ct.
A EE2 S22 1M ZA2E QB 2 EZ 2 XHHHE S04 XM 2|ELICH O} X|Ho 2, AMHjZ B2
2 BDQF @A E! L30ut LM B AX|ELICH ol e 2 BAZ7F 2 & L30utd]| 0 E|X| et&L
Ct.

-
ful

0| 32 BD MEY 2 192.168.1.0/240|H OSPF L30utE E3l & sfof &

L30utt LHE EPG ztol Al2f& X &5t7| &

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

BLOY BD Z27 ob= gigsLich,
L3OutT} L EPG ZHof Aot g 488t %

O| Aol M CHE HIm|ago[Me2 - E|X| k& LICH L30utO| oF %] BDOY| QA% K| of @t 1 Q)
Fol &2 Eeiart DEEIR| ek t&LICH

| eaf 103# show ip route 10.0.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]' denotes [preference/netric]
"% in via output denotes VRF
192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:00:08, static, tag 4294967294
recursive next hop: 10.0.120. 34/ 32%verl ay-1

O|M BD MEU AZ(HHIOIA|E Eci22 EAIE)7I BLO| #HELICH 2Lt ZZo0i| Ef27} X|
HMElo] Q&LICH O] Ef1 ZE2 'Advertise Externally' 2 A |7| Fof BD Z2o0i § & 2t A Zt
QLICH RE QI Z2EZL 0| Ejao| RHHHEZE HE ErL|Ct.

BD M0 A 'Qls g Mzt &

L30utO| 0{745] BDOY| AL X| ekt &LIct T 2{Lt e 7t X% &LICH

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl

I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive *via 10.0.120. 34%verl ay-1, [1/0],
00: 00: 06, static recursive next hop: 10.0.120. 34/ 32%verl ay-1

O AIEolAE Q% T2EZ2 MHEE o] MEALS Yxlste Z2 o U HEAH 250| 947| uf
=0 227} ofTis| 2|Fof LEX|X| ef&LICH OIS HHEo = &Qlg = &L



| eaf 103# show ip ospf vrf Prod:Vrfl
Routing Process default with 1D 10.0.0.3 VRF Prod: Vrfl
Stateful H gh Availability enabl ed
Supports only single TOS(TOS0) routes
Supports opaque LSA
Tabl e-map using route-map exp-ctx-2392068-deny- ext ernal -t ag
Redi stributing External Routes from
static route-map exp-ctx-st-2392068
direct route-nmap exp-ctx-st-2392068
bgp route-nmap exp-ctx-proto-2392068
ei grp route-map exp-ctx-proto-2392068
coop route-map exp-ctx-st-2392068

BD ZE2c W ZAEE T2 Y2 R, FE Yol U= HF A S F0i| M 'show route-map
<route-map name>'2 A&ist C}S 'show ip prefix-list <name>'S A&5tod 1™ AUz ZHZ He
EOISH M AL, CHS EHA0IA 0|2 3 EFLC.

L30OutE BDOf| &8 ¥

ol M MEEH ZdAYH Ol HHME 1 MH-Qf T2 EZ MHlZ ZE Mol Mx| QI BD MEY T}
Ux|5t= HFA S 50| HMELICH

| eaf 103# show route-map exp-ctx-st-2392068
rout e- map exp-ctx-st-2392068, deny, sequence 1
Mat ch cl auses:

tag: 4294967294
Set cl auses:

rout e- map exp-ctx-st-2392068, permt, sequence 15803
Mat ch cl auses:
ip address prefix-lists: |Pv4-st16390-2392068-exc-int-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag O
HEA S22 Folgct

il — |

| eaf 103# show ip prefix-list IPv4-st16390-2392068-exc-int-inferred-export-dst
ip prefix-list |Pv4-st16390-2392068-exc-int-inferred-export-dst: 1 entries
seq 1 pernmit 192.168.1.1/24

BD MEU0| OSPFO| AHHH £ == 5§ & X|E LIC}.

IagjolMd A &el 3 E=7t 2z E|R&LICE O

O Ao M L30OutollA BD MELIES & a M A
ELICh o & EW ChS3t Z &L

2le
A™O| X|UtH B2 =2 EZ0f et Zet
. EIGRPO| B2 AZ7I EEZX| E|0|E£0] 'show ip eigrp topology vrf <name>'S £ A x| E|04
U= X| EolgL|ct
. OSPF2| 42 ZZ7} 'show ip ospf database vrf <name>'2 AF&3t0{ C|O|E{H|O|A Ef|O|E 0|
Q|E LSAZ Mx|E|o] UEX| EQIEL|CH
. BGP2| A2 ZZ7} 'show bgp ipv4 unicast vrf <name>'S 2 BGP RIBO| /= X| & QIgtL|C}.

BGP 4= &



BGPO B 2 E 1Y 2= MHE 7} AMo 2 S{EE/LICH BD MEUID} LR[St F2 W2
BGP HIOIH-I EJIH*'OH M ELC

| eaf 103# show bgp ipv4 unicast neighbor 10.0.0.134 vrf Prod:Vrfl | grep Outbound
Qut bound route-map configured is exp-| 3out-BGP-peer-2392068, handl e obt ai ned

2] of|oflA 10.0.0.134 & L30ut LHol| 2 A=l BGP 217 C|Hto|A]L|Ct.
EIGRP E=2 2 &

OSPF&} O}ZH7IX |2 B2 W AF2 5104 Staticoll A EIGRPZ 2| RHHHZ E Af|o{&fL|C}. O|= A
L30utod| edZx|o] @ :'_'9|$01IH atzlo 2 MH™E MEUIph RYHlE Z|o{ofF &FL|Ct. O] E&2

Tz Y + A&LICH

O r2

o
-—

| eaf 103# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 100 ID 10.0.0.3 VRF Prod: Vrf1l
Process-tag: default
I nstance Number: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kil=1 K2=0 K3=1 K4=0 K5=0
nmetric version: 32bit
I P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nunber of EIGRP interfaces: 1 (0 | oopbacks)
Nunber of EIGRP passive interfaces: 0
Nunber of EIGRP peers: 2
Redi stri buting:
static route-nap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nap exp-ctx-st-2392068
Coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

ﬂ
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il APC - X-X:-X,

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJ.DC | DC

Prod ( - " .
\ =V Q) Bridge Domain - BD1 O e
Cb Cuick Start
Summary Operational Stats Health Faults History
O
@ General L3 Configurations Advanced/Troubleshooting
[ 100 J o
Subnets: Bl a
Galeway Address  Scope - Primary IP Virtual ~ Subnet
Address P Control
192.168.1.1/24 Advertised Externally False False
B ND Proxy Subnets
@) 802
&= VRFs EP Move Detection Mode: [_] GARP based detection
= External Bridged Networks Associated L3 Outs: iE

B L30uis
B Dot1Q Tunnels
= Contracts

HoX| EHel Z2 ¥1 2A sid ALzl

0| A2 ™l &2 et o 2 A4 E BD MEHIO0| L30uto| M E 1 E|X| = ZdILICEH 0
7 A7 £ EUREX] T stei™ oM I EZE WELICH

. EPG2} L30ut AO|O| 7H|2fO| RU& LTk

. L30utO| BD 1ZAK|0] RU&LI7t?

. BD MEYi0| 2|F0of SZ|=E MHER& LI
QR Z2EZE QIMEMO| EHEIRELII?
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- W& EPG7t VMMt 2L|MHE S8 SME AHSst QISHEPGE ZE JF0| AZE VM A
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- LI EPG7 S EEIIR|t 1Y Z2 Hieldo| FEEIX| kAL 2™ Z=7H 7 EE QT
O|A7}F CH2 Z| A& LT

= 42 = BDJ} AEE|X| %o 2 BD 1 74§7+ -.-AIEIXI or&LICH 047 sl W
2 MEUo| 2E LT E 0| BDO| ¢1ZE EPG LHof & % EAAE AFS = AL

7t5 8t ¥ 2l: OSPF L30utO| R{HHZE Q10| 'AR' E= 'NSSA'E 748 E

OSPF7} L30Out Z2EEZ M8z BR0lE 7|2 OSPF #2I2 [etok ELcH A8 PA=2 x4
HHEZEl LSAE 5{183HX| LX|THCHAl 7|2 B2E 18 &= Q&LICH NSSA ¥ XHHH_J-&E.J aq=2
£ 51835t X|2 L30utol M 'Send Redistributed LSAs into NSSA Area(NSSA {0 2 A{HHEZ E



BLU7]yE MEistoF gLICt = NSSAE 'Originate Summary LSA'E HI& M3stst= CHal 7|
B 328 g1 +T A&LICH 0| 'Send Redistributed LSA's into NSSA Area'7} HI& &3t k|=
7t 8t el L30utol 'Deny' £ 240| 7 4dE! 'Default-Export' 22 L =1}
ZAZ Z 21tY0| 'default-export' EE £ 'default-import' 0| 22 L30utol] FAE B L30utod & A|

Mo 2 MEL|CH E# default-export A2 ZETHQU0| 7 2o 2 M E| 1 'Match Prefix and
Routing Policy'2 74 El <2 BD MEY2 0] L30uto|A 1 |o{oF 5t Ao 2 HEEL|C

Default-export 75 Z2 Z 21} ¢l

'J;'.'_{é'c;' APIC admin @ o @ °

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJDC | DC
Prod
Route Control Profile - default-export 0’ o
(C» Quick Start
Policy Faults History

B Prog —_—

= Application Profiles T e

= MNe

= Bridge Domains Name: defauit-export

B VRFs Type Match Prefix AND Routing Policy Match Routing Policy Only

B External Bridged Networks

Description:
B L30uts
& BGP J Contexts: 2
& OSPF

= Order Name Action Description
= Logical Node Profiles

D deny Deny

B External EPGs

for import an

'Match Routing Policy Only' M2 MEHEH 32 default-export Z2 Z2 L LIO| HF At 2x[0f BD
Meyio| etAIMo 2 E&E|X| of&Lct.
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7BMoR QR ZREZS S 4 E ZE F2E LR M2 BGP Z2MAZ REiEZELICH
Ol 2|F EPGO| offH MEUI0| Fgx[o] QUEX], ofH E2Ha7H MEE|o{ QlEX|of 27|gd0] O
J

- 2|4 2| L30ut H& 2| 'Route Control Enforcement' &MO| 'Import 2 MHE B2 0| B2 E=2



I 7| REE2 R 58 ZRA(HBMAMHE o &l EF0 X|H) oM 2 55 2EH(HE T
MR otE 8t RE 20| ARz 74%%!)2 HFEILIC.
. Q|8 T2 EZ0| EIGRP == OSPFO|1 A2 El Interleak Route-Profile 0] 2|58 B2 2t Yx|st
Xt 82
Q8 HAZE T 2l=of HiE35t24{™ Ch= 20| =& |o{oF &FL|Ct.

- 2|5 Bt E{0| A BLOIM B2 E E&6Hor §LICH IE2] MP-BGP Z2 A A0 RiHHZE £ 2
7t E[e{H Z2EZ RIB7t ot 2t E Ho|E0| B2 E MX[SHok gLt
. B2E2 WE BGP Z2MAE RUjZStHL ZnstEE s sl of gfLICt ol 7HX7| AR
ANlo{ & = Interleak Route-ProfileO| AF& £|X| o= 8F &4 gh Ml of & LCt.
. BGP 7=|§ E|-u-E-II|_:_.| x-l;':Hg ‘_r" 3|.—| Ic _\_.LE_\TJO-” JHQE| ZCc ™ x-IxH j_—E—O-H HQOHOF El-u
Ct. O|& ME5tX| pfo™ ALX|MM BGP Z2MATL Z7|3HE|X| ef&LCt.
L5 EPG/BD7t L30Outdt S8t VRFOI| )= B2, fl2| Ml EtAl= LIS EPG/BD7} 2IF B2 E At
85t= o 2F MELC.

B27t BL 2t ¥ Elo|Z0ll AX[E|o{ l&LICt.

O] 2% BLE(103, 104)0lM &t &|ofof 5t= 2IF B=&= 172.16.20.1/320|Ct.

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
IP Route Table for VRF "Prod: vrfl"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34. 3, vlan347, [110/20], 00:06:29, ospf-default, type-2

OSPFE &dfl f&kles JAo =2 2t & H|o|2 0l dx[x|o] U0l 2F=LICE o7|ol EAIZIX| 4
SHIHH Z2EZE 0I5t 2l go| U =X #elgtLct Z27F BGPE At Z & BGP XHHHi
off CHEt 2| Z2EZ0| AISE B2 HE 2Q1504 '7FK{2 7] A|&O|Lt Interleak Route-

Profiles 7} PQEIXI ot=X| 20lst = Aufx Z2 WE 2 Qleh = l&LIct OfE BHES HE5HY
A2,

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrfl

VRF Type . System
VRF Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D . 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D 0
Cluster-1D : 0.0.0.0
MSI TE Cluster-1D : 0.0.0.0
No. of configured peers 1

No. of pending config peers 0



No. of established peers 1
VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Redi stri bution
direct, route-map permt-al
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map permt-al
coop, route-map exp-ctx-st-2392068
eigrp, route-map pernit-al

07| M 'permit-all' ZZ T2 OSPF-to-BGP A{H{ = 0f| AF&ElLICt. O|= 7|27t LICt 0{7[ol M
BLZ 2251 BGPUIM AR El= 24 A2 E =g = &Lt

a-|l eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 25 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #2)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 16316, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

| £240141 0.0.0.0/02 ZHM AIHE|RS S LIEHRLICH YE4X|= I|o{ S5 2 Route-
Reflector & & ot= E={Q| ATQl = =QlL|C

LIS leafoil A 2 &0l

BL2 VPNv4 BGP A ZE S8l A1}l -E0f 0|
ElQE 2z o 0| Zoshor FLICHEE /&

1ok BLch ADQl L EE= VRFIL 75
RE A
LIl A 'show bgp vpnv4 unicast <route> vrf overlay-1'

| 1ol Z< &). ol E|Z == F 5t
A= 35tod VPNvAOH S/ | & QIgfLIct

LIS leafoll M B2 & = QlotedH ot BB S AASELICH

| eaf 101# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop



"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1
*via 10.0.72.67%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1

?lo] E=240i M B2 = BGPE S35l &4kl next-hop2 BL2| PTEP(Physical TEP)040F gfL|C}.

| eaf 101# acidiag fnvread
ID Pod I D Name Serial Nunmber | P Addr ess Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0.72. 64/ 32 | eaf

active 0

o|f Z2 2A siiE AlLt2l2

Ol AlLIZI20M LHF 2lZ(101)= 2IF B2 & +4lst x| ef&LICH

S a5l Bx 7122 HASML. Chae Hels Al

- BGP A 2|EZ3E| M2 2 Pod Policy-Group %! Pod Profileoll & ElL|C}.

cEIRE EZEEZE °._|7F=1¢§0I BLO A& |0 d&LCt.
A4 XH
?l 7|Z0| 2HIEH™ EXNe| #el8 EoiF= = 7K o Y™ E of| 7} ot2hol| Liet L& LCt.

7tset ¢l LR 2lzof VRFII +REIX| k&

A O

A2 28 FZ2 7 &= LHR leafol 2laA7F +HFE EPGYt @i= ZWo| EMLICE ol 1
ZE Hielzlo| o2 QIE{Ho|Aoot AL C|MHE B VMM E8F EPGEH QT 5
B utel2 EX|E[X]| LA7| HEo] HE = U&LICEH

|
.l

nio

L30ut VRF= LHE leafol] FHREIX| A2 E(LHF leafol M 'show vif 2 & Q) LHF leaf= VPNv40]|
M BGP ZEE 7IX2X| et &Lt

Ol EXME siZastEd™ AEXt= LHF 2/Z 2] L30ut VRF LHof| E[A~AE F=sloF gfLICH
7hstt fel 7K 7| B2 ME0| A8 FlLICH
Ao A=Ze 2 712 7| A= Ko ME 0| 3t E B2 L30ut2 BAIMZ {8 2IF &

20 HEFLICH LEIX o2 0| 7|S2 table-map2 2 FTELICH E|O|2 M2 ZTEEZ RIB2}
&Al et ElolZ Atojol leez Bt E ol 2| LI B ¥ 2 ELich

Import Route-Control OF2i2| £240i A Enable£|0o{ YUX|TF HA|Ho 2 5 HAE 7} QiaLch.
LSAE= OSPF CIO|E{H|O|A0f RX[TF BLO| 2t & E|0|=0f gi&LICt

| eaf 103# vsh -c "show ip ospf database external 172.16.20.1 vrf Prod:Vrfl"
OSPF Router with ID (10.0.0.3) (Process ID default VRF Prod: Vrf1l)



Type-5 AS External Link States

Link 1D ADV Rout er Age Seq# Checksum Tag
172.16.20.1 10.0.0. 134 455 0x80000003 0xb9a0 0

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

jul
0jo
rlo
o
e
o
ofn
m

FeYstcS L€ HolE MLt

eaf 103# show ip ospf vrf Prod:Vrfl

Routing Process default with 1D 10.0.0.3 VRF Prod: Vrf1l
Stateful H gh Availability enabl ed

Supports only single TOS(TOS0) routes

Supports opaque LSA

Tabl e- map usi ng route-nmap exp-ctx-2392068- deny- ext ernal -t ag
Redi stributing External Routes from.

| eaf 103# show route-map exp-ctx-2392068-deny-external-tag
rout e- map exp-ctx-2392068-deny-external -tag, deny, sequence 1
Mat ch cl auses:
tag: 4294967295
Set cl auses:
rout e- map exp-ctx-2392068-deny-ext ernal -tag, deny, sequence 19999
Mat ch cl auses:
ospf-area: 0.0.0.100
Set cl auses:

O] L30utof| £ A4El 4401 2324 1000{|M &t&6teE ZE LIS 0| H|0o|E Bof o|dl S A|Xe =z H
B2 g8 Ho|Z0 4 xIEIxI er&LCt

o] 2XIE 5liZ

Z45t24™H A A= 'Import Route Control Subnet' ZE112 2|8 EPGO| HELIZ H
o5t Lt MXIE MFARL &

9} 2lx|&tE Import Route-ProfileS BHS040F &fLICH.

- EIGRPO|= 7IX 27| M80| X|H /x| et &LICH.
- BGPo| B 71X 27| A2 BGP QI C|HIO|A M MEE|E QHIRE A2 Yoz 3 EL
Ct. O|2 &Qlsts ol CHE XtMIEH LI 2 "BGP B2 1" 519 MME R XA
7t 8t ¥Q!l: Interleak Profile0| AF2 |1 & LICEH

o2

Interleak Route-Profiles= EIGRP 2! OSPF L30uts0i| A2 E|H IGPO|A BGPE A{HH Z E|=

2 Mofg 4 2T = o1 BGP 54 MET 22 HM Hee st T = HLth

Interleak Route-Profile0| G R E A2 E BGPE Y A|MO=ZE 7tX{SLCT.

Interleak Route-Profile0| §i= B2



| eaf 103# show bgp process vrf Prod:Vrfl

I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type

VRF | d

VRF state

VRF confi gured

VRF ref count

VRF VNI D

Router-1D

Configured Router-1D
Confed-1D

Cluster-1D

MSI TE Cluster-1D

No. of configured peers
No. of pending config peers
No. of established peers
VRF RD

System
85

uP

yes

1
2392068
10.0.0.3
10.0.0.3

©co°
©c e
oo

PR ORrOOO

101: 2392068

VRF EVPN RD 101: 2392068
Peers Acti ve- peers Rout es Pat hs Net wor ks
1 1 7 11 0

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

Interleak 22 T2 0} AI:

a-| eaf 103# show bgp process vrf Prod:Vrfl

I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type

VRF | d

VRF state

VRF confi gured

VRF ref count

VRF VNI D

Router-1D

Configured Router-1D
Confed-1D

Cluster-1D

MSI TE Cluster-1D

No. of configured peers
No. of pending config peers
No. of established peers
VRF RD

VRF EVPN RD

Redi stri bution
direct,
static,

System
85

uP

yes

1
2392068
10.0.0.3
10.0.0.3

©c e
©c e
oo

R ORrOOO

101: 2392068
101: 2392068

route-map pernit-all
rout e- map i np-ct x-bgp-st-interl eak-2392068

Aggr egat es
0



ospf, route-map inp-ctx-proto-interleak-2392068
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

QoM ZxE EAE ZE W2 LM E Interleak Profiledl A HA|Z o2 Ux|st= =0t {2 &L
Ct Q8 A=Z27} 2 ﬂ&ﬂﬂemmwgmmiﬂﬂbﬁuq

0|8 ZZ ¢ ¢a&E=

O Mo M= stLt2| L30Outol M CHE L30ute 2 FEE %*_n_ﬁrf Fdoll CHoll A grL(ct 8t
L30utoll M 2|H 78 E 17 G2 & Falok st AlUEIRE OHELICH RE SE Z=2EZ 18
Mg AESt= 20| ofLzt ACI01IA-I O|§ T &dste WS ’é“_HEI—IEP. 2xiE VRF 2t & Bt ?
2oz 0|SstK| ef&LICH

Ol AlLtEZ|20M = CHE EEEX|E ASELICH

E# CIfEY EEZX

BGP AS 65001

Leaf1
Server Leaf

1l see

Leaf2 RID Leaf3 RID Leaf4 RID
10.0.0.2 , 10.0.0.3 10.0.0.4

1y see LIl eee il see

172.16.30.1/32 172.16.20.1/32

OSPFO{|A 172.16.20.12 &&%H OIS EIGRPZ Z 1 5tE Wedol CHSt A gl &1 MA| ==
M 22X a8 AlLE|22] HE2 ofeHol| A A EhL|Ct

172.16.20.1 ZE7} EIGRPZ ¥ 2{X[2{H CIZ & stLIE Fdstiof & LICt

. 22l MEY2 EIGRP L30ut0l A 'Export Route-Control Subnet' Z2i12 Hol& 4= &L},
IR MMM HEE JAx{H o] Eelilae T2 ME 2t Yol A8E|H SHE L30utol M 1
afiof 5t= MEUE HolghLct.

. 0.0.0.0/02 ‘45t 'Aggregate Export(& 7| LIE LHZ]) & 'Export Route Control Subnet(Z £
Mo e LH'='LH7|)'° D5 MEHgFLICE O|Z A 5t 0.0.0.0/01 Yk|ete R Z2EE
LU A MCl(anyet Yx|ote M) ZE HFALE AU Z 57| @It Z= Ho| MoEE L
Ct. 0.0.0.0/02 'Aggregate Export'?t 74 AAEstH 13 Z27F A{H Zof Y|t K| et &LICt



Ol= ¥ ZIX| Zotor & BD ZEE BF o5t st= /2 WXI5H7| f/golct.
cOR|Yo 2, A2 MEA} URlste WELLHZ| F2 Z20dg MM8E = &L ol HME
E AL&3HH 0.0.0.0/0 0|2]2] S At &M 'Aggregate’ M2 F+AHE £ Ql&LICEH

| SEE 5 5835t

2ol AHu|ago|Mez Qla ERME A2 7} F 1| X|2 Ho|EHEDIQ! Egf=lo
'.:'j_'?'_o._F XM=H0| QJo{oF ELICt EPG ZF SAlnt OIEH7E X2, EEHZ 0| HE | 7|
FL|C}.

1101-

'QIF EPGE 2|f MEU'O| Z&E 5= 2[F MEH2 SYs VRFOIM FHE £ 9
CMEHE HE 42 MEYWE 0.0.0.02C A X 0lofof ELICH BEE AAI_I3|-E
L30utoll CHSHAEH Q|5 EPGE Q|8 MEY'S FAMstE 7d0| S 3tLC} o] A2 E
of 3H= L30utoll A FAISHK| OFAIAIL.

ctE S0 27 E™ VRF EIZE Ej 5|04 QIChE A& OlsHstE ol SQELICH 718X

O = 0| Bl = 4294967295. Route-Tag ‘E22 'Tenant(Ell'd E) > Networking(LI EZ) >
Protocols(Z 2 E &) > Route-Tag(d £ Ef1):

AZ Eja MY
dss APIC wn @ Q@ © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJ_DC | DC

= z
e Protocol - Route Tag 0 o
= L4-L7 Policy-Based Red. B
o * K.

B L4-L7 Policy-Based Red.
B L4-L7 Redirect Health G.. + Name Tag Description
E L4-L7 Service EPG Ptﬁrf\- nonDefaultName 11111
= MLD Snoop

= Match Rules

= ND Interface

= ND RA Prefix

= OSPF

= P

B Route Maps for BGP Da...
B Route Maps for Multicast

= Route Tag

E nonDefaultName

= SetRules

= Troubleshooting Page 1 of 1 Objects Per Page: 15 Displaying Objects 1 - 1 0f 1

VRFO| HSELIC} 0| j10] B2 y|2Xoz 218 Y
27} LIUOIA CHA 328 W MEELIC Ol2iEt B2} B2
S B2E RAIFLL

O CHE ol ZAZ Bl HAH0|
2eiuict. o B ef1E T
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| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl



I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 01:25:30, ospf-default, type-2

X|Z2 &1 L30uto| CHE BLOY| Ut 7HEELICHE Z = X[0f A2t Z0l)(0|F 2| AlLIZ|20MHE
S et BLE| ofC|ol RU=EX| DHELICH.

={! OSPF BL2| BGPO| 227t =] HFLic

OSPF ZZ & 2|F EIGRP EZtEZ ¥E[2d™H =4 OSPF BL2| BGPZ 2 E{F ok g LIC}.

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmit-Iist
Mul ti path: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref 0 adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (netric 0) fromO0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

A27t BGPOi| &Lt

EIGRP BLA|A 3i'E EIGRP BLO| dXIE 228 & X| FQIgfLict

| eaf 102# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrfl"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72.67%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1
*via 10.0.72. 64%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1
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| eaf 102# acidiag fnvread

ID Pod I D Narme Serial Nunmber | P Addr ess Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0. 72. 64/ 32 | eaf

active 0
Z27t BLo| FnE|=X| &It

T/ dE MEY0i 'Export Route Control Subnet' Z2f27F A% E|0{ BL 1020 Z2E & &lL|Ct

A2 Mo{ LHE L]

External EPG Instance Profile - instP () ‘)
Paolicy Operational Stats Health Faults History
—
General Contracts Subject Labels EPG Labels
I

@& O + %

Aggregate

O 'Export Route Control' Z2{1 2| ZItE MHEE Z2 UWE Eo{H OIS BHE AISELCH

| eaf 102# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunmber: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chain: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
nmetric version: 32bit
IP proto: 88 Milticast group: 224.0.0.10



Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: O
Nurmber of EIGRP peers: 1
Redi stri buti ng:
static route-map exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

golstLict apiLt B2 W xbx]
o

=2 = A
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Ssfor gfLICH 1 B2 CHE =2

'BGP > EIGRP redistribution'S 74432424 route-map
Z 2 EZ0| OSPF, EIGRP == BGPRIX|of #H|gi0]

O Z Alo{&LC},

A
OH
=

| eaf 102# show route-map exp-ctx-proto-2392068
rout e- map exp-ctx-proto-2392068, pernit, sequence 15801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-exc-ext-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

a-| eaf 102# show ip prefix-list IPv4-proto32771-2392068-exc-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-exc-ext-inferred-export-dst: 1 entries
seq 1 pernmit 172.16.20.1/32
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ol MHESH Zdx{H =4I BLT &2 BLO| CHE AR BGPE AI25tod IHEEIE S5l B2E H 10
SHoF &LICt. BLEO| S & [, XHE HiEFE B e ClZ Mo ZZEZEE AMO|0M Yoz 4

el 4 ot

CHE 2 O 73 Yol Ceh Zherst Mol

S 2l2ol| U= 5 OSPF L30ut 7+e| T4 CIE: 42 Y22 OSPF T2 M|A 2o &
= '3 EHE'E Sall Mo{ELIct. Z27F RHE|ZE 7} of =l 2329 ztof| 2 J_EI':'E i 09
L30ut2 leafod| HZ 5ok & L|C}. “'E-l S E 2 224™ 'show ip ospf vrf <name>'S AF&35HAIA|
<. 'show route-map <filter name>'& AF& 35104 EE{O| LIS E AIELILCE.

Sl 2|z ol %= OSPF2} EIGRP L30uts 7| ERMA Bl E!: A2 1= 'show ip ospf &
'show ip eigrp'2 EAIE = U= MulzZ Z2 Y2 Sall Mo{E L|ct S8t BLo| 042 OSPF
L30uts7t A= B2 0|zt OSPF L30uts & 5tLIOY|BE RHHHZ S = Q= et W2 OHE
OSPF L30uts7t A& EE= NSSAQ! A< 2|¥ LSAE 3 &3] E%"_'n:_% 'AHHHZ El LSAE NSSA
Foo = HLYT7|'7} HIg &t El Fe ot

S8t 8L 0| OSPF E = EIGRPS BGP 7 4 B9 E: IGP2o| A2 23S RiHZ ZH=2
e S35l Mo{ELICt BGPRO| B2 L2 B2 E MEdlofF 3t bgp Q1% ClHFO|A M EIT
MEBE|= ol RHR2E A2 WE S5H MOo{ELICH Ol= 'show bgp ipv4 unicast neighbor
<neighbor address> vrf <name>2 £ & QI = Q& LICH | grep Outbound'.



St 2= ol Q= F BGP I130ut 7te| & Bl E: ZE L&l %'E% &3l oF 5= bgp ¢!
M ClHtolAo] Y ML= A2 HE Sl AMo{ELICt gp ipv4 unicast
neighbor <neighbor address> vrf <name>2 £ & 0I& = Q&L | P grep Outbound'.

'g
rr o
-
3'
2
O
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O] EB{=#T AlLIE|R0IM= B L3outs &3l s &atoF 5h= B27t CHE L3Oute 2 MSER|
o= S it
g ITXOIACIZ Z#HE MEE HESH| Hol| 7|2 & HEsHA.

CEZZEZE IMMo| #MEIRELIN?
- ACI7t Z5lof 5t= B2 MBREH 2R ZEEZHM SEEIRIES LTI
. BGPo| A Y8 BGP EMo = 2l BRIt AHMELIN? (as-path B).
. =41 L.30utO| OSPF HIO|E{H|O|A, EIGRP EEZX| E1|0I§ &= BGP Ho|20 J&LI?
.BGP A2 Z|Z3HE HMo| ZE T2 Zo| ML T MA J5o| MEELI?
E 7R ZZEZE &0I0| S2HIZH 7 HE B2, olchis ERMA BRI} L24X|X| 2 CHE Uit
Mol ollLct,

JHs8t 240k OSPF & 2ig 0

T W= EEZX|7F SUE FA 2l=of Q= F 71| OSP L30utt EE Z2, BF 30 IA'i
CHE S¥cz F2E dE & S?A'E B4 00| RLo{oF FLIC RHAIE LI 2 22 "E°'°F 2lzof ?
£ 5 OSPF L30ut 72| ™& et E" 2MHE| 7|2 & B ERSHAAL.

7tset #Ql: OSPF ¥0| A% E&= NSSAY

O|= OSPF L30utO| 2|8 LSAE #1355 74 E|X| 91'8 AR EE= NSSA FHo 2 LEEl 3
20| EAIELICH OSPFOME 2IF LSAT} AF Hdof| F 0 E[X]| §L&LICEH 'Send Redistributed
LSAs into NSSA Area(NSSA Fo 2 RHIZEILSA £ LH7|) E MEIE ZR NSSAEH¥o=z 11
ElLict.

& 2RE A siE AuEle #2: TS =8 WX Z/aLC

O AlLtE2|20M EX|= ACI L30ut01| ols FnEl LR B2} E}E L30utOl| A ChA] = A E|X| F
£Cte JLICH o] AlL}2[2 = L30uto| & HQI HE" = 2lof 9T O/ BlRE(Z HHAE He

CE L30utO| M2 CHE VRF01I U ARt 2IE EFEo] o3 VRF ZHoll ME | A0l & ’“9

el ¢ A&LICH.

758t 9421: BLO| 0484 VRFOIAM S &t 2R E| IDE & FH

Au[zefold oM 2t *E IDE %OE'?J VRF LHoll M &=E + ei&LICh 8Lt & VRF7t S
Ugt et Z2EZ TH Qo AZAE[o] UX| e detHoz M2 CHE VRFOIM SUE 2t
E{ IDE At&st= 0| E&LICH

ChE EEEX|E TodstMAI2.

el VRFE AH835tE o|F 2B — & Z2E 45K R&LC



m Leaf2 Router ID is
10.0.0.2 in both VRF1
and VRF2

OSPF

OSPF Peering - VRF1
OSPF Peering - VRF2

=

External Router with single VRF

22150 OSPF Ci|O|E{H| o] A0 A

017|M A= ACI leafoll M RHA| 22 E ID7} =4IE|= LSA
x|Z|X| et =ChE ZdL|Ct

3t VPG Aol A EUst x| EHolEl 7

ER-Ri E+°E+01IH LSAZF A% 71 & AbRIEILICE o
E0{ 212 Ef= VPC T/0J0lM LSAT} VRFE §0121 LSAT} CHE VRFOIA AIRHEl St e
(E+$E+ D7t SY)ollM 2= ZHe 2 4+ AsLich

Ol 2ME sHZAstEd™ AFERE7E L30utO| J= ZF VRF LHo|AM CHE T ReF 2t RE{ IDE 7hK{0F &
LICH.

st el St VRF B30t = CHE m{EEjo]|M +~4&lE stLte| ACI I{E2{Q] L30utt|M 3
2

ACI2| 7|& route-tage @5t X| et Bt &4 SYELICH 7|2 VRF El1E BHZESHX| i1 &t
VRF EE= ACI THE Elo| 5F L30uto| A CF2 VRF EE= ACI THE 2IO| CF2 L30ute 2 Z2E 1

St = **l BLOY| o|&lf Z=2 7} AFA|E L|CEH
O AlLtE|2 2| A ACIC| ZF VRFO| CH3H 1R 8 Route-Tag S A& st= WULICEH

=% 228 2R 2 ALI2IS #3 - ol7|x| gH SR A= e

O| AILIEIR = ST BR7} L30ut] 2e4x|H L 24& o|= 7t Qi B0l LIEFELICEH
7Hs &t #4Ql: 'Aggregate Export'E& AF& 3= 0.0.0.0/0 AHR

[F MEH0]0.0.0.0/0022 T4 E[™ 'Export Route Control Subnet'(ZB£ Ao{ MEL! LHELHZ])
2! 'Aggregate Export'(&7| LHEZLHZ[)& &35 match all redistribution route-mapO| A x| g L|C}. Of
A2 OSPF, EIGRP EE= BGPE Sdll st&E BLe| 2 & B2 &= 0[(7F) #+/&dE L30Oute 2 1 ElL|
Ct.

CtE2 &EHA HELHZ|o| 22 leafo]| BHE L= B2 YILICH

| eaf 102# show ip eigrp vrf Prod:Vrfl
IP-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunmber: 1



Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
netric version: 32bit
| P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: 0
Nurmber of EIGRP peers: 1
Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068
Tabl emap: route-map exp-ctx-2392068-deny-external -tag , filter-configured
Graceful -Restart: Enabl ed
St ub- Routi ng: Di sabl ed
NSF converge tine limt/expiries: 120/0
NSF route-hold time linmit/expiries: 240/0
NSF signal time limt/expiries: 20/0
Redi stri buted max-prefix: Disabled
sel f AdvRt Tag: 4294967295
| eaf 102# show rout e- map exp- ct x- prot 0- 2392068
rout e- map exp-ct x-prot o-2392068, permnmit, sequence 19801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-agg- ext-i nferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

| eaf 102# show ip prefix-list IPv4-proto32771-2392068-agg-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-agg-ext-inferred-export-dst: 1 entries
seq 1 pernmit 0.0.0.0/0 le 32

Ol ACI 21733 2RIEl Bl R0 b 2 HolLict
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Ch Cle3l3 ZTEM £AIE miZlo] Z1E 3t VLAN/VXLANS THZ!E EPGOY| 2735104 O] pcTagE
T55tE O AFSELICH MAC F4A £E IP FAE 848 miobch HMA st A 234 EPG
pcTag®t &7H & ELICH pcTag & H2f Aol CHEE AEAIEH LIS 2 "2 ot A" &2 F TS A|
o
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e 8t L30uts= 'Tenant(EI'H E) > Networking(HIE 2/Z)) > L3OUT > Networks(HIE ¥ 3) > L30OUT-
EPG' ot2ioi| /= L30ut EPG(R|F EPG)E At&35t0q4 pcTagE T+ & LICt. d2{Lt L30uts=
VLAN 3! QIE{HO|AE AFE5to] THA!E E/5HX| A &LICH 25/ = 'Longest Prefix Match' & 4|2
2 AAHFAMMEHE 7|82 2 §LICH [H2HA, L30ut EPGE Z2|HA 7|8 EPGE X2 E =+
ACH A2 MEHIZ 7|ESE LOute R B/ E F Uit EPGR |RAE HM M I{HE IS
L|C}.



CHS Clolo{232 GUIOIA] X|&E L30ut EPG2| pcTagE & £ UE {XIE EoiFLICH.

L30ut2| pcTag {I %l

aluilis
[} 1]

ALL TENANTS | Add Teranat = Prod RD-BGP | DC R L2

Prod

C}. o|h 'Q|F EPGE QIF MELW MEH HRIE A
2 1% LPM(Longest Prefix Match) Eo|E0l &=
I IP A0 AF2 & pcTag 2t 7H2IZILICH

AHERHE HFAF 7 EPG El02 Ho|
S 5101 2 HELIC ST B9le] 2f Mo &
2 FIHELICH O HEUIS ST MFAO] &

st
=
K

ol lIoII —

CHe TS AL 504 2IZ ALIRI0IM MTA 7] EPG MEHO| LPM B0 S 218 £ 9l&

=

vsh -c 'show system internal policy-mgr prefix'
MO
= o.

- LPM E{|0|& &5 2 VRF VNIDZ H{7} X|SELICt. Z&[= vrf_vnid/src pcTag/dst pcTago|
2k = ELch.

- 4t =2 B pcTagE 7HEIZLICH M2t & L30ut EPGE &Y EH VRF LHoI A S8 OfA
3 ZIo|2 Zt= EUE MEUIS AR £ 9l L|C}

- O = - HA EH

. AME510.0.0.0/02 &4 = pcTag 158 ASELICE [MEtM S=E o+ UXR[TH HA Al
g 26H™5| o|alfst o RJo{okBF §hL|C}.

- O| 0|82 YU FSE MOICH L30utol| M Leaf 24 AEZQRIET}X| &4 pcTagZt O] E| O]
=22 AL25tod Tt ME|LICtH Leaf 2 A= Z QIE M L30ut/7H K| CHA pcTageE Ol Ef|lO|E22 At
&35t0f mhlELct.

- VRFO] 'Policy Control Enforcement Direction'0d| CHE! 'Ingress' A8 A&0| = <, LPM
S AL ElO|= 0| L30ut BLs 2! L30Outzt #H|2f et VRFO| 2|Z AL|x|0f EA[E LICEH

ol 1: & HSFAII e B L30ut

o2
lo

|04
o

AlLF2I2: 3tLEo| L30ut EPG} E?:. | VRF Prod:VRF12| Bt BGP L30ut. 25 Al
172.16.1.0/242 2|8 AAOM M £=AIE|2 2 L30ut EPGE EF 3H0|= ghLict.

bdsol - aci 32- 1 eaf 3# show ip route 172.16.1.0 vrf Prod:VRF1l



I P Route Table for VRF "Prod: VRF1"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF

172.16. 1.0/ 24, ubest/nbest: 1/0
*via 10.0.0. 134%°r od: VRF1, [20/0], 00:56: 14, bgp-132, external, tag 65002
recursive next hop: 10.0.0.134/32%r od: VRF1

MM HFAElO|2 0 MELE FIHELICH
‘9§ EPGO]| CHEF Q| MEL' He{7t e MEH

' Create Subnet @z

IP Address: [ 172.16.1.0/24|
agaress/mask

Name:
scope: [_] Export Route Control Subnet
External Subnets for the External EPG

[ Shared Route Control Subnet
[ shared Security Import Subnet

aggregate:

Route Control Profile: o

Name Direction

1 [ 3 | LinlanTe Har Hana B

L30utl| VRF7} /&= BlZ ALX[0IM HFAI S| 2 aeidE & QlghLCt.

AR —

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conplete




2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.1.0/24 32772 True True Fal se

L30ut EPG2| pcTags vrf 89| 3277201 2097154.

ol 2: o2 MSFAIF Z3HE B L30ut

Ol o E & &5HH 0| AILIEI0 A L30ut0| 042 MFALE sAIFLICH ZF HEAME ™ %PE
Ec AREO0|X|2H CHE Mol 8t Ao H2hH=2 L3O ut01|H¢tIE_I DEHMFA
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J2{™ CHZ policy-mgr HF At E|l0|8 &S 0| &4ELct

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/24 32772 True True Fal se

0.0.0.0/00] EEEl peTagi= 327720] bkl 2 158 ALSELICE peTag 15E L3OUOIA =E
HFALE UR|IAIZ7|E dYEFIE AEZ 5t 0.0.0.0/00{ A2 AL El= of| 2 E A|AE
pcTag®lLIC}.

& B L30uto] U= B policy-prefixe 10

VRF010.0.0.0/02 At&stE B L30ut EPG7H 23
ot

{8t HEfE RFXISHH 2 F catchdle 7HE 42

of 3a: VRFO| = o4 L30ut EPG

Ol AlLtE[20iM = SYer VRFO| 02] L30ut EPG7H U&LICH

21 MEFA 7|EHEPG B H0|M CHE & An|as|o|M2 S8 LPM policy-mgr 5 Al El|0|8
AED|E MMELICH

1. L30ut EPG7} ZtZt 171 = 8H=El L30ut 27H.
2. L30ut EPG 2707} Z &=l L30ut 17H

= AlL}2|2 2 50i A L30ut EPG2]
gulo] Q& LCt.

OH-

+= 28LICh. &, 2T EPGOll= 72 pcTag X AEE M

X|HEl L30ut EPG2| 2 E pcTagE GUIL| 'Tenant(Ell'=1E) > Operational(2 %) > Resource ID(Z
A A ID) > L30uts(L30uts)' 0| 2 &= QU&LICH.

L3Out pcTag &€l

Stem Tenants Fabric Virtual Networking L4-L7 Services Admin Jperations Apps
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sSummary Dashboard Policy
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O| AlLt2|20 M ACI HEE|2 Q|F B RE{0|M oft] HFAIE & 2M L30ut EPG Hel= oSt
&Lk

. L3OUT-EPGO & &l 172.16.1.0/24 ] L|C}.

. L3OUT-EPG20i| & El 172.16.2.0/24 ] L|C}.

- 172.16.0.0/162 L3OUT-EPGO| & F E|A&LICH172.16.3.0/24 HFAHE catchdt 7| <|35H).
O|E &Ql5t7| @5 Ct=21 Z o] ZAxm|z2elo|MHMe HolgrLct.

. L30OUT-EPGO= 'Q|5 EPGE Q|8 MEYl' |7} &=l MEY 172.16.1.0/24 2!
172.16.0.0/160| /& L|C}.
. L3OUT-EPG20{|= '2|F EPGL| 2|F MEU" {7t & El MEYH 172.16.2.0/240| & LIC}.
A S ALEo|8 €52 31 Z &Lt

bdsol - aci 32-1 eaf 3# vsh -c 'show system internal policy-mgr prefix' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.1.0/ 24 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.0.0/ 16 32772 True True Fal se
2097154 35 0x23 Up Pr od: VRF1
172.16.2.0/ 24 32773 True True Fal se

172.16.2.0/242 pcTag 32773(L30UT-EPG2)0i| &S Z|1 172.16.0.0/162 32772(L30OUT-EPG)0|
stoh=]| o}

O| AlLIE2|R0IME= /16 £=THYI0| SUEH EPGO| S E|D 2 172.16.1.0/240] CiEt &= 0| SEEL
Ct.

0424 L30ut EPGE EH L30ut LHS| HSFAF 250 MZ CHE A Y S MESHE ol SEL M
2%tL|ct. Ct= ool A= 0424 L30ut EPGOI| A 74|2F0| o{t&H| RHA=|= K| E0o4F L|C}.

=0

oi 3b: A|2ko| HZ CIE 042{ L30ut EPG
ol AlLtEl20i= Che M&o| Zh=Lct.

- ICMPEt 31&3t= ICMP A2 lL|ct.

. tcp CHA ZE 802t 5{1&5t= HTTP ALt

. EPG1(pcTag 32770)2 L3OUT-EPG(pcTag 32772)0 M A& 3= HTTP A2 MBS EhLct

. EPG2(pcTag 32771)& L30UT-EPG2(pcTag 32773)0 A AF& 3= ICMP Hl2FE MEEhLct.
O™ oflxl|e| 5Bt policymgr T A7 AFSELICH.

. L3OUT-EPGZ2| 172.16.1.0/242 HTTPE EPG10] 5{&3l{ofF &f

. L3OUT-EPG229| 172.16.2.0/242 EPG20] Ciet ICMPE &{ 3l oF &rL|Ct.
pollcy—mgr X-IEM. ol o=|o=| x|7§-| _I—.Il.xl

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"



Vrf-Vni VRF-1d Table-Id Table-State VRF-Name Addr

Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Prod: VRF1

0.0.0.0/0 15 True True Fal se

2097154 35 0x23 Up Prod: VRF1

172.16. 1.0/ 24 32772 True True Fal se

2097154 35 0x23 Up Prod: VRF1

172.16.0.0/16 32772 True True Fal se

2097154 35 0x23 Up Prod: VRF1

172.16.2.0/ 24 32773 True True Fal se

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154

R - - S T R R +
_____________________ +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope |
Priority |

R - - S T R R +
_____________________ +

| 4326 | 0 | 0 | inplicit | uni -dir | enabled | 2097154 |
any_any_any(21) |

| 4335 | 0 | 16387 | inplicit | uni -dir | enabled | 2097154 |
any_dest _any( 16) |

| 4334 | 0 | 0 | inplarp | uni -dir | enabled | 2097154 |
any_any _filter(17) |

| 4333 | 0 | 15 | inplicit | uni -dir | enabled | 2097154 |
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni -dir | enabled | 2097154 |
any_dest _any( 16) |

| 4342 | 32771 | 32773 | 5 | uni-dir-ignore | enabled | 2097154 |
fully_qual (7) |

| 4343 | 32773 | 32771 | 5 | bi -dir | enabled | 2097154 |
fully_qual (7) |

| 4340 | 32770 | 32772 | 38 | uni -dir | enabled | 2097154 |
fully_qual (7) |

| 4338 | 32772 | 32770 | 37 | uni -dir | enabled | 2097154 |
fully_qual (7) |

R - - S T R R +
_____________________ +

Triage® At&EH O|O|E| B2 A& — HMolM 5835l 28/

QF HES|Z 2] 172.16.2.12F EPG22| 192.168.3.1 AtO[2| ICMP 52 && S8l
&2 mestn EAMg & &Lt ol 22 ECi=Eo| CHE & stLIZ S0

%1 103 & 104 & Ctol| M TriageE AlZHgfLICt.

______ e
Name | Action |
______ e
| deny, |l og |
| permt |
| permt |
| deny, |l og |
| permt |
ICVMP | permt |
ICVMP | permt |
HTTP | permt |
HTTP | permt |
______ e
FHMZ MESIo &
QUODZ BlZ AQ

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.3.1

fTriage Status: {"dbgFtriage":
“apicld": "1", "id": "0"}}}
Starting ftriage

Log file name for the current
2019-10- 02 22:30: 41,874 I NFO
-dip 192.168.3.1

{"attributes":

run is:

{"operState":

2019-10- 02 22: 31: 28,868 | NFO ftriage:

and default usernane: apic#fall back\\adm n

2019-10-02 22:32:15,076 | NFO ftriage:

Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365
2019-10- 02 22:32: 15,295 I NFO ftriage: nai n: 242

"I nProgress",

ftlog_2019-10-02-22-30-41-871.txt
/controller/bin/ftriage route -ii

"pid":

"14454",

LEAF: 103, 104 -sip 172.16.2.1

mai n: 839 L3 packet Seen on bdsol

nmai n: 1165 I nvoking ftriage with default password
-aci 32-1eaf 3

i ngress encap string vlan-2551



2019-10- 02 22:32:17,839 I NFO ftriage: mai n: 271  Building ingress BD(s), Cx

2019-10- 02 22:32: 20,583 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 22:32: 20,584 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 22:32: 20,693 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4343 scope: 34 filter:5

2019-10- 02 22:32:39,931 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502
2019-10- 02 22:32:39,933 I NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10- 02 22:32:48,636 | NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1

2019-10- 02 22:32:48,637 | NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 22:32:51, 257 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 22:32:54,129 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 22:32:55, 348 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 22:32:55,349 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 22:32:55,596 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 22:32:55,896 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 22:33: 02,150 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

Triage= L30OUT_EPG20M EPGZ 9| ICMP #+2{0] CH#t zoning-rule hitE & QlgtL|C}.

2019-10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4343 scope: 34 filter:5

Triage® ALEE C|OIE] B2 HE — EHMol|M HEEX| Sl 28

172.16.1.1(L3OUT-EPG)0I M 192.168.3.1(EPG2)2 ME == ICMP ECiZo| B HAH AXE of
AgrLct.

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.1.1 -dip 192.168.3.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "15139",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-02-22-39-15-050.t xt

2019-10-02 22:39: 15,056 | NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.1.1
-dip 192.168.3.1
2019-10- 02 22:40: 03,523 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password

and default username: apic#fall back\\adm n

2019-10- 02 22:40: 43, 338 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

2019-10- 02 22:40: 43, 339 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

SECURI TY_GROUP_DENY condition setcast: 236 bdsol-aci32-1eaf3: Drop reason -
SECURI TY_GROUP_DENY condition set

2019-10- 02 22:40: 43, 340 I NFO ftriage: unicast:252 bdsol-aci32-1eaf3: policy drop flow
scl ass: 32772 dcl ass: 32771 sg_| abel : 34 proto: 1

2019- 10- 02 22:40: 43, 340 I NFO ftriage: main: 681 : Ftriage Conpleted with hunch: None
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "Idle", "pid": "0", "apicld": "0",

"id": "0"}}}



23 E SECURITY_GROUP_DENY(ZA AtA|) olg 2 EH O| &M= mtlEl A4 pcTag7t
32772 th#%} pcTag7t 32771 A=X| & QIELICH I X|H 7 =loi| Ciall o] =2 AAstH sl
EPG Atolof & =0| EFs| ei&LCt.

bdsol - aci 32- | eaf 3# show zoning-rule scope 2097154 src-epg 32772 dst-epg 32771

Fommm oo - Fommmm o Fommm oo Fomm - - Fommmm oo B S S Fommmm oo Fommm oo +

| Rule ID| SrcEPG| DstEPG | FilterID| Dir | operSt | Scope | Nane | Action | Priority |
Fommm oo - Fommmm o Fommm oo Fomm - - Fommmm oo B S S Fommmm oo Fommm oo +
Fommm oo - Fommmm o Fommm oo Fomm - - Fommmm oo B S S Fommmm oo Fommm oo +

ol 4: 0424 L30Out o4 HFA

AlLtE|2 = off 31+ R AbstAHl D™/ XEHL30ut X L3Out EPG H2|), & L30ut EPGO| 25 Ho|E
HES{3= 0.0.0.0/0LIC}

Alet Hu|apolMde cha o Zr&Lot

. ICMP12 3&38t= ICMP1 A 2FlL|Ct.
. ICMPE 5{&3tE= ICMP2 AHlF LIt
. EPG1(pcTag 32770)2 L3OUT-EPG(pcTag 32772)0 M A& 3= ICMP1 Hl2FE MBS & LICt
- EPG2(pcTag 32771)E L3OUT-EPG2(pcTag 32773)IM AFE&HE ICMP2 A2 NS &LCH.
O| Am|azio|ME 2F HELIT0A e HFAIE T 1dte B 0|4 XMoo= HY = UKL
MZ CHE 518 25 HEHE MEE HF AL *4a7+27H Olef A&, of oflod| A 7‘* A StLEE
ICMP12t 3{&35t T CHE St ICMP22t 5{ 88l oF & LCt.

Ik

S8t VRFOIIA '0.0.0.0/0'S T H AL 5tCEHE policy-mgr T A El| 0|2 0f 5tLtS| Z{F AR
23 UEL|C}

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Prod: VRF1

oteflollM 2712 E22E MAERIELICH ?{e] Alef m[aei oMo el ChE ArZ o of &L
Ct.

1.172.16.2.1(L3OUT-EPG2)0i| A 192.168.3.1(EPG2) 2 2| AL ICMP20i| A &{ &5l of gLlCt,
2. EPG1Z} L3OUT-EPG2 ALO|0f| contract7} Q122 2 172.16.2.1(L30OUT-EPG2) 01| A
192.168.1.1(EPG1)22| &2 3{&|X| gfotof & LICt

Triage® ALEE Cl|OIE] B2 HF — YHMolM 383l 2/

172.16.2.1(L3OUT-EPG2)0l|l A| 192.168.3.1(EPG2 — pcTag 32771)22| ICMP 222 Z TriageS
AlderLCt,

Starting ftriage
Log file nanme for the current run is: ftlog_2019-10-02-23-11-14-298.txt
2019-10- 02 23:11: 14,302 I NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1



-dip 192.168.3.1

2019-10- 02 23:12: 00,887 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernamne: apic#fall back\\adm n

2019-10- 02 23:12: 44,565 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 23:12: 44,782 I NFO ftriage: mai n: 242 ingress encap string vlan-2551
2019-10- 02 23:12: 47,260 | NFO ftriage: mai n: 271  Building ingress BD(s), Cx

2019-10- 02 23:12:50, 041 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 23:12:50,042 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 23:12:50, 151 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Coll ecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:13:08,595 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4336 scope:34 filter:5

2019-10- 02 23:13:09, 608 | NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502
2019-10- 02 23:13:09, 609 I NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx

2019-10- 02 23:13: 11,449 I NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 23:13: 11,449 I NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10-02 23:13:18,383 I NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1
2019-10- 02 23:13:18,384 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 23:13:21,078 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 23:13: 23,926 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 23:13: 25,216 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 23:13: 25,217 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 23:13: 25,465 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 23:13: 25,757 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 23:13:32,235 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16
Ol & zoning-rule 433601 2|5l (0| 4 CHZ) 3{SELIC.
TriageE AF2 8 OO|H A2 A& — HHMoM FHEBEX| = 28

172.16.2.1(L3OUT-EPG2)0l A 192.168.1.1(EPG1 — pcTag 32770)22| ICMP Z2 92 2 Triage2
AlderLCt,

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.1.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "31500",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-02-23-53-03-478.txt

2019-10-02 23:53: 03,482 | NFO /[controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1
-dip 192.168.1.1

2019-10- 02 23:53:50,014 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019-10- 02 23:54: 39,199 I NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11364

2019-10- 02 23:54: 39,417 I NFO ftriage: mai n: 242 ingress encap string vlan-2551

2019-10- 02 23:54:41,962 | NFO ftriage: mai n: 271  Building ingress BD(s), Ctx

2019-10- 02 23:54: 44,765 | NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 23:54: 44,766 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1

2019-10- 02 23:54: 44,875 | NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Coll ecting transient

| osses snapshot for LC nodule: 1
2019-10- 02 23:55:02,905 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule



id: 4341 scope: 34 filter:5
2019-10- 02 23:55: 04,525 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2501
2019-10- 02 23:55: 04,526 | NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx
2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1
2019-10- 02 23:55:06, 390 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD1
2019-10-02 23:55:13,571 I NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.1.1
2019-10- 02 23:55:13,572 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 23:55:16, 159 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 23:55:18,949 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)
2019-10-02 23:55:20,126 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:
DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)
2019-10- 02 23:55: 20,126 | NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG
2019-10- 02 23:55: 20, 395 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl
2019-10- 02 23:55: 20,687 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11364 in
SUG sane as EP segi d: 11364
2019-10- 02 23:55: 26,982 | NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-
devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16
Ol EEL2 2 zoning-rule 43410 oJ&l & (0=||7|7(| g%) o]ps] zoning-rule= 2M5t0{ 1 O|RE T}
of 5t oF FLICH.

Clole &2 &% — zoning-rules

Z|2 2HO| HAE S 5= zoning-rule CHIF Z&LICt.

. Expected — & 227} zoning-rule line 4336(ICMP2 7|2f)oi| =& &fL|C}.

. of7|%| et 2 58 g™ - zoning-rule line 4341(ICMP1 #H|<).
[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +
| Rule ID| SrcEPG| DstEPG| FilterlD | Dir | operSt | Scope | Nane | Action |
Priority |
[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +
| 4326 | 0 | 0 | inplicit | uni-dir | enabled | 2097154 | | deny, | og |
any_any_any(21) |
| 4335 | 0 | 16387 | inmplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |
| 4334 | 0 | 0 | inplarp | uni-dir | enabled | 2097154 | | permt |
any_any_filter(17) |
| 4333 | 0 | 15 | implicit | uni-dir | enabled | 2097154 | | deny,log |
any_vrf_any_deny(22) |
| 4332 | 0 | 16386 | inmplicit | uni-dir | enabled | 2097154 | | permt |
any_dest _any(16) |
| 4339 | 32770 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |
| 4341 | 49153 | 32770 | 5 | uni-dir | enabled | 2097154 | ICMP2 | permt |
fully_qual (7) |
| 4337 | 32771 | 15 | 5 | uni-dir | enabled | 2097154 | ICMP1 | permt |
fully_qual (7) |
| 4336 | 49153 | 32771 | 5 | uni-dir | enabled | 2097154 | ICWP1 | permt |
fully_qual (7) |
[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom - [ R, Fomm o
_______________ +
T 28 25 VRFQ| src pcTagE 49153. O|= VRF2| pcTaglLICt. Ol= UIo|AM &ele = &L



Ct.

VRF2| pcTag &2l

il APC ~ @ COO
Cisco
ySLE Tenants Fabr Virtual Networking 4 TViCE Adr perat
ALL TENANTS | AddTenant | Tenm _ | common Prod | RD-BGF | DC | RD-L2

i ¢ 0@

Operationa I f Lontract Viewer

—
P

Bridge Domains PG L30ut xternal Networks ( dged)

oo 6 i %

= VRF Name VRF Allas Class ID Segment ID Scope

CHZ=2 0.0.0.0/0 HF A7t L3Outat M ALSE [ EeLct.

. LIS EPGOIIA] 0.0.0.0/02] L30ut EPGE2| EEHZI2 2 x| pcTag 155 THA4 LT},
. 0.0.0.0/02] L30ut EPGOHH ACI Lj& EPGEQI EfjZe VR F°I A A pcTagE 49153.
O

bdsol - aci 32-| eaf 3# contract_parser.py --vrf Prod:VRF1l

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]

[7:4339] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPGL(32770) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWvP2] [hit=0]

[7:4337] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPG(32771) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CVP] [ hit=0]

[7:4341] [vrf:Prod:VRF1l] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPGL(32770)
[contract:uni/tn-Prod/brc-1CWVP2] [hit=270]

[7:4336] [vrf:Prod: VRF1] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPQ2(32771)
[contract:uni/tn-Prod/brc-1CWP] [ hit=0]
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Forward Result

Destination Type To a local port

Destination Logical Port Po1l

Destination Physical Port eth1/12

Sent to SUP/CPU instead no

SUP Redirect Reason (SUP code) NONE

Contract

Destination EPG pcTag (dclass) 32771 (Prod:App:EPG2)

Source EPG pcTag (sclass) 49153 (Prod:VRF1:130ut-BGP:lan-2551)
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BGP AS 65001

Leafd RID

Leafl Leaf2 RID Leaf3 RID
Server Leaf 10.0.0.2 10.0.0.3 . 10.0.0.4
1 =ese L see i see 1 see

Internal EPG - VRF2
192.168.1.0/24

L30ut - VRF1
172.16.20.1/32
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| eaf 103# show ip route 172.16.20.1/32 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF



172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 03:59:59, ospf-default, type-2

OH CHS B2 E BGPE 7Hxqetof &fLICE 7|E2XMo =2 RE 2|F B2 E BGP=E 7}A{Q}of &hL|ct.

2 2|xoi ciet BGP ¢l
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| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System
VRF |Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D : 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D .0
Cluster-1D 0.0.0.0
Ml TE Cluster-1D 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

No. of established peers 0

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Wait for | GP convergence is not configured
Export RT list:
65001: 2392068
Import RT list:
65001: 2392068
Label node: per-prefix

Q| £242 9|% VRFO|M VPNv4E Z 1 E|= B E Z20f M 65001:23920682] route-target2 4= Al

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP



Advertised path-id 1, VPN AF advertised path-id 1
Pat h type:
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20,
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer
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| eaf 101# show bgp process vrf Prod:Vrf2

I nformation regarding configured VRFs:

BG&P Information for VRF Prod: Vrf2
VRF Type System
VRF I d 54
VRF state uP
VRF confi gured yes
VRF ref count 0
VRF VNI D 2916352
Router-1D 192.168.1.1
Configured Router-1D 0.0.0.0
Confed-1D 0
Cluster-1D 0.0.0.0
MSI TE Cluster-1D 0.0.0.0
No. of configured peers 0
No. of pending config peers 0
No. of established peers 0
VRF RD 102: 2916352
VRF EVPN RD 102: 2916352
Wait for | GP convergence is not configured
I mport route-map 2916352- shared-svc- | eak
Export RT list:
65001: 2916352
Import RT list:
65001: 2392068
65001: 2916352
9l E2e ol VRF7} LIELIE Z2 i 8 7hxieE U
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| eaf 101# show route-map 2916352-shared-svc-leak
rout e- map 2916352-shar ed-svc-1 eak, deny, sequence 1
Mat ch cl auses:
pervasive: 2
Set cl auses:
rout e- map 2916352-shared-svc-1eak, pernit, sequence 2
Mat ch cl auses:
extcommunity (extconmunity-list filter): 2916352-shared-svc-| eak
Set cl auses:
rout e- map 2916352-shared-svc-1eak, pernit, sequence 1000
Mat ch cl auses:

ip address prefix-lists: |Pv4-2392068-16387-5511-2916352-shar ed-svc-1 eak

i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:

a- |l eaf 101# show ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-Ieak

ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-1eak: 1 entries
seq 1 permt 172.16.20.1/32
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| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrf2

BGP routing table information for VRF Prod: Vrf2, address family |IPv4 Unic

BGP routing table entry for 172.16.20.1/32, version 3 dest ptr Oxa763addO

Pat hs: (2 avail able, best #1)

Fl ags: (0x08001a 00000000) on xmit-list, is in urib, is best urib route,
vpn: version 10987, (0x100002) on xmt-1list

Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0Oxc0000018 0x40 ref 56506 adv path ref 2, path is v
Imported from 10. 0. 72. 64:5:172. 16. 20. 1/ 32
AS- Path: NONE, path sourced internal to AS
10.0.72.64 (netric 3) from 10.0. 64. 64 (192.168. 1. 102)
Oigin inconplete, MED 20, |ocal pref 100, weight O
Recei ved | abel 0O
Received path-id 1
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110
Oiginator: 10.0.72.64 Cluster list: 192.168.1.102
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| eaf 101# vsh -c "show ip route 172.16.20.1/32 detail vrf Prod:Vrf2"
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I P Route Table for VRF "Prod: Vrf2"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF
172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 548
recursive next hop: 10.0.72.64/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rwvnid: 0x248004
table-id: 0x36 rwnmac: O
*via 10.0.72.67%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 54a
recursive next hop: 10.0.72.67/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rw vnid: 0x248004
table-id: 0x36 rwnmac: O
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cHES =Al5HH QIT VRFOIM Z T ZA™ S LHEILICEH

rw-vnid 2t 2 16%1=0|2 2 1082 B35t VRF VNID 7t 23920680| & LIC}. 'show system
internal epm vrf all'S AFE35t04 ST VRFE ZMELICEH | leaf2| grep 2392068' 'moquery -c¢ fvCtx -
f 'fv.Ctx.seg=="2392068" 232 AIR5104 APICOIA] Fof Z4Me a8t 4 QlaL|ct

EP Z29| IPZ BL PTEPE 7}2|740F 8t '%overlay-1'2 CS &2 ZZ = 3|7} 2B 0] VRFO|
2 LIEHELICE

2
=
2
N =]

2R L30ut YAEE - LI Z= &

O™ MMM MHEE JWAMEH, 37 L30uto|A LIE BD MEHE 2E[= 2y Chgol el AMz|
=L |ct
= .

. BD MEY(LHE VRF)2 BL(2|¥ VRF)M| 1 ZZZ MX|ELICE o8t 1 BE 252 LY
= EPGS L30ut ZHo| H|eF #t7|o| ZAntelL|ct.
. 1M d2E BD MEUM ool 2 Hel7t MHEH R z2E 22 R Z ELICH

BLO|AM BD 1 ZA = &9l

| eaf 103# vsh -c "show ip route 192.168.1.0 detail vrf Prod:Vrfl"
I P Route Table for VRF "Prod: Vrfl"

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:55:27, static, tag 4294967292
recursive next hop: 10.0.120. 34/ 32%verl ay-1
vrf crossing information: VN D: 0x2c8000 Cl assld: 0 Fl ush#:0

¢ 20| M LHE VRFL| VNID7t RiEH 8o 2 ™ k|0 /& LICt CHE &% proxy-v4-anycast
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