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HIES3 Clojo{ 2=

LEAF101 LEAF102
=a
EPG1-EPG2
CONTRACT SCOPE: TENANT
SOURCE IP 10.10.10.10/24 /~— DESTINATION IP 192.168.10.10/24
Tenant : P = | Tenant : P
EPG :EPG-1 1 [ EPG :EPG-2
BD. :BD-1 BD :BD-2

BD SVI:192.168.10.1/24

BD SVI:10.10.10.1/24
————— VRF :VRF-2 (VNID 2260992)

VRF  :VRF-1(VNID 3080192) =

HoagolM F2 LI

- REE MEYOM "VRF 2t 38" MEY He|7} 2o EtL|Ct,192.168.10.1/24

- EPG7t 8t HIHE0| /o2 2 Ao Moz EIHAE" H2{7} {ofof BLICH EPG7} A
Z 2 HAEH Qe A2 Aol ' 2 H7}F Qlofok Bhch

. B8 MEU0| AU EPGO HolE B, EPGOUIM SR &1 EPGOIM AH|EIE AHlofat
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= Subnet - 192.168.10.1/24

C» Quick Start

- P
-~ [ Application Profiles
@ PJ-aP
- [l Application EPGs IP Address: 192,168.10.1/24
5 %% EPG-1 Description: | optional
%9 EPG-2

= Domains ( and Bare-Metals) Treat as virtual IP address: [

B EPG Members Scope: I: Private to VRF
[[] Advertised Externally
[¥] Shared between VRFs
Subnet Contrel: [_] No Default SVI Gateway
[ querier 1P

L3 Out for Route Profile: |5@'et,t a value | ’

Route Profile: | select a value

L

IP Address Pools:

~ Name Start IP End IP DNS Servers
B L4-L7 IP Ad
B uSeg EPGs
Type Behind Subnet: EP Reachability MSMLB Anycast MAC \I
. [ Metworking

EPG-1-EPG-2 222 F£¥X
A H|XF 2] 101

Leaf 101 Consumer VRF PJ:VRF-12| A2 MHE
2& Ho0{ ELICI. VRF PJ:VRF-2& C}S1F Z&LCt.

| eaf 101# show ip route 192.168.10.10 vrf PJ:VRF-1
I P Route Table for VRF "PJ: VRF-1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192.168.10.0/24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0. 240. 33%verl ay-1, [1/0], 23:06:11, static, tag 4294967294, rwVnid: vxlan-2260992
recursive next hop: 10.0.240.33/32%verl ay-1

24 10.10.10.100| M §2{X| 192.168.10.12 2| ICMP 2&of| Cial &~H|At 2|Z 1010 ELAM2
ZENHSEE 5T + A&LIT

| eaf 101# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

modul e- 1# set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
nmodul e- 1# start

nmodul e- 1# ereport

CQuter L3 Header



I P Protocol Nunber o I CWP

I P CheckSum 1 37262( 0x918E )
Destination IP : 192.168.10.10
Source IP ¢ 10.10.10.10

I P Protocol o ICWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 16568( 0x40B8 )

sclass (src pcTag) : 16388( 0x4004 )

dclass (dst pcTag) ¢ 10930( O0x2AB2 )

src pcTag is fromlocal table 1 yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Unicast / Fl ood Packet > no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : yes
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81874

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

2 1 M= Contract7t Consumer Leaf 1010l &£ Src pcTag 16388(EPG-1) & Dst PcTAG
10930(EPG-2)7} & E IS S Eoi&ELICH

X VRF PJ:VRF-1(VNID 3080192)2| Z 2 7184 Zoning-Rules®} H| 5104 HZ = 7

o
£ At
2 IDE AEe = &Lt

| eaf 101# show zoning-rule scope 3080192

[ Fomm e e e - o Fomm e e oo - Fomm e o B [ [ B SRS +- - - -
------ T

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Name

Action | Priority |

[ Fomm e e e - o Fomm e e oo - Fomm e o B [ [ B SRS +- - - -
------ T

| 4117 | 10930 | 0 | implicit | uni -dir | enabled | 3080192 | |

deny,log | shsrc_any_any_deny(12) |

| 4108 | 10930 | 16388 | 8 | uni-dir-ignore | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

| 4118 | 16388 | 10930 | 8 | bi-dir | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

e ommmmm - oo e oo e e oo FER—
------ o e e+

1 o AIX HE FEI2 Provider EPG-2(PcTag 10930)H| A any(PcTag O)E xrg 2 MY
EILICH Ol= EPGE &8 F7I Hlef ¢i0| AFA}F VRFOIM AH|XF VRFER S48 s=85tX| &2

St 5 ot 7| fI8t JLICE



EPG-2-EPG-1 B2 £X
[ 2= 102

Leaf 102 for Provider VRF PJ:VRF-22| ZAZ HE0{= VNID 3080192E S35l 10.10.10.1001 CHSt
B2} EAlE|/H, Ol= Consumer VRF PJ:VRF-12/L|LC}.

| eaf 102# show ip route 10.10.10.10 vrf PJ:VRF-2
| P Route Table for VRF "PJ: VRF-2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

10.10.10.0/24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.240. 33%verl ay-1, [1/0], 1d22h, static, tag 4294967294, rwvnid: vxlan-3080192
recursive next hop: 10.0.240.33/32%verl ay-1

A4 192.168.10.100 M F%{X[ 10.10.102 £ 2| ICMP 2%0{ CHall =4t 2[Z 1010 ELAM2S
2 EdiH 58 #UE & UA&LIC

| eaf 102# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

I P Protocol Nunber : ICWP | P CheckSum: 37262( Ox918E ) Destination IP
10.10.10.10
Source IP : 192.168.10.10

I P Protocol o ICWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 18616( 0x48B8 )

sclass (src pcTag) : 10930( O0x2AB2 )

dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table . yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng > no
Contract Applied : no



Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81873
( show sys int aclgos zoning-rules | grep -B 9

0| E 1 Mol sclass 2! dclass7t 25 HI2Z 7t Q!

"1 dx:

81873"

3% MH|A MSAHRI EPG-2= O|A| 109302 2 PcTagE TS & LICH

Ol iZ!o| & El dclass= B AMH|A AH|X}F PcTag 14RILICH PcTag 14= VRF 7+ EEEE

=2 O
2 0 2k El A|AE] PcTag®lLICH.

"Action"O| "permit_override"2 MM E 2 A} EPG2 PcTag 109301 &7 AMH|A AH|RF A|AE]

PcTag 14 7+01| 3= 2lZ 10201| % stxd T
22 AE5tH 2|5 A 3|8 2l LxIste

| eaf 102# show zoning-rule

2ol z2aeidE(of @
EE2R7I AHRF2ZE A

EXI golgfLch ol

EE ¢ I\I\EL’IEI-

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Name | Action
Priority |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +

| 4113 | 10930 | 14 | implicit | uni-dir | enabled | 2260992 | | permit_override |
src_dst_any(9) |

[ Fomm e e e - o Fomm e e oo - Fomm e o Fomm e e o Fomm e e o [ R, Fomm o S
o e e e e e e e aa oo +

AlLtZ|2 2 - BD-to-BD: 32Xk BDOl| HolEl S/ MEY.

Ol oA AlLIZ|20IMHE S] HEU 0| BD-20i| AMEH 74 FLICH

Shared Services Z1I|28|0|ME 2 Z235t2{H F EPG(EPG-1 & EPG-2)0{|H 25 H S AH|SH

1 AN|23sHoF sfuct.



PJ

(» Quick Start
a::

- [ Application Profiles

@ Pu-AP

I Application EPGs
22 EPG-1
- Sia) EPG-2

- [l uSeg EPGs

: = Metworking
- [l Bridge Domains

() BD-1

. [ DHCP Relay Labels
= aubnets

& 10.10.10.1/24

- [ ND Proxy Subnets
- (u) BD-2
- [ DHCP Relay Labels
- | Subnets

B ND Proxy Subnets



EPG1-EPG2 Contract is being I\
Consumed and Provided on Both )
EPG-1 and EPG-2 AN

EPG-1-EPG-2 #22 &%

. EPG-12 HM3%2 7!
. EPG-2= AH|RIR 72t

. Leaf 102

B2 HEE

":1:1XPIEI 101:

Leaf 101# wvsh_lc

modul e- 1# trigger reset
nmodul e- 1#
nmodul e- 1#
nmodul e- 1#
nmodul e- 1#

start
status

nmodul e- 1# ereport

AH|X} leafo| 22
AlLt2|2 13t Sst|ct.

trigger init in-
set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10

ZEELIC
Lt
2|5 0| of7ofl MBELIC

select 6 out-select 1

Topo Palic e e Contract Exception Faults History
0= %
Relation Indicators
Configured | J Operationa

I
——
I
—
—
Maiter EPGIESG

1 AH|E|E2 2 EPG-1(Leaf 101)2t EPG-2(Leaf 102) 7+2]

I P Protocol Nunber
192.168.10.10
Source IP

| CMP | P CheckSum :

23304( 0x5B08 )

: 10.10.10.10

Destination IP

I P Protocol
L4 Src Port
L4 Dst Port
sclass (src pcTag)

| CMP( Ox1 )
2048( 0x800 )

59074( OXE6C2 )

: 18( 0x12 )



dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table 1 yes
derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Cont ract Loggi ng 1 no
Contract Applied : no
Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81873

( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

dclass 147t =R EX| EUIELICEH Ol AHIA 2|Z7} 2T M X318 #8588 = UATE E
2|0 "permit_override" 22 S5l A& =S {SE S olO|grLIct.

]I

u_éHlxl_u EIE 102

Leaf 102# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 14 out-select 1

nodul e- 1# set inner ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
nodul e- 1# start

nodul e- 1# ereport

----------------------------------- Inner L3 Header ----------mmmmm e
--------------------------------------------------------------------------------------- 1P
Protocol Nunber : | CVP Destination IP : 192.168.10.10

Source IP : 10.10.10.10

Contract Lookup Key

I P Protocol I CWP( 0x1 )

L4 Src Port : 2048( 0x800 )

L4 Dst Port : 26203( 0x665B )

sclass (src pcTag) : 18( 0x12 )

dclass (dst pcTag) : 10930( O0x2AB2 )

src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet

Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no
Contract Applied : yes



Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81874
( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81874" )

O|X| EPG-11t EPG-2 25 ™ PcTagE #&LICt EPG-12 PcTag 180|1 EPG-2= PcTag
10938.

EPG-2-EPG-1 2% &X

= EPGOA 37 MHIA A 20| MB LD AH|E|22 EPG-2(Leaf 102)2F EPG-1(Leaf 101) 7+2]
) EE2 OS §48 sHagct

. EPG-2= M3AtZ Zt=ELICt

. EPG-12 AH|A2 ZHFELcH

. Leaf 1012 AH|X} leafo|=2 2 %|F XEH0| 097|0]| 2 =|L|C}.
A2 HEE AU2|I2 13 SYghLict

u_—.l_:_xl_u EI 102

Leaf 102# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

I P Protocol Nunber : ICMP I P CheckSum: 23308( Ox5BOC ) Destination IP
10.10.10.10
Source IP : 192.168.10.10

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port . 56682( OxDD6A )

sclass (src pcTag) : 10930( O0x2AB2 )

dclass (dst pcTag) : 14( OxE )

src pcTag is fromlocal table . yes

derived froma local table on this node by the | ookup of src IP or MAC
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no
Contract Applied : no



Contract Hit 1 yes
Contract Aclqos Stats | ndex : 81873
( show sys int aclgos zoning-rules | grep -B 9 "ldx: 81873" )

dclass 147t =R EX| ZIELICLH Ol AHIA 2|Z7} 2T M 3|8 #8588 = UATE E
B0 "permit_override" 2|2 S5 A& =S S E S olO|ghLict

u_éHlxl_u EIE 101

Leaf 101# wvsh_lc

nodul e- 1# trigger reset

nodul e- 1# trigger init in-select 6 out-select 1

nodul e- 1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
nodul e- 1# start

nodul e- 1# ereport

--------------------------------------------------------------------------------------- L3 Type
IPv4 DSCP : 0 Don't Fragnent Bit : OxO TTL : 254 |P Protocol Nunber : | CVP Destination IP

¢ 10.10.10.10

Source IP : 192.168.10.10

I P Protocol I CWP( 0x1 )

L4 Src Port : 0( 0x0)

L4 Dst Port : 22874( 0x595A)
sclass (src pcTag) : 10930( O0x2AB2 )
dclass (dst pcTag) : 18( 0x12 )

src pcTag is fromlocal table : no

derived fromgroup-id in i VXLAN header of i ncom ng packet
Unknown Uni cast / Fl ood Packet no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Loggi ng : no
Contract Applied : yes
Contract Hit . yes
Contract Aclqos Stats | ndex : 81874

( show sys int aclqos zoning-rules | grep -B 9 "ldx: 81874" )

TCAM AH8 29F

BD CH BD A|L}2|20| M EPG-1 & EPG-27} 25 Shared Services Contract ConsumerO|2 2 =
T2I0| 2H) B7IFHSE EolghL|ct.



Leaf 101# show zoning-rule scope 3080192

R - - S T
------------- e ———

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir

Action | Priority |

R - - S T
------------- e ———

| 4117 | 10930 | 0 | inplicit | uni -dir

deny, | og | shsrc_any_any_deny(12)

| 4129 | 18 | 14 | inplicit | uni -dir
pernmit_override | src_dst _any(9)

| 4128 | 10930 | 18 | 8 | bi-dir
permit | fully qual(7) |

| 4127 | 18 | 10930 | 8 | uni-dir-ignore |
permit | fully qual(7) |

R - - S T
------------- e ———

oper St |

enabl ed
enabl ed
enabled |

enabled |

enabl ed
enabled |
enabl ed

enabled |

R - - S T
------------- e ———
| Rule ID| SrceEPG| DstEPG | FilterlD | Dir
Action | Priority |
R - - S T
------------- e ———
| 4113 | 10930 | 14 | inplicit | uni -dir
pernmit_override | src_dst _any(9)
| 4123 | 18 | 10930 | 8 | bi-dir
permit | fully qual(7) |
| 4124 | 18 | 0 | inplicit | uni -dir
deny, | og | shsrc_any_any_deny(12)
| 4122 | 10930 | 18 | 8 | uni-dir-ignore |
permit | fully qual(7) |
R - - S T
------------- e ———
#3: o]l Ax|adio|/MeE Ql5H & AlX "shsrc_any_any_deny" &

| 24
Rules®| == F HiE =0o{%t&LCH.

= ?;'J_LIILHIOM_ AlLF2|2 25 Shared Services 7|5
(=)
=

Cisco ACI AH|eF 7t0|=

ACI Shared Services 0|3l &! A 3iZ - DGTL-TSCDCN-305

Scope
3080192
3080192
3080192

3080192

2260992
2260992
2260992

2260992

| PT:EPG1-EPG2

| PT:EPG1-EPG2

| PT:EPG1-EPG2

| PT:EPG1-EPG2

I "permit_override" Zoning-

F I

FIO
1

7t TCAM 4
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