CX Cloud Agent 7H2 v2.2

=K

294

N 2T Ast

52 THOIMHMA

Cisco DNA Center X|9# HHA

KHElE HEIR K

RIEE ME ==

OO|E{ AA 47

CX 22I2E oo|ME MH
CX Cloud AgentE CX Cloudof 474

Cisco DNA CenterE Cl|lO|E{ A A2 F7}

Z|E} RpAFS CO|E]{ AA 2 F7]
He
73/\H EEEE
o479 EEEE
AlE THlS AE35t04 C|HEO[A F 7}
Bl M E 2[c|HEo|A o] {2 MIFt ALE
M AlE mele Abstod Cldio|A F7t
THE A IS AFE35t04 CIHIO|A FI7t
IP HIE AI83tod ClHFOo|A FI}
P B{O| AXd
FICH Z4AL of o

25 2 eola My

OVA
ThickClient ESXi 5.5/6.0 A4 %
WebClient ESXi 6.0 A%
WebClient vCenter 4%
OracleVirtual Box 5.2.30 A%
Microsoft Hyper-V A%

B ERSES

B

CLIE Al235loiHo{2l I EE AHA—Igtj o|5} EHOI—K-{Ol =it

CX 22t2E o|o|ME SyslogE FIES TS Cisco DNA Center

A 2P A

Syslog FEF AJ%d A4

SyslogE CX 2EI2E O|MEZ MU ST § J|EF At 74
=2 7 =0 ol 7 tx S:'SlOg AjHj
e 7|50] 4Lt Syslog AH{7} §i= 7|E Syslog A
%4 7 Syslog AJE B A48t

CX 222 VM e 3l 5

i

HHO
i =

h

=

ot
E= 2| %1 E ot




ool M&

7 2 Ol L= E:IEI
Cisco Telemetry &
Hol 9oF

A7

O] E M0l ME Ciscoll CX(Customer Experience) Ect2E 01|0|7F_‘|501| CHaH A ekt
Cisco(CX) Cloud AgentE & &0 5 |0'|'—F ZSHECR 1 I EQ3 ¥XZREH el Ee o
O|E{E £=Zl5t0of mZof|H A&l 7}s58t S22 MBI ELIC CX Cloud AgentE At 6t
Al(Artificial Intelligence)/ML(Machine Learnlng)OilA‘I A 52 M 7 HI0|E{E CX Clouddl &
AEle M OI8H U o f SEYo = WHeEte = JU&LICH

0| MEME CX Cloud Agent v2.2 0|40 2 E{LICt 0| Ao M| ASHE{H Cisco CX Cloud
Agent H|O|X| & & XTI MAIL.

CX Cloud Architecture

Customer Network CX Cloud Backend CX Cloud

4 N
/Catalyst Center ) / /—_\ \

( N I P v=
DX 1t | G [ 3 || (@
e

Scan Processing Microservices
[r— —
____________________ Datalake }
_ [elemetry
( (’} ) Lisco Case Management/RMA

Intellectual | &
Canpital v nventory Coverage
CX Agent [ = Balir s

I AP| Gateway Security Advisories
C T ) | Lifecycle/Learning
(_ _) Insights
Dewces

4

CX 22l E o} 7|El %

N 21 0l 7tol= Ol0IX|(X Y L) X E2 2R NS ELICH MM LHIB2 CHE = U
&LICH
= .

A F ALE


https://www.cisco.com/c/ko_kr/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/ko_kr/support/cloud-systems-management/cx-collector/series.html

CX Cloud Agente 7t A|ARI(VM)L 2 A-E|{ OVA(Open Virtual Appliance) &= VHD(Virtual
Hard Disk) 2 CI2 2 E& = QU&LICH.

I5Q

Zd:

O|2{8t &t Oofm{HtOfXs:

- VMware ESXi ¥ 5.5 0|4

- Oracle Virtual Box 5.2.30 O|4f

- Windows 3t O|HH}O| A BT 2012 - 2022
5t0|HHIO|XM= CHE 2 ERE st VME 548

- 83201 CPU

- 16GB H|Z 2|/RAM

- 200GB C|lA&3 S7F
XI’Sil 0= dlo|E] ME|E 7|2 HI0IE Y¥oZ AIE5H04 CX 22t E CIoIEE X{&stE
1Z4o| AL CX 2l E 0o 0|™E = FQDN(Fully Qualified Domain Name)2 AF&3t 1

TCP XZE 44301|H HTTPSE AL&35t04 04701 EA|E AbHof 128 4 Q{o4ok &fLICt.

- FQDN: agent.us.csco.cloud
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Required for bath Cisto DNA Center and Other
Assets collected by Of Cloud Agent support.
Mandatory TCR/7 Echo (ICMP) port must be
combined with one of the other two ports. (for
device discovery process)

Mandatory for other assets collected by CX Cloud
CX Cloud Agent Traffic ik tiaisen
| Destination |
Somcn 1P Address Hostname Protocol Port Purpose Type
Data Collection and Transfer
For All regions,
FODK: doudsso.cisco.com
FODN: api-cxcisco,.com
Dynamic|Ps | QDN; agent.us.csco.cloud Outbound connection to
Cisco DMNA DNAC Servers Data collection via DNAC servers, Data trarsferto | DNAC servers + Outbound
At IP HTTPS  |TCP/ 44
REe Canter Server s X Cloud, inchding upgrade functionality 10 Cisco AWS regional

IP Additionally,
For Americas region, FODM: ng.acs. agent.us. csco.cloud

For EMEA region, FODN: agent.emea.csco.choud, and FODN: ng-acs.agent.emea. cseo. choud
For APIC region, FODN: agent. apje.csco.cloud, and FODN: ng.acs. agent apje. csco. coud

data centers

Agent 1P Custorner Device sNMP  |uDe/161 e ﬂs:':d R Outbound te LAN
Devicas Agent P SYSLOG |uDR/514 Stream messages from Device to Agent | Inbound from LAN
Agent IP Custornr Davics I_W Tcri2z |ou|.mcu commands lutbound to LAN
Agarnt IP ‘Customer Device Echo _|TCR7 Check the device reachability Outbound to LAN
Agent IP Custormver Device Telnet | TCP/23 Colect CLI commands Dutbound to LAN
Administration
Support VM Agent P — — TCP/22 Agent Maintenance Inbound from LAN
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https://www.cisco.com/c/ko_kr/support/docs/cx/cx-cloud/cx217693-supported-product-list.html
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Set Up CX Cloud Agent

Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT

€X Cloud Agent gathers belemetry data from the desdces on your network, allowing you to take

adwvantage of all the hyper-relevant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Praparg your nétwork for CX Cloud Agent

Bofore v wrensd and 1 ¢ g ke vare CX Gl 1 Agen abde 1 i 150 She desigased server(s) via HTTPS ¢ port 44 Jung Both o
FODM snd the P sddiss

For AWS US data Centi
- FODN: agent.us.cococloud
= FODMN: rg.acs. agentus.csco.cioud
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1. Review deployment requirements(7 & 27 At AE)E HESHT | set up this configuration
on port 443(E E 4430{| A O| ZAL|12i[0|MS A E) & QIEHS MENFTLCY.

2. Continue(#H|%)& £ =& LICt Set Up CX Cloud Agent - Accept the strong encryption
agreement(CX 22t E O 0|ME MY - 28t 535t AL S2|) ol AEILIC.
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. Continue(7|%)& Z2/&LICt Set Up CX Cloud Agent - Download image file(CX £t

Set Up CX Cloud Agent r
Accept the strong encryption agreement

SET UP CX CLOUD AGENT

kS35 Aok
First Name, Last Name, E-mail 2! Cisco User Id ZE0{|A O/2] Y&
MAHE HIELIA B M| 7|52 MEHFLIC.
A& 7ol 52|5t24™ Confirmation(&Ql) & QI8tE MEiSL|CE
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Set Up CX Cloud Agent X

Download image file
SET UP CX CLOUD AGENT
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CX Cloud AgentE CX Cloud0i 42

a0l =2] 58 AI%5H2{B CX Cloud AgentE CX Cloudol ¢4Zifof LIt 12{pd ule] &
& olol=5tof HAY AH U S EAY 2 SLICH O] Mol 917 W 2H s I
S etRott o TR MR HEE MBI

CX Cloud AgentE CX Cloudoi| 91Z35l24H™



Set Up CX Cloud Agent
SET U £ CLOUD AGENT
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£ Back To Data Sources

Connect to CX Cloud

Connect a Cisco DNA Center

P Address or FODN

Username Password

Schedule inventory colliction

Frequency Time

Run the frst colliecion now (this may take up to 75 minutes)
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Connect to C¥ Cloud

Mo ol youa bloe B2 connact thewe asseds?

Uplosd a daed B |recommended)

Provic an [P Address rangs

ilivifis
cisco

CtE XHAHE CIO|E &4 2 F7}5IE{H

AlE o 7|k 2l ClHo|A AT P Y| 7|ek HAM B = SNMPE M Z2EZE AFS L
Ch. MZ CHE T2 SNMP7} QI X|BF CX Cloud Agent= SNMPV2c 2! SNMP V3E X|&35lH £
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Please enter an IPvd address and corresponding network conf iguration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Continue batton)

IP Address: —
Subnet Hask:

Gateway :

DHS Servers:

wHaximun 3 IPs with comma separator.

SCont | nued

HES= 4%

5 &S5 g Q51 Yes, Continue(odl, A& & LICHE 228 LICH
Coml irmat fom
fire these eniries correct?

IP nddreas:

Sabmet Mask:

= eI

[ &

Ctes, Contimie> < Mo, Go Back >

A4 &A
=S

6. TEA| ME HEE MHE24H Yes(0dl), Set Up Proxy(ZEA| )& &6 7LE No(otL|2
), Continue to Configuration(Z1Z|22i|0|M H|&)E 2 =l5t04 Zdx[adio|ME 2t=3t & 8¢
HZE O|=gfLCt.

Prosxy Set Up Confl irmation

Do you want to add proxy detalls?




Prooy Conf iguration
Please enter proxy details for the network.

(Use UpsDoun keys to mavigate to next Field. Press Tab to jump to Setup

Proxy button)
Proxy Address: |
Fort Nunber: |
Usernamne : |
Password : )

Z=A 7Y

. Begin Configuration(d™ A|2hH)2 Z2/gfLCt

igurat iom

Uslidate the domains commectivity. Flease press Cowtimue
and walit for a ehile. .. e

T Al

9. Continue(Al%)E =8 LICH.



Followieg iz the sumsary of CX Clond Comwmectivity
werification results.

Eezure all the commections aro successful for tho
“opted (0™ regiom before proceeding.

e

clowdzzo.cisco.com: cce s
apl-cx.cisco.comuccess

agest .us.cseo.clond 2coe o

B . AcE . agent . us cxco.cloud 1 led
Ardc:

cloudszo.cisco.comiurcess
apl-cx.cisco.com: uccess

agewt us.csco.cload oo o

agewt apjc.csco.olond oo oo

B . acs . agent . ap jo.csco .o loud 21 led
| 7 Fi H

cloudssn.cisco.com:urce s

apli-cx. clisoo.com: ircess

agewt us.csco.cloudocoe oo

agewt  emea . cxco . Cloud socoe oo

By acs . agewt . emea  csco.oloud oo oo

LTI S < Coit i

Au|aold Hl&

10. Continue(H|%)& 22/5t0{ M3 MR =Ml =& T8 Tt Huaso/ME =2t 2

st o ¥ & S 4% =+ J&Lich

N AT Dol e £ gl e mZe walwie M| &
CEstoamM THOl ¢ 2XE Ao & |
Check Again(CtA| Q& Z=/gLct.

Mol e = A

A4 2M7t s EEH

Cisco CX Cloud fAgest Setup

Conl igaration iz in progress...
Thiz step will taks B-10 mimtes: Lo compleis,

bo notl power of I the nachine ant il thiz process Iz compleied

i

11. Ho{d ZEE SASIT CX Cloud2 E0t7F S HSELICH



Clegca X Cloasd fgent Sslmp

The eeiuork conf iguration kas bees seccesslully conpleied .

ir :
sabaet Raik i
(L P PETY] !
M5 Seruep :

The pairing code iz
Flease go to Of Closd and eater thiz pairing code,
The Code wll]l b= walld for > elmites.

Time left in secomds. ..

12. Ho{& ZE7} R E|PH CX Cloudd]| S8 225104 ZEE CIHA| 7FX{SLICH.

Falring Code Expired

The woiwork conf igaration hax been ssccessfully conpleted.
IF !

Smbeet Razh

(=L R PEET] 1

S Sereer

To regemeraie the pairing code FREES kmy <Eogister to ©X Cloud>

Begiztration Saccezzful

CX Cloud Agent setup iz conplete. Please go to CX Cloud to start using the

waluable data provided by CX Clowd fgent.




1. cxcadmin AH& Xt Xt ZHE A& 6101 SSHE Sall 22t E 0| Eo| 2 QIgLCt
2. BHE A85tod H o1 ZE M cxcli agent generatePairingCode &1 L|C}.

of el egeet gene ranePadringlode

Ho{Z FE CLI M
3. {042 I=EE SAIST CX CloudZ2 Eot7F Mg A& &L}

CX 22t E ofo|ME0] SyslogE ™Y StT = Cisco DNA Center 743

X|2E|E Cisco DNA Center HHA2 2.1.2.0~2.2.3.5, 2.3.3.4~2.3.3.6, 2.3.5.0, Cisco DNA Center
Virtual Appliance &JL|C}

Syslog MY ™ 74

L
9'|_|
o
2
Ani
][0
m
X
1]
1
02
ot
C
[ul

Cisco DNA Center0|A CX Cloud AgentZ Syslog ME& T4

1. Cisco DNA Center& A|&FgFL|Ct.
2. Design(A7|)> Network Settings(L|E 23 ™) > Network(HELT)Z 0|5 & LICt.
3. Zt ALO|Eof CH3H CX Cloud Agent IPE Syslog MEHHZ F7HEL|CE.

LT i FOL Y F -} [EST T | ik Tl

Syslog At

% e
0| 2= &|M sifF ALO|EQt A E & C|HO|AE CX Cloud Agentofl =&0| S8t

__l.L



~ syslogE M& ST E FHELICE CIHFO|A0|A CX Cloud AgentZ syslog &S & A431 524
™ C|HIO|AE AMO|Eo0i @45t of & LCt.
syslog Mt &H0| YCIO|EE[M T AO|EQ HAAE ZE C|HIO|AT AISSE 7|2 9-™
o2 ™ ELICH

SyslogE CX 2CIRE O|0|MER MY SIS 7|E} RHAF M

CX E2IREo| Fol 2E| 7|52 AHE3sted CX 2R E 00| Eof Syslog HIAIX|E H&35HE
£ C|HtO|AE FgstioF ZLict

N zo ampus Success Track Level 2 C|HFO|ADt syslogE MY St CHE AHHS FMHE
o

AI:C
= U&LICH

T

Mg 7|s0| YE 7IE Syslog MH

syslog M &~ Z EQfo{of| CiEt x| Ta8o|M X|EE =&t CX 2ERE MO|IHE IP FALE M
CH& o2 FT7HELICH

~ &1 syslogE MEE M el syslog HAIX[S] &AA IP FATF FX|El=X] &QlghL[Ct

MY 7|50 9Lt Syslog ME{7} @1= 7IE Syslog AH

CX 2EtRE OO|™ME IP FAZ X syslogE &S Zt ClHto|AE FEEfLICH & 1|
agjold BrAle ChE HBAME HZstAAIL.

|OS-XE Z4T|Tej|0|4d 7t0|=

AireOS Wireless Controller Z1I|ag|0|M 710|E

ME o Syslog M &3t
Syslog W& B[S EAlStE{HM CHE HHE st MAIL.

1. Tools>TelemetryZ O|S gtL|C}.


/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
/content/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Fis "
! .._.-[_ll_ =l

Discovery

Inventory

Topology

Image Repository

Command Runner
License Manager
Template Editor
Telemelry

Data and Reports
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4. Actions(Z¢) EELCH2 0l M Optimal Visibility(£]% 7HA|A&)E ME4EHLICEH

O
>
My
u
4o
M
<
=
1=
1
$g
i
[0

o —
| 7152 Adisro| MAE S& AIZHIE| CX B2 2E VME 27 2908 4 2z S 8

1. VM2 0IRA QEZ HEoZ Z 2|51 Snapshot(A ' 4F) > Take Snapshot(A H
AF M2 MESSHLICH Take Virtual Machine Snapshot(7HAH Al ALHAF 7HR{Q
) & ol F-IL|ct



i CXLIOUGAGENT_Z.Z_BUIIG-35_1U.140./ /.49 || ENVIIONIMENL, you Cdn use VINual Macnines as ueskiop of
i [CXCloudA 2_Build-35_12 F— , ients, as testing environments, or to
) CXCloudAgent_2.2_Build-35_Aq pplications.
b CXCloudAgent_2.2_Build-35_8¢ Guest 4
) CxCloudAgent_2.2_Build-4_Bo Snapshot » [ Take Snapshot...
I CXCloudAgent_2.2_Build-4_Chz Open Console Z
I CXCloudAgent_2.2_Build-7_Cha E = SEVETEES Cren Snpsel
) CXCloudAgent_2.2_Build-7_Chi (3  Edit Settings... ﬂa Snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
b CxCloudAgent_2.2_Build-7_Niti Add Permission... Ctrl+P
I CXCloudAgent_2.2_Build-8_Bok Report Performance... ) i
) CXCloudAgent_2.2_Build-8_Chs virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename irtual hi
Ad-g it rirtual machine
 CXCloudAgent_2.2_Build-8_nt{ ¢ i New Window...  Ctrl+AltsN
I CXCloudAgent_2.2_Build-8_n)_ ) .
) CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings
I CXCloudAgent_2.2_Build-9_10. Delete from Disk
L_CY¥ClaudAnent 2 2 Ruild-Q@ Nitin IO 178 77116 T 11
VM =Y

[~ Snapshot the virtual machine's memory
[ Quiesce guest file system (Needs VMware Tools installed)

OK Cancel

£ 11: Snapshot the virtual machine's memory(7t&f &S| M2 2| A AF) = QlEko| MHEHO]
e

=
FAEIRE X = AFLICH



3. & elg ZEIFLICE Create virtual machine snapshot(7+&f &l AHAF 4d) & EH7t Recent
Tasks(Zl2 %) S 501 Completed(RZE)Z EAIELICH

File Edit View Inventory Administration Plug-ins Help
E3 ﬂ Home b g Irwentory b (Y] Iwentory
BNy OEGDEEIRO R

(3 CXCloudhgent 2.2_Buid-21_Bob_10.126.77.130_fresh B Oicloudagent_2.2_Build-35_10.126.77.227_Chaitra

G CxCloudAgent_2.2_Build-22_10.126.77.227_Chaitra

B CxCloudagent_2.2_Build-24_Bob_10.126.77.131 Sumemary ' ResourceAllocation = Performance Events ' Console ' Permissions

) CxCloudAgent_2.2_Build-26_10.126.77.227_Chaitra close talb [X A

(B CxCloudagent_2.2_Buld-27_10.126.77.227_Chaltra What i "

atis a Virtual Machine?

G CxCloudagent_2.2_Build-27_10.126.77.227 D

Eh CXCloudAgent_2.2_Buid-27_beb_10.126.77.130 A virtual machine is a software computer that,_ like a Virtual Machines

(@ CxCloudAgent_2.2_Buld-28_10.126.77.227,_Chaitra physical computer, runs an operating system and

@ cxcloudagent_2.2_Buld-26_bob_10.126.77.131_esxi3 applications. An operating system installed on a virtual

{1 CxCloudAgent_2.2_Buig-29_Bob_10.126.77.131 machine is called a guest operating system

{5 CXCloudAgent_2.2_Build-3_bob_101.126.77.130

(B CxCloudhgent_2.2_Buid-31_10.126.77.227_Chaitra Because every virlual maching is an isolated computing

G CiCloudhgent_2.2_Buid-31_aditya_10.126.77.122 environment, you can use virtual machines as deskiop or B

{51 CXCloudAgent_2.2_Buid-33_beob_10.126.77.131 workstation environments, as testing environments, or to B vos

(B CXCloudhgent_2.2_Buld-35 consolidale server applications.

f@ CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan

& c:cln-uni.lum.z 2 5.,1.1.35 10.126.77.222 Virlual machines run on hosls. The same hos! can run ~ %

1 26.77.237_Chaltre many virtual machines = 3| .
i) l:erw:hm:_zz wld—ss 10.126.77.229 \L/ i
CxCloudAgent_2.2_Buid-35_122_Aditya_test )
CxCloudAgent_2.2_Build-35_Aditya_10.16.77.122 : d

(. cxcCloudagent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks phere Client

1 CxCloudAgent_2.2_Bulld-4_Bob10.126.77.130 . .

{3 CXCloudAgent_2.2_Build-4_Chaitra_10.126.77.227_Chaitra 5 @ Power Off the virtual machine

(h C¥Cloudhgent_2.2_Buid-7_Chaitra_10.126.77.227 :

) cxCloudgent_2.2_Buld-7_Chaitra_10.126.77.228 Il Suspend the virtual machine

G CxCloudAgent_2.2_Bulld-7_Mitin_10.126.77.118 — . .

B CXCloudAgent_2.2_Bulld-7_Nitin_10,126,77.119 G Edit virtual machine settings

(B CxCloudagent_2.2_Bulld-8_Bob_10.126.77.131

G CXCloudAgent_2.2_Buld-8_Chaitra_10.126.77.227 v

G CxCloudAgent_2.2_Buid-8_Mitin_10.126.77.119 v
Recent Tasks Name, Target or Status containg: = | Chear
Tiame | Target | s | Detalk | Tnitisted by | Requested Start Time
q] Download VM configurmton & Complaad VpSE 11/3f2022 10:5%:31 AM
#Y Revertsnapshot G oiloudagent 2.2 Build-35_122_Adkya best & compleed rock 11/3/2022 10:5%:20 AM
sj Download VM canfiguration & Compleed vpRse 11/3f2022 10:58:41 AM
ta Create virtual machine snapshot G Cacloudhgent_2.2_Build-35_122_adiya fest © Complated roct 1132022 10:58:31 AM

&t Snapshot(£ & 4F) > Snapshot

Manager(/\'- ’}f ZE|RHE MENBILICEH VM| ARHAF ZHo| AZILICY.
L v e —yonments, as lesting environments
Build- e r applications
_Build-] Gruest k - o
_Eﬂj Snapshot kI Take Snapshot.. .
" Bibd-1 2 OpenConsole |ﬁ Revert to Current Snapshat
_Buld-] (5  Edit Settings.. [5  snapshet Manager...
_Build-] C lidat
“gudd |  Add Permission.. Ctr+P e
_Build-{
th Report Pedormance— the virtual machine
JPHIEH: Rename
Buidd- he virtual machine
Buid-£ Open in New Window... Cirl=AR=N
_Biuid-«i Rermeve fram Imentory | machine settings
-hld"": Lhelete from Detk
R E N
VM AEH &



2.2_Build-35_122_Aditya_test

£ | m E
Goto Delete | Deetear | gat |
Cisee
AN

Hos1

Curment state of the Virbual Machine will be lost unless it has been saved
»'F

in & snapshet. Revert to snapshet
“Snapshot_Hame< i
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4. VME Ote& 2%
MENSHo VMLl T E ZL

e, Vi B s o

CEdad Y =il Feiedd B e

B s SRR ik b i

e & = oW ik
B e ol sfasad T E i an

e [ ] b TP i e

B CxClouwdhgent_2.2_Bulb
B OxClomdigent_2.2_Bul
B OxClowddgent_2.2_Bul
3 CéClemdagent 2.2 Bul)
T OiClomtigent_2.2_Bul
i DHCP_SERVER_DND

T CxClosdbpent_2.2_Buld-35_10.126.77.22% environment, You can use virtual machines as deskl

i Cillomddgent 2.2 Buk  Power " Powsr On e
ﬁmlu.i_hﬂ Gipgst k Porser CHF Cirl+E -

3 E:w::::_:q o = Suspend CerieZ

3 ifﬁhﬂwu.z:hﬂg Dpen Contole Resed CeileT

P CxClowdAgent_2.2_Bu Edit i T

Ey ﬂmt_li_ﬁuqﬁ u m:mll'hn}mrt :'“-It h' o .:II ;

T CxClewdigent_2.2_Bul par estart Guest trl= R

i CiClemdipent_2.2_Bu -

ﬁ mﬁ.z:m:} ki i “HF ) the virtual machine

Closddgent_2, Report Performance.
ﬁ gmﬁ:::q "= al machine settings

Open in Mew Window—  CiFl= AN
Remowve from Ireentory
Diedete freen Disk

[=]

H o}
R T

CX Cloud Agent= TLZ40j|A| 2= & = Eotg HEFLICE CX Cloud?t CX Cloud Agent ZH2]
172 TLSE 25 ELICH Cloud Agento| 7|2 SSH AFSAHE 712 &tedp £ 85tz 2 M BHELICH



=c/M 2ot

Hot VMware M E|Atol CX 22 E 0 O|TE OVA O|0|X|E FFELICH OVAE Cisco
Software Download Center& &35l ¢t™5tH SRELICH 2 E 2C{(EHY AA8X 2EE) HIHHS =
T2 nREHIUHS E HYEHELICH Ol REECF(EHY MEX 2E) HIHHS E MY stE{H
Ol FAQE Z=3sHof &LCt.
A 2ot
= I &0d| M cxcadmin A2 RF A& 0| MAELICH AFRHE 7| AI|ado|M Fof HIZHE E
“’“OHOF gHLICH cxcadmin AF2RHAIZE S HES CX 222 E ol0|FE APIO| HMASHT SSHE
&5l ofZ oAl edA5t= Ol AFSELICEH

HEto 2 HMAE MEHELICH cxcadmin HIZEHE = 2o HAg M=
SHA|ELIC}. cxcadmin AF& AI= remoteaccountEt= FEZIEIE AFR
£ Q)& LICH cxcroot AFRAHE RE HEtE g £ aLlch.

cxcadmin AFEAHE A W
otz 7|Z+0| 90 QI EHaf
5104 cxcroot AL X E TF

Sk
o
=
=

HESZ 2ot
CX 22l E o 0|ME VM cxcadmin AL At AHZ4 ST} 874 SSHE AR50 HMAE 4= )
&Lch 41 LEE 22(ssh), 514(Syslog)2 MEHE LICH.

ol

—

Ol

|I:I||:|-|o 7|

gt
2E oo|ME

15: o{Z2to|HAE B ALKl (cxcadmin)E K| 2EISHEE AFEXIE CX 2t
Rl1Estn CX 2R E o0|MEL SAlIE = /A &LCH.

IIIIIII rO

* ssh& AtEste O1&CI0|A A0l CHEt R E HeF ¢

cxcadmin APQXH: remoteaccountEFt %'EE'EIEIE A& 3104 cxcroot MRXPE *”’8%*

z0 >
rlr 3o
Ii>
C
n

[N
2
12
=

RSA/ECB/PKCS1V1_5 é_él'E.J Hll:IEIHI_-l—l—_E_ .u./\|°*L—|Ef Teto| Fo{El ':*E*Xl":'._ ol &

A8 = QUELICH oxcroot AHEAHE O A & SIS E S E ALEsto] RE HElE ¢E + A&LT
LS5 E 2 SE REELICH cxcadmin AH Xt HIHE CHA| BHE D SWIM 2= HA|Z &=

Btz &= E dojoF ELct

s

CX Cloud Agent 0{Z2t0|AA = Center of Internet Security Zst Z& 2 IS LICH

7t
(=)

ol

GloJEf ot

CX Cloud Agent 0{Z2t0|2Aa= 14 il HE & ME K| ek &LICH.

Clshol Xt B B 2AAOUYEE & Shik2 B2 23l Mo 112 B2E 2ot clOled
|0l Lioll K& 2tLICH £l GloJEfE 0{&atoleiA LHoIA XMElEls Z28 Melstn ofE &


https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32
https://swims.cisco.com/abraxas/decrypt

B2 MY EX| e&LICH 2eHER| SlolEE
Z

+Z0| #RE F JhsE 8 wal cx 2ate o
YzcEin YEest NEHSS HelE 3 2 A

E2|R[oMH S A| &X|EL|CE

CIO|H &

S5 I7IX|0I= lot Coreto| Hot HAAE MY st Ol R 1R X.509 C|HO|A Q1B M &
717t & E|o] U&LICE O] HO|MEE A8 3T MQTT(Message Queuing Telemetry Transport)
over TLS(Transport Layer Security) v1.2E AF&35l04 E0oF 40| M™ELICI

7% 2 2L|E{E

Z2I0lE PR AlE HE) Cl|o|& @4{o] Z& =|o{ K| eb&LICH ZAF 23 = CX Cloud Agent
Applianced M =™z ZE EoF 2t 24 S AR ELcH

Cisco Telemetry &
CX CloudE Cisco Telemetry B2301| LG E APl & B2 AL 504 AHt HIBHES|IE MBI

Ct. o] 2 0| A= Cisco DNA Center QIHIE 2|, ZIT E2|X|, Intersight, HZ2t0[2A QIAIOIE, &
X E2tRE HO|MEJ} &8t 7|EF R E HEHER| 240 CHE M8 75 &0l et B

mjo

HI ¥
1 o
I
r

o

A EPHEZ| LHe| 2128 MEE S22 MSE|7| ©ol ofAZELICH CX 22t E o 0]
ME &= CX EE2t2E o0|MEH 2 HEHEEZIE MEste =&E 2E Rtotof CisH 2l st o
O|E{E OtAZELICH 047(0l= HIYH S, 7|, HFLIE| EAtE, AFEXt O|F SOl Z&ELCH HE
E{= 0| WE E CX Cloud Agentdll & 5t7| Hol| 2E ZHEE] 2| AH4toll CHEH E|o|E oA Z
2 M3guct 3o et HEED el A HEHERIE o dHEEE = JsLch 2eHE
2| &Estof CHE AFMIEH LI 2 s ME X EME FHESHAAIL(0d: Cisco DNA Center
Administrator Guide 2| Anonymize Data AM).

HEHEZ BE SE2 AFSX XHE = o110 CIO|H 0tAZ 73S =H-E £ Qix(oh D2
EEf g2l Cldtolaof chet ME X[ MM &&= 0] A 2| Connecting Data Sources A44(CX
Cloud Agentol| A = &gt 7|Ef Xt&t ol HEE CHE HI0|H AAE X504 o XHoto| HBHIE

2|l CX Cloud HMAE AMlofe & &Lt
Hok o of
Hot 7|s =L

HE 2Oi(TY AFSKH BE) HUHE S PAQIZ 1R HUHE 2 ANE
SE 20 HYHS LI ALSAHS FAQES A ZE60f RERC(EHY ALSAF 2) HILHS S A7

sifok &fLICH.

SSH:
AHERE HAMA
-cxcadmin AFEXHE ALE 50 0{Z2+0[HA 0| HMASE{HE M| S0 &



https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
https://www.cisco.com/c/ko_kr/support/cloud-systems-management/index.html
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_010.html#id_122699
https://www.cisco.com/c/ko_kr/support/cloud-systems-management/index.html
https://www.cisco.com/c/ko_kr/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#Grub
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. cxcroot AF2 XHE AF25H04 0{Z 20|41 A0l UM ASHEATd Z QI SHetk|J}
SWIM ZHE A&3stod A4 ZBE sl SatioF BfLIC

M-SR AE

>

- cxcadmin: 7|2 AF&XF HH0| A
E ofOo|ME ofZ2|7o|d HHEE
3to| 7}& 2 2. cxcroot A2 X} 4l
XHE AF235Hod MM H
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