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Alml: ZHx|: 10.88.244.1610{l M Al Netflow Collector Server 743 A4 IP: [10.10.10.10] 2! Z E:
[6007]2(E) L5t K| 2H&LICH oflQ: XDE ZZA|XE AisiE & 2R 7 dMi&LICH 2F
HIAIX|: config flow create exporter 10.10.10.10 10.10.10.10 port 6007 HHES ASslE S0t 2 F
74 eh s LICH B £24: config flow create exporter 10.10.10.10 10.10.10.10 port 6007
Reached Max limit for Number of Flow Exporter.

Provision . Network Devices - Inventory

WLC-5520

Management IP

Device Type

Device Role

COMPLETED: Deconfiguring old SNMP Trap Server Configurations Settings IP:[  10.10.10.10 ] on the device: 10.88.244.161 completed successfully.

COMPLETED: C

figuring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161 completed successfully
l:| Mo change in setting, S50 no operation was performed
Process success on all devices

FAILED
Retry

Deployment of netflow setting initiated
FAILED: Configuring new Netflow Collector Server Configuration Settings IP: [ 10.10.10.10 ] and Port: [6007] on the device: 10.88.244.161 failed with

exception: Error in running XDE Procedure, Error Message::Error occured while executing the command ‘config flow create exporter 10.10.10.10

10.10.10.10 port 6007".Command Output : config flow create exporter 10.10.10.10 10.10.10.10 LI Reached Max limit for Numbelg

of Flow Exporters

Configuration of application telemetry is only applicable upon enable/disable application telemetry action, so no operation was performed
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<#froot>

(Cisco Controller) >
show fl ow exporter sunmary
fer_exporter 10.10.10.10 6007 (Cisco Co

Exporter-Name Exporter-IP Port

show fl ow exporter statistics
1147297289 Total Pkts Sent: 81828210 Total Pkts Dropped

Exporter-name: fer_exporter Total Flows Sent:
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<#root>
(Cisco Controller) >

show fl ow exporter summary

Exporter-Name Exporter-IP Port

2- Cisco Catalyst Center |7 > M7 > HE L3I 4 > HoHEE| 22 0|S35+01 Netflow
Collector ServerE T3 E=X| &QIgtLIC} Cisco Catalyst Center EEE 2% MH{Z Flow Collector
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IP Address Pools SP Profiles Wireless Telemetry

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices
are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
metrics gathered and the frequency with which they are collected.

v NetFlow =

Choose Cisco DNA Center to be your NetFlow collector server, andfor add any external
NetFlow collector server. This is the destination server for NetFlow export from network
devices. Cisco DNA Center will only push the first NetFlow collector server for Wireless
Controller as it has a restriction on the number of flow exporters.

[ Use Cisco DNA Center as NetFlow collector server

INTERFACES FOR APPLICATION TELEMETRY

To enable telemetry on a device , select the device from the Provision table and choose
“Actions->Enable Application Telemetry" By default, All access interfaces on a switch OR all
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag
specific interfaces to be designated as LAN interface, by putting the keyword “lan” in the

< interface description.
Once specific interfaces are tagged those interfaces will be monitored.

(J Add an external NetFlow collector server
Only the external server destination will be configured on network devices. Flow records will not be configured.
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless Exporter List
v Access Points
All APs Exporter Name Exporter Ip Port Number
Direct APs
= Radios fer_exporter 10.10.10.10 6007 [~

802.11a/nfac/ax
802.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
b FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
} 802.11a/nfacfax
» 802.11b/fa/n/fax
b Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

w Netflow
Monitor
Exporter

b QoS
WLC GUI Netflow Z1Z|28{|0|M

St E EECHR EHI-n'-‘roilkl MNM7HE MEdELICE o M=
B ZE2 AAZE|O| O|EE fer_exporter2 K& ErL|C}.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless Exporter List
v Access Points
All APs Exporter Name Exporter Ip Port Number
Direct APs
w Radios fer_exporter 10.10.10.10 6007

g02.11a/nfac/ax
802.11bfa/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced
Mesh
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E{of @& E|o] Ut A1 HAIXKIE A" = U&LICH X Flow Monitor(E2% ZLIE)E A
o

=
7{stod AZAE ArA|sHof o] AAE KMHE =+ U&LICH.
10.88.244.161 says
MANAGEMENT  C

Flow Exporter is associated to a Flow Monitor.

2 AAZH

Mk

6- Flow MonitorE A|7{3t242 Wireless > Netflow > Monitor2 0| & 3} 11 fer_exporter@t ¢4 E
Flow MonitorE E45t04 O|& XM7HE = AU &LICt.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Monitor List page

* Access Points
All APs Monitor Name Record Nama Exporter Name Exporterlp Port Numbar

Direct APs 2 10.10.10.10
c i &l _gxporier 0.0, 6007 E
» Radios fer _Monitor nong R —

802.11a/n/ac/ax
B02.11b/g/nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

b Advanced
Mesh

EE ZLIH
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10.88.244.161 says
MANAGEMENT ~ C

Flow Maonitor is associated to one of the Wlan.

WLC GUI Netflow Z4I|22{|0|4
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS

WLANs WLANs
 WLANs wrrent Filter: None [Change Filter] [Clear Filter] [Create New |
vLAN: Current Filt Create Ne
b Advanced
(] WLAN ID Type Profile Name WLAN S5ID Admin Status Security Policies
[y WLAN testt test Disabled [WPAZ][Auth(802.1X)] [~]
Oz WLAN CiscoSensorProvisioning CiscaSensorProvisioning Enabled [WPAZ][Auth(802.1X)]
Oz WLAN San_Angel__Global_F_saafacd3 San_Angel_Open Disabled None 2
18 WLAN asa_profile aza Enabled [WPAZ][Auth{802.1X)] [~
O is WLAN San Angel Guest_profile San Angel Guest Enabled MAC Filtering [~ |
020 WLAN San Angel PSK_profile San Angel PSK Enabled None [ -]
WLC GUI WLANs 11| 12f|0|M
T o H L vl
8- @ E WLAN Z1I|22{|0| M2 Q01 Flow Monitor(EE2<? ZLIE) 2= | QoS =H 0| A
H L— St ; o o A 2
fer_Monitor7t MEHE|0] QI=X| = RIELICH 22{™ none(8is) M2 MEISH{ MHE &+ JU&L
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CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANSs > Edit 'San_Angel__Global_F_aaafacd3’
- u::izs . General T Security | QoS T Policy-Mapping T Advanced ‘|
s

b Advanced
Quality of Service (QoS) | Platinum (voice) hd |
Application Visibility Enabled
AVC Profile
Flex AVC Profile none
Netflow Monitor

Fastlane

Nuarrida Dar-llear Randwidth Cantrarte frhne) 16

WLC GUI Netflow Z1Z| 8|0 M

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANSs > Edit "San_Angel__Global_F_aaafacd3’
= y::i:‘ | General T Security | Qos T Policy-Mapping T Advanced ‘|
s
b Advanced
Quality of Service (QoS) [ Platinum (voice) v |
Application Visibility Enabled
AVC Profile
Flex AVC Profile none

MNetflow Monitor
Fastlane

Nuarrida Dar-llcar Randwidth Cantrarte (rhnel 16




WLC GUI Netflow Z4I|22{|0|4

9- WLANO M Flow Monitor(E22 <2 2 LIE)E X|7H&F F0of|l= 5EH A0 -dBEF CHE Flow
Monitor(Z 2% ZLIE)E M 75t 4E-H|0f A DB CHZ Flow Exporter(ZEE2< LHELZ|)E A
He &= A&t

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless Exporter List

w Access Points

All APs Exporter Name Exporter Ip Port Number
Direct APs
» Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Cual-Band Radios
Cual-5G Radios
Global Configuration

» Advanced
Mesh
b AP Group NTP

WLC GUI Netflow Z1Z|718|0|M
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Activities . Tasks Q @ @ 5

DEVICE CONTROLLABILITY AND TELEMETRY

Update Telemetry Settings Task

Starts: Feb 15, 2023 1:35 PM Status; . Success Last updated: 1:36:54 PM ¥ Refresh

- Deploymaent of snmp setting SUCCESS
Deployment of snmp setting initiated
COMPLETED: Deconfiguring old SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device:
10.88.244.161 completed successfully.
COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [ 10.10.10.10 ] on the device: 10.88.244.161
completed successfully,

iy ™ Deployment of dns setting SUCCESS
Mo change in setling, so no operation was performed

Process success on all devices.

'. Deployment of netflow setting SUCCESS
Deployment of netflow setting initiated
COMPLETED: Configuring new Netflow Collector Server Configuration Settings IP: [ 10.10.10.10 ] and Port: [6007] on
the device: 10.88.244.161 completed successiully.

™ Application telemetry SUCCESS
Configuration of application telemaetry is only applicable upon enable/disable application telemetry action, so no operation
was performed

™ instuil of Swim Certificate SUCCESS

Setting does not apply to device, so no operation was performed

™) Deployment of WSA certificate SUCCESS
IGAP port configured Successfully
Telematne Suberrintinns Canfinnred Soeeessfuliv
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<#root>
(Cisco Controller) >

show fl ow exporter summary

Exporter-Name Exporter-IP Port



dnacexporter 10.10.10.10

6007

f 1 Cisco Catalyst Center0ll A 43t & LHELH7|= dnacexporter2 E2|= 5 StER
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