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Fublic Interface
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Private Interface
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Resource Groups ~ *

LS East (N, Virginia)

AWS services Helpful

US East (Ohig)

@ N US Weast (M. Califomnia)
v

US West (Oregon)

v Recently visited services

2EtAH. VPCE MM efrLCl.

1. AWS 22 0{| A VPC > VPC Dashboard > Start VPC Wizard£ O|S &t L|C}.

ﬂ'"_“{s., Services ~  Resource Groups ~ %
VPC Dashboard Resources < /
Filter by VPC: |

Q Select a VPC Start VPC Wizard Launch EC2 Instances

MNote: Your Instances will launch in the US West (Oregon) region.

2. B =3 MEU0| = VPCE MEELICH

1



Step 1: Select a VPC Configuration

VPC with a Single Public .

Your instances run in a private, isolated section of the AWS cloud with
Subnet

direct access to the Internet. Metwork access control lists and security Intamat, 53
) ) groups can be used to provide sirict control over inbound and outbound SHSE%CSNS

VPC with Public and netwaork traffic to your instances.
Private Subnets

Creoates:

3 K

VPG with Public and A 18 network with a /24 subnet, Fublic subnet instances use Elastic IPs or
Private Subnets and Public IPs to access the Internat.
Hardware VPN Access Salect
VPC with a Private Subnet /
Only and Hardware VPN Public Subnet
ACCess

\ Amazon Virtual Private Cloud _/

Public IPE AF&35104 QIE{LI0] HM|ATHLICE

Stap 2: VPC with a Single Public Subneat
Pwd CIDR bdock® 1000 000 BEEHT iP achdrossey awailabin)

P CODA bioci: 1D Mo IPE CIDR Biock
Ao v B CIDA bioci

VPG mamar  HA
Public subnets 1Pve CIDFR"  10.BE00T4 5T P sodeeas il
valabibty Fosa:® Mo Prefesnce o
Subnet pame:  Pubic subeed

i ed e more subnels aflee AT creslss e WPC.

Servica raipoins
Assd Eresipaini

Crabls ONS hostnames:® 0¥ Mo
]

Cunoel and Exs Back m

5. vpc-b98d8ec00| M AIEIL|C},

%‘E"r__g Services ~  Resource Groups ~ %
VPC Dashboard L CN el Actions v
Filter by VPC: .

Q X
Name «~ VPCID = State = |Pv4 CIDR

HiA vpe-ba8dBecl available 10.16.0.0M186
Your VIPCs
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aws, Services Resource Groups > *

VPC Dashboard Security Group Actions v
4

2. Inbound Rules(2IHF2 E F=)0l M sg-1cf47d6dol| CHH 512 Ei=lS HolgtLICt. o] oflof

=
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sg-1c147d6d | HA

Summany Inbound Rules

Description Remove

Pori Range  Source

Qutbound Rules Tags

Trpe Protocol
ALL Traffic 8 [ALL & ALL 0.0.0.0/0 [ ] 0
Add another rule

48AH. 1AM &2 HRn 45t vPeol eAdgLct.
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Create Role(& d4)2 0|5 & LIC}.
Services v  Resource Groups v *

‘.-"
Create role Delete role
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Search |IAM
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Create role

Select type of trustegs€ntity

i"'" AWS service

EC2, Lambda and others Al Eelonging to you or 3rd party

i~

Another AWS account @ Web identity

Allows AWS services to perform actions on your behalf, Learn more

Choose the service that will use this role

‘ EC2

Allows EC2 instances to call AWS services on your behalf,

Lambda

Allows Lambda functions to call AWS services on your behalf.
CtSg S=guch olnlx[oll ZAIE CH2 HEFLICH

Create role

Attach permissions policies
Choose one or more policies to attach to your new role.

Create policy < Refresh

Filter: Policy typs ~  Q Ssarch

Policy nama -
» B Agministratoriccess
» W AlexaForBusinessDeviceSetup
» 0¥ MexaForBusinessFullAccess
v B AlexaForBusinessGatewayExecution
» N AlexaForBusinessReadCOnlyAccess
» 0¥ AmazonAPiGatewayAdministrator
» B8 AmazonAPIGatewaylnvokeFullAccess
» B AmazonAPIGatewayPushToCloudWatchLogs
»  WF AmazonAppStreamFullaccess
» Bl AmazonAppStreamAsadOniyAccess
v B¥ AmazenAppSireamServicefccess

» ¥ AmazonAthenaFullaccess

* Required

Ol XIF&LIct of ofjoil M 22t

Create role

Review

@

Showing 394 results

Attachments ~ Description
7 Provides full access to AWS services and resources,
0 Provide device setup access to AlexaForBusiness services
0 Grants full access to AlexaForBusiness resources and acces...
0 Provide gateway execution access to AlexaForBusiness serv...
0 Provide read only access to AlexaForBusiness services
0 Provides full access to create/edit/delete APls in Amazon AP...
0 Provides full access to invoke APIs in Amazon APl Gateway.
0 Allows APl Gateway to push logs to user's account.
0 Provides full aceess to Amazon AppStream via the AWS Ma...
0 Provides read only access to Amazon AppStream via the AW...
0 Default policy for Amazon AppStream service role.

0 Provide full access to Amazon Athena and scoped access to...

Cancel Frevious Next: Review

Zro| 24& 0|& 2 routetablechange &/L|C}.

Provide the required information below and review this role before you creats it, /

Role name*

5. 17 CHs Y E Ydst 2o &dgt

Policies(Z%) > Create Policy(&2 MA)Z o|S&L|ct.

| routetablechange

A
Use alphanumanc and “+=.8-_" characters, Maximum 54 charactors.

o3grof edZAsHok ELICH IAM CHA|ZE & =l

Cognito or any OpenlD
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Services v, Resource Groups v %

Create policy Policy actions ~

Search |AM

{

"Version": "2012-10-17",
"Statenment": [

{

"Effect": "Allow',
"Action": [

"ec2: Associ at eRout eTabl e",
ec2: Creat eRout e",

ec2: Creat eRout eTabl e",
"ec2: Del et eRout e",

"ec2: Del et eRout eTabl e",
"ec2: Descri beRout eTabl es",
ec2: Descri beVpcs”

ec2: Repl aceRout e",

ec2: Di sassoci at eRout eTabl e",
ec2: Repl aceRout eTabl eAssoci ati on"
I,

"Resource": "*"

}

]

}

Create policy o 2

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSOMN. Learn mere

This policy validation failed and might have errors converting to JSON : The policy must have at least one statement For more information about the 1AM policy grammar, see AWS

IAM Policies

Visual editor JSON Import managed policy

"Version": "2012-10-17",
3~ "Statement”: [
4+ {
"Effect™: "Allow",
"Action": [
"ec2:AssociateRouteTable”,
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute"”,
"ec2:DeleteRouteTable”,
"ec2:DescribeRouteTables”,
"ec2:DescribeVpcs”,
"ecZ:ReplaceRoute”,
"pr? M eassnrinteRnuteTahle" .
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Search 1AM : @ CSRHA has been created.

Dashboard
Groups Tl oty actons ~_
Lisars
Filter: Policy typ
Roles
| Policies e
Identity providers o e Lo functon
H

7. 20| EAIE XY, AL RI7E MG e ol HAE routetablechangect T HZE B LICH

Attach Policy

Attach the policy to users, groups, or rolas in your account.

Filter: Filter ~ Q routetablechange

Name -
adikaulroutatablachange
[+ routetablechange *_
8. 29
Rolea » routetablechange
Summary Delats role

Aclo ARN  smiewsiam: 938621026322 roleimutetablechange ()
Aole description Alcws ECZ instances 10 call AWS sendioes on your bphad!, | Edit
instance Profile ARMa  am:awsiam: 93582102632 nstance- profle/routetablechange 1
Path
Creation time  2018-06-02 10:20 FOT

Maximum CLYAP session duration 1 hour (3,600 seconds) Edi

Parmissions Trust relationships Accoss Advisor Rovoke sessions

——

Policy name = Policy typa +
. CSRHA Managed poscy X
Policy summary | {}JS0M Edit policy Simulate policy
Y. Fiter

Alkow [1 of 141 services) Show remaining 140

ER Limited: List, Writs All rescurces Mo

5EtA|. M8t AMI HE 2 CSR1000vE Al stn HE=)/Z oY HEUIE HAAE
LIcCk.
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1. AWS 2£0{A EC2E MEIEF I3 QIAHA A2t S EE|F

EC2 Dashboard —* Launch Instance Actions v

Events
2. AWS Marketplace& E4EHLICE.
1, Choosoe AMI 2, Choose Instance Typa 3. Configurm Instanco &, Add Storags 5. Add Tags 6. Configura Security Group T, Fandany

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a templata that containg the software configuration {operating system, application senver, and applications) required to launch your instar
the AWS Marketplace; or you can select one of your own AMIs.

Quick Start
My AMIs T Amazon Linux AMI 2018.03.0 (HVM), S5D Volume Type - ami-e251209a
AWS M e Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image, The delault image includes AWS

Java. The repositories include Docker, PHP, MySOL, PostgreS0L. and other packages.

3. CSR1000vE =AFLICt o| ool M= zICH 52 2|5 Cisco CSR(Cloud Services Router)
1000V - BYOLZ AR ELICEH

Step 1: Choose an Amazon Machine Image (AMI) LRy

A AW s & template Thad coni Bhe solffwan corfl guration (operafing Eyetom. application senwr, aad apsicaons] reduired bo lourch your mstance. Yim can solect an MM pronided By WS, our user communty. o
i SIS Marketpiace; or pou Con ekt ord of your own AMIR

Quink Stant / 1604 o 4 Products
L CEAG0GY s

Py Al
Cisoo Cloud Sorvices Router (CSR) 1000V - AX Pig. Max Performance m
FOWE Markomnlate aliet]us
Clsca o LR Py eelis |60l Dy Caod Semen v
Corririanity Ak B b P BRI a1 e LI H il e e il © AT R T
i ety Lorwslin, Ctbar Cisrn K02 KE | B30 Ay Muchre s i | UpSces 7707
* Categorien Tha A2 Tochnotogy Package for Masimum Perieeranos wrsion of Cisoo’s Clowd Sendoss Rouior (CSREDIIV) dolieins fi Maimerm it
srvaiabls in NS doud for wirusl
Al Cafpporios
Wi Frdce
e pinich rh Soflwane (4
Cisco Cloud Services Rouler (GSR) 1000V - Security Py, Max Perlormance m
T Opsrwting Syslem afueifue
S w w0 1NLE T8 Pener srserm | S0 by Cate Spfern. b
Cinar Eitor CISCO
Par¥ry I IO LR of fos FLED) 0% merep 8 prfiesry « A6 umepm e
= Al Lnux/Usis e el LiFwayUnis, Ctbey Conon 06 XE | 6538 Arapa MBre g g | Lok 29V
Cithor Lisvts 185 Trn Sty Tezlvakgy Prckags b Mairus Pararaecs s o G Cim Seevizes Aot (GGR1000 delams 1he ===
VPR Trawall padfommanta b e SVE Sloud, by uiing
= Softwars Pricing
Fiars Wers
Moty (&
Annual (3] | Cimoo Cloud Serveoss Rowler ([CSFA) 10000 - BYOL for Maoemum Parformanos m
silivi]as
Birireg Your Oven Lisirras : & E w0 TR P e ni 1500 Dy £assSpmen

= CI3CO
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1. Gl A 7. (oo Inctanoe Tips 3 Lot greri Pridis'O & Al B 5 il Tiads B Con B Sasurty Grodg . Paview
Step 2: Choose an Instance Type
Arapon B0F prndtak 8 wits s Rtion of e B oplivnied o B diferant uss caten. INGIencaR and Witusl senirs el CAn fun eRphosTons, Trey Fies viejing combinatons of CPLL mermory, Siormge. and
networking capacty, and gre you the fex ity to choose Bhe aoorsprate mix of resounces Sor your appilcabions. Learn mom aboul metance types and hiow Shey can meet your comauting reeds.

Fiterby: Al instance hpos ~ Curmed] generaSon =~ ShowHide Columng

Carvnnily nelecied: B mediam Maniebis ECUs, 2 vOPU, 7.3 QM. intel Beoschenl E5-388804, 4GB mamaory, EBS onlyh

Babec Tha vandor meommsnds using & cllangs iitaros jor lgerd for e bast sxpanence with (hia product
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3t mabo|t! m oAl QIE{m| 0| A0 9iZsts Zato|y! MEUIS AMAdst |}

1. Choose AMI 2. Choosa Instanca Type 3. Configure Instance 4. Add Storage 5, Add Tags

Step 3: Configure Instance Details

6. Configure Security Group 7. Review

No default VPC found. Select another VPC, or create a new default VPC.

Configure the instance to suit your requirements. Ycu can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management rele to the instance,

and more.

Number of instances i 1

Purchasing option [ Request Spot instances

Launch into Auto Scaling Group (i

‘ Network (i vpc-abfefed! | HA

No default VPC found, Create a new default VPC .

i) C Createnew VPC I

subnet-667931f | Public subnet | us-west-2a
251 IP Addresses available

Subnet (i

Auto-assign Public IP (j Use subnet setting (Disable)

Placement group i Add instance to placement groy|

IaMrole (3 routetablechange

Shutdown behavior (i Stop

Enable termination protection | Protect against accidental termination

Monitoring i Enable CloudWatch detailed monitoring

Additional charges apply.

6. Create new Subnet for Private Subnet2 Z2!gtL|C

Ol
AN L—

Ch. 38 MEUD SUs 78 Qof

Create Subnet

-

Create new subnet

h

C Create new 1AM role

0| 04|0fl A Name E}1= HA Private /L]

=g Lt
EQIgrLCH.

N

Usa the CIDR format to specify your subnet's |P address block (e.q., 10.0.0.0:/24). Note that block sizes must be between a /16

netmask and /28 netmask. Also, note that a subnet can be the

game size as your VFPC. An [Pvé CIDR block must be a /64 CIDR block.

o

Status Reason

@ associated

Cancel Yes, Create

Mame tag HA Private
VPC  vpc-aBfefed! | HA : 0
VPG CIDRe Hine Status
10.16.0.0/16
Availability Zone us-west-2a + €3
IPv4 CIDA block | 10.16.4.0/24
7. Ol2E2 A3 E 35104 Configure Instance Details( !

CHZ Add Device(C|HIO|A

1. Choose AMI 2. Choose Instance Type 3. Configure Instance

Step 3: Configure Instance Details
* Metwork interfaces '

Device  Motwork interface Subnet Primary IP

athil

saavoncs L

8. EX CIE{H|O|AE F7}

Mendr netiors interfac ¢ subnat-6ETE31! 3 Aubo-aasign

st

= HA PrivateO|

AEA MEALE F4)0llA olO|x|of EAIE

7<7|.)E E.EIoI-L_||:_|._

4, Add Storage 5. Acdd Tags 6. Configure Security Group 7. Raviaw

Secondary IP addresses IPvE IPs
ch= Zato|! MERE AL LICH Eth02 38



QIE{H| 0| 40| Eth12 AtA QIE{H|0|AILIC A T: OfF Bl BHE MEUR ol =8
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* Network interfaces |
Dwvice  Nobwork Interface Subinet Primary IP Secondary P addresses IPvE [Pz
athi FMerw motweor interfac § subnot-BETD3T1 2 ALG-RESI0 Add 1P

subnel-E8I763 (Public subnet) 10.16.0.0/24 us-wesl=-2a

athi New notwon infedas § || o suboet-B08c5a110 (HA Private) 10.16.4.0/24 us-west-2a ‘ @

9. VPCOIA A4J3t ot 18 MEUStT 720 2H2 A HolE|=R| #QIFLICH

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow
Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2

security groups.
Assign a security group: ~ Create a new security group
©Select an existing security group
Security Group ID Name Description Actions

5g-01880170 default default VPC security group Copy to new

B sg-1cf47d6d HA HA Copy to new
M H | = I_ o

10. M 7| 42 BHED JHQl 7|1 CIREE
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Gonfigure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.



Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AM|Is, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely S3H into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

i

Create a new key pair
Key pair name
CSRHA|

Download Key Pair

You have to download the private key file (“.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file

again after it's created.

Cancel | Launct

11. Elastic IPE M8t QIAEIA 9| Public Interface 2| ENI2} 21435t 1 AWS Console > EC2
Management > Network Security > Elastic IP2 O|SgfLIC}. #1: 3 3/217F 047} 047]of
MEEE doZl £ QaLIch o] oM 38 QE{H oA 9| HolE ClIE{L ¢4 ClE{H o|A
QI EtholLICH AWSe| ZtE0 M £ [ Ciscol| B CIE{H|0o|AE Z 208! IPLCt

EC2 Dashboard $ Allocate new address Actions v
4

Events

Addretads > ADICCURNE ACOMES
Associate address

Sarbpct, o Ingtaracy OF. narbwierk: nbartana 1o witich you wank bo essacists this Elssoe IP pocreas (54.244. 10047

Rusource typs ratance ﬁ
_.* O “etwork infotace
Hatwark intorfecs g 35156334 -
Privase P 10182218 - C 0

Reassociation Ao Elgmbio P 1o B reassockated i airsady attached ﬁ

& Waming

¥ you assocate an Elastic I address with your imstance. your cument publc P addnoss s reensec. Lasm mons.

¥ AWSE Command Lins kvberface commend /

-

12. EC2 > HIEQ|A QIE{m|0|AZ 0|5 & [} Source/Dest Check® HI&F 43} &HLICH
Source/Dest(AA/CHAN & 010 CHEF ZF ENIE & QIR LICE 7|E Mo 2 2 E ENIo= O
Source/Dest(4A/CHA) ZAN7F #4581 E|0] UELICH AFE EX| 7|52 ENIZF EBES
T3t 7| Tofl ERf=lo| CHAQIX| & Ql5tod ENIOY| A5t x| ot2 EciEo| 5t H Ylst



£ A2 Yx|st7| fIgt ZLIc 2t E7H HZ! | A CHy ol &= 9= el elsLitt
0| 7|52 2 E CSR T& ENIOIA HIZ E3tstiof BFLICH 2 X| gfo™ mZle MEE + o
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Change Source/Dest. Check X

Network Interface eni-10e3a018

Source/dest. check Enabled
@ Disabled

e (D

13. CSR1000v0f| @42 &rL|CH & 11: CSR1000vo{ SSH3EH7| {3 AWSO|A AMB & AFZ Xl O|&
Ol root2 & LIYE £ U&LICH HRFt E< 0|8 ec2-userE HAFLICtH & 1: SSHO]
DNS FAE ping& = Q/0o{ofF & LICH ec2-54-208-234-64.compute-1.amazonaws.com L]
Ct. 2t RE S 38 MEY/eni7t 38 B= H|O|E3t A |0 JeEX| =HRIFLICH 2t E H|
Ol20 MEHE odZst= Yol CHEt 8EHAHIE ZHES| RI—E LIt



Connect To Your Instance X

| would like to connect with D A standalone S5SH client
A Java S5H Client directly from my browser (Java required)
To access your instance:

1. Open an S5SH client. (find out how to connect using PuTTY)

2. Locate your private key file (HA.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewabla for S5SH to work. Use this command if needed:
chmod 49@ HA.pem
4. Connect to your instance using its Public DN3S:
ecd-54-208-234-64. compute-1. amazonaws . Com
Example:
ssh -1 "HA.pem" root@ec2-54-208-234-64.compute-1.omazonaws . com

Please note that in most cases the username above will be cormmect, however please ensure
that you read your AMI usage instructions to ensure that the AMI owner has not changed the !
default AMI| username, |

If you need any assistance connecting to your instance, please see our connection documentation.

6EA. 5E-HE Br5et HAol Cli&li & 'Hmi CSR1000v QIAFIAE MgrL|Ct,

g MEHY!: 10.16.1.0/24

OH

7Hel MEX: 10.16.5.0/24

Ol M AMIS| EFX] P FAE pingE & Q= 89 8HHZ 0|Ssto S8 MEHI0| S8 =
Elo|Ext A& x|of U x| & lFfLct

72 5B H B 2HS 5104 AMI Marketplace |4 VM(Linux/Windows)2 A A& LICt.

0| oflofl M= oFZMZ | 0|A 0 A Ubuntu Server 14.04 LTSE AF2&HLICH

L

OH

g MEY!: 10.16.2.0/24

7HRl MEH: 10.16.6.0/24

O
Olo
0x
Hu

Ol M AMIL| EF&dX |P A& pingE & = B 8= 0|Sstod S8 AEL0
Elol=1t 4|0 Qe X] #lgfLCt.



1. Eth02 7|EXez 38 QEm o|A0 cha dEELICH AHd MBS0l Cisl eth10I2tE F
S QE{m o|AE BFELICH

o | | (I
Comnect  Actions ~
p & i

Everta
Tags 4 7] 11
Rapats
Hama Irstance i =  n#tance Type - Avallabliity Ione -  Instance State -  Status Checks
Limita
B Ubunly HoERde oBBdDETECE  m1amal et 1d & nAning & 22 chedks ...
HR wiRcioab- G 1 L2 imeciusm UE-oaE1a W nnning & 22 chacks
Enatandes
Lawrsch Templates . .
Ircstmnes: | -DEBGES1SBBA09TEEE [Uburiu] Elnatic IP: 528 21167
Spot Feguests
Resenved Instanoes Description Samtus Checks Monitoring Tags Lisnge instnactions
Dodicatod Hoats lance I -0Sbcked | 0R800Tooh Public DRS (Pl] @D -E3-B-011-E7, ooy
Schaduled Ingtances TS DO
Hahwork Interface ath1 o=
|natera dkahs #1167
instance hre bhorince 10 eni-S0814208
Akla Erarstic: 1 183~ 130ecR ind
) prelrt VG D vps-ehSesIon y N
Bundio Tasks Annialility rone — P §6.131, 10L1B8.3.9
Sscurity groupns It y ; 5 tadd
Viplumes Attachment Tima  Tha bay 31 22406:14 GMT-T00
Saapahots S ,..-'""
o P
Lty J
Behapchabeed - Dolgto o Torminain Lo ELa I

Privale IP Addresa 10L18810

AL I b =72 | B
Socurty Groups & Privarie DMNG Marmg ip=10-18-8-131 82 internal
Elastic: IPs i I
SonreaDaat. Chisch
Piacarment Groups .
Kiry Pairs Siziaity Growpa

Flatim
Hafwork Irforiacos

2. Ubuntudl M 43t IP FAE AWSOHIM &8 eth1 T8 QIE{H O] A QILICH.
ubunt u@ p- 10- 16- 2-139: ~$ cd /etc/ network/interfaces. d/

ubunt u@ p- 10- 16- 2- 139: /et c/ network/ i nterfaces. d$ sudo vi ethl.cfg

auto ethl
iface ethl inet static
address 10.16.6.131
net mask 255.255.255.0
network 10.16.6.0
up route add -host 8.8.8.8 gw 10.16.6.1 dev ethl
3. QlE{H| 0| A& HX|HLI VME MFEELICEH
ubunt u@ p- 10- 16- 2- 139: /et c/ networ k/ i nterfaces. d$ sudo i fdown ethl && sudo ifup ethl
ubunt u@ p- 10- 16- 2- 139: / et c/ networ k/ i nt erf aces. d$ sudo reboot
4. E|AE Q| 742 Ping 8.8.8.8. 7Lt A= 8.8.8.8 AR 7| FIIEIQEX| &QlgtL|Ct
ubunt u@ p- 10- 16- 2- 139: ~$ route -n
Kernel 1P routing table
Destinati on Gateway CGenmask Flags Metric Ref Use Iface
0.0.0.0 10.16.2.1 0.0.0.0 UG O O O ethO
8.8.8.8 10.16.6.1 255.255.255.255 UGH 0 0 O ethl e
10.16.3.0 0.0.0.0 255.255.255.0 UO O O etho
10.16.6.0 0.0.0.0 255.255.255.0 UO 0 O ethl
8.8.8.80| Eof| LIYL|X| feHCIZE S22 FItefLICH
ubunt u@ p- 10- 16- 2- 139: ~$ sudo route add -host 8.8.8.8 gw 10.16.6.1 dev ethl

8EA|. Z2to|H! /X HER| F= Ho|E& T HELIT.

. 2EHA[0l M DPH"M% & VPCIt YHEH F 7o B2 H0|=0| RS2 2 WY ELICH St
o| Z= El|o|EE U= B ololx|ol ZA[E CHz Zzto|8! MEUof Cisli CHE B = E|ol=



Create Route Table

A route table specifies how packets are forwarded between the subnets within your VPC, the Internet,
and your VPN connection.

Mametag HA PRIVATE i ]

VPC  vpc-b98dBech |HA ~| €

oo

VPC Dashboard TR ER S | Delete Route Table
]
Filter by VPC:
Q Select a VPG Q, Search Route Tables and theil X
Name - RouteTablelD - Explicilly Associal- Main - VPC
Virtual Private Cloud
HA PUBLIC rib-2752415( 1 Subnet No vpC-38222140 | HA
Your VPCs
B HAPRIVATE rib-ca5340b2 0 Subnets Yes vpc-39222f40 | HA
Subnets
| Route Tables ?
Internet Gateways
Egress Only Internet
Gateways
DHCP Options Sets
Elastic IPs rtb-ca5340b2 | HA PRIVATE
Endpoints e |
Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services
= Edit
NAT Gateways J View: | All rules :
R 9 Con Destination Target Status  Propagated
Security 10.16,0.0/16 local Active Mo

2.CI22 F 719 A2 Elo|g 2| E7|ILICH PUBLIC Route Table(3& ZZ E|0|2)o= 2IE]
S A 0| E9Y|0l(igw-95377973) 7t AtS 22 A ELICH O] & Ef|o|= ol M5t AH 2llo|= 2 X
HMEtLlct PRIVATE E|O|Z2 0= o] Z27} glo{of &Lt



VPC Dashboard (e -5 LT AR S Delete Route Table  Set As Main Table
q

Filter by VPC:
Search Route Tables and thei
Q) Selecta VPC Q X
Name = Route Table ID = Explicitly Associal~ Main -~ VPC
Virtual Private Cloud
] HA PUBLIC rth-2752415f 1 Subnet No vpe-38222f40 | HA
Your VPCs
HA PRIVATE rtb-ca5340b2 0 Subnats Yas vpe-39222140 | HA
Subnets /
Route Tables
Internet Gateways
Egress Only Internet
Gateways
DHCP Options Sets
Elastic IPs rth-2752415f | HA PUBLIC
Endpoints Summary Routes Subnet Associations Route Propagation Tags
Endpoint Services m
MNAT Gateways view: | All mules
Peering Connections
g : Destination Target Status  Propagated
Security 10.16.0.018 local Active Mo

Network ACLs 0.0.0.0/0 ‘ igw-95377913 Active  No

3.670C| 2 E MEUlg MHE ZZ EHO|E0| 43 S 2EHHOo|lAE 28 ZE Ho|lEgW A
745'I—|E+ =2 ME4Y! 10.16.0.0/24, 10.16.1.0/24, 10.16.2.0/24 3 Z2}0|E! QIE{HO|AE =
2to|8! B2 H|o|21t AZELICH IR MEY: 10.16.4.0/24, 10.16.5.0/24,
10.16.6.0/24

rtb-ec081d94 | HA PRIVATE /
Summary Routes Subnet Associations Route Propagation Tags
Subnat IPv4 CIDR IPvE CIDR

You do not have any subnet associations.
The following subnets have not bean explicitly
associated with any route tables and are
tharefore associated with the main route table:

9ttA. BFDE A8 38104 NAT(Network Address Translation) % GRE Ef{'d 3! 2 E 2}
SETREFS FHELICH

CSR 1000v 2| Elastic IPE S35l GRE(Generic Routing Encapsulation) E{'gd2 # & LICHE 2 E

A
HoHE B XI5t= DHCP CH A4l EXME EXIet7| @I HEE). o wHE "HPWUP et 3
BFD(Bidedirection Forwarding Detection) Zf= O| 0i|0d| EA|El ZIEC  SZEXMoZ #-8e +=
&LCh Jeut ZHd™ 44 o BFD Z|o Cf2 O[HIE 7} el = QI&LICH o] oflef 22 1.5%
Liofl Z|o{ ZFoHE EFX|EFLICH AWS APl E230| MR E|= AlZHDF VPC IR E! E|O|E B4 ALEHO|

HMEEl= AlZh Atojoll= & = HEo| 7t X[d0] U&LICH

AAEH

. CSRHAS| Zdx|1gy|o|M
GRE 2! BFD - HA &0l =x| =4 &St ol AF2ELCE



interface Tunnel 1

i p address 192.168.1.1 255.255.255.0

bfd interval 500 min_rx 500 nmultiplier 3

tunnel source G gabitEthernetl

tunnel destination 52.10.183.185 /* Elastic |IP of the peer CSR */
1
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passive-interface G gabitEthernetl

NAT & 2t & - Z2t0o[! QIEH 0|AE S8 VM Qe A0l AFSELICH

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down
!
interface G gabitEthernet2
i p address dhcp
ip nat inside
no shut down
!
ip nat inside source list 10 interface G gabitEthernetl overl oad
!
access-list 10 permt 10.16.6.0 0.0.0.255
!
ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.4.1
- CSRHA12| Zd1| e oM

GRE 2! BFD - HA &oj =x| =712 #t2&Hst= Ol A2 E UL

interface Tunnel 1

ip address 192.168. 1.2 255.255.255.0

bfd interval 500 min_rx 500 nultiplier 3

tunnel source G gabitEthernetl

tunnel destination 50.112.227.77 /* Elastic IP of the peer CSR */
|
router eigrp 1

bfd interface Tunnel 1

network 192.168.1.0

passive-interface G gabitEthernetl

NAT & 2t & - Z2to[! QIEH 0|AE S8 VM Qe 40l AFSELICH

interface G gabitEthernetl
i p address dhcp
ip nat outside
no shut down

1

interface G gabitEthernet2
i p address dhcp
ip nat inside
no shut down

1

ip nat inside source list 10 interface G gabitEthernetl overl oad
|



access-list 10 permt 10.16.6.0 0.0.0.255

ip route 10.16.6.0 255.255.255.0 G gabitEthernet2 10.16.5.1

10EHA|. 171848 F#LICHCisco I0S XE Denali 16.3.1a O 4}).

of2Holl X|ZEl cloud provider aws HE 2 AF&5t0{ ZF CSR 1000vE F445t04 BFD I|04 Ct& O[H
EE DL|EJELICE BFD Il|of CH1F Z2 AWS HA 277+ ZX|E & (VPC) Route-table-id,
Network-interface-id 2! CIDRO| CiEt 2t & B3 At 2 Hol5t2d™ o] BHES A8 Lt

CSR(config)# redundancy
CSR(config-red)# cloud provider [aws | azure] node-id

#

H* H H K

bf d peer ipaddr

route-tabl e tabl e-nane

cidr ip ipaddr/prefix

eni el astic-network-intf-nane
regi on regi on-nane

1. #bfd Z|0{ ipaddr& I|0f E{d ip FAILICH

CSRHA#show bf d nei ghbors

| Pv4 Sessions
Nei ghAddr LDYRD RH RS State Int
192.168. 1. 2 4097/ 4097 Up Up Tul

. #route-table E{[0]E€ 0|22 AWS ££0{ A VPC > Route TablesZ O|SEfLICt. O|Z!7| 5T

M& Z= E|o|S0| HEELICH

VPC Dashboard Delete Route Table
q

Filter by VPC:

Q Select a VPC (Q Search Route Tables and theil X

_ Name « Route Table ID
Virtual Private Cloud
rtb-7b746303

Your VPCs
HA PUBLIC rtb-ab091cd3
Subnets
/ ‘ rtb-a4495edc
Route Tables @ HAPRIVATE rtb-ec081d94

3. #cidr ip ipaddr/prefixe= £ HO|E0|M UC|OIEE BE 9| iy FAYULICEH AWS 2E04 A

VPC > ZZ El|o|g 2 o|SELICt of2f2 A3 E56109 Edit(=X)E &2I8F Ct =2 Add another
route(CHE Z2 FI7HE =g E|AE 4y 4 8.8.8.80F CSRHAL| HIS7H ENIE &
7tgtuct,

rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags

=



rib-ec081d984 | HA PRIVATE

Summary

..

Destination
1&15.0.0;‘15/
8.8.8.8/32

Add another route

. #eni elastic-network-intf-name EC2 QIAEIAO|A 32
Ql ¢478) QIE{H|O|A eth12 28511

8t Private facing(7H

| instances r

Lawnch Templates
Spot Regueats
Regsarved Inslances
Dodicated Hosts
Scheduled Instances

Ahig
Burdle Tasks

Velumes
Snapshots
= MEDNOHR S
Security Groups
Elastic [P3
Placemant Groups
Hey Pairs
Network Intertaces

Load Balancors

5. #region O|§ 2 AWS ZE A0
 E| M AE|0|EE 3o P{H Amazonl| EI™ Bl 718

Routes Subnet Associations Route Propagation Tags
View: All rules
Target Status Propagated Remove
local Active Mo
eni-10e3a018 Active Mo (3¢

-

At
=

= AGLICH siEst= 2 CSRoi| O
CIE{T|0|A IDE AHSELICH.

I T HUErMSca ToBUEE42S o4 large us-wiEt-da @ running @ 2lchocks... A
CERHAY a2 hob Ddiead 2 madium us-wasi-2b @ running & 22 chocks .., B
WINDOWS HiTallecded6302cta 12 small ug-wosl-dv & running & dchacks... A

Instance: | -02235ca1 JBOBEA24 (CSRHA)

Description Status Checks

Irstonce 1D

Irgiance slate
InstaEnce type
Elastic 1Pe

ArilakiBty Tone
Security groups
Schaduled avents
AMI D

Platform

l= 3= 0|EQIL|C}. 0]

HEE  Network interface oth1

Mipmtoring Intortace 1D
VPG ID
O Atachment Cwner
_ Aftschenent Stzius
el Altachmeni Teme  Thu My 31 21:57:41 GMT-700 2018
od Jarge :
Dbl 1 TRirale gl ]
BOL112. 22T T

10,164,168
e 1O 1t 1588, =it

Privata IP Address
Privals DNS Nama

B-wat-3
e 2.compule.iniermal
s Elastic IP Address
EREACCLI SourcaDest. Check  false
Cisoo-CER-, 16.08 ke i
Hvi-atobizeid :
s Security Groups  HARALIL
BoeTT0Ge0EdE-0 -

fami-2cialS5d)

achi
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Matwork Intardaces
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Code
us-east-1
us-east-2
us-west-1
us-west-2
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-west-3
ap-northeast-1
ap-northeast-2
ap-northeast-3
ap-southeast-1
ap-southeast-2
ap-south-1

csa-east-1

Name

US East (N. Virginia)
US East (Ohio)

US West (N. California)
US West (Oregon)
Canada (Central)

EU (Frankfurt)

EU (Ireland)

EU (London)

EU (Paris)

Asia Pacific (Tokyo)
Asia Pacific (Seoul)
Asia Pacific (Osaka-Local)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Mumbai)

South America (S3o Paulo)

CSRHAZ2| O|& 3} ZAI|2a0|M of

r edundancy
cloud provider aws 1

bfd peer 192.168.1.2
route-table rth-ec081d94

cidr ip 8.8.8.8/32
eni eni -90b500a8
regi on us-west-2

CSRHA12| 0|58 Z

redundancy
cloud provider aws 1

I|zefolM o

bfd peer 192.168.1.1
route-table rth-ec081d94

cidr ip 8.8.8.8/32
eni eni-10e3a018
regi on us-west-2



1784 &l

1. BFD & 22t Hu|ado|de &felghLct.
CSRHA#show bf d nei

| Pv4 Sessions
Nei ghAddr LD/ RD RH/ RS State Int
192.168. 1.2 4097/ 4097 Up Up Tul

CSRHA#show i p ei grp nei ghbors

El GRP- | Pv4 Nei ghbors for AS(1)

H Address Interface Hold Uptine SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.1.2 Tul 12 00:11:57 1 1470 0 2

CSRHA#show r edundancy cl oud provider aws 1

Cl oud HA: work_i n_progress=FALSE
Provider : AWS node 1
State : idle

BFD peer = 192.168.1.2
BFD intf = Tunnel 1
route-table = rtb-ec081d94
cidr = 8.8.8.8/32
eni = eni - 90b500a8
regi on = us-west-2

ol
rr
Ral

2. VMO &2 2 X|&EXQl pingE A™AELICEH ping0| & eth1 RQUIE{H|O[AE S1t
EolgrLct.
ubunt u@ p- 10- 16- 3-139: ~$ ping -1 ethl 8.8.8.8
PING 8.8.8.8 (8.8.8.8) from 10.16.6. 131 ethl: 56(84) bytes of data.
64 bytes from8.8.8.8: icnp_seq=1 ttl=50 tine=1.60 ns
64 bytes from8.8.8.8: icnp_seq=2 ttl=50 tine=1.62 ns
64 bytes from8.8.8.8: icnp_seq=3 ttl=50 tine=1.57 ns

3. Z2lold! AZ Ho|E22 &QlgtL|C}. eniE= $AH CSRHAS| Z2t0|H! QIE{H| 0|A 0|, 07| M
Eci=Zlo| o] QIE{H O|ALICE.

rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules |
Destination Target Status  Propagated
10.16.0.0M16 local Active Mo
8.8.8.8/32 eni-90b500a8 / Active Mo
i-Ofcfcebd f929f681a

4. HA &0} ZX|E AlZ20|M35t7| 25 CSRHAS| Tunnel12 SZ & LICE
CSRHA( confi g) #i nt Tunl
CSRHA( confi g-i f) #shut

5. 42 E|0|20| CSRHA12| & QIE{H|0|A 2l M ENIE 7I2|7|=X| &QlgfL|ct.



rtb-ec081d94 | HA PRIVATE

Summary Routes Subnet Associations Route Propagation Tags
=3
View:  All rules s
Destination Target Status Propagated
10.16.0.016 local Active Mo
8.8.8.8/32 eni-10e3a018 / Active Mo
i-Ofcfcabdfa29681a

= e e

- BlAATF AAEAEX] HIFLICH VPC, MEY, QIEHO|A, B2 E|olg S M4 E i of
= EASSE ME HAZALX| t&LICH OE2 MEo CHsl ™3 ZECt

. 3 2 E Private IP7} 2HIE QIE{H|0|AQ} QIZAE|0] U=X| =HQIELICEH SHIE ME
ol %HP% ZE H|o|Z0i F7E|1 SHIE 2tRE{QF SHE VPC 2 FYof| HZEL|H IAM

t oiZ2E|of U=X| & elghLct.

ne

=}
HL
ro
lI{III
=l

. ENIS2 Source/Dest ZAIE H|EAdSHEFLICE.

- Cisco I0S XE 16.3.1a O| & 2| B A& 7Is8t F7} &l HHE LT}

show redundancy cl oud provider [aws | azure] node-id
debug redundancy cloud [all | trace | detail | error]
debug ip http all

- ClHZof| L}EHLtE YEFAQI M= chE ot Z &Lt

EA: httpc_send_request AlTj
4 & Hitp= CSROIM AWSE API &2 M&5tE Ol AAHSE LT DNS7t QIAE A LI
2 ONS OB S EHo12 A BIL K| 2HOIEHLILH hitp © AHEIO| HEISIX| 6191 A1 OIELIct

*May 30 20: 08: 06.922: %WXE_CLOUD HA- 3- FAI LED: VXE O oud HA BFD state transitioned, AW node 1
event httpc_send_request failed

*May 30 20:08:06.922: CLOUD-HA : AWS node 1 httpc_send_request failed (0x12)

URL=htt p://ec2. us- east-2b. amazonaws. com

2X: Z2 E|O|& rtb-9c0000f42} QIE{H|O|A eni-327913180| CtE LEX T of &

s Y. CHE HESIF oM x| o|& X ENIZH R FEEII&LICH X[ H ENIE 2HRE%
S YEh BAoi R{oqok grL|ct,

*May 30 23:38:09.141: CLOUD-HA : res content iov_|len=284 iov_base=<?xml version="1.0"
encodi ng="UTF- 8" ?>



<Response><Error s><Err or ><Code>| nval i dPar anet er Val ue</ Code><Message>route tabl e rtb-9c0000f 4 and
interface eni-32791318 bel ong to different

net wor ks</ Message></ Err or ></ Er r or s><Request | D>af 3f 228c- d5d8- 4b23- b22c-

f 6ad999e70bd</ Request | D></ Response>
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*May 30 22:22:46.437: CLOUD-HA : res content iov_|en=895 iov_base=<?xm version="1.0"

encodi ng="UTF- 8" ?>

<Response><Err or s><Err or ><Code>Unaut hori zedOper at i on</ Code><Message>You are not authorized to
performthis operation. Encoded

authori zation failure message: qYvEBAMJUIOB8nRi t St eRgnCQusl AaxhAbDph5qGRIkj Jbr ESaj bnF5HWIR-
MrHYeRAl pKZ3Jg_y-

_tM Yel 5| _ws83d9g2W8YDXBI 3uXQqf W cj j r gy9j hnGYOnCGaNu65alLpf qui 8kS_4RPCpnbgr RFf 099-
8uv_N3nYaBgKFPn3vUc SYKBKFI | kJKcj Y9esQeLl OADcnYGGU6 AGGVOMKVDE KOK8Nnwk 4l j LDcnd2cDXeENS45wl Pgz KGPsH
v3wD28TS5XRj | r PXYr T18UpV6l LA_09Ch4737VncQKf zbz 4t PpnAkoWImJ LQLY DpPrm\v HUpEng8Kr GAYNF bf enro Dt Wyl d ABFf
aLLLmh4saNt nQ_OVBoTi 4t oBLEb2BNdMkI 1UVBI xqTqdFUVRS* * MSG 00041 TRUNCATED** **MSG 00041
CONTI NUATI ON
#01** gLosAb5Yx0Dr CsLSQuz S95VGr QVI_n87LBHYbAWMQW 3Uf P_zni ak7dl nBP41nFCucEB3Cs4FRsFt b-
9044Vt yQlaS2sU2nhGe3x4uGEs| 7F1pNv5vhVeYQZB3t bOf bV1_ Y4t r ZWYPFgLKgBShZp- WNMJUKUJI sKe 1-
6KGynp7519i mvh66JgwgmJU9IDT_qAZ- j Ej kqW Br xg6kr w</ Message></ Er r or ></ Er r or s><Request | D>4cf 31249-
2abe- 4414- ae8d- 6f b825b0f 398</ Request | D></ Response>
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/content/en/us/td/docs/solutions/Hybrid_Cloud/Intercloud/CSR/AWS/CSRAWS/CSRAWS_4.html
/content/en/us/td/docs/routers/csr1000/software/aws/b_csraws/b_csraws_chapter_0100.html
http://aws.amazon.com/ec2/instance-types/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-vpc.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#AvailableIpPerENI
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/dedicated-instance.html
https://aws.amazon.com/documentation/ec2/
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
/content/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010111.html#id_107028
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