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Cisco Catalyst 2960 Series Switches

2%t MAC YMlA O 8

MAC HAMA TEE A&35H0{ EtherType 0x8847 ! EtherType 0x8848 |0 ZEof E0{7}X|
A S WERE 5= JUaLch &5t R&5t24H MAC HMA IES Fst ClHIO|A Lt S

HZCEIHAE THQRIO ZE ZEof M&3lof §LICE Cisco Catalyst 2960 Series A x| ME &
2y &8k (in 7|1 =)0l mac YMA 2B HEE £ Q&L

mac access-list extended ACL-Deny- MPLS


http://www.cisco.com/web/about/security/intelligence/vulnerability-risk-triage.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html
http://www.cisco.com/web/about/security/intelligence/risk-triage-whitepaper.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst2960/software/release/12.2_25_see/command/reference/cli1.html#wp2782860

!-- Filter MPLS frames deny any any 0x8847 Ox0 deny any any 0x8848 Ox0 !-- Include
other permit/deny MAC access 1list configuration commands !-- according to security
policy, might or not end in "permit any any" permt any anyinterface FastEthernet0/10

swi tchport access vlan 200 mac access-group ACL-Deny-MPLS in
ID: MAC MHA I8

Cisco Catalyst 2960 Series show access-lists hardware counters privileged EXEC mode &2 2
E MAC HMA S5oi ofaf] AAE =2y lof CHEt B ™ 712 E("Drop: Al frame count")9 | AF
x{lEI ZoiJoM & HEO|E #0f CHEH EFY <3 712 E{("Drop: All bytes count")& EA[&FLICtH

Cat 2960#show access-lists hardware counters
L2 ACL I NPUT Statistics

Dr op: Al frame count: 165
Dr op: Al'l bytes count: 19684
Bri dge Only: Al'l frame count: 7886666
Bri dge Only: Al'l bytes count: 551148321
Forwar di ng To CPU: Al'l frame count: 682046
Forwar di ng To CPU. Al'l bytes count: 266514745
Ol ool M= AL|X|2| 2E MAC A& 2 F0AM 16571 Z B J0| AN EIR2MH, AFXE 16571 =

ol LHoll & 19,684H+o|§7+ FEIRELICH
Cisco Catalyst 3550 Series Switches

2%} VLAN &

Catalyst 3550 Series VLAN S VLANOIM MPLS 2|2 ZE et S #+48 &= &LIct ot
= 040l M F| S C|HFO|A = VLAN 162 2! 2000 OIE{H‘”0|A 7t QI&LICE o248t VL

x|l & & st= Cisco Catalyst 3550 Series A2{x|0IMH E0{2= MPLS Z2|2 AXSIES
SEL|CH

mac access-|ist extended ACL- Mat ch- MPLS

l-- Filter MPLS frames, !-- will apply "action drop" to frames permitted in this MAC
access-list permt any any 0x8847 Ox0 pernit any any 0x8848 0Ox0 !-- Other permit/deny
MAC access list configuration commands !-- according to security policy vl an access-

map VMAP-Policy 10 action drop match nac address ACL- Match- MPLS vl an access-map VMAP-
Policy 20 action forward vlian filter VMAP-Policy vlan-list 162, 200

23t MAC A& T8

Catalyst 3550 Series MAC 2M|A O E 2 X|'HE EtherType 2t 7|E2 2 THAE = U&LICH
Ol E}Ql 0x8847 EE £ 0x88482] uaﬂ°'% HESE O AFSE = UELICH HMA DF2 F[SE
C|HiolA 9 EEE9HQE CHelol = BE ZEO M E[o{ofF §LICE Cisco Catalyst 3550
mac access-group S0{2 = &0 pt M £ QU&LICHin 7I/HE)

mac access-|ist extended ACL-Deny-MPLS
deny any any 0x8847 0xO
deny any any 0x8848 0xO0


http://www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_see/configuration/guide/swacl.html#wp1176911
http://www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_see/configuration/guide/swacl.html#wp1177176

! -— Other permit/deny MAC access 1list configuration commands !-- according to the
security policy, !-- might or might not end in "permit any any" permt any any
interface Fast Ethernet0/1 switchport access vlan 162 sw tchport node access mac

access-group ACL-Deny-MPLS in

ID: MAC HMA T8 3 VLAN B

Cisco Catalyst 3550 Series show access-lists hardware counters privileged EXEC mode E&E 2
MAC dMA S5 E.Et VLAN Zoi M AF |2 Z 2| lof CHEt B TS 7 REHE EAIE I—IEP =71
S 250 AKE & HFO|E =0l CiEt 7I2E{71 2 2 U&LICH otz ool M= 268712 =B

O| A X|E[R2H, OI_ & 21,177HI0|EE R X|ZH&LICH.

Cat 3550#show access-lists hardware counters

| nput Drops: 268 matches (21177 bytes)

Qut put Drops: 0 matches (0 bytes)

| nput For war ded: 183663467 matches (14669769830 byt es)
Qut put For war ded: 0 matches (0 bytes)

| nput Bridge Only: 0 matches (0 bytes)

Bridge and Route in CPU. O matches (0 bytes)

Route in CPU 460962054 mat ches (29596575890 byt es)

Cisco Catalyst 3750 Series Switches

2%} VLAN &

Catalyst 3750 Series VLAN B2 VLANOI|AM MPLS ZHlg EEASTEE 7 HE £+ &LICt .t
2 of|of| M F| ket C|HFO|A = VLAN 16301 o|‘|—|'°| CIE{H|O|A T} U&LICH AT 2
I 3l= Cisco 37502 VLAN 1630 E0{2 = MPLS Z S ArA|EHLICH.

ok g

mac access-|ist extended ACL- Mat ch- MPLS

!-- MPLS EtherTypes to drop permt any any 0x8847 Ox0 permit any any 0x8848 0x0 !--
Include other permit/deny MAC access list configuration commands !-- according to
security policy. vlan access-map VMAP-Policy 10 action drop match nmac address ACL-
Mat ch- MPLS vl an access-map VMAP-Policy 20 action forward vlian filter VMAP-Policy

vl an-list 163

23t MAC A& T8

Catalyst 3750 Series MAC M|A O E 2 X|'HE EtherType 22 EEZE &= 2O, EtherType
0x8847 LE= 0x88482| Zof| 2 7HF ot= Ol AHSE == JU&LICH MM A 2F2 F[f st ClHto|A
S| HEEIAE T H Q| (e ZE ZEO| MEE|o{of §LCt.

mac access-|ist extended ACL-Deny- MPLS
deny any any 0x8847 0xO
deny any any 0x8848 0xO0

! -- Include other permit/deny MAC access list commands according to security policy
!-- might or might not end in "permit any any" permt any any interface

Fast Et hernet 3/ 0/ 47 switchport access vlan 163 mac access-group ACL- Deny-MPLS in

ID: MAC HA|A 228 2 VLAN


http://www.cisco.com/en/US/docs/switches/lan/catalyst3550/software/release/12.2_25_see/configuration/guide/swacl.html#wp1177176
http://www.cisco.com/en/US/docs/switches/lan/catalyst3750/software/release/12.2_25_see/configuration/guide/swacl.html#wp1289037

Cisco Catalyst 3750 Series show access-lists hardware counters privileged EXEC mode &2 2
E MAC HM|lA & == VLAN ol M AFX[El | lol Cist EH 73 71 2EE EAIRUCH F
715 2F0o|M A X|E & HIO|E o Ciet Hr o B ™ 7t 2E{ 7t JU&LICEH

Cat 3750#show access-lists hardware counters
L2 ACL I NPUT Statistics

Dr op: Al frame count: 18170

Dr op: Al'l bytes count: 2999815
Bri dge Only: Al'l frame count: 614950
Bri dge Only: Al'l bytes count: 39483560
Forwar di ng To CPU: Al frame count: O
Forwar di ng To CPU: Al'l bytes count: O

E20il A= MAC HM|A T F EE VLAN ol|lA 18,170712] ZB 20| A K=& LICH A
ool & HHO|E & 2,999,815%% & LICt.

Cisco Catalyst 4500 Series Switches
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2t3l: VLAN 2

Catalyst 4500 Series VLAN @2 0|2| Mo|El 2 EZ2 & S0 et ZEe{RsleE 7152 M3
gtLIC}. Cisco Catalyst 6000/6500 2! Cisco 7600 Series MPLS THZ! |eFA & 23524t ZE H
IP Zo 2 ZE{2Iaok gfLct CFS oflofl A VLAN 1602 2 E H| IP Z 8|S AFA|SH04 VLAN
16001 QIE{H|O|A T} Q= F|<FEt C|HIO|AE 23 FLIC.

mac access-list extended ACL- Match-Non-1P
pernmit any any

!-- Indicates ALL NON-IP frames flowing thru the switch will be dropped Vvl an access-
map VMAP-Policy 10 action drop match nac address ACL-Match-Non-IP ! vlian filter VMAP-

Policy vlian-list 160
28} L E ACL

Catalyst 4500 Series X E ACL(PACL)£ Cisco Catalyst 6000 ! 6500 Series2t Cisco 7600 Series
MPLS THZ! F[kd 2 2t5t8 = U&LICEH Cisco Catalyst 4500 Series@| PACL2 =41 EE&= gh 4l
e 2 M8 £ &LICH access-group mode interface Z4I|218|0|AM HHEE AL 3510 ZE0f
MEL|= PACL, VLAN Y, Bt E{ ACL 7to| &3 &2 ANo{g == A&LICt

mac access-list extended ACL-Deny-Non-IP
deny any any

!-- Drop all non-IP frames flowing through the switch ! interface G gabitEthernet2/48
swi tchport access vlan 160 switchport node access mac access-group ACL- Deny- Non-1P
out access-group node prefer port ! Default


http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/31sga/configuration/guide/secure.html#wp1051696
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/31sga/configuration/guide/secure.html#wp1071428

Cisco Catalyst 4500 Series VLAN H{I} PACL 7|S2 IP Z2EZ T &2 AtEH5HX| 2i&L
EP(EtherTypes 0x0800 B! 0x0806). E 3t A 9/%| AHHOIA XZISHALE MAste Che ZaU2 &
EhetX| f&LiCh.

. 214'd EE[802.1d BPDU

- Cisco SSTP(Shared Spanning Tree Protocol)
- CDP(Cisco Discovery Protocol)

- UDLD(Unidirectional Link Detection)

- VTP(VLAN Trunking Protocol)

ID: VLAN 3 5! PACL

Catalyst 4500 Series= MAC ACE(Access Control Entry)e ZH2E& F$1& LIC}. Cisco Catalyst
6000 2! 6500 Series2t Cisco 7600 Series MPLS IfZ! F[2F M2 9"2|'o|-7| Qe e Ft Hu|a o]
M -?—EH—'.* = | l(EtherType 0x9000)2 XEHEfLICE. Catalyst 4500 Series&= 2|F AH|O|Mo| &
oo =2 AKste Ol ot FEE O|X[X| ef&LIC. i“—'.* =g ALK Z 218l show

access-lists privileged EXEC mode BHE2 Yx[st= ZoY =& XXM 2 F7HAIZLICE Cisco
|OS C|HtO|A Q| 7|22t2 10=0tCt R =9 Z g MESt= A LICHkeepalive interface

configuration E&).

Cat 4500#show access-lists

Ext ended MAC access |ist ACL-Deny-Non-I|P
deny any any (1151 natches)

Ext ended MAC access |ist ACL-Match-Non-IP
permt any any (820 matches)

of K| E240{| M= oAl PACLOIA AF2EH MAC ACLO 28l 11517 0| AKX E|QiD AE
VLAN B ZAm|agjo|Mod 2|50 82070 =B 0] AN =4 & LICt.

23t: {0470 2EIX 4 2}

. Cisco Catalyst 6000 ! 6500 Series VACL(VLAN Access List)2 E1tHQl At 7|s
NS3HR| Z&L/Ck VACL2 MPLS Z 20| Route Processoro| E'é"o = XS 9Uxl
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- Cisco Application Control Engine Application Layer Protocol Inspection2 Z ActiveX &
AEZEZ QX

. Cisco ACE Application Control Engine Z& A3 M
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- CVE(Common Vulnerabilities and Exposures)
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