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! I-—— Include any explicit permit statements for trusted sources !--- that require
access on the vulnerable ports ! access-list 150 permit udp host 192.168.100.1
192.168.1.0 0.0.0.255 eq 5060 access-list 150 permit tcp host 192.168.100.1
192.168.1.0 0.0.0.255 eq 6970 ! !--- The following vulnerability-specific access
control entries !--- (ACEs) can aid in identification of attacks ! access-list 150
deny udp any 192.168.1.0 0.0.0.255 eq 5060 access-list 150 deny tcp any 192.168.1.0
0.0.0.255 eq 6970 ! !--- Permit/deny all other Layer 3 and Layer 4 traffic in
accordance !--- with existing security policies and configurations ! !--- Explicit
deny for all other IP traffic ! access-list 150 deny ip any any ! !/--- Apply tACL to
interfaces in the ingress direction interface G gabitEthernet0/0 ip access-group 150
in !
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rout er #show ip access-lists 150
Ext ended | P access list 150
10 pernmit udp host 192.168.100.1 192.168.1.0 0.0.0.255 eq 5060
20 permit tcp host 192.168.100.1 192.168.1.0 0.0.0.255 eq 6970
30 deny udp any 192.168.1.0 0.0.0.255 eq 5060 (12 matches)
40 deny tcp any 192.168.1.0 0.0.0.255 eq 6970 (26 matches)
50 deny ip any any
router#
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235tod s + A&LICH ip access-list logging interval-in-ms ZZ/2 ACL 2Z0] oJall R ElE
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st= MEE BE7| sl #& -E-@.oHOIE st £330 &S z|adlsty| fl8l ChE oflof M AFS ELICH
HRY = Kbof| et KEMIBH LH& 2 Cisco I0S Configuration Fundamentals Command
Reference(Cisco 10S 7T’_‘UJ-I:LE{IOI/\._" 7|18 A HE & X)9| "show command" AlMoi| M & QIE 5
A&LICE.

& 11: show cef interface type slot/port internal &2 CLIOIA 215 =33l of 5= =77 BH
ALct HE AZE ASE = gLt

rout er #show ip interface GigabitEthernet 0/0 | begin verify
!-—- CLI Output Truncated
IP verify source reachable-via RX, allow default, allow self-ping
18 verification drops
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0 suppressed verification drops
router#

rout er #show cef drop

CEF Drop Statistics

Slot Encap_fail Unresolved Unsupported No_route No_adj ChkSum Err
RP 27 0 0 18 0 0
| Pv6 CEF Drop Statistics

Slot Encap_fail Unresolved Unsupported No_route No_adj

RP 0 0 0 3 0

router#

rout er #show cef interface GigabitEthernet 0/0 internal | include drop
-- CLlI Qutput Truncated --
ip verify: via=rx (allow default), acl=0, drop=18, sdrop=0, allow self-ping
router#

rout er #show ip traffic

| P statistics:
Rcvd: 68051015 total, 2397325 | ocal destination
43999 format errors, 0 checksumerrors, 33 bad hop count
2 unknown protocol, 929 not a gateway
21 security failures, 190123 bad options, 542768 with options
Opts: 352227 end, 452 nop, 36 basic security, 1 |oose source route
45 timestanp, 59 extended security, 41 record route
53 stream I D, 3 strict source route, 40 alert, 45 cipso, 0 unp
361634 ot her
Frags: O reassenbl ed, 10008 tinmeouts, 56866 coul dn't reassenbl e
0 fragnented, O fragnents, O couldn't fragment
Bcast: 64666 received, 0 sent
Mcast: 1589885 recei ved, 2405454 sent
Sent: 3001564 generated, 65359134 forwarded

Drop: 4256 encapsul ation failed, O unresolved, 0 no adjacency
18 no route, 18 unicast RPF, 0 forced drop
0 options denied

Drop: O packets with source | P address zero

Drop: O packets with internal |oop back |IP address

!--- CLI Output Truncated router#
29| of ol M= Cisco Express Forwardlng Forwarding Information Base LHOIA{ IP THZI O] AA F
AZ 3015 £ 90| RLIFHAE RPFJ} FAE D E QIE{H 0|ANM SLIFHAE RPFJ} MAM|& o
2 418 18742] IP THZ!E AMK|FRI&LICEH.
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Ald: NetFlow MIZEE AR5 ER| T 2B Al
Z2|XH= Cisco 10S 2HE L AL|X|0f|A Cisco I0S NetFlowE F4435l04 O] 2 A0 MHEl F|F
g2 agstoic Az | Al & Iz x|HE & UsLICH BARE B
E2E ZAtstod 0|E-|?_ FfHE A 2slede AEQIX| EE= SHIE ECiE EE2 QK] %*O._|oHO|=
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rout er #show ip cache flow



| P packet size distribution (1103375 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.004 .434 .081 .017 .011 .033 .001 .010 .001 .000 .009 .000 .001 .001 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .002 .380 .002 .004 .000 .000 .000 .000 .000 .000
| P Fl ow Swi tchi ng Cache, 4456704 bytes

12 active, 65524 inactive, 54766 added

3098504 ager polls, 0 flow alloc failures

Active flows tineout in 2 mnutes

I nactive flows tineout in 60 seconds

| P Sub Fl ow Cache, 402120 bytes

24 active, 16360 inactive, 109532 added, 54766 added to fl ow

O alloc failures, 0 force free

1 chunk, 1 chunk added

| ast clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) |dle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- Tel net 869 0.0 38 41 0.1 20.6 43. 2
TCP- FTP 31 0.0 16 59 0.0 6.7 28.0
TCP- WAV 2996 0.0 12 231 0.1 8.2 11. 4
TCP- ot her 24997 0.0 38 288 3.3 25.5 21.1
UDP- DNS 361 0.0 2 49 0.0 0.9 60. 4
UDP- NTP 13982 0.0 1 76 0.0 0.8 60.5
UDP- ot her 10136 0.0 3 159 0.1 25.3 48. 6

| CVP 556 0.0 7 68 0.0 51.4 39.6
Tot al : 53928 0.1 20 270 3.7 18. 1 36.8
Srclf Srcl Paddr ess Dst | f Dst | Paddr ess Pr SrcP DstP Pkts
Gi0/0 192.168.208.64 Gi0/1 192.168.1.21 11 13C4 13C4 1458
G O0/0 192. 16820. 67 GO0/1 192.168. 150.60 06 0707 0016 80
Gi0/0 192.168.208.63 Gi0/1 192.168.1.21 06 84F2 1B3A 4
G O0/0 192.168.14.132 GO0/1 192.168. 150. 60 06 1A29 90AB 2
G O0/0 192.168.115.113 G 0/1 192.168.128.21 06 09BD 0017 2
G O0/0 192.168. 115. 113 Local 192.168.128.20 06 0981 0017 31
G O0/0 192.168.115.113 G 0/1 192.168.130.41 06 0B83 01BB 30
G O0/0 192.168. 226. 1 Go0/1 192. 168. 206. 5 11 007B 007B 1
G O0/0 192.168.226.1 Local 192.168.128.20 11 007B 007B 1
G O0/0 192.168.226.1 Go0/1 192.168.128.21 11 007B 007B 1
router#

2 o] of ol M= UDP ZE 50602| SIP THZ!(16 Tl gt 13C4)2t TCP ZE 69702 HTTP THZ!(16%l
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E 5060 2! TCP ZE 69702 SIP mZlof| CHst 7|2 AI2ED} HlmstD, SE0| AlZg £ gl=
AE EE HERIM 24E[=X| =Ql5t7| I5H ZALsHoF &Lt

UDP EZE 5060(16%! gt 13C4)0{|A{ SIP Z!of CiEt EcfZl = &0t E2{H, BZ show ip cache
flow | include Srclfl_11_.*13C4& 0{7|0f| ZA|E 40t 22 B &1 NetFlow H|ZEE E AR LICH.

rout er #show ip cache flow | include SrcIf|_11_.*13C4

Srclf Sr cl Paddr ess Dstlf Dstl Paddress Pr SrcP DstP Pkts
GO0/0 192. 168. 208. 64 G 0/1 192.168.1.21 11 13C4 13C4 1458
router#

TCP X E 69700f CiEt EEiE 5 E(16ZI4 2k 1B3A) 2 £ 24T B2 show ip cache flowE &1
grLICH | include Srclf|_06_.*1B3AE 017|0] EA|E CHZ 224 NetFlow tIZEE EA|EfLICH

rout er #show ip cache flow | include SrcIf|_06_.*1B3A
Srclf Sr cl Paddr ess Dstlf Dstl Paddress Pr SrcP DstP Pkts



GO0/0 192. 168. 208. 63 G 0/1 192.168.1.21 06 84F2 1B3A 4
router#
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tACLOJ| CHEH =7} HE £ Transit Access Control List: Filtering at Your Edge0ilAM £ Q18 £ Q&L
Ct.
! I-—— Include any explicit permit statements for trusted sources !--- that require

access on the vulnerable ports ! access-list Transit-ACL-Policy extended permt udp
host 192.168.100.1 192.168. 1. 0 255. 255. 255. 0 eq 5060 access-list Transit-ACL-Policy
extended permt tcp host 192.168.100.1 192.168. 1.0 255.255.255.0 eq 6970 ! !--- The
following vulnerability-specific access control entries !--- (ACEs) can aid in
identification of attacks ! access-list Transit-ACL-Policy extended deny udp any
192.168. 1. 0 255. 255. 255. 0 eq 5060 access-list Transit-ACL-Policy extended deny tcp
any 192.168.1.0 255.255.255.0 eq 6970 ! !--- Permit/deny all other Layer 3 and Layer
4 traffic in accordance !--- with existing security policies and configurations ! !--
- Explicit deny for all other IP traffic ! access-list Transit-ACL-Policy extended
deny ip any any ! !--- Apply tACL to interfaces in the ingress direction ! access-

group Transit-ACL-Policy in interface outside
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A E RPF(Unicast Reverse Path Forwardin SIP INVITE UDP

MH[& HE Fofdn #HE AFEE RE ES HFALIESE MSE + J&LICH

FLIFHAE RPFE= QIE{H O|A BiHOM A EEIH &2l 7S8 A4 IP T4 i A2 B XIS
I AMNE = U&LICH BElRte AA IP FA0 Cier e fHtet ZE2IF Ues dR 2 FEE i3l
O| RLIZHAE RPF K| QIE{HO|AE Sdl HIEHIO| ZILE = U222 100% AFHESE
MZ2357| {8 SLIFHIAE RPFO| o|EsA= o ElL|Ct AE{Z2}0o|= B0 Me QIE{S! of x|}
AE X X|¢4 Bil0]o] 3 QUE{H| 0| A Q| LHF HAM|A B 0|o{0| M RLIFHAE RPF7| & MtE = A&

LICH.

RLIFIAE RPF2| ZAI|Tai 0|4 & Ar&of CHEt REAIBH L& 2 Cisco Security Appliance
Command Reference for ip verify reverse-path 2! Understanding Unicast Reverse Path
Forwarding Applied Intelligence B{MHE & T3 AL,

4|l: 83 HM|A Kol 55
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QlE{m|0|A0f tACLO| M2 £|™ ZHZ|XI= show access-list HE 2 AI835t01 ZE{RIE UDP ZE
50602] SIP I{Z! & TCP X E 69702| HTTP T{Z! =& 4 E@ T &Lch #elxt= 2EHEE o
Z18 ZAHSHO Ot FA 2 2 85tede AIE QK| & lsloF g LICH show access-list Transit-
ACL-Policye| £3 o= Ct=3F Z&Lct

firewal | #show access-list Transit-ACL-Policy

access-list Transit-ACL-Policy; 5 elenents

access-list Transit-ACL-Policy line 1 extended pernit udp host 192.168.100.1
192.168. 1. 0 255.255.255.0 eq sip

access-list Transit-ACL-Policy line 2 extended pernit tcp host 192.168.100.1
192.168. 1. 0 255. 255. 255. 0 eq 6970

access-list Transit-ACL-Policy line 3 extended deny udp any 192.168. 1.0 255.255.255.0
eq sip (hitcnt=4378)

access-list Transit-ACL-Policy line 4 extended deny tcp any 192.168. 1.0 255.255.255.0
eq 6970

access-list Transit-ACL-Policy line 5 extended deny ip any any

firewal | #

2ol ool M HMA FE Transit-ACL-Policy = IEI g = Qs EAE e HEQIZEE $AI5

UDP EZE 506001 M 437872 SIP IiZ!S AtA|&LICH £t s

JH7<| IPFA, AAUSMIZE HE HE IuH?'oﬂ CHEH 1P
ExMse =+ %'.;.‘LII:L

n:O

1ok

e 24 A

>

ID: & £ 5 Syslog HAIX|
HZlofl CHal ¥ 3ted syslog MIA|R]

log 7| =7t 8= ACE(Access Control Entry)0fl A 7{£
o Cisco Security Appliance System Log

1060230| MELICt. O] syslog HIA|X|0d| CHEF F=7¢
Message - 1060230 A & QI8 = Q& L|CT

=l o
H=
=

Cisco ASA 5500 Series Adaptive Security Appliance EE= Cisco PIX 500 Series Security
Applianced CHEt syslog 744 M E & Cisco Security Appliancedld 24 2 HE T SHAAIL.
Cisco Catalyst 6500 Series 22| x| & Cisco 7600 Series 2t E{0l CHEF FWSM2| syslog T 4301 CH
& ME = Cisco FWSM2| ZL|EZ & 2Z F440| Lot L&LCH.

Ct= 0dloll M= show logging | grep regex &2 &3ate40| 2 HI{0{| A syslog HIAIX|E FEF
LICt. O|248t HIAIX|= O] 2Mof| MEE FSHS 4 83ttie AT E LHEHE = U= HEE A
of Chet &7t WEE MBS ELIch 2ZE HAIX|0|M £ C|O|EHE HM57| 2I5H grep 7| =2t
CHE HRAlE AI8E = U&LICH
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firewal | #show logging | grep 106021

Sep 20 2007 10:07:01: %ASA-4-106023: Deny udp src outside: 192.168. 2. 18/ 5210 dst
i nsi de: 192.168. 1. 191/ 5060 by access-group "Transit-ACL-Policy"

Sep 20 2007 10:07:01: %ASA-4-106023: Deny tcp src outside: 192.168. 3. 200/ 3521 dst
i nsi de: 192.168. 1. 33/ 6970 by access-group "Transit-ACL-Policy"

firewal | #

2ol ool A HMA FE Transit-ACL-Policy= LEIE 4= o7

UDP Z E 50600141 4378712 SIP IiZ!E AfM|RH & LICH. EE

MX|IP FA, AL Y SMX| ZE HE | HEE 170 CHE

EXM3IE =+ ?AQLIEF.

= r°I' FIF
w
<
7
o
«

ASA 2 PIX 2ot 0{E E}O|°'|_ Of syslog MIA|X|of CHEF F=7F HE = Cisco Security Appliance
System Log Messages0i| A 2 QI &= & LICH FWSME syslog HIA|X|of CHEt FIF HE=
Catalyst 6500 Series Switch &! Cisco 7600 Series Router Firewall Services Module 22 Z11|18|
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Al RLIPHAE Y =2 dEE M83le AFEES

R LIFHAE RPFOIAM 72 & ZZIo| CH3H 3+ syslog HIAIX| 1060210] 8 4dE LICt. O] syslog
HIA|X|of| CHEr &7} ME = Cisco Security Appliance System Log Message - 1060210 A M ZElL]
C}.

Cisco ASA 5500 Series Adaptive Security Appliance EE= Cisco PIX 500 Series Security
Applianced] CH#t syslog 744 = E & Cisco Security Appliancedld 24 28 E T SHAAIL.
Cisco Catalyst 6500 Series 22| %x| 2! Cisco 7600 Series 2 E{0]| CHEt FWSM_O—I syslog 74301 CH
& ME = Cisco FWSM2| ZL|EZ L 2Z F440| Lot U&LCH.

Ct= odlol A= show logging | grep regex &2 WstE 0| 2 Z HHI{0| M syslog HIA|X|E ZISZ;-?;

L|Ct. o|248t HIAIX|= O] EA{of| HBEl F[FHE A &3lci= A= E LIEHE == U= HEE &

of cHet F7t WEE AMSeLict. 2ZE HAIXK|AM £7 Cl|lo|EE A4St 7| !/l grep 5’|°-|': ot
|.E JC-I.I_.ILAIO A|.Qol- A OIAL||:|._
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firewal | #show logging | grep 106021

Sep 20 2007 10:07:01: %ASA-1-106021: Deny UDP reverse path check from 192.168.0.1 to
192.168. 0. 100 on interface outside

Sep 20 2007 10:07:01: %ASA-1-106021: Deny UDP reverse path check from 192.168.0.1 to
192.168. 0. 100 on interface outside

Sep 20 2007 10:07:01: %ASA-1-106021: Deny TCP reverse path check from 192.168.0.1 to
192.168. 0. 100 on interface outside

firewal | #

CH= oI’k ZH 0| show asp drop BWHE S FLIFHAE RPFO|IAM AX|E IiZIo| 8 Algsr = Q&
L|Ct.

firewal | #show asp drop

Frame drop:

Reverse-path verify failed 11
Flow i s denied by configured rule 855
Expired flow 1
Interface is down 2
Fl ow dr op:
firewal | #
2o of ol M Unicast RPF= Unicast RPF7t 43 &l QIE{H 0| A0 M 4= 2&1El 11712 IP THZ! S Al K|
s L|Ct
AAEH

FLIFHAE RPF2| Z1m|ai[o[M I ALEof CHEt REA[EFH LHE 2 Cisco Security Appliance
Command Reference for show asp drop2 & X5 AAIL.
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- 5912/0 - CUCM SIP INVITE UDP Denial of Service

- 5910/0 - CUCM & TFTP It ZH|0|E{ MH|A HIH @HER

M|k

5912/0 - CUCM SIP INVITE UDP Denial of Service.

Cisco IPS HHT 6.x E= 5.x8 A&t M2l A|TLIA YHI0|E S307FE 0| EA{of| MHE F|
kM2 A% 6912/0(AlLL|%{ O|&: CUCM Centralized TFTP File Locator Service Buffer
Overflow)2 2 B X[& &= QI&LIC}. Signature 5912/02 7|2 MO 2 & 435HE|0] Medium &2 Of
HE ZE E 2|7{3tH SFR(Signature Fidelity Rating)0| 800|1 7|& O|HE %19l Produce AlertZ
TAELCH AlZLIR 5912/02 UDP X E 50602 Ar&35t0{ & E oz miZ!o| ZH x| E mf draigf
LICt O] MHo| A2 o] M0 MHEE F ool &AfAQI UAZERSIE LHEHL = /U &LICH

5910/0 - CUCM S TFTP It 2| 0|5 MH|A HI 2H&EE lL|ct,

Cisco IPS HHT 6.x E= 5.x8 A&t M2l A|ZLIA YOHI0|E S307FE 0| EA{o| MHE F|
kM2 AlZL|X{ 5910/0(A|ZL|%{ O|&: CUCM Centralized TFTP File Locator Service Buffer
Overflow)2 2 B X|& £ U&LICH MB 5910/02 7|BEMo 2 &M35tk|o] &7+ MZE O|[HEE
E 2|75t SFRO| 750|H 7|& O|HIE =42l Produce Alert2 T+&ELICH A|ZL|X{ 5910/02
TCP ZE 69702 AtE5t0{ & El 048] mZlo| B X|E mf 2hdlgfL|Ct o] MEe| A2 o & Mof
MAEE F[eFo| ZAHAM QI UAZZ QIS LIEHH = &Lt

ZE|xHE 70| B XIE M O|HIE XIS ST = Cisco IPS MIME FHE + lGLICH 7o
E O[HIE %42 o] Mol MBE F|ofYE A Ssttie SHLRFEH E353517| lal oflg ==
AHX| Mo1E ~~HF LI

Of FofdE A 8steiH 3P TCP HEMO|ZE HYsHor HLch Je{H AFZE P FLE A
&sts J3 X2 A AL 5910/001 CHE & O[HIE Q| 7Hs 40| Eo{E LIt

UDP 7|8t AZSROI2 I AFEE = o82 ARLE FLE Z8SE SA2 FHEE O
HIE &edo| Mg =+ Qle £AA0 ERBES M2 MRS & £ Q&L ACL £ shun B
£ Sl A S +-SE O|HE Y2 YHo2 T20|AF0{A ZEZE FHRE Mo FHE
LI

Cisco IPS MM = O|HIE SZo| Ar81 AR E QEI 23 REM 25 E M 7HE AL
Ct. Qlgtel €5 2 E 2 & El Automatic Threat Prevention for Cisco IPS 6.x MlAME 0|28 F|<F
Mg &8stz 320l Cie /¥ WXl 7|s2 MSELCH 21" & Xl= RiskRatingValueZ7t 902
Ct 2 E2|7HE AlaL|x{ol CH3H Deny Connection Inline(24Z 2122l 7{8) X! Produce Alert(Z 1
MM)o| o|HIE g +&GHE T2 MAolE S5l o/Fo/FLICE - S2 L 1 7H&| Alttof
8t XEMIEH L2 2 Cisco IPS Risk Rating Described(AHE! IPS (8 S2)0IAM &Qlg &~ Ql&LCH

eltel 25 2EZ FHE Cisco IPS 5.x MMol= MY EHR|Z O|HE Efd0| 74 E[0q Qlo{of &
LICH == ElRte EEHEDT 123 IHo 2 HAE BE MTHof Cis o|HE Zi2 +8et
£ Qe RHOIE £ MHE £ U&aLICE Q2R ES 2E|AM HiZEE Aol CH3H Deny Connection
Inline and Produce Alert O|HIE 4 E A& StH 71 & 208l dAZZ U W X| 7[s0| M3 E L
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| PS# show events alert
evlidsAlert: eventld=1184086129278931859 severity=nmedi um vendor =Ci sco
ori gi nator:
host1d: R4-1PS4240a
appNanme: sensor App
appl nstancel d: 402
time: 2007/10/17 17:14:21 2007/10/17 12:14:21 CDT
signature: description=CUCM SIP | NVITE UDP Deni al of Service id=5912 versi on=S307
subsigld: O
sigDetails: CUCM SIP | NVITE UDP Deni al of Service
mar sCat egory: DoS/ Net wor k/ UDP
i nterfaceG oup: vsO

vlan: 0
partici pants:
attacker:
addr: locality=0UT 192. 168. 208. 64
port: 5060
target:
addr: locality=0UT 192.168.132. 44
port: 5060

0os: idSource=l earned rel evance=rel evant type=linux
trigger Packet :
!--- Packet details removed riskRatingVal ue: attackRel evanceRati ng=rel evant
t ar get Val ueRat i ng=medi um 60 t hreat Rati ngVal ue: 60 interface: ge0_0 protocol: udp

5910/0 - CUCM 3¢ TFTP It Z# 0|5 MH|A HIH @ HE&EZ QIL|C}.

| PS# show events alert
evlidsAlert: eventld=1184086129278930978 severity=nmedi um vendor =Ci sco
ori gi nator:
host1d: |IPS
appNanme: sensor App
appl nstancel d: 402
time: 2007/10/17 17:00:57 2007/10/17 12:00: 57 CDT
signature: description=CUCM Centralized TFTP File Locator Service Buffer Overfl ow
i d=5910 ver si on=S307
subsigld: O
sigDetails: Buffer overflow in TFTP over HITP
mar sCat egory: Penetrat e/ Buf f er Overfl ow Wb
i nterfaceG oup: vsO

vlan: 0
partici pants:
attacker:
addr: locality=0UT 192. 168. 208. 63
port: 32806
target:
addr: locality=0UT 192.168.132. 44
port: 6970
os: idSource=l earned rel evance=rel evant type=linux
cont ext :

fromAtt acker:
!-—- Packet Details Removed riskRatingVal ue: attackRel evanceRati ng=rel evant
t ar get Val ueRat i ng=medi um wat chl i st =25 81 t hreat Rati ngVal ue: 81 interface: ge0_0
protocol: tcp
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Cisco Security MARS(Monitoring, Analysis, and Response System) 0{Z2}0|HA = 2| 8 &



7|91=E & Ar&35t0{ CUCM MH|A 7HE F|f ol CHEF O|HIE Ol R2lg = UELICE SIP INVITE
UDP AMH|A HE F[2HE B X|E 4 U= IPS signature 5912/02] A< NR-5912/02| 7|HEE At
g5t1, Y ESA TFTP It 27|0[H MH|A @HEE F4EE BX[E = U= IPS signature
5910/02| A< NR-5910/02| 7|4 EE AtE35tH,Cisco Security MARS Appliance2| 2& Matching
Event Raw Messages2| #2| &8 IPS signature 5912/0 == 5910/001 2|5 MM E O[HEE L}
Wit EOME AN3ELCH

CHS AZRIAS IPS ME 5912/0(A% O|Z: CUCM SIP INVITE UDP Denial of Service) = IPS
M 5910/0(AE O|F: CUCM Centralized TFTP File Locator Service Buffer Overflow)0| 2|3 A4
ME OHEE FE|5te ol A8El= gt2 EoiE LIt

ChE A3 242 Cisco Security MARS O{EE2}0|AA0M ZE| S8 X 7| E regex FEIE ME
5t04 M A8k NR-5912/0 EE= NR-5910/001| CHEr # 2| Z0HE Eo{&EL|Ct.

FIt 8=

ol BME "l A2 MIBEIH, &N £ S5 AS0l CHEt M40l 258 T #tstod ofd
7ol 2% £= BEE oln|stx| gtaLich BM EE 2Mol 23 B0 HEE

2 F5tel MAUILICE CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS
DOCUMENT AT ANY TIME.
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