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!-—- Include explicit permit statements for trusted sources !-- that require access on
the vulnerable ports ! access-list 150 permt tcp host 192.168.100.1 192.168.60.0
0.0.0. 255 eq 5060 access-list 150 permit tcp host 192.168.100.1 192.168.60.0

0.0.0. 255 eq 5061 access-list 150 permt udp host 192.168.100.1 192.168.60.0

0.0.0. 255 eq 5060 access-list 150 permt udp host 192.168.100.1 192.168.60.0
0.0.0.255 eq 5061 ! !-- The following vulnerability-specific access control entries
!-— (ACEs) can aid in identification of attacks ! access-list 150 deny tcp any
192.168.60.0 0.0.0.255 eq 5060 access-list 150 deny tcp any 192.168.60.0 0.0.0. 255 eq
5061 access-list 150 deny udp any 192.168.60.0 0.0.0.255 eq 5060 access-1list 150 deny
udp any 192.168.60.0 0.0.0.255 eq 5061 ! !-- Permit or deny all other Layer 3 and
Layer 4 traffic in accordance !-- with existing security policies and configurations
! I-— Explicit deny for all other IP traffic ! access-list 150 deny ip any any ! /--
Apply tACL to interfaces in the ingress direction ! interface G gabitEthernet0/0 ip

access-group 150 in
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FLIFHAE RPFO| ZAx|[Te|| ol 2 AF&oi CHEr XEM|EH LH& 2 Understanding Unicast Reverse
Path Forwarding Applied Intelligence B A& & =&AL,

IP Source Guard

IPSG(IP source guard)= DHCP ASZ YOG H|O|EHIO|IA &l 502 FHENIP AA HIQIE
2 Jlgto 2 njZig WEfstol 2t EIEIX| Bl 2I0j0f 2 SIEH0[A L] Ip R4S KEHsHE &
ot 7|s LIt ZE[Rt= IPSGE AFE510 &AA IP T4 L/EE MAC FAE ?|ZF5t0{ Tl A&
Tt ALste S4Ate 342 UX|E = UELICH IPSGE SHIEA #5861 /5t H
HAst 2= RLIFHAE RPF2t AEstod 0l 2 Mol dBE FoFdol Cigh 7+ 0t A FF
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IPSG 5 % Zu|aso|Mof CHet 7t HE = DHCP 7|5 2 1P &4 7tE F4of JU&LICE

Al 1 M| A Mol S5

ZE|XF7L QIE{H| O| A0 tACLE X &3t % show ip access-lists BE2 ZE{2IE TCP X E 5060 &
5061 2! UDP ZE 5060 ! 50612| SIP m{Z! =& AlgdFL|ct. F—*EIXP: ZEZE g TALstoq
olg{et ¥ M S of8stEi= AT RIX| 2 Qlst= Zd0| ZE&LICE show ip access-lists 15001 CHEH &
2o| ofl= CtS ot Z&LCh.

rout er #show ip access-lists 150
Ext ended | P access |ist 150
10 pernit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060 (1 match)
20 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5061 (31 natches)
30 permit udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5060 (15 natches)
40 permt udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 5061 (5 matches)
50 deny tcp any 192.168.60.0 0.0.0.255 eq 5060 (227 matches)
60 deny tcp any 192.168.60.0 0.0.0.255 eq 5061 (257 matches)
70 deny udp any 192.168.60.0 0.0.0.255 eq 5060 (130 matches)
80 deny udp any 192.168.60.0 0.0.0.255 eq 5061 (175 matches)
90 deny ip any any (5219 matches)
ool G0l M HMA B2 1502 BT 4 9l SAE Fi HEYIZHE £ A5 CHS TS 4
Mz & LICh.

. ACE 22! 5001 CHEt TCP X E 50602 2277 SIP m{Z!
. ACE 22l 6001 CiEt TCP ZE 50612| 25771 SIP m{Z!
. ACE 2}2! 702 UDP ZE 50602| 1307 SIP 3!
. ACE 22! 802 UDP ZE 50612| SIP I{Z! 1757

ACE 7}2E % syslog O|HEE Al &t QUAIHE T A0l CHEF XEAMIEH LH& 2 Identifying Incidents
Using Firewall and |0S Router Syslog Events Applied Intelligence BiME & X AA|2.

E*EIKP" ACE 7I2EH M&1 Z2 §H Z 2 [l Embedded Event ManagerE A& 3104
AESS MSE = %JQL_IEl'. Hot ZAEIA E O] Embe dd d_Event Manager Applied Intelligence 24 A

01|Ht Ol 7|5 AH8 &&dol| CHEr 7 MF HE & M3
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F9f: HMA Mo S5 2ZL2 CPUE BLO| A E = o2 2 2t S| Fo|5t0d A+ aljoF gfLICH.
ACL 2Z2| CPU %'%F% Moiste 4 2O MM, 20 ME, 21 X[ ACES Yxlete A2
MEsteE TEMA AEQJLICH

Cisco I0S Software2| Z3< ip access-list logging interval in-ms 22 ACL 220 9|5l RY L=
I 2 MA Mol E0HE MEHE = AU &LICH logging rate-limit rate-per-second [except loglevel] &
H2 2O MY U MEo HES MEteELIct

ACL 229| CPU Y& Supervisor Engine 720 EE = Supervisor Engine 322 A& 3= Cisco
Catalyst 6500 Series 22| %|2} Cisco 7600 Series EP-‘?— E{o| StE{o{0lM =|&3HE ACL 2ZE At
835t siiae = USLICH

ACL 2Z0| 74T/ 23|04 W AL oll CHE AHMIEH LIS 2 ACL 22 XIS QIsia|FIA ofsh #A
xR 5 AIA|Q
= = -]

Al RLIPHAE Y =2 dEE M83ie AFEES

HES|3 Qlzat MA|of RLIFHAE RPF7F SHIE A HiEZ Y FHE B EE|XI= show cef
interface type slot/port internal, show ip interface show cef drop, show ip cef switching statistics 7|
5 2 show ip traffic B A 25101 SLIFHAE RPF7} AX|Et THZ/o| £ 2 Aluds £ Qla L),

£t 11: Cisco 10S Software HH%1 12.4(20) TS E{ show ip cef switching B 0| show ip cef switching
statistics 7|52 2 CHA A& LICH.

#1: show B2 | regex A/Zf L show Z'Z | include regex command modifier= Ctg Of| X0l M

Hote HEE 27| sl J-FEIXUP T2 2Mdlok ot B0l &S x(A35E7| !IH AFSELICH

HRY = Kbof| et XEMIBH LH& 2 Cisco 10S Configuration Fundamentals B2 & X 9| show &
MlMof| *d& L.

rout er #show cef interface GigabitEthernet 0/0 internal | include drop

ip verify: via=rx (allow default), acl=0, drop=18, sdrop=0
router#
£ 11: show cef interface type slot/portinternal CLIOIM -5 l2456HofF 5t & 747 PadelL|ct

(EH RS ASY 4t

rout er #show ip interface GigabitEthernet 0/0 | begin verify

| P verify source reachable-via RX, allow default, allow self-ping
18 verification drops
0 suppressed verification drops

router#

rout er #show cef drop
CEF Drop Statistics

Slot Encap_fail Unresolved Unsupported No_route No_adj ChkSum Err
RP 27 0 0 18 0 0
router#

rout er #show ip cef switching statistics feature

| Pv4 CEF input features:

Pat h Feat ure Drop Consune Punt Punt 2Host Gave route
RP PAS uRPF 18 0] 0 0] 0
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Tot al 18 0 0 0 0
-- CLI Qutput Truncated --
router#

rout er #show ip traffic | include RPF

18 no route, 18 unicast RPF, 0 forced drop
router#
2 9| show cef drop, show ip cef switching statistics feature &! show ip traffic 04| A|04| A Unicast
RPF£ Cisco Express Forwarding2| Forwarding Information Base L0 A IP I{Z/0| AA FAE
2olg 4= 97| =20l RLIFHAE RPF7t T+ E8E 2 & QIEHO|ANM HMHEAMo 2 = 4£IEH 1871 IP
mZIE AKX & LICE

Cisco 10S NetFlow

Zt2|XH= Cisco 10S 2HRE &

3 A @{X|0i| M Cisco IOS NetFlowE T304 O[2{et FfEE A E st
e A = e ESfH 58S ALY = /TS X|HE = J&LICHL HERE EERE ZA
5to4 Ol2{et FfdE A Esttde A= QX| EE SHIE Eci® 222X Helste Hol E&L

CH

rout er #show ip cache flow

| P packet size distribution (54955 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.082 .531 .375 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 .000 .000 .000 .009 .000 .000 .000 .000 .000 .000

| P Fl ow Swi tchi ng Cache, 278544 bytes
167 active, 3929 inactive, 32741 added
607632 ager polls, O flow alloc failures
Active flows tineout in 30 m nutes
Inactive flows tineout in 15 seconds
| P Sub Fl ow Cache, 34056 bytes
O active, 1024 inactive, 0 added, 0O added to flow
O alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- WAV 109 0.0 3 40 0.0 0.0 15. 4
TCP- BGP 28425 0.0 1 68 0.0 2.9 15. 4
TCP- ot her 1111 0.0 6 40 0.0 0.0 15. 4
UDP- NTP 2221 0.0 1 76 0.0 0.0 15.6
UDP- TFTP 95 0.0 4 28 0.0 0.0 15.6
UDP- ot her 589 0.0 6 28 0.0 0.0 15. 4

| C\VvP 24 0.0 31 1009 0.0 19.9 15. 4
Tot al : 32574 0.0 1 75 0.0 2.5 15.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Et0/0 192. 168. 68. 44 Et0/1 192. 168. 60.212 06 F208 098B 4
Et0/0 192.168.38.121 Et0/1 192. 168. 60. 6 06 A826 01BB 3
Et0/0 192.168.224.241 Et0/1 192.168.60.182 06 7536 13C5 5
Et0/0 192.168.212. 211 Et0/1 192. 168. 60. 114 06 ABS5E 01BB 2
Et0/0 192. 168.205.69 Et0/1 192. 168. 60.110 06 98A5 OABC 10



Et0/0 192. 168. 40. 45 Et0/ 1 192. 168. 60. 42 06 5FA7 01BB 2
Et0/0 192. 168. 4. 192 Et0/ 1 192. 168.93.248 11 FFFE 8002 15
Et0/0 192. 168. 44. 66 Et0/ 1 192.168.178.29 06 A30D OF4A 3
Et0/0 192.168.36.239 Et0/1 192. 168. 60. 214 11 BCA3 0045 3
Et0/0 192.168.60.164 Et0/1 192.168.60.26 11 1EFB 13C4 2
Et0/0 192. 168. 234. 206 Et0/1 192.168.147.20 11 C959 9972 17
Et0/0 192. 168. 148. 143 Et0/ 1 192. 168. 60. 25 11 CD48 0045 2
Et0/0 192. 168. 250. 187 Et0/1 192. 168. 60. 41 06 C5B3 098B 3
Et0/0 192. 168. 227. 167 Et0/1 192.168.125.75 06 1048 23FC 3
Et0/0 192.168.107.126 Et0/1 192.168.194.53 06 3767 139B 13
Et0/0 192.168.1. 194 Et0/0 192. 168. 60. 155 06 CE95 098B 192
Et0/0 192.168.118.14 Et0/1 192. 168. 226.46 11 3966 FF31 8
Et0/0 192.168.35.154 Et0/1 192. 168. 60. 77 06 3C5C 0ABC 1
Et0/0 192. 168. 145. 167 Et0/ 1 192. 168. 60. 74 11 BO6D 0045 7
Et0/0 192.168.56.109 Et0/1 192. 168. 247. 33 11 3F4C 9E2C 6
Et0/0 192.168.28.223 Et0/1 192.168.60.154 06 B35D 13C4 1
Et0/0 192.168.139.201 Et0/1 192. 168. 60. 229 06 8E56 07DO0 2
Et0/0 192.168.60.199 Et0/1 192.168.60.242 11 37AF 13C4 5
Et0/0 192.168. 212. 244 Et0/1 192. 168.59. 244 06 9CB9 95F7 12
Et0/0 192.168.133. 250 Et0/1 192. 168. 60. 49 06 41A2 098B 4
Et0/0 192.168.92.118 Et0/1 192.168.13.136 11 82E2 95B8 2
Et0/0 192. 168. 206. 122 Et0/1 192. 168.54. 12 06 A09B 7514 11
Et0/0 192.168.164.86 Et0/1 192. 168. 60. 44 11 4ED8 0045 7
Et0/0 192.168.144.222 Et0/1 192.168.60.188 06 770C 13C4 1
Et0/0 192.168.138.85 Et0/1 192.168.60.38 11 9B7D 13C4 11
Et0/0 192.168.185.139 Et0/1 192. 168.97.208 11 A25E FE8C 8
Et0/0 192. 168. 78. 45 Et0/ 1 192.168.92.184 11 08B5 BDOS8 13
Et0/0 192.168.2.81 Et0/1 192.168.60.138 11 3258 13C5 2
Et0/0 192.168.144.96 Et0/1 192. 168. 99. 50 06 9D6D 4E7E 15
router#

2F 9| o of| A= TCP(Protocol hex value 06) 2 E 5060(hex value 13C4) ! 5061(hex value 13C5)
2! UDP(Protocol hex value 11) Z E 5060(hex value 13C4) %! 5061(hex value 13C5)2] SIPOi| CH
5t og{ 227} U&LICH

= CIHO|A A AF2SHE 192.168.60.0/24 T4 E5 LHo| =AM

Ct. Ol &9 WZI2 AFEE £ Qlom, o33t Ftde o
LICH #2|Xt= o|e8t E2 L E TCP £ E 5060 %! 5061, UDP
PEEiZol 7|F AFSED H|ustD, E2ERE TAHSHOq
AAE|=X| &0lstE 0| E&LICEH

E 5060 2! 50610 M & E 'S
HE SAE FE HEQIMA

I =

TCP(Protocol hex value 06) Z E 5060(hex value 13C4) 2! 5061 (hex value 13C5) &
UDP(Protocol hex value 11) 2 E 5060(hex value 13C4) 2! 5061(hex value 13C5)M| A SIP m{Z!of|
CHE EHZ S S0 2240 B0l M ip FHAl /S EAIBILICH | Srclf]_06_.%(13C4/13C5) U
show ip cache flow Z# | include Srclf|_7171_.%(13C4/13C5)= Ct= O &l1t 20| #2d TCP 2 UDP
NetFlow HIZEE EA|EfLICH

TCP &2 F&

rout er #show ip cache flow | include SrcIf|_06_.*(13C4|13C5)

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts

Et0/0 192.168.114.191 Et0/1 192.168.60.53 06 1713 13C4 4
Et0/0 192.168.40.246 Et0/1 192.168.60.145 06 CC2D 13C5 9
Et0/0 192.168.147.251 Et0/1 192.168.60.183 06 E2El1 13C4 1
Et0/0 192.168.88.150 Et0/1 192.168.60.197 06 6E1D 13C5 10
Et0/0 192.168.16.232 Et0/1 192.168.60.235 06 BD24 13C4 4
Et0/0 192.168.30.204 Et0/1 192.168.60.16 06 1A93 13C4 3
Et0/0 192.168.65.79 Et0/1 192.168.60.223 06 3FD5 13C5 2
Et0/0 192.168.82.123 Et0/1 192.168.60.100 06 ACA7 13C4 2



Et0/0 192.168.224.47 Et0/1 192.168.60.178 06 5BD7 13C4 3
Et0/0 192.168.87.54 Et0/1 192.168.60.49 06 D55B 13C5 2
router#

UDP EE<%

rout er #show ip cache flow | include SrcIf|_11_ .*(13C4|13C5)

Srclf Srcl Paddr ess Dst | f Dst | Paddr ess Pr SrcP DstP Pkts
Et0/0 192.168.151.1 Et0/1 192.168.60.96 11 2C2D 13C5 3
Et0/0 192.168.237.123 Et0/1 192.168.60.131 11 5712 13C5 4
Et0/0 192.168.246.100 Et0/1 192.168.60.37 11 FCBC 13C5 4
Et0/0 192.168.126.21 Et0/1 192.168.60.103 11 9716 13C4 1
Et0/0 192.168.60.28 Et0/1 192.168.60.244 11 E40B 13C4 192
Et0/0 192.168.56.139 Et0/1 192.168.60.218 11 4EE8 13C4 10
Et0/0 192.168.51.212 Et0/1 192.168.60.209 11 835D 13C4 3
Et0/0 192.168.252.73 Et0/1 192.168.60.115 11 521E 13C4 3
router#
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! I-- Include explicit permit statements for trusted sources !-- that require access
on the vulnerable ports ! access-list tACL-Policy extended pernmit tcp host

192.168. 100.1 192. 168. 60. 0 255. 255. 255. 0 eq 5060 access-list tACL-Policy extended
permt tcp host 192.168.100.1 192. 168.60.0 255. 255.255.0 eq 5061 access-Ilist tACL-
Policy extended permit udp host 192.168.100.1 192. 168. 60. 0 255. 255. 255. 0 eq 5060
access-list tACL-Policy extended permt udp host 192.168.100.1 192.168.60.0

255. 255.255.0 eq 5061 ! !-- The following vulnerability-specific access control
entries !-- (ACEs) can aid in identification of attacks ! access-list tACL-Policy
ext ended deny tcp any 192.168. 60. 0 255. 255. 255. 0 eq 5060 access-list tACL-Policy
ext ended deny tcp any 192.168. 60. 0 255. 255.255.0 eq 5061 access-list tACL-Policy
ext ended deny udp any 192.168. 60. 0 255. 255. 255. 0 eq 5060 access-list tACL-Policy
ext ended deny udp any 192.168. 60. 0 255.255.255.0 eq 5061 ! !-- Permit or deny all
other Layer 3 and Layer 4 traffic in accordance !-- with existing security policies
and configurations ! !-- Explicit deny for all other IP traffic ! access-list tACL-
Policy extended deny ip any any ! !-- Apply tACL to interface(s) in the ingress

direction ! access-group tACL-Policy in interface outside


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml
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°|_|9HAE RPF= QIE{H O|A B +MHEI0 &0l 7ts8t &AA IP FAT} Q= IS B XIS
T AAE = JUsLc +FEI7<+_ AA P FA0 CHEt MAEE gt 27 e R AFEHE i3
CIE{HO|AE Sall HEXHZ TIUE = U E §HF AFEESE
= CIE{S! of| |2t
olfg

o| FLIFHAE RPF K|
NZ35t7| {8 RLIFHAE RPFO] OIX-HA-I'— o =|L|C}. °1|E-| 2ol = EZA0lA
ArZ At K| Bijo]o{ 3 QIE{H|O|A | LIS gostE = A
L|CF.

CH8 REAMIEH L& 2 Cisco Security Appliance

FLIZHAE RPFE| ZA1| 8]0l & ALE 0
Command Reference for ip verify reverse-path 2! Understandlng Unicast Reverse Path

8 R AL,

Forwarding Applied Intelligence 4

5060 2! 5061 L UDP ZE 5060 2! 50612| SIP Tzl &
uHi'z £A+o+04 olg{&t #dMHe z*-g—rat AlZIX| 2 0I5t = Zd0| £E&LICH show access-list
tACL-Policy2| &3 of|= CIS1

Al S0 HMA o] B
CIE{H| 0| A0 tACLO| M & &|HH & 2| X} = show access-list B S AIE35l0 ZERIEI TCP ZE
Alddst o~ ol |C}, 22X e EEZIE
|

#d&Lich

firewal | #show access-list tACL-Policy
9 elenents
1 extended pernmit tcp host 192.168.100.1

access-list tACL-Policy;
access-list tACL-Policy line
192. 168. 60. 0 255. 255.255.0 eq sip (hitcnt=224)
access-list tACL-Policy line 2 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 5061 (hitcnt=28)
access-list tACL-Policy line 3 extended permit udp host 192.168.100.1
192. 168. 60. 0 255.255.255.0 eq sip (hitcnt=36)
access-list tACL-Policy line 4 extended permit udp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq 5061 (hitcnt=41)
access-list tACL-Policy line 5 extended deny tcp any
192. 168. 60. 0 255.255.255.0 eq sip (hitcnt=78)
access-list tACL-Policy line 6 extended deny tcp any
192. 168. 60. 0 255. 255.255.0 eq 5061 (hitcnt=39)
access-list tACL-Policy line 7 extended deny udp any
192.168.60. 0 255.255.255.0 eq sip (hitcnt=437)
access-list tACL-Policy line 8 extended deny udp any
192. 168. 60. 0 255. 255.255. 0 eq 5061 (hitcnt=478)
access-list tACL-Policy line 9 extended deny ip any any (hitcnt=563)
firewal | #
Ol oflof M HAM|A =J| tACL-Policy= AMEE = gle TAE = HERI oM &2 CHF o3
g AARi&LICH
. ACE 2}l 50{ CH8t TCP Z.E 5060(sip)2l 7871 SIP THZ!
- ACE 2t¢! 601l CHEt TCP ZE 50612| 397 SIP THZ!
- ACE 2}21 78 UDP X E 5060(sip)2| 43771 SIP T{Z!
. ACE 2}l 82 UDP ZE 50612| 4787} SIP mjZ!
Al dirgled YA A 58 Syslog HIA|X]
mZlof| cHall ¥ 3ted syslog MIA| K]

log 7| =7} 8= ACE(Access Control Entry)lA 74


http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/i3.html#wp1878364
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html

1060230]|

Message, 8.2 - 10602301|

O A
A

M ELICE Of syslog HIAIX|of CHEH =7t
LICt.

Cisco ASA 5500 Series Adaptive Security Appliance& syslog 4301 Ci &l
Configuring Logging®|

Ol A
AL

0of| CHEF FWSME] syslog Tt30d| CHE!

CHE ool E

LIC}. O|248F HIA[X|= O] E Mo
£l mjZloi| CHEr F7¢
SIESCHE H A2 A

H &= Cisco ASA 5500 Series System Log

B HEE

Monitoring -
LIC}. Cisco Catalyst 6500 Series 2%|%| & Cisco 7600 Series 2+ E

8t M E = Monitoring the Firewall Services Moduleo| Q& LI|C}.
show logging | grep regex BB 2 W3t 0| 2Z H{I{0{| A syslog HIA|X|E FEF
MEE FFEE oA sttie B AZE LIEHE = /U= HE
HMEE ANSELICH 2EZE HAIX|M 7% O|o|HE ZH2H517| -rIOH grep 7|
e = JUA&LIct
ME=Hnal ptE7|of /i&Lct.

MAaA 2o Cldt FoF A

firewal | #show logging | grep 106023

Aug
Aug

Aug
out si de:

Aug
Aug
Aug
out si de:

Aug
out si de:

Aug
Aug
out si de:
Aug

Aug
out si de:

Aug
out si de:

Aug

firewal | #

)
=2
L

ASA E

Messages, 8.201

192.

192.

192.

192.

192.

192.

04 2010 08:
i nsi de:
04 2010 08:
i nsi de:
04 2010 08:

dst

dst

45: 44:

45: 44:

45: 44:

YASA- 4- 106023:
192. 168. 60. 21/ 5060 by
YASA- 4- 106023:
192. 168. 60. 15/ 5060 by
YASA- 4- 106023:

168. 208. 144/ 61650

dst

dst

dst

i nsi de:
04 2010 08:
i nsi de:
04 2010 08:

i nsi de:
04 2010 08:

192. 168. 60. 11/ 5060 by
Y%ASA- 4- 106023:
192. 168. 60. 31/ 5061 by
Y%ASA- 4- 106023:

45: 48:

45: 48:

Deny tcp src
access- group
Deny tcp src
access- group
Deny tcp src

access- group
Deny tcp src
access- group
Deny tcp src

192. 168. 60. 3/ 5061 by access-group

45: 48:

168. 126. 168/ 5053

dst

04 2010 08:

45: 52:

168. 60. 134/ 22670

dst

04 2010 08:

dst

04 2010 08:

45: 52:

45: 52:

68.214. 152/ 13391

dst

04 2010 08:

dst

04 2010 08:

45: 54:

45: 54:

168. 34. 173/ 29006

dst

04 2010 08:

45: 54:

168. 28. 109/ 16289

dst

04 2010 08:

dst

olA
AA EH

45: 54:

Y%ASA- 4- 106023:

i nsi de: 192. 168. 60. 11/ 5061 by
%ASA- 4- 106023:

i nsi de: 192. 168. 60. 13/ 5061 by
%ASA- 4- 106023:

i nsi de: 192. 168. 60. 41/ 5061 by
%ASA- 4- 106023:
i nsi de: 192. 168. 60. 10/ 5060 by
%ASA- 4- 106023:

Ol 0d|oi| A tACL tACL Z/&Ho] CHall 2= HIAIX|=
XM&E TCP X E 5060 2! 50611 UDP XZE 5060
Ct.

oF 0{Z20|HA & syslog HIA|X|o| CHEF F7}
LIC}. FWSM&

syslog MIA|X|of| CHEF =7}

Deny tcp src

i nsi de: 192. 168. 60. 9/ 5061 by access-group
%ASA- 4- 106023:

Deny udp src

access-group
Deny udp src

access-group
Deny udp src

access-group
Deny udp src
access-group
Deny udp src

i nsi de: 192. 168. 60. 8/ 5060 by access-group
%ASA- 4- 106023:

Deny udp src

i nsi de: 192. 168. 60. 99/ 5060 by access-group
%ASA- 4- 106023:

Deny udp src

i nsi de: 192. 168. 60. 1/ 5060 by access-group

SFE2 Ht=
o= =T
of

5061

S
al
E

AMH =
S T T

OII

H

out si de: 192. 168.
"t ACL- Pol i cy"
out si de: 192. 168.
"t ACL- Pol i cy"

"t ACL- Pol i cy"
out si de: 192. 168.
"t ACL- Pol i cy"
out si de: 192. 168.

"t ACL- Pol i cy"

"t ACL- Pol i cy"

"t ACL- Pol i cy"
out si de: 192. 168.

"t ACL- Pol i cy"
"t ACL- Pol i cy"

out si de: 192. 168.
"t ACL- Pol i cy"

"t ACL- Pol i cy"

"t ACL- Pol i cy"
out si de: 192. 168.

"t ACL- Pol i cy"

A0

el

-Itl ~

C|Hto
(IS

%E&Pﬂ

60. 5/ 22724

0. 4/ 40011

0. 2/ 59865

48. 42/ 12345

44.68/ 18777

23. 3/ 21826

81. 251/ 9919

=
=
04

mo k>
HL iz

P
i |0

Cisco ASA 5500 Series System Log

MH =
ST T

Catalyst 6500 Series

Switch &! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|



http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4769021
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4769021
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/configuration/guide/monitr_f.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wp1101685
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html

A&LICH

Identifying Incidents Using Firewall
ZotAA|2.

syslog O|HIEE AL QIAIEE ZALol| CHEH RFMIEH LHE R |
and 10S Router Syslog Events Applied Intelligence B{ A& %t

Al RLIPHAE Y =2 dEE M83le AFEES

R LIFHAE RPFO|AM 7EE B ZIo| CH3H 3+ syslog HIAIX| 1060210] 8 43E LICt. O] syslog
HIA|X|ofl CHEF =71 HE = Cisco ASA 5500 Series System Log Message, 8.2 - 10602104 &L
C}.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 CH$t & 2 &= Monitoring -
Configuring Logging™| /& LICt. Cisco Catalyst 6500 Series 22| x| 2! Cisco 7600 Series 2t Ed
ofl CHEF FWSME] syslog 430 CHEt & E = Monitoring the Firewall Services Moduledll ! & LICE.

CtZ odloll M= show logging | grep regex &2 W3t8do| 2Z HI{0{| A syslog HAIX|E FEF
LICt. O|248t HIAIX|= O] EMof| MHE FAHS A &stTie QXH’“ AMEE LIEP &= /e HE
E ozl ciet F7t HEE MSE LU 2ZE HAIXGM S HIo|lEE AA5t7| 2I3H grep 7|
elEQl CHE HHAIS A += /U&LCh

MuAl 2o chst £7F HEE M A BHET|of /& LICE.

firewal | #show logging | grep 106021
Aug 04 2010 08:52:46: %ASA-1-106021: Deny UDP reverse path check from
192. 168. 60. 202 to 192.168.60.1 on interface outside
Aug 04 2010 08:52:46: %ASA-1-106021: Deny UDP reverse path check from
192.168. 60. 126 to 192.168.60.1 on interface outside
Aug 04 2010 08:52:46: %ASA-1-106021: Deny UDP reverse path check from
192.168.60.22 to 192.168.60.1 on interface outside
Aug 04 2010 08:52:46: %ASA-1-106021: Deny UDP reverse path check from
192.168.60. 75 to 192.168.60.1 on interface outside
Aug 04 2010 08:52:46: %ASA-1-106021: Deny UDP reverse path check from
192. 168. 60. 248 to 192.168.60.1 on interface outside
Ct2 oll@t ZH0| show asp drop B RLIFHAE RPF 7|50| &A|8t iZlo| £ 8 AlHe £z Q
&LCt.

firewal | #show asp drop frame rpf-violated
Reverse-path verify failed (rpf-violated) 10

29| 0|0 M Unicast RPF= Unicast RPF7F T2/ El QIE{H| O|A M =4IE 10712 IP THZI S AMA|
H&LICH 20| Qo™ whetHo| RLIFHAE RPF 7|s0M IHZ!E A XISHK| L US S LIEFHL

7t 3HE 2ot A2 A izl e 47 O 1| 8t XEMIBH L& 2 Cisco Security Appliance

2o
Command Reference for show asp drop2 & ZESHAAIL.

Cisco £/ 8t x| A|AH]

2t3l: Cisco IPS A& O|HIE =]

#2|XF= Cisco IPS(Intrusion Prevention System) 01Z 20|14 ! MH|A ZES AFE5H0{ 2/
EX|E M35t o] EMol| dHE FAMHE A st AT E LXIE = USLICH o8t F[<F


http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4768997
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4768997
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/configuration/guide/monitr_f.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wp1101685
http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s2.html#wp1391007

M2 ohg Mol olsh B RIE 4 e,

+ 29219-0 CUCM X &l F4{2| Bl X|AE{ H|A[X| DoS
- 29239-0 Cisco CUP MIZ 2| &4 F|of

29219-0 CUCM & Z & B4|9| BIX|AE HIAIX| DoS

Cisco IPS H{T1 6.x O|& & A™Ast= MMl A|lTZLIM ¥OI0|E S5108H A|L|R{ 29219/0(Al
L|%{ O0|&: CUCM Malformed REGISTER Message DoS)2 2 O] F &2 B X = UELICE Al
L% 29219/02 7|BXMo =2 #M3L|o F7F MZHT o|HIEE E 2|75 SFR(Signature
Fidelity Rating)0| 900|04 7|2 O[|HIE %242l produce-alertZ T+43°EL|C}.

0| A Cisco Unified Communications Manager0il A MH|A HEE Ao Zl £ Q= AR E A

O| SIP REGISTER HIA|X|E & K[& mH ErMErL|Ct F|2F2 Cisco B2 ID CSCtf663050] & A St
z|o{ 2 CVE Al¥X} CVE-2010-283801| & & £|A&LICH O] MHELO| Alde o] F Aol FHAHE

QldAZZolg LIEF &~ &LCH
29239-0 Cisco CUP |2 2| &4 F|ofA

Cisco IPS HHT1 6.x O|& 2 Al&st= MM A|ZL|X YCI|0|E S5108 EH AlZL|A 29239/0(Al
LA O|&: Cisco CUP HZ2Z| &4 F )22 0| S BX|E = U&LICH A|TLFA
29239/02 7|EXo 2 gM5tr|o| =2 Mz T o|HEE E2|7{5t 1 SFR(Signature Fidelity
Rating)0| 900|H 7|& O[|#HIE =42l produce-alert= ?éEI—IEP

2lof

0| MHEE TCP ZE 50702 At235t04 Cisco CUPO| l= HIZ 2| &4 HHOE 2252 E AT 0l A
HrMSHL|CH F|2FAd2 Cisco {1 ID CSCtd3962901 £ A{3}E|0] %'9134 CVE Al X} CVE-2010-
284001 S E|ASLICH O] MHEO| A2 O] F Ao HAHEQI UAZZ!S LIEFH £+ QU&LICH

Cisco IPS MAl= O[HIE Sxto| ALRT ZEE 0latel B3 meofd T5E m 748 2 apxQL
Cl. Qlgtel 25 2 =0l 75 El Automatic Threat Prevention for Cisco IPS 6.x 0|4 MME O] &
Mol dHE FFdE oA Edtods 340 CHE IR UK 7Is X1|-'-°*L|EP = ER|=

riskRatingValue7} 902 LCH & EZ|HE Mol CH3H O|HIE Xtdg +3MetE /2 AEo/E Sl 7

et
98 S2 W I S3 Hatol ChE AHAIE LIS S I3 S3 W I3 S3: 1PS A g 7hAs)
g #x AN

Cisco Hot BL|EE, EA 5l CiE A|IAH]

48 Cisco 2ot ZLIEE, M U CHS AlAE AT

Cisco Security MARS(Cisco Security Monitoring, Analysis, and Response System) 0{Z2t0[1A

= IPS MH 29219-0(AM& 0|&: CUCM Malformed REGISTER Message DoS) 2! 29239-0(A& Of
% Cisco CUP Memory Corruption Vulnerability)2 At&35t0{ O] EA 0l AHEE F|eFHnt gtzdE 0|
HEQ ZAE CINEHEE MMHE & &Lt S510 55 MY YO|0|EV CHREEE £ 7|E
NR-29219/0 for IPS signature 29219/0 & NR-29239/0 for IPS signature 29239/02 At&35t11


http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_white_paper0900aecd806e7299.html
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