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!-- Include explicit permit statements for trusted sources !-- that require access on
the vulnerable ports ! access-list 150 permt tcp host 192.168.100.1 192.168.60.0
0.0.0. 255 eq 443 access-list 150 permt tcp host 192.168.100.1 192.168.60.0 0.0.0. 255
eq 1741 ! !-- The following vulnerability-specific access control entries !-- (ACEs)
can aid in identification of attacks ! access-list 150 deny tcp any 192.168.60.0
0.0.0. 255 eq 443 access-list 150 deny tcp any 192.168.60.0 0.0.0.255 eq 1741 ! !--

Permit or deny all other Layer 3 and Layer 4 traffic in accordance !-- with existing
security policies and configurations ! !-- Explicit deny for all other IP traffic !
access-list 150 deny ip any any ! !-- Apply tACL to interfaces in the ingress
direction ! interface G gabitEthernet0/0 ip access-group 150 in
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2l &= Q& LICH Cisco 10S Softwared| M ICMP 442 €715 *”“S Zl2™Mo 2 5002 2|=0otctH &
Lto| Wizl 2 AMEHELICH ICMP @14 E7F HIAIX| &2 QIE{H 0|A ZAx[aR|0|MH B noip
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Z2|Xt7t QIE{H| O] A0i tACLE X &8 F show ip access-lists BE2 = E 443 3!
TCP ZE 17419 Z! 8 AlH E*L—IEP 2Rt EEHEE JLH7'° _7EAF3F04 O| g 4&st
Bi= A QIX| &Qlst= Zd0| Z&LICH show ip access-lists 15001 CHEH &249] t=ak Z
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rout er #show ip access-lists 150

Ext ended | P access list 150
10 pernmit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 443
20 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 1741
30 deny tcp any 192.168.60.0 0.0.0.255 eq 443 (12 matches)
40 deny tcp any 192.168.60.0 0.0.0.255 eq 1741 (26 matches)
50 deny ip any any
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rout er #show ip cache flow

| P packet size distribution (17258967 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.013 . 225 .422 .155 .035 .008 .005 .004 .002 .001 .014 .002 .002 .003 .001

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .045 .017 .034 .000 .000 .000 .000 .000 .0O00

| P Fl ow Switching Cache, 4456704 bytes
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O active, 16384 inactive,

O alloc failures, 0 force free

1 chunk, 1 chunk added

| ast clearing of statistics never
Pr ot ocol Tot al Fl ows
———————— Fl ows / Sec
TCP- Tel net 653 0.0
TCP- FTP 765 0.0
TCP- FTPD 3 0.0
TCP- WAV 43844 0.0
TCP- SMTP 4973 0.0
TCP- X 2 0.0
TCP- BGP 2 0.0
TCP- NNTP 2 0.0
TCP- ot her 276300 0.0
UDP- DNS 236963 0.0
UDP- NTP 31121 0.0
UDP- TFTP 9 0.0
UDP- ot her 485427 0.1
| CVP 642287 0.1
| QW 265863 0.0
| P- ot her 457584 0.1
Tot al : 2445798 0.5
Srclf Srcl Paddr ess Dst | f
G O0/0 192.168.137.50 G O0/1
G O0/0 192.168. 211. 3 GO0/1
Gi0/0 192.168.18.79 Gio/1
G O0/0 192.168.203.49 GO0/1
Gi0/0 192.168.101.251 Gi0/1
G O0/0 192.168.122.5 Go0/1
Gi0/0 192.168.40.131 Gi0/1
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rout er #show ip cache flow | include SrcIf|_06_.*(01BB|06CD)_

Srclf
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router#

= .\.LA|0|'|__|E_|.

= 1L
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tACL A2 Qe S U= CIHIOIAR MEE|lE 7|2 ZE, TCP XE 443 2 TCP XE 17419 &
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tACLOY| CHEH 71 HETJI ERT AMA Ko{ F5: of| X[ EE{ZIo]| /A& LICE.

! I-— Include explicit permit statements for trusted sources !-- that require access
on the vulnerable ports ! access-list tACL-Policy extended permt tcp host

192.168. 100.1 192. 168. 60. 0 255. 255.255.0 eq https access-list tACL-Policy extended
permt tcp host 192.168.100.1 192.168.60.0 255.255.255.0 eq 1741 ! !-- The following
vulnerability-specific access control entries !-- (ACEs) can aid in identification of
attacks ! access-list tACL-Policy extended deny tcp any 192.168. 60. 0 255.255.255.0 eq
https access-list tACL-Policy extended deny tcp any 192.168. 60. 0 255.255. 255.0 eq

1741 ! !-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance !--
with existing security policies and configurations ! !-- Explicit deny for all other
IP traffic ! access-list tACL-Policy extended deny ip any any ! !-- Apply tACL to

interface(s) in the ingress direction ! access-group tACL-Policy in interface outside

AlE: ST HAM|A Ko 5

CIE{H O| A0 tACLO| MEEl & EE|X
443 L TCP ZE 17412| I{Z! & Al

rr

show access-list 3HS AF2510{ HEIRE TCP X E
I.

iTR

(=1

Aldst 2 olaL|C BalRte LE{RIE mZle TAMstod of |
okAdS ofrg3sttde AT QK| &QlstE 40| E&LICE show access-list tACL-Policy2| &2 of &= C}

firewal | #show access-list tACL-Policy

access-list tACL-Policy; 5 elenents

access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1 192.168.60.0
255. 255.255.0 eq https (hitcnt=0)

access-list tACL-Policy line 2 extended permit tcp host 192.168.100.1 192.168.60.0
255.255.255.0 eq 1741 (hitcnt=0)

access-list tACL-Policy line 3 extended deny tcp any 192.168.60.0 255. 255. 255.0 eq
https (hitent=15)

access-list tACL-Policy line 4 extended deny tcp any 192.168. 60.0 255. 255. 255.0 eq
1741 (hitent=7)

access-list tACL-Policy line 5 extended deny p any any (hitcnt=0)

%ol ofoll A HHA S = tACL-PolicyEs AIZIE + ol 3AE FE HEYI0IM we o 1
2 AN &L

. ACE 2}2! 30| CHEt TCP ZE 4432 157 143!
. ACE 2I21 49| TCP ZE 17410{| A 77} m§=!
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Al: W8t HM|A S5 Syslog HAIX|

log 7IYE 7t 8= ACE(Access Control Entry)lA{ 745 El THZ!od| CHEH BEStEd syslog HIA| K]
1060230| HdElLIC} Of syslog MIA|X|of| CHEF F7I HE = Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& LIC.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt430 Ci$t & £ & Monitoring -
Configuring Logging®ll /& LICE. Cisco Catalyst 6500 Series 22| %| ! Cisco 7600 Series 2+ E]
ofl &t FWSME| syslog 440 CHEH & 2 &= Monitoring the Firewall Services Module| /& LICE.

Ct= o 0d M= show logging | grep regex BE 2 &3tE0| 2Z HHIHO0| M syslog HIAIX|E F&EF

LICt. Ol2{8t HIAIRIE 2 EMo| MEE FSHS 4 8st2is B A= E LIEHE &= JUeE HE

= mZlof cist Fot HEE MIELcH 2EZE HAIX|o|MH £ CIO|EE AAsH7| -rIoH grep 7|
QIESCIE HHAIE ASE = JUaLuct

MFA 2o Cigt 7t ME = HFA BIE7|of /&Lt

firewal | #show logging | grep 106023
Cct 21 2010 00: 07:23: %ASA-4-106023: Deny tcp src outside: 192.0.2.101/ 3710
dst inside:192. 168. 60.112/1741 by access-group "t ACL-Policy"
Cct 21 2010 00: 07:24: %ASA-4-106023: Deny tcp src outside: 192.0.2.98/ 3711
dst inside: 192. 168. 60. 27/ 443 by access-group "t ACL-Policy"
Cct 21 2010 00: 07:24: %ASA-4-106023: Deny tcp src outside: 192.0.2. 149/ 3712
dst inside: 192. 168. 60. 48/ 1741 by access-group "t ACL-Policy"
Cct 21 2010 00: 07:24: %ASA-4-106023: Deny tcp src outside: 192.0.2.172/ 3713
dst inside:192. 168. 60.131/1741 by access-group "t ACL-Policy"
Cct 21 2010 00: 07:24: %ASA-4-106023: Deny tcp src outside: 192.0.2.129/ 3714
dst inside: 192. 168. 60. 231/ 443 by access-group "t ACL-Policy"
firewal | #

2F9| of| 0| M tACL tACL -Policydll Chall 24 E! HIAIX|= FE S gt= ClHtolAo E#EE F4
OZ MEE TCP ZE 443 2 TCP ZE 17410 CHst mZ!S EA|ELICH
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ASA E 0ot 0{Z20|HA 8 syslog HIAIX|0f CHEt F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.20 Q& LICE. FWSM& syslog HIA|X|of| CHEF =7t M E &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
[e) IAL| [_—_|.

PN =il

Identifying Incidents Using Firewall
ZE%}AIAJC)

syslog O|HHEE A8t QIAIEHE K Atol| CHEF RHAIEH LIS 2 |
and 10S Router Syslog Events Applied Intelligence B{AE %t
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2t} Cisco IPS A& O|HIE =]

Z+2|XH= Cisco IPS(Intrusion Prevention System) 0{Z2t0[1A & MH|A 2 ES A8 310 9H
EHX|E M35t o] EMol| dBE FAHE A Zsttie ATE YXIE = U&LICEH Cisco IPS H
M6x 0lef2 Adste MM CHEH A|IT LA KO(0|E S524—'?'—E-| A|IL|——|7<-| 30859/0(A|1 L% Of
% CiscoWorks Common Services Arbitrary Code Execution Vulnerability) 2 2 F[24& B K| &
£ Q& LICH AlZL|X] 30859/02 7|EXo=z gMslt|o] 22 AT O|HIEE EE|Hstn
SFR(Signature Fidelity Rating)0| 850|H 7|& O|HIE %42l produce-alertZ 43 ELIC}.

A& 30859/0 TCP ZE 17418 A235t04 M& =l £hl
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