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IACLO] CHEF &7} ME = 30{ E 5 Infrastructure Protection Access Control Lists0ll @& LIC}.

i p access-list extended Infrastructure-ACL-Policy

! I-— Include explicit permit statements for trusted sources !-- that require access
on the vulnerable ports ! permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 22
permt tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 23 ! !-- The following
vulnerability-specific access control entries !-- (ACEs) can aid in identification of
attacks ! deny tcp any 192.168.60.0 0.0.0.255 eq 22 deny tcp any 192.168.60.0
0.0.0.255 eq 23 ! !-- Explicit deny ACE for traffic sent to addresses configured
within !-- the infrastructure address space ! deny ip any 192.168.60.0 0.0.0.255 ! !-
- Permit or deny all other Layer 3 and Layer 4 traffic in accordance !-- with
existing security policies and configurations ! !-- Apply 1iACL to interfaces in the
ingress direction ! interface G gabitEthernet0/0 ip access-group |Infrastructure-ACL-
Policy in
CIE{H|O|A HMA S E]ECE LWEHZSHH ICMP = =271 HAIX|E HE{ZE EEH“'°| AE CHA|
MEELICH olefet HIAIXIE g5t ClHto|A0|MH CPU AHE E0| B7t5tE Xl ote e O
2 £ Ql&LICh Cisco 10S Software0llAM ICMP 9172 £7Hs MA2 7|8x o2 5002 2|&0tCt &
Lto| mfZ!e 2 MEHELIC ICMP 242 E7F HIAIX| d&2 °._|E-Iu1|0|_ Zu|aolM BZE noip
unreachable2 Al235t04 H|EA8HE £+ Q&LICE ICMP ¢ §7P<'_> iTE X8t ip icmp rate-limit
unreachable interval-in-ms £1% 74 HEE ALE5t0{ 7|2g[oAM HEE = JU&LICH
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% show ip access-lists &= iACLOI M E EmolA
J"—P TCP ZE 2390| &l ijZlo| =& AlHELICH ®E[Xt=
FEsteds A QK| E—.*O.J%HOI: gLIC} show ip access-

rout er #show ip access-lists Infrastructure-ACL-Policy

Ext ended | P access list Infrastructure-ACL-Policy
10 pernit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq ssh
20 permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq tel net
30 deny tcp any 192.168.60.0 0.0.0.255 eq ssh (23 matches)
40 deny tcp any 192.168.60.0 0.0.0.255 eq tel net (17 matches)
50 deny ip any 192.168.60.0 0.0.0.255

router#

2t O| ool M HAM|A S5 Infrastructure-ACL-Policy= ACE(Access Control List Entry) 2+21 3001 CH
S TCP Z E 220{A 237H2] SSH T{Z!E, ACE 2+21400 CHSH TCP Z E 230{|A 177 &Y mfZlS
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ACE 7l 2E % syslog O|HEE A& 8 QIAIEHE Z AL CHE XM‘||°|' LI 2 |dentifying Incidents
Using Firewall and I0S Router Syslog Events Applied Intelligence BiME & XA AIL.

Zr2|Rl= ACE 7t2E M3t 22 &Y =710| =& [ Embedded Event Managerg A& 3104
ASS MSE = %JQLIEI-. E ot ZAEIA E O] Embedded_Event Manager Applied Intelligence 24
olME= Ol 7|5 AL WEdod| CHEt F7H ME HEE MSg L ct

Cisco 10S NetFlow

AlEd: NetFlow BIZEE A28t ERfT s B AlY

Zt2|XF= Cisco 10S 2FRE| & AL x|0f| A Cisco I0S NetFlowE F435t04 F|ME o258 Al
U+ ECHE EES AHE £ UEE X|HE £ UELICH HE[RlHe E2RE TASH F
LOIX| &olsteE Zdo| E&LICH

rout er #show ip cache flow

| P packet size distribution (2409 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
. 349 . 650 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
. 000 . 000 .000 .000 .000 .000 .000 .000 .000 .000 .000

| P Fl ow Swi tchi ng Cache, 278544 bytes
89 active, 4007 inactive, 318 added
4544 ager polls, O flow alloc failures
Active flows tineout in 30 m nutes
I nactive flows tineout in 15 seconds
| P Sub Fl ow Cache, 34056 bytes
0O active, 1024 inactive, 0 added, 0 added to flow
O alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec) |dle(Sec)
———————— Fl ows / Sec / Fl ow [Pkt / Sec / Fl ow / Fl ow
TCP- WAV 38 0.0 9 40 0.0 0.0 15.2
TCP- ot her 108 0.0 6 40 0.0 0.0 15.5
UDP- TFTP 10 0.0 4 28 0.0 0.0 15.7
Srcl f Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
UDP- ot her 73 0.0 7 28 0.0 0.0 15.5
Tot al : 229 0.0 7 35 0.0 0.0 15.5
Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Et0/0 192.168.74.110 Et0/1 192. 168. 13. 20 06 C8A7 D4BE 5
Et0/0 192. 168. 23. 20 Et0/1 192. 168. 226. 172 11 2123 540A 1
Et0/0 192.168.53.205 Et0/1 192. 168. 60. 88 11 DEB7 0045 5
Et0/0 192. 168. 0. 115 Et0/1 192. 168. 60.214 06 F73A 0050 11
Et0/0 192.168.0.30 Et0/1 192.168.60.63 06 A64E 0016 3
Et0/0 192.168.211.52 Et0/1 192. 168. 113. 252 11 17AA 8F11 17
Et0/0 192.168.34.222 EtO0/1 192. 168.58.190 11 9A8F 2AD3 5
Et0/0 192. 168. 198. 3 Et0/1 192. 168. 60. 104 11 4F4D 0045 1
Et0/0 192.168.240.90 Et0/1 192. 168.88.197 06 3D88 0017 15
Et0/0 192.168.0.96 Et0/1 192.168.60.126 06 9621 0017 3

Et0/0 192.168. 155.22 Et0/1 192.168. 80. 13 06 1298 EB6A 10
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Et0/0 192. 168. 0. 20 Et0/ 1 192. 168. 60. 78 06 1541 0050 3
Et0/0 192.168.0. 2 Et0/ 1 192. 168. 60. 195 06 5419 01BB 5
Et0/0 192.168. 223.127 Et0/1 192.168.121. 153 06 0613 17E5 7
Et0/0 192.168.0.28 Et0/1 192.168.60.101 06 B5C6 0017 2
Et0/0 192.168.92.207 Et0/1 192. 168.43. 167 11 1FF5 2815 11
Et0/0 192. 168. 0. 28 Et0/ 1 192. 168. 60. 139 06 24E9 0050 6
Et0/0 192.168.122.182 Et0/1 192. 168. 68. 21 11 71C2 80BB 11
Et0/0 192.168.18.228 Et0/1 192. 168.203.86 11 0630 77B4 16
Et0/0 192. 168. 0. 218 Et0/ 1 192. 168. 60. 248 06 531B 01BB 15
Et0/0 192. 168. 26. 81 Et0/ 1 192. 168. 213. 193 06 76D9 11BO 3
Et0/0 192. 168. 225. 144 Et0/1 192. 168. 28. 79 11 FF8F 299D 32
Et0/0 192. 168. 166. 100 Et0/ 1 192. 168.60.217 11 0B47 0045 10
Et0/0 192. 168. 49. 15 Et0/ 1 192. 168. 139. 203 11 D880 641 4
Et0/0 192.168.0.120 Et0/1 192.168.60.41 06 D24F 0016 6
Et0/0 192.168.0.109 Et0/1 192.168.60.189 06 BOBO 0016 11
Et0/0 192. 168. 0. 65 Et0/ 1 192. 168.60. 136 06 6110 01BB 2
Et0/0 192.168. 0. 51 Et0/ 1 192. 168. 60. 43 06 4090 0050 17
Et0/0 192. 168. 160. 238 Et0/1 192. 168. 38. 104 06 F54E DEE1 14
router#
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TCP X E 229| SSH mjZ! ( 67! 2L 0016) & TCP ZE 239| &L mfZl(16 %! 2t 0017)0d| CHE
Egf= 550+ 22{H B2 show ip cache flow | include Srclf]_06_.*0016|0017=2 CHS1} ZHo| &+
TCP NetFlow EﬂﬂE% i_t | Lct.

TCP &2 F&

rout er #show ip cache flow | include SrcIf|_06_.*0016|0017

Srclf Srcl Paddr ess Dstlf Dst | Paddr ess Pr SrcP DstP Pkts
Et0/0 192. 168. 0. 30 Et0/1 192. 168. 60. 63 06 AB4E 0016 3
Et0/0 192.168.0.120 Et0/1 192. 168. 60. 41 06 D24F 0017 6
Et0/0 192.168. 0. 109 Et0/1 192.168. 60.189 06 BOBO 0016 11
router#
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! I-— Include explicit permit statements for trusted sources !-- that require access
on the vulnerable ports ! access-list tACL-Policy extended permt tcp host

192.168. 100.1 192. 168. 60. 0 255. 255. 255. 0 eq 22 access-list tACL-Policy extended
permt tcp host 192.168.100.1 192.168.60.0 255.255.255.0 eq 23 ! !-- The following
vulnerability-specific access control entries !-- (ACEs) can aid in identification of
attacks ! access-list tACL-Policy extended deny tcp any 192.168. 60. 0 255.255.255.0 eq
22 access-list tACL-Policy extended deny tcp any 192.168.60.0 255.255.255.0 eq 23 !

!-— Permit or deny all other Layer 3 and Layer 4 traffic in accordance !-- with
existing security policies and configurations ! !-- Explicit deny for all other IP
traffic ! access-list tACL-Policy extended deny ip any any ! !-- Apply tACL to

interface(s) in the ingress direction ! access-group tACL-Policy in interface outside

AlE: ST AAM|A Ko 5

QlE{m|o|A0f tACLO| M El & & 2|XI= show access-list HEE AI835to{ ZE|RIEI TCP ZE
229| SSH T{Z! L TCP Z E 239| &l miZ! =& A|HE = &Lt #eElXi= He{dE A2
ZAM5tod O] FFHE oA &5leds Al UX| i—.*O._l oPE | Z &LICt show access-list tACL-Policy
ol £ o= CtZ3 Z&Lct.

firewal | #show access-list tACL-Policy
access-list tACL-Policy; 5 elenents
access-list tACL-Policy line 1 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255. 0 eq ssh (hitcnt=485)
access-list tACL-Policy line 2 extended permit tcp host 192.168.100.1
192. 168. 60. 0 255. 255. 255.0 eq tel net (hitcnt=29)
access-list tACL-Policy line 3 extended deny tcp any
192. 168. 60. 0 255. 255. 255. 0 eq ssh (hitcnt=58)
access-list tACL-Policy line 4 extended deny tcp any
192. 168. 60. 0 255. 255.255.0 eq tel net (hitcnt=16)
access-list tACL-Policy line 5 extended deny ip any any (hitcnt=8)
firewal | #
Aol oo M M| A ZZ tACL-Policys AEIE = giE EAELI HERF0|M =418 TCP ZE
229| 587 SSH mZ! 2 TCP ZE 239| &4 uH?' 1671 & Af AR &L 3§t syslog IHIAIxI
106023° AL U SHI| P FA, A4 UEMK| ZE WS, HEE ol ciEt P Z2E2
gote SR HEEMIE = M*L—IEP

Al: 45t HA|A S8 Syslog HIA|X|

HZdoll CHaH &3ted syslog MIA| K]

log 7IE 7} @i= ACE(Access Control Entry)olA 7HEEl 1
ME = Cisco ASA 5500 Series System Log

1060230| M AEIL|C}. O] syslog MHIA|X|0d| CHEF F= 7}
Message, 8.2 - 10602301 /& L|Ct.

Cisco ASA 5500 Series Adaptive Security Appliance& syslog T+4301| L& & £ & Monitoring -
Configuring Logaing®l /& LICE. Cisco Catalyst 6500 Series 22| %| & Cisco 7600 Series 2+ E
oil CH&F FWSME| syslog T+ 4304 CHEF 2 = Monitoring the Firewall Services Module0il /& LIC}.

CtZ 0dloll M= show logging | grep regex BE 2 W 3t83o| 2Z H{I{0d| A syslog HAIX|E FEF
LICt O[248F HIAIX|= & EMof| MEE! FfH S A E5tei= A A|ZE LIEHE = U= HE
El miZlol ciet £t HEE MSE L 2ZE HAIXIGM EH HIo|IEE AMSH7| 2I5H grep 7|
EQl CHE HHAIS A E += /U&LCh

YAl FEof ofgt £ HEE R A BHE7(0 }&ELICEH
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firewal | #show logging | grep 106023

Jun 1 2011 07:32:32: %ASA-4-106023: Deny tcp src outside:192.0.2.1/1025
dst inside:192. 168. 60. 194/ 22 by access-group "t ACL-Policy"

Jun 1 2011 07:32:32: %ASA-4-106023: Deny tcp src outside:192.0.2.1/1025
dst inside:192. 168. 60. 164/ 22 by access-group "t ACL-Policy"

Jun 1 2011 07:32:32: %ASA-4-106023: Deny tcp src outside:192.0.2.1/1025
dst inside:192. 168. 60. 106/ 23 by access-group "t ACL-Policy"

Jun 1 2011 07:32:32: %ASA-4-106023: Deny tcp src outside:192.0.2.1/1025
dst inside:192. 168. 60. 241/ 23 by access-group "t ACL-Policy"

Jun 1 2011 07:32:32: %ASA-4-106023: Deny tcp src outside: 192.0.2.169/1025
dst inside:192. 168. 60. 56/ 22 by access-group "tACL-Policy"

Jun 1 2011 07: 32: 32: %ASA-4-106023: Deny tcp src outside: 192.0.2.36/ 1025
dst inside:192. 168. 60. 202/ 22 by access-group "t ACL-Policy"

firewal | #

k2| 0|0l M tACL tACL-Policyoll CHaH 2 ZEl HA|X[oll= TCP Z E 2201 CHEF SSH mHZ 1t TCP %
E 230f cHEr & miZlo| elxet ClHO| A0 EFE F4 B2 E MEE|E Z0o| ZAIFELICH

ASA E 0ot 0{ZZ0|HA & syslog HIAIX|0f CHEH F7F HE & Cisco ASA 5500 Series System Log
Messages, 8.2 & LICH. FWSME syslog MIA|X|of| CHEH =71 HE &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log MessagesX|
AELICE.
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_75_3|.AIA|O

syslog O|HIEE AL QIAIEE ZALol| CHEH RFMIEH LHE 2 |
and 10S Router Syslog Events Applied Intelligence B{ A& %t
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Ol EME "E A0Z" M3 =M, & E= §H AS0l| CiE M Ho| E5 S X 8fsiod o{H

7o EY E= ESE o0lstXx| f&LICH EM EE EXM0l B3 E Atz HEE M85t A
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2 F5tel ’_‘—'.*cl’:l%!LlEP. CISCO RESERVES THE RIGHT TO CHANGE OR UPDAT
DOCUMENT AT ANY TIME.
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