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! I-— Include explicit permit statements for trusted sources !-- that require access
on the vulnerable protocol ! access-1list 150 permit icmp host 192.168.100.1
192.168.60.0 0.0.0.255 echo access-1list 150 permit icmp host 192.168.100.1
192.168.60.0 0.0.0.255 echo-reply access-list 150 permit icmp host 192.168.100.1
192.168.60.0 0.0.0.255 host-unreachable access-list 150 permit icmp host
192.168.100.1 192.168.60.0 0.0.0.255 traceroute access-list 150 permit icmp host
192.168.100.1 192.168.60.0 0.0.0.255 packet-too-big access-1list 150 permit icmp host
192.168.100.1 192.168.60.0 0.0.0.255 time-exceeded access-list 150 permit icmp host
192.168.100.1 192.168.60.0 0.0.0.255 unreachable ! !-- The following vulnerability-
specific access control entries !-- (ACEs) can aid in identification of attacks !
access-1list 150 deny icmp any 192.168.60.0 0.0.0.255 echo access-1list 150 deny icmp
any 192.168.60.0 0.0.0.255 echo-reply access-1list 150 deny icmp any 192.168.60.0
0.0.0.255 host-unreachable access-1list 150 deny icmp any 192.168.60.0 0.0.0.255
traceroute access-1list 150 deny icmp any 192.168.60.0 0.0.0.255 packet-too-big
access-1list 150 deny icmp any 192.168.60.0 0.0.0.255 time-exceeded access-1list 150
deny icmp any 192.168.60.0 0.0.0.255 unreachable ! !-- Permit or deny all other Layer
3 and Layer 4 traffic in accordance !-- with existing security policies and
configurations ! !-- Explicit deny for all other IP traffic ! access-list 150 deny ip
any any ! !-- Apply tACL to interfaces 1in the ingress direction ! interface

GigabitEthernet0/0 ip access-group 150 in
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router#show ip access-lists 150
Extended IP access list 150

10 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 echo

20 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 echo-reply

30 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 host-unreachable
40 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 traceroute

50 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 packet-too-big
60 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 time-exceeded

70 permit icmp host 192.168.100.1 192.168.60.0 0.0.0.255 unreachable

80 deny icmp any 192.168.60.0 0.0.0.255 echo (12 matches)
90 deny icmp any 192.168.60.0 0.0.0.255 echo-reply (26 matches)

100 deny icmp any 192.168.60.0 0.0.0.255 host-unreachable (10 matches)
110 deny icmp any 192.168.60.0 0.0.0.255 traceroute (7 matches)
120 deny icmp any 192.168.60.0 0.0.0.255 packet-too-big (9 matches)
130 deny icmp any 192.168.60.0 0.0.0.255 time-exceeded (2 matches)
140 deny icmp any 192.168.60.0 0.0.0.255 unreachable (18 matches)
150 deny ip any any
router#
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router#show ip cache flow

IP packet size distribution (90784136 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.000 .698 .011 .001 .004 .005 .000 .004 .000 .00O0 .003 .000 .000 .000 .0OO

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .001 .256 .000 .010 .000 .000 .000 .000 .000 .0O00

IP Flow Switching Cache, 4456704 bytes
1885 active, 63651 inactive, 59960004 added
129803821 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 402056 bytes
0 active, 16384 inactive, 0 added, 0 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 11393421 2.8 1 48 3.1 0.0 1.4
TCP-FTP 236 0.0 12 66 0.0 1.8 4.8
TCP-FTPD 21 0.0 13726 1294 0.0 18.4 4.1
TCP-WWW 22282 0.0 21 1020 0.1 4.1 7.3
TCP-X 719 0.0 1 40 0.0 0.0 1.3
TCP-BGP 1 0.0 1 40 0.0 0.0 15.0
TCP-Frag 70399 0.0 1 688 0.0 0.0 22.7
TCP-other 47861004 11.8 1 211 18.9 0.0 1.3
UDP-DNS 582 0.0 4 73 0.0 3.4 15.4
UDP-NTP 287252 0.0 1 76 0.0 0.0 15.5
UDP-other 310347 0.0 2 230 0.1 0.6 15.9
ICMP 11674 0.0 3 61 0.0 19.8 15.5
IPV6INIP 15 0.0 1 1132 0.0 0.0 15.4
GRE 4 0.0 1 48 0.0 0.0 15.3
Total: 59957957 14.8 1 196 22.5 0.0 1.5
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gi0/1 192.168.60.102 01 0984 0800 9
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 01 0911 0000 4
Gi0/1 192.168.150.60 Gi0/0 10.89.16.226 06 0016 12CA 1
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 01 OB3E 0301 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.97 01 0B89 0030 1
Gi0/0 10.88.226.1 Gio/1 192.168.202.22 11 007B 007B 1
Gi0/0 192.168.12.185 Gi0/1 192.168.60.239 01 OBD7 0200 7
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Gio0/0 192.168.15.130 Gi0/1 192.168.60.239 01 0BD7 1100 3

Gi0/0 192.168.23.220 Gi0/1 192.168.60.239 01 0BD7 0300 11
Gi0/0 10.89.16.226 Gio/1 192.168.150.60 06 12CA 0016 1
router#

oro| oflofl M= ICMP ol 2 R&(16Z!4 Zt 0800), echo-reply(16Z14: Zt 0000), host-
unreachable(16’£|¢ 43 0301) traceroute(16’£|¢ %t 0030), packet-too-big(16 =4 gt 0200), time-
exceeded(16Z!=* 2t 1100) %! unreachable(16 %! 2t 0300) ICMP %! R0 Cit o2 =& 0|
AU&LICH

M AZE ICMP IZ! K& CiEt EcfE &0 H2{MH HH S show ip cache flow=E A& Ef L
C} | include Srclf| _01 .*( 800|0000]0301|0030|0200]|1100]0300)_&= Ct= T 2lnt Zro| & ICMP
NetFlow HZES EA|EfL|C}H

ICMP 5 &

router#show ip cache flow | include SrcIf|_01_.*(0800|0000|0301|0030|0200|1100|0300)_

SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi0/0 192.168.10.201 Gio/1 192.168.60.102 01 0984 0800 9
Gi0/0 192.168.11.54 Gio/1 192.168.60.158 01 0911 0000 4
Gi0/0 192.168.13.97 Gio/1 192.168.60.28 01 O0B3E 0301 5
Gi0/0 192.168.10.17 Gio/1 192.168.60.97 01 0B89 0030 1
Gi0/0 192.168.12.185 Gio/1 192.168.60.239 01 0BD7 0200 7
Gi0/0 192.168.15.130 Gio/1 192.168.60.239 01 0BD7 1100 3
Gi0/0 192.168.23.220 Gio/1 192.168.60.239 01 0BD7 0300 11
router#
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! I'-- Include explicit permit statements for trusted sources !-- that require access
on the vulnerable protocol ! access-list tACL-Policy extended permit icmp host
192.168.100.1 192.168.60.0 255.255.255.0 echo access-1list tACL-Policy extended permit
icmp host 192.168.100.1 192.168.60.0 255.255.255.0 echo-reply access-list tACL-Policy
extended permit icmp host 192.168.100.1 192.168.60.0 255.255.255.0 traceroute access-
list tACL-Policy extended permit icmp host 192.168.100.1 192.168.60.0 255.255.255.0 2
access-list tACL-Policy extended permit icmp host 192.168.100.1 192.168.60.0
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255.255.255.0 time-exceeded access-list tACL-Policy extended permit icmp host
192.168.100.1 192.168.60.0 255.255.255.0 unreachable ! !-- The following
vulnerability-specific access control entries !-- (ACEs) can aid in identification of
attacks ! access-1list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0
echo access-list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0 echo-
reply access-1list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0
traceroute access-1list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0
2 access-1list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0 time-
exceeded access-1list tACL-Policy extended deny icmp any 192.168.60.0 255.255.255.0

unreachable ! !-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance
!-- with existing security policies and configurations ! !-- Explicit deny for all
other IP traffic ! access-list tACL-Policy extended deny ip any any ! !-- Apply tACL

to interface(s) in the ingress direction ! access-group tACL-Policy in interface

outside

AlE: ST AAM|A Ko 5

QIE{H| 0| A 0] tACLO| M E|H &t 2|KH= show access-list 3H2 AIE35t0 o2 2%, oz 8H,
SAETE B FH s, WA HUF &, At =0 B2 271 S EE 'El ICMP I{Z! 9|
E AlHE —’F— %JQL—IEF 2| k= “"HEE' i AR ZSMoN# OI FFMHE A EstE= AI':?_' | &
215t 20| EZ&LICH show access-list tACL-Policy2| &3 o= Ct&1F Z&Lct

firewall#show access-list tACL-Policy

access-list tACL-Policy; 13 elements

access-list tACL-Policy line 1 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 echo

access-list tACL-Policy line 2 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 echo-reply

access-list tACL-Policy line 3 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 traceroute

access-list tACL-Policy line 4 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 2

access-list tACL-Policy line 5 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 time-exceeded

access-list tACL-Policy line 6 extended permit icmp host 192.168.100.1
192.168.60.0 255.255.255.0 unreachable

access-list tACL-Policy line 7 extended deny icmp any
192.168.60.0 255.255.255.0 echo (hitcnt=9)

access-list tACL-Policy line 8 extended deny icmp any
192.168.60.0 255.255.255.0 echo-reply (hitcnt=12)

access-list tACL-Policy line 9 extended deny icmp any
192.168.60.0 255.255.255.0 traceroute (hitcnt=7)

access-list tACL-Policy line 10 extended deny icmp any
192.168.60.0 255.255.255.0 2 (hitcnt=11)

access-list tACL-Policy line 11 extended deny icmp any
192.168.60.0 255.255.255.0 time-exceeded (hitcnt=5)

access-list tACL-Policy line 12 extended deny icmp any
192.168.60.0 255.255.255.0 unreachable (hitcnt=8)

access-list tACL-Policy line 13 extended deny ip any any (hitcnt=17)

fireall#

29| 00l M HMA FF tACL-Policye LEE &= Qi SAE

2 A XRi&LICE

FE HESIFO0|M g2 CfS =

|_|'I

. ACE 2t2l 70{ CHEt ICMP ol =2 m{Z! 974

. ACE ctol 8o cHst 12742 ICMP o2 & m{Z!

. ACE 221 92 ICMP EF|0|AEIRE TZ! 774

. ACE 2+2! 1001 CiEt ICMP THZ!-too-big THZ! 1174



. ACE 2}2! 110f cigt ICMP Azt =1t TiZ! 57}
. ACE 2}2l 1201 CH3t 8742 ICMP 244 &7} T3]

Al: W3l M| A S5 Syslog HIA|X
log 7| =7t 8= ACE(Access Control Entry)ol M 745 & THZloil CHal 2 3ted syslog HIA| K]

1060230| M+dElLICt. O| syslog MHIA|X|oi| CHEF =7 &2 = Cisco ASA 5500 Series System Log
Message, 8.2 - 10602301 /& L|CtH.

Cisco ASA 5500 Series Adaptive Security Appliance & syslog Tt 430 8t & £ &= Monitoring -
Configuring Loggingdl /& LICE. Cisco Catalyst 6500 Series 22| %| & Cisco 7600 Series 2+ E
ofl CH&t FWSME] syslog 430l CHEH & 2 &= Monitoring the Firewall Services Module| /& LICE.

CtZ 0dloll M= show logging | grep regex @2 W38 0| 2Z HI{0{| A syslog HA|X|E FEF
LICt O[24Et HIAIX|= & EMofl MEE! F[fH S A Esteds MR AT E LIEHE = U=

E ozl chet £t HEE MSE Lt 2ZE HAIXGIM £ HIoIEHE AAM5t7| 2I3H grep 7|
fIEQl CHE HHAIS AT += /U&LCH

Hra 2o ot FoF HE= H Al BHEZ|o| /&LICEH

firewall#show logging | grep 106023
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.0.2.18/2944
dst inside:192.168.60.191/2048 by access-group "tACL-Policy"
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.2.0.200/2945
dst inside:192.168.60.33/0 by access-group "tACL-Policy"
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.0.2.99/2946
dst inside:192.168.60.240/48 by access-group "tACL-Policy"
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.0.2.100/2947
dst inside:192.168.60.115/512 by access-group "tACL-Policy"
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.0.2.88/2949
dst inside:192.168.60.38/4352 by access-group "tACL-Policy"
Jul 6 2011 00:15:13: %ASA-4-106023: Deny icmp src outside:192.0.2.175/2950
dst inside:192.168.60.250/768 by access-group "tACL-Policy"
firewall#
2 o| of|of| A tACL tACL &0l CHal 2ZE HIAIX|= ICMP I |8 o2 2%, o3 8,
traceroute, packet-too-big, time-exceeded, unreachableO| J&& &2 C|HIO|AN SEE F4A 2
oz MaEe HoizL
ASA E0t 0{Z2I0|HA & syslog HIA|X|0 CHEH F7F HE = Cisco ASA 5500 Series System Log
Messages, 8.20 Q& LICE. FWSM& syslog HIA|X|oi| CHEF =7t M E &= Catalyst 6500 Series
Switch 2! Cisco 7600 Series Router Firewall Services Module Logging System Log Messages|
AELICE.

syslog O|HEE AI&§t QUAIEHE ZALO]| CHEE REAMIBH LIS 2 Identifying Incidents Using Firewall
and 10S Router Syslog Events Applied Intelligence BiME & X3 AIAIL.

Cisco £12] 8t x| A|AH]

2t8}: Cisco IPS AH O|HIE =]

ZH2|XH= Cisco IPS(Intrusion Prevention System) 0{Z2t0[1A B MH|A ZES A8 310 9IH
=XIE M35t ol EMof| ©BE FAHE A Zsteis AT E LXIE = U&LICH Cisco IPS H


http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4769021
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/logmsgs.html#wp4769021
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/monitor_syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/configuration/guide/monitr_f.html
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wp1101685
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/asa/asa82/system/message/syslog.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/en/US/docs/security/fwsm/fwsm40/system/message/logmsgs.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html
http://www.cisco.com/web/about/security/intelligence/identify-incidents-via-syslog.html

Me.xoladS AdstE MMo| CHEt Al LR KOI0|E S580F E{ Al L|X{ 38247/0(A|2L|*{ O
& Cisco Content Services Gateway Denial of Service)2 2 F[2F& 2 B X|& 4+ U&LICH Al
% 38247/02 7|2 XMoo R gdst|o F7F A4k O|HIEE E2|735t 1T SFR(Signature Fidelity
Rating)0| 900/ Z7|& O|HE =42l produce-alertZ T4 & LIC}

Signature 38247/02 ICMP& At&75t04 & E 04 WZ/0| Z X[ W F-E & LICh of MBo| o™
2 F|erMo| ERi AR AUAZEZ IS LIEIH &= Ql&LICE
#EAte 3Z80| B X[E M O|HE g &S = Cisco IPS MIMHE &l
E O|HE 22 o] EMo| MHE FAMHE AdR5Ied= SH CHSH ESE = U
A Mo{E s&ELICE
Cisco IPS MME O|HE SEo| A1} A E QIR ES P 252 f 718 AL

C QI B3 EEO { A T+= =!I Automatic Threat Prevention for Cisco IPS 6.x O|&F M= O B
Mol MHE FfMHg oA dlede S0l CHEt HE & x| 7IsE MSELICH 21 U Xl

CtE E

riskRatingValue7t 902 Ct 2 EZ|7HE Mol CHsH O|HE Q%‘é sdote 72 MYo/E Soll 7
gL

f2 S2 X 2™ S Aldtol ciEt RiME LIE2 2E S2 3 2IH S=: 1PS WA #tE| 7HA S
E HZFHHUAR

Cisco 2ot B L|EZ, M Gl CHiS A|IAH]

4E: Cisco 20t ZUEE, EM A OIS Al&R Al

Cisco Security MARS(Monitoring, Analysis, and Response System) 0{Z2}0|HA = IPS M
38247/0(M™ 0O|&: Cisco Content Services Gateway Denial of Service)2 AF& 3504 0] EA{0f A
BE F kgt ztzdE O[HEQ ZEAE CIAHEE MYE £ U&LICH S580 S5 MYE UO(0|E
7t CHR2EEE & 7|2/= NR-38247/0 for IPS signature 38247/0 &! Cisco Security MARS 0{Z2}0|
1A Of All Matching Events # 2| K82 AL&3t0{ IPS Mol ol ddE QIAIHEE LHhst= 2
IME NBELICH

Cisco Security MARS 0{Z 20|14 9| 4.3.1 2 5.3.1 E2|ATE Cisco IPS 82 ME AUO|0|E 7|
s0oi CHst X|Ho| FIHEI}&LICE O] 7|&s2 Cisco com EE= 2 €€ MBI A MBS CleEE
s, siE MBI UX|Ste =4IE O[HEE HE 57 7<-|E| =l -.-_-%3FD=I O|& AA & & 21 A
of Z&tgfLct. olz8t Uo|o|E= O|HE EF35t 2! o|HIE O& i8S NM35tH MARS 0{Z210]

AAO|AM IPS CIHIO|A S| M MBE F& E4E £ UA &Lict
FO|: 5™ ME UO|0|E7F FAE|X| ofe A2 o|3{8t M ME D 2 x|5l= O|HEE= 2|9t E1
A-Ioﬂkl .%*—1—“ Sz".: O/HIE R¥o 2 -"-AIE'L—IE} MARSE 0|28t O|HIEE AL H2lof Z & stx|

| = | ==
cfoo2 HESQIT oM LAt TRl /20l 2ol CHEr QAAIHETL MAE|X| of2
°|£=LJE}
AAEH .

718xo =2 0| 7|s2 43t r|o] UXR|BH A8 o|Mo| ERELCH 2ME|X| of2 AL LIS
Cisco 29t MARS #2!0| EE|7{E LI Ct.

System Rule: CS-MARS IPS Signature Update Failure
Ol 7|sE &35t F4dstH BEIRle =W > HEE MBS D IPS AT HE gig HESH0d
MARSOIAM CHR2EEF M MEB HTE 2HEE = UA&LICH

S M dololEof et F7H HE A S ME UO|o|E 4ol CHet X[&2 Cisco Security
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MARS 4.3.1 2/ 5.3.1 ZIg|A 0| ASEL|C}.

FIHEH
Ol 2 M "ole N2 MB =0, 4B EE S5 ASo| CHE X340l 252 E#stod ofH
5ol 2% £k HET ofnlatxl StALIC BM EE 2Mol 28 A2 HEE A8SHE %

2 75te| IL|Ct. CISCO RESERVES THE RIGHT TO CHANGE OR UPDATE THIS
DOCUMENT AT ANY TIME.
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http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/mars/4_3/uglc/cfgidsn.htm#wp1214374
http://www.cisco.com/univercd/cc/td/doc/product/vpn/ciscosec/mars/5_3/uglc/cfgidsn.htm#wp1214374
https://sec.cloudapps.cisco.com/security/center/resources/security_vulnerability_policy.html
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/searchAIR.x
http://www.cisco.com/security
http://www.cisco.com/en/US/products/ps6834/serv_group_home.html
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml
http://www.cisco.com/en/US/products/ps6601/products_ios_protocol_group_home.html
http://www.cisco.com/en/US/products/ps6601/prod_white_papers_list.html
http://www.cisco.com/en/US/technologies/tk543/tk812/technologies_white_paper0900aecd802a0eb9_ps6601_Products_White_Paper.html
http://www.cisco.com/en/US/products/ps6642/prod_white_papers_list.html
http://www.cisco.com/en/US/products/ps6642/prod_presentation_list.html
http://www.cisco.com/web/about/security/intelligence/security-for-ip-addr.html
http://www.cisco.com/web/about/security/intelligence/understanding-cppr.html
http://www.cisco.com/web/about/security/intelligence/securetcl.html
http://www.cisco.com/en/US/products/ps5708/Products_Sub_Category_Home.html
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids13/index.htm
http://www.cisco.com/pcgi-bin/tablebuild.pl/ips6-sigup
https://sec.cloudapps.cisco.com/security/center/search.x?search=Signature
http://www.cisco.com/go/mars
http://cve.mitre.org/cve/index.html
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