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M T AHE
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, VoiceXML(VXML) WSM(Web Services Manager) CA

1. Call Server EEE VXML Server, Reporting Server EE= WSM Servero 23 918 LIC}. security.propertiesOllA] 7| MZ 4 HILUHS ZHA mtelo| 9|,



C:.\ G sco\ CVP\ conf
rme CuiI rUTrrdL ¥ IEW l'lt:.-,.J

NCiscoNCUPNconfrsecurity.properties Becurity.keystorePl = i01046ho!$t5C%-$N(({d-B~E~:z03gt

2.dHHS AFE30{ WSM IS A AFA,

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
delete -alias wsmcertificate

H- H erﬁ\hin}kuytnul.ﬂxn storetype JCEKS -keystore c:° sconcuphconfuse
curit tore —delete —-aliasz wsm_certificate
Enter keystore password:

1 prnptlil T iu:nul IL i:

#: S M, VXML A & 21 Mol cHst 12 A& BF=S gL

3. WSM AEHof| CHEt CA(Certificate Authority) MY IS ME MAIErLICH.

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair -alias wsmecertificate -v -keysize 2048 -keyal g RSA

sCiscosCUP~jrevhin¥keytool.exe —storetype JCEKS —keystore c:iciscoscupsconfsse

uritys~_keuystore —genkeypair —alias wasm_certificate —wv —keyszize 2848 —keyalg RSA

ZExE MEAIES 2235t o|O|X|ofl EAIE! CHE Yeto confirmS 24&FL|Ct.

Jhat is your first and last name?
[CUPAl: CUPA

Jhat is the name of wyour organizational wnit?
[ciscol: cisco

Jhat iz the name of your organization?
[cizcol: cisco

Jhat iz the name of your City or Locality?
[Richardszonl: richardson

Jhat is the name of your State or Province?
[Texas]l: texas

Jhat is the two-letter country code for this unit?
[TX¥1: TH

g CH=CUPA. OU=cisco»™U=cisco. L=richardson. ST=texas. C=TH correct?
[nol: yes

enerating 2.848 bit RSA key pair and self-signed certificate <SHAZ256withRSA> v
h a validity of 98 days

for: CH=CUPA, OU=cisco,. O=cisco. L=richardson, S3T=texas,. C=TX
nter key password for <wusm_certificate’

CRETURH if zame as keystore . :




3]

ExEJ EALH 7| HEA HLUHS E Ql2dstL|C}.

—_

S0

ot

oL [ =& 4+ =%/ CN(Common Name) 0|52 EA{S+ErLct.

4. HO| CHE B M 2% MY

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
certreq -alias wsmcertificate -file
%CVP_HOVE% conf\security\wsmcertificate

:sCisco~CUP~jresxhinrkeytool.exe —storetype JCEKS —-kepstore cosciscoscupsconfss
uritys.keystore —certreq —alias wsm_certificate —file c:osciscoscvpsconfssecuri
suwsm_certificate

nter keystore password:

arning:

he JCEKS keyztore uses a proprietary format. It iz recommended to migrate to P
£12 which is an industry standard format uwusing "keytool —importkeystore —srcke
tore cisciscoscupsconfssecuritys._keystore —deztkevystore cosciscoscupsconfssecu
tys_keyzstore —deztstoretype pkcsli2™.

1 CA HEH2 ALE5104 CA MTE QB AME dgstt{™ MAHE ~~EfLICH CA 7[2t el 215
M g

C.\Ci sco\cvp\conf\security\.
7. FE QB M IIX27]

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
inport -v -trustcacerts
-alias root -file %CVP_HOVE% conf\security\<fil ename_of _root_ce

_cer
olOlx|ol EA|E CHE MIAIXIZ ZAIEH 7] ME 4 HIEHEE Q={FLICH

:\Cisco\CUP\jresbin>keytool.exe —storetype JCEKS —keystore scoscuphconfise
uritysn_.keystore —import —-v —trustcacerts —-alias root —-file scoscupshconfise

uritysroot.cepr
nter keystore password:




wCiscosCUPsjreshinrkeytool.exe —storetype JCEKS —-keystore cisciscoscupsconfse
uritys_keystore —import —v —trustcacerts —alias root —file C:isCiscoscupsconfs.se
urity~CUPA—root .cepr
nter keystore paszsword:
Duner: CH=CUPA, OlU=cisco, O=cisco, L=richardszon, ST=texasz, C=TX
szuer: CH=UCCE1ZDOMAINCA. DC=UCCEi1i2, DC=COM
berial number: 47000HBAAL?6895db4285cda2?A0ARAARAAAAL
alid from: Tue Jun 23 11:22:48 PDT 2020 wntil: Thu Jun 23 11:22:48 PDT 2822
ertificate fingerprints:
MD5: GD:=1E:3B:86:96:32:5B:9F:28:25:47:1C:8E:BA:18:6E
SHAL1: DA:57:B5:5C:Ch:93:82:B9:3D:6C:CHE:-35:06:4A:24:-7D:-DC:5C:F?:51
SHA256:- F5:8AC:65:EB:5A:-38:1C:90:27:45:-BB:B5:67V:-CB:65:-A8:-95:09:-B8:D9:-3F:
H2:12:53:5D:81:2A:F5:13:67:-F4:60
Eignature algorithm name: SHA256withREA
bubject Public Kevw Algordithm: 2848-hit RSA key
ersion: 3

¥tensions:

i1 : ObjectId: 1.3.6.1.4.1.311.28.2 Criticality=false
AAAR: 1E 12 @@ 57 AA 65 A6 62 B8 53 B8 65 8@ 72 8@ Y6 ... W.e.h.S.e.r.v
AAiA: AA 65 AR 72 BB

2: ObjectlId: 1.3.6.1.5.5.7.1.1 Criticality=false
iuthorityInfofccess [

accessMethod: calssuers
accessLhocation: URIName: ldap:~~~CH=UCCEi1ZDOMAINCA.CH=AIA.CH=Publicx2B8Ke w285

ervices . CHN=Services.CH=Configuration.DC=UCCE12 . DC=COM?cACertificate?base?¥objectC
ass=certificationAuthority

3A BA 1D A8 S5A 2E 43 B6 x.t'U..u
>

t4: Objectld:- 2.5.29_31 Criticality=false
RLDiztributionPoints [
[DiztributionPoint:
[URIName: ldap:- - CHN=UCCE1Z2DOMAINCA.CHN=UCCE12Z_ CH=CDFP,CHM=FPublicx2BKeyx2B5eru
ces . CN=Sewrvices . CM=Conf iguration,DC=UCCEL2 . DC=COM?certificateRevocationLiszt?has
bfobjectClass=cRLDistributionPoint]

AtTrust O] QIZ M ZEZ E of 0|0|X|0f| EA|EI CHE YesE ¢!

7= Obhjectld: 2.5.29.14 Criticality=false

tubhjectKeyldentifier [

eyldentifier [

i 15 AY AB 9B DC E? 7B AE LF 44 DC AT BC 16 B? C7
CE 54 29 59

8. CA ME WsSM 21&M 7tM 27|

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\.keystore -inport -v -
trustcacerts
-alias wsmcertificate -file %CVP_HOVE% conf\security\




twCiscosCUPsjreshinkeytool.exe —storet9pe JCEHS —kevwstore c:isciscoscupsconfssef
urity~_keystore —import —v —trustcacerts —alias wsm_certificate —file G:xCisco™
vpsconfssecurity~CUPA.p7h

nter keystore password:

op—level certificate in reply:

Dyner: CH=UCCE1Z2DOMAINCA,. DC=UCCEi1i2, DC=COM
szuer: CH=UCCE1Z2DOMAINCA, DC=UCCE1Z. DC=COM
berial number: 1398856881 Yc46bf4bba59624cf6209F
alid from: Sat Jun 29 21:38:17 PDT 2819 wntil: Sat Jun 29 21:48:17 PDT 2624
ertificate fingerprints:
MDG: 94:82:AC:3F:59:45:48:A9:D3:4D:2C:DV:-EA:=38:1C:27
SHA1: 88:=YS:A7:=4B:D3:D5:B2:-76:B5:59:96:-F1:83:82:C2:BB:-97:23:8B:16
SHA256: ER:E3:1F:5A:8BE:E2:8F:14:80:59:26:64:25:CA-CA:FD:=91:E4:F3:EB:2D:
2:31:85:62:84:45:-66:89:-28:F5:AA
Eignature algorithm name: SHAZ2S56withRSA
.uhjqct Pghlic Key Algorithm: 2848-hit RSA key
ersion:

xtensions:

1= OhjectlId: 1.3.6.1.4.1.311.21.1 Criticality=false
HAAA: B2 B1 84

i2 - Ohjectld: 2.5.29.1% Criticality=true
HasicConstraints: [

CA:true

PathLen:2147483647

3= Ohjectld: 2.5.29_15% Criticality=false
eyllzage

DigitalSignature

Key_CertSign

Crl _Sign

t4: Ohjectld: 2.5.29.14 Criticality=false

bubjectKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 7% @3 3Aa BA 1D A8 5A 2E 43 B6 x.tU..u.:
AA1d: D1 F8 57 3E "

iz not trusted. Install reply anyway? [nol:

9. Call Server, VXML Server 2! Reporting Server0i| CH3H 3, 4, 8EHHE BHS&FLICEH

10.CVPO{|A WSM

184

c:\cisco\cvp\conf\jnm_wsm conf
EAE 2 ot g FIH EE= YHO|Esta MEELICEH



javax.net.debug = all

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COm. Sun.management . jmxremote.anthenticace = false

COm. Sun.mAnAJeEment . jmxremote.port = 2099

COm. Sun.mANAgement . jmxremote. 33l = true

COm. SUn.mANAJSmSNT . jmxremote. rmi .. porc = 3000
avax.netc.ssl.keyStore=_: LT conf\Security\.Keyscore

javax.net.ssl.keyStorePassword=< keystore password >

javax.net.sal.crustStore=C:\Cisco\CVP\conf\securicty\.keystors

javax.net.ssl.trustS5torePassword=< keystcore password >

javax.net.=ssl. bmstﬁture!ypc-‘]mﬂ

- & = & el B

el = W LD = O U e LR R

2EHA.
Al regedit(rt) AIEF > A8 > 8 regedit) WS AFRELICH
Ctg 7| Mof F71:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun

2. 0\ WebSer vi cesManager \ Par anet er s\ Java
P B VIV I, PMarme Iype Liata

PR Wrn-ﬁl}.h'hde b (Diefault) REG_5Z {value not set]

4 | Apache Software Foundal || ab) Classpath REG_SZ CACisea\ CVIWVEML Server, Temeat\bin) bootitrag, ..

4 ) Proonn 2.0 58] hom REG_5Z A Cisco\ CVP gre'bin' senver om.dil

bl Colence g abiDptions | REG_MULTI SZ ~Djrehomes C\Creeh OV jre -Deatalina bazes Cl...

d - VO Server
4 J Patamatens
L b
k Leg
A St
L Hep =
44 WebSeracehlang
a - Paameters
J birva

L San
b Stop
t-j..'.‘.m!'r:.rﬂmm

< " B

| £

OK Cancel

11. CVPO| M callserver2| JMX T 43




c:\cisco\cvp\conf\jmx callserver.conf
EANE 2 It U2 Yolo|Estn S K& g LCt.

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COmM. Sun.management . jmxremote . aucthenticate = false

COm. Sun.management . jmxremote.port = 2098

COm. Sun.management . jmxremote.ssl = true

COM. Sun.management . jmxremote.rmi.port = 2097
javax.net.ssl.keyStore = C:\Cisco\CVP\conf\securitvy\.keystore
javax.net.s2sl.keyStorePasaword = <keystore password>»
javax.net.ssl.trustStore=C:\Cisco\CVP\conf\security\.keystore
javax.net.ssl.trustStorePassword=< keystore_ password >
javax.net.as]l.cruscScoreType=JCEKS

#COm. sun.management . JmMXIemote.Ss51.Ccontig.file=

12. CVPO| A VXMLServer2| IMXE Td&LICt.

=

ol

c:\cisco\cvp\conf\jmx vxml.conf

ojOlxlol ZAIE CHz s HESt T XMEELICH

cCOom. Sun.managsment . jmxremote.ss]l.need.client.aucth = true
com. sun.management. jmxremote.authenticate = false

com. Sun.management . jmxremote.port = 9696

COm. Sun.management . jmxremote.ssl = true

COm. Sun.management . jmxremote.rmi.part = 9697
Javax.net.ssl.keyStore = C:CiscoCVPconfsecurity.keystore
Javax.net.ssl.keyStorePassword = <keystore password>

2EHA.
A AYHEE HHE ASELIC

ChE 7| SMof =7t

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ VXM.Ser ver\ Par anet er s\ Java



e i VINherare, Inc. A Marme Iype Lrata

1- ). Wowb432Node ab] (Default) REG_SZ {value not set)
4 -8 Apache Software Foundal -"":Elasspath REG_SZ ChCisegh CVPWEMLServer Tomeat\bin\bootstrap....
4 - |y Procrun 2.0 \‘ ab) by REG_SZ CACiscoh CVPYjreh binhserver jum.dil
b . CallServer ab{Options | REG_MULTI_SZ -Djre.nome=C:\Cisco\CVPjre -Deatalina base=C:\...

.........

4 L VEMLServer
/ 4. |, Parameters

. Java

. Log

. Start

|, Stop
4- |, WebServiceshMana

< 1 >

0K Cancel

3EA.

Cisco CVP WebServicesManager AMH|AE CHA| A|ZHEL|CEH

WSME CA AME ECI0|HE 2USA o

Call Server(S& AMH) EE= VXML Server(VXML AMH) EE = Reporting Server(21 MH) EE&
WSMoi| 2l Lt 01IA-I I MHEA ASE HAM %.*I—IEP.secunty.propertles ut

1. 2CI0|YE Q&S I8 CA AHE 2IEM dd

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -

genkeypair
-alias <CN of Callserver WBM certificate> -v -keysize 2048 -keyal g RSA

storetype JCE £ & CINCis( yp~confse
0

iaz CUPRH ]

Sz Eof MRAES YUHstD ofE Yzistod HQIFtLIC

||=|

o|0|X[of ZEAIE CHE ZEZETJ EA|Z|H 7| MY A HIYHS & U LICH



that is your first and last name?
CUPA
iz the name of your organizational uwnit?
[ciscol:
What is the name of your organization?
[ciscol:
llhat 15 the name of vyour City or Locality?
[Richardsonl: pichardson
iz the name of your State or Province?
texas
the two—letter country code for this unit?

, OU=¢cisco, O=cisco, L=richardson, 51=texas,., (=18 correct?

A key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CH=CUPA., cisco, O=cisco, L=richardson, ST=texas, C=
‘nter key password for PR >
{RETURN if same as keystore password):

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
certreq
-alias <CN of Callserver WM certificate> -file %CVP HOVE% conf\security\jnx client.csr

»25Ci “CUP~jresbin>keytool.exe —-storetype JCEKS -keystore c:sciscoscvpsconfss
uritys.keystore —-certreq —alias CUPA —file c:isciscoscupsconfssecuritysgmx_clie

AT CA HEHS ALR 5104 CA M QB ME Mistaind MAHE S HELITH CA 7I2tol 915
Mg

4. RE QIS M 3 CA HE JMX 2Ll O|AHE QB HE fiXlofl SA

C.\ G sco\ cvp\conf\security\

5. CA ME JMX E20|HE & 7t HHEE ALSELICH

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %VP_HOVE% conf\security\. keystore -
inport -v -trustcacerts

-alias <CN of Callserver WM certificate> -file %CVP_HOVE% conf\security\<fil ename of CA-signed
JMX Cient certificate>



2 :NGiscosNCUPNjresbin>kevtool.exe —storetype JCEKS —-keystore c:sciscoscupsconfise
curitysn.keystore| —import -v —trustcacerts —alias |[CUPA -file C:~Cisco>cvpsconfise
zuritysjgmx_clienTopv o

Enter keystore password:

op—level certificate in reply:

Owner: CN=UCCE12DOMAINCA,. DC=UCCE12,. DC=COM
Issuer: CN=UCCE1Z2DOMAINCA,. DC=UCCE12. DC=COM
Serial number: 13988560881 7c46bf4bh652624cf6209f
alid from: Sat Jun 29 21:38:17 PDT 2019 until: Sat Jun 29 21:48:17 PDT 2024
ertificate fingerprints:
MD5 : 94:82:AC:3F:59:45:48:A2:D3:4D:2C:D7:EA:=38:1C=97
SHA1: B8B:=75:A7:4B:=D3:D5:B2:76:B5:59:96:F1:83:82:C2:BB:=97:23:8B:16
SHA256: E6:E3:1F:5A:8E:E2:8F:14:80:59:26:64:25:CA:CA:FD:91:E4:F3:EB:=9D:
E?:31:085:62:84:45:66:89:98:F5:AA
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2848-bit RSA key
ersion: 3

Extensions:

Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
ARAA: B2 A1 80

Objectld: 2.5.29.19 Criticality=true
icConstraints:[

CA:true

PathLen:2147483647

Objectld: 2.5.29.15 Criticality=false

DigitalSignature
Key_CertSign
Crl_Sign

t4: Objectld: 2.5.29.14 Cpiticality=false
BubjectKeyldentifier [
Keyldentifier I
Baa: 78 EF 21 55 BA F92 75 A3 3A BA 1D A8 5A 2E 43 B6 x.tlU..u.:=...Z.C.
AA1B: D1 F8 57 3E - W>

-. is not trusted. Install reply anyway? [nol: yes
;eprtificate reply was installed in keuystore
ilstoring c:iNciscoscvpsconfisecuritys.keustore |

6.Cisco CVP VXMLServer AH|AE CFA| A|ZHEFL|CE.

Reporting Serverol| CHall S8t HXIE BHEELICEH

OAMP(Operations Console)& CA AHH E2I0|HE QI5M MM

OAMP Mu{oll 22 18tL|C}. security.propertiesfile0| A keystore HJZ/HE

1. callserver WSMZ AL&3504 2CI0|HE QE S /T CA ME QIS A M

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WM certificate> -v -keysize 2048 -keyal g RSA




:25Cisco\CUP\jresbin>keytool.exe —storetype JCEKS -keystore c:i:“cisco“cuvpsconfise
~uritys.keystore —genkeypair —alias CUPA —v —-keysize 2048 -keyalg RSA
‘nter keystore passuord-
that is wour first and last name?
[Unknownl: CUPOAMP
Jhat is the name of your organizational unit?
[Unknownl: cisco
that is the name of your organization?
[Unknownl: cisco
Jhat is the name of vour City or Locality?
[Unknownl: richardson
that is the name of your State or Province?
[Unknownl: texas
that is the two-letter country code for this unit?
[Unknownl:z T&
CH=CUPOAMP, OU=cisco, O=cisco, L=richardson, ST=texas, C=TH correct?
[nol: vyes

enerating 2,048 hit RSA key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CN=CUPOAMF. O 15C O=¢cisco, L=richardson,. ST=texas, C=TR
Enter “key_password for <CU
(RETURR—if—=3me as keystore password):
e—enter new pa jord =
Storing c:“ciscocvpsconfissecuritys.keystorel

2 &0l CHEt QB M 2 M

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
certreq
-alias <CN of Callserver WM certificate> -file Y% CVP HOVE% conf\security\jnx.csr

:sCisconCUP~jresbin>keytool.exe —storetype JCEKS —-keystore c:sciscoscuphconfise
uritys.keystore —certreq —-alias CUPA —file c::\ciscoscuphconfissecuritynjmx.csy
nter keystore paSsUOFd:

nter key password for <{CUPA>

arning:
he JCEKb key“turp uses a pruprlefdry fnrndt- It is Pecummended to mlgrdte to PK

3 CAVIM SIS AE MBEILICE CA el AB301 CA MY BIBAME HuTHER HAE 48
LICH CA 720l 215 M U RE Q1B A C

ok ©

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts
-alias root -file %CVP_HOVE% conf\security\<fil enane_of root_cert>

ZETEJ EAZHF| HEA HLUHS E =48 LIC}H AtTrust O| QLIS M ZTEZE o ZAIE CHE
YesE =38tL|Ct.



:wCiscosCUPsjrevhindkeutonl exe —stovetune JCFHS —keystore c:isciscoscepsconfise
uritys.keystore | —import —v —trustcacerts —alias root| —file c:sciscoscuepsconfsse
uritysroot.cer
mter keystore password:
puner: CH=UCCE12DOMAINCA,. DC=UCCE12. DC=COM
ssuer: CH=UCCELi2DOMAINCA. DC=UCCEi1i2. DC=COM
erial number: 13988560881 Vc46hf4bhbb59624cF6209F
alid from: fat Jun 29 21:38:17 PDT 2019 wntil: Sat Jun 29 21:48:17 PDT 2824
eprtificate Fingerprints:
MD5: 94:B2:AC:3F:59:45:4B:A9:D3:4D:2C:D7:EP:=38:1C=97
SHAl: BB:=75:A7:4B:D3:D5:B2:?6:B5:59:96:F1:83:82:C2:BB:97:23:8B:16
SHA256: E6:E3:1F:5A:BE:E2:8F:14:80:59:26:64:25:CA:CA:FD:=91:E4:=F3:EB:9D:
1 9:31:85:62:84:45:66:89:9B:-F5:-ARA
ignature algorithm name: SHAZS56withRSA
ubject Public Hey Algorithm: 2848-hit RSA key
ersion:

xtEnSs 1ons =

1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
BB : B2 Bl 68

2: Objectld: 2.5.29.19 Criticality=true
lasicConstraints s
CA = true

PathLen:2147483647

3: Objectld: 2.5.29.15 Criticality=false
eyllzage [

DigitalSignature

Key_CertSign

Crl_Sign

4: Objectld: 2.5.29.14 Criticality=false

ubjectKeyldentif ier [

eyldentifier [

BBE: 78 EF 21 55 Ba F9 75 83 JA BA 1D AB 5A 9E 43 B6 x.'U..u.:...Z.C.
Mig: D1 F8 5 3E -2

‘rust thiz certificate? [nolT yes
ertificate was added to keystore
Storing c:isciscoscupsconfssecuritys.keystorel

AVFNLNG =

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to PK
212 which is an industry standard format using "kevytool importkeystore —srckey
tore c:sciscoscupsconfssecuritys.keystore —-destkeystore c:isciscoscupsconfssecur)

6. CVP2| CA M'E JMX ECIO|HE QIE M 7tx{=27|

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
inmport -v -trustcacerts

-alias <CN of Callserver WM certificate> -file

%CVP _HOVE% conf\security\<fil ename of your signed cert from CA>

nCiscosCUPs jresbinrkeytool.exe —storetype JCEKS —keystore c:sciscoscupsconfsse
uritys.keystore —import —-v —trustcacerts —alias CUPA —file cisciscowcupsconfsse
ULt ys Jmx . pdh
‘nter keystore password:
szword iz too short Aust be at least 6 characteps
s PAS S rd =
~ hey password fFor <CUPA>

ertificate reply wasz installed in keystore
storing cisciscoscupsconfssecuritys.keystorel

arning :




7 .Cisco CVP OPSConsoleServer AH|A& CHA| A|&HgtL|CE,

8. OAMPOI| 21 218fL|C}. OAMPS} Call Server EE£ VXML Server 7t ot Sl &M3s5l2{H
Device Management > Call Server2 0| S £fL|C}. Enable secure communication with the Ops
console(R2Y 2 &0to| 2ot S4l 48} &lghg MEigrLC S8 M VXML HHE 25 X
&5t o =Z ghct

Hostname: * lm-'pa

Description: [

Enable secure communication with the ﬂm&

9. regedit WA ASELICH

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ OPSConsol eSer ver\ Par anet er s\ Java.

ntof ChEE F7tstn M ELIcH

-Dj avax. net.ssl.trust Store=C:\ G sco\ CVP\ conf\security\.keystore -
D avax. net. ssl . trust St or ePasswor d= - D] avax. net.ssl.trust StoreType=JCEK

<| " | >

Cte& &elRiuic

OAMP MEH0I X CVP Callserver, VXML AH{ ! Reporting A1 tH% 17245104 o|O|E{H|O|A MF &
H(ED M) == OAMPUIM Callivxml/E21 MHZ =2 K& L iz stHLE AMsHE BHede
S=ELict.

= e e

24&l o] Hm|Tgoldol A8 E + U B X iE HE 7 ei&Lict
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