SE2E8 3 HHoM #E 7| #el 714

1

|

AT 2T ALEt
T A
N8EE TH A

H7=i AH
o oL

SED Ez}o|E

T

Z2lo|¢E 7HQ! 7| B! S2I0|¢E QIS M OHET|
CIMCHIM KMIP MH{ &

|_—_|.°2 9__|I-O|ol-|_|[_—_|.

=X a4
Bl Me
A7H

Ir

o] EMoiME SEIE = M| KMIP(Key Management Interoperability Protocol) 71T 22| O[A404|
CHaH AR gLt

ME T NE
27T A

Ctg FHoll Cist X|Alg ERetn U™ S ELICH
- CIMC(Cisco Integrated Management Controller)

. XAl ¢ 381 =20|=(SED)
. KMIP

ABEIE 7E 24

Ol EMe| HE = Chg 2ZEY o A stESo{ HHE 7[8te = FLCH

HO

. UCSC-C220-M4S, CIMC EHHZ1: 4.1(1AlZh)

. SED E2to|=

. 800GB 2E{Z 2}0|= A5 SAS SED SSD(10 FWPD) - MTFDJAKS80OMBS

. E2lo|E B & ID: UCS-SD800GBEK9

. 22UA: Oz

. 2 &: S650DC-800FIPS

. MEI}tE| 7| 2|k 2 M Vormetric
Ol BEMol HEE EY & 39| C|HIO|AE ECHE RHEEIRELICEH ol EAM0 A E 2 & ClHt
OlA= Z7IsHEI(Z|8) HI|ado|/Me 2 AI’“EI%QLIEP HA HESII &S 5 d* 2E



B30 YL WHS 0l £ KIskAl7| BHELIC

HiE EE

KMIPE 7| 2| MBI &S5t 7|18 Z55H7] I8t HIAIX| EAlg Holste & 7Isst sS4l
ZEZQLICE et g53 7| 22|17 ZtASIE|2 2 |0l ¢ 3H7F 80|&FLCt.

SED Ez}jo|=

SEDE 8lE C|A3 =2}0|=(HDD) = SSD(Solid-State Drive)2, E2+0|=0i & 53} 5|27} LY
& Elof gl&UiCk. DICjolol 7|28l 2E Clo|EIS R et g=3tetn, B3 sixlg 22 Ol

AAEH

010l ¢i2 2 E HIO|EE FFstH sisE LIt

3} 7| XF&|= SED stEQo{o] ¥9|2 Hlo{Ltk| temz oS Bl ZZHo 2 EE] oF

ok

SEDO{| A &
HMghuct.

SED EZIO|H 3 E=:

Power ON: SED remains

Power OFF: SED Locks
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1. 2048H|E RSA 7| BtSL|Ct.

openssl genrsa —out client_private. pem 2048
2. 0|00 Hdet 7|2 KAl ME IBEME ddgfLict

openssl req -new -x509 -key client_private. pem-out client.pem-days 365
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https://supportportal.gemalto.com/csm?id=kb_article_view&sys_kb_id=be3992d74f193e40873b69d18110c79a
https://supportportal.thalesgroup.com/csm?id=kb_article_view&sys_kb_id=d9a20a06374c4f08cc47261953990e64&sysparm_article=KB0016089

Enable Secure Key Managemeni:

KMIP Servers

10 IP Address Port Timeout

[] 10.104 253 26 || 5696 5
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v KMIF Root CA Certificate * KMIF Client Certificate
Server Root CA Cenificate:  Available Client Certificate: Jhot Avadable
Download Status:  MONE Download Status:  NONE
Download Progress: 0 Dowmload Progress: 0
Export S1aws:  COMPLETED Expont Stams:  COMPLETED

Exponm Progress: 104 Expon Progress: 100

* KMIF Login Detalls * KMIP Client Private Key

Use KMIF Login: Client Private Key:

Legin nama to KMIP Server: Download Status:  HONE
Password 1o KMIP Server  sssss

Change Password:

Download Progress: 0
— Enpost Status:  COMBLETED
Expon Progress: 100
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Networking(L4| £ 2/Z)) > Modular Raid Controller(Z & & Raid Z1E &24) > Controller Info(ZAEEH
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Controdler Security:  Disabled

Koy Managemen: |:l: Ramatn Ky Managoman | O

ClS= &elgLct.

T 40| SHIEA ESsH=X| #lsteiH o] MME &5t
CLIG|M ZAL|aeolMde &elg &= gLch.
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C-Series-12# scope kmp C Series-12 /knip # show detail Enabled: yes
2.1P T4, ZE LU Alzt Metg BfelgtLct,

C-Series-12 /km p # show km p-server Server nunber Server donain nane or |P address Port Ti meout
————————————————————————————————————————————————————————— 1 10.104.253.26 5696 5 2 5696 5

3. BME AMEE = U=KI FHAFLICH

C-Series-12 /km p # show kmip-client-certificate KMP Cient Certificate Available: 1 C Series-
12 /km p # show km p-client-private-key KMP Client Private Key Available: 1 CSeries-12 /kmp #
show km p-root-ca-certificate KMP Root CA Certificate Available: 1

4. EOQI NMF HEE EelgLct

C-Series-12 /kmp # show km p-login Use KM P Login Login nane to KM P server Password to KM P
= A e R I P nQo **xx*x*

5. 442 EHIAEFLICH

C-Series-12 /kmp # CSeries-12 /km p # scope km p-server 1 C Series-12 /km p/km p-server #
test-connectivity Result of test-connectivity: query on km p-server run successfully!
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https://nmap.org/download.htmland
/content/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/4_0/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_40/b_Cisco_UCS_C-Series_CLI_Configuration_Guide_40_chapter_01010.html#concept_E8C37FA4A71F4C8F8E1B9B94305AD844
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