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« Cisco UCCX(Unified Contact Center Express) & 2|4 11.6 EE= Cisco Unified Contact
Center Enterprise 2 2|4 11.6 E£= PCCE(Packaged Contact Center Enterprise) 2 2|A
11.60] s ELICE.

N #3: ol 2ME Cisco Id(Identify Service) & IdP(Identity Provider)2t Z24El 1S &= &L
Ct Ol 2EME A3 24kt ool A UCCXE a‘;.zsémm Cisco Id
Service(UCCX/UCCE/PCCE) 2! [dPS} 23Tl A4S QAFEHLICH
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Big-IP & AFO|E0{ A Virtual Edition O|0|X|& CI2 2E8t11 OVAE F575l01 A MX[El
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System »

£ - Configuration

Current Resource Allocation

Disk (87G8)
Memary (3.BG8)

| Required Memorty (MB)

[ Management MGMT)

[0 Carrier Graca NAT (CGNAT)

] Local Traffic (LTM)

[l Application Security (ASM)

W Fraud Protocton Sarvica (FPS)

[l Glosal Traffic (DNS)

[l Link Controber (LC)

1 Access Polcy (APM)

[ Application Visibility and Roporting (AVR)
Il Poicy Enforcoment (PEM)

[l Advanced Firowall (APM)

[ Application Acceleration Manager {AAN)
Bl Sexure Web Gateway (SWG)

[l iRules Language Extonsions (RusosLX)
|l URLDA Minimal (URLDB)

[l 0OCS Protaction [DOS)

C

3

E

g

2

gﬂ‘;ss’fégié

C

oo | Subemit|

- Network -> VLANs(LIE /3 -> VLAN)OI A A VLAN 284



| ONLINE [ACTIVE)
fs | standalona
L -

I r About ! Matwork » VLANS : VLAN List 5 sctarnal

Ea— Siatistics o I Ly atic Forwarding Table
Cigd eee
General Properties

E] Wizards Marme | axtamal

Partition / Path | Commen

DNS |

@ Dascription |
ﬁ SSL Orchestrator Tag 4083
(79 Local Traffic Roscurm
Interface:| 1.2 4

T Traffic Intelligence
- Tagging: | Select.. 2

Interfaces 1.1 (umtagged)
7 Access

g Device Management

@ Network

Interfacas

. _Edit|_Delats |

Cenfiguration: | Basic :
Source Chack
MTL 1500

Routes

Self IPs =
Auto Last Default 3
Packat Filters i L )

Trunks sFlow

Tunnels Polling Interval | Default 2 | Defauit Value: 10 seconds
Roufa Damains |

Sampling Rate [ Default 2| Defaull Value: 2046 packets
VLANS -

Senvica Polickes Update | Cancel | Delete |
Network Security

Class of Service

ARP

IPsac
WCCP
DMS Resolvers

Rate Shaping

[F¥] System

« Network -> Self IPs(LIEQ|T -> A= |P)o{M IdPOl AL Z|= IPOIl CHEE Af &5 MM



Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy | None ¢|

Update | Cancel | Delete |
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« Access -> Profile/Policies -> Access profiles( Ml A -> ZENM =
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General Properties

Partition / Path

Prafile Type
Profile Scope

Settings

Inaciivity Timecut
Access Policy Timeout
Maximum Session Timeout
WMMFBJM

Maximurm Authentication Failure
Delay

Max Concurrent Lisars

Max Sessions Per User

Max In Progress Sessions Per
Client IP

Restrict 1o Single Client 1P

Use HTTP Status 503 for Error
Fages

128

Configurations

Lagout URI Include

Logout URI Timeout
Microsoft Exchange

User [dentification Methad

OAwth Profile ﬂ

URI

5

Naone N
Mona &

Language Settings

Additional Languages

|

« 7t M BHEZ

[ Afar (aa)

Faciory Buillin Languages

English (en)

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
| French (fr)



General Properties

Name Idp_Test
Partition / Path Common

Description

Type Standard -

Source Address 0.0.0.0/0

Destination Address/Mask 10.78.93.62

Sonica P e

Notify Status to Virtual Address | |+

Availability [@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet
Syncookie Status Off

s

Configuration:




Selected Avallabla
(IComman ICommon
clirtssl = dligntssl-nsecung-compatibhs
SSL Profile (Client) B | e aa
i‘ cryplo-server-default-cliantssl
splitsession-defaull-clientss]
Selecied Available
(ICommon ICommon
s servarss| o apm-default-sarsarssl
g9t Frote _I crypto-client-default-serverssl
32| | pecip-default-serverss!
servarssl-insacure-compatible
SMTPS Prafile | Mona &
Chent LDAP Profila Nona &
Sarver LDAP Profile | None g
SMTP Profile | None =
VLAN and Tunnel Traffic AllVLANs and Tunnels g]
Source Address Translation "None &
Content Rewrite
Rewrite Profile ﬂ Nona ¢J
HTML Profile M
Access Palicy
Access Profile prefileLDAP -
Connectivity Profile :-l Nong &
Per-Requost Policy " None &)
VDI Profile Nang &
Application Tunnels (Java & Par-
App VPN Enablad
OAM Support | Enabled
PingAccess Prafile [ None #)
Acceleration
Rate Class Mone &
OnaConnact Profile Mona &
NTLM Conn Pool | None ¢
HTTP Compression Profile None =:
Wab Acceleration Profila Nona :
HTTR/Z Profile " None &)
_Update | Delete |

- Access -> Authentication -> Active Directory OF20i| AD(Active Directory) M|
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Accass » Authentication » adfs

s ~ Properties

Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Name ICommon/pool
IP Address:
Hostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers

Edit | Delete |
Server Pool Monitor I: none #:I
Admin Name Administrator
Admin Password R
Veerify Admin Password —
Group Cache Lifetime 30 Days _Clear Cache |
Fhesmnd Seciiity Stlecticacha] 49 Days _Clear Cache |
Earbarqs Preauthentication [ None N
ncryption Type \ )
Timeout 15 seconds
Update | Delete |

« Access(YM|A) -> Federation(HEH2i| 0| M) -> SAML Identity Provider(SAML ID 3 ZXt) ->

1 Aral 1IAD Camsicracl/ 2 T4 1AD AHHIANO A AH 1IAD MHHIAE OFE ) ITL



1EHA|. vid S HEELICE.

O|&: uid

7t X|: %{session.ldap.last.attr.sAMAccountName}
2E+A|. user_principal £ MAdErLICtH

O|&: ArSAt_AHHE
7t X|: %{session.ldap.last.attr.userPrincipalName}

| Edit IdP Service Z

& General Settings

Signing Key :
& SAML Profiles {Common/default.key v
4" Endpoint Settings
& Assertion Settings Signing Certificate :
" SAML Attributes /Common/default.crt v

- Security Settings

[ ok | cancel |

N &7 1dP MEIATH M AIE|IH Access -> Federation -> SAML Identity Provider -> Local IdP
Servicesol| A Export Metadata(HIEFH|O|E{ LHE LHZ|) BHHE D} &4 HIEICIO|E{E CIRZEE
T UE FMO0| J&Lct

SAML(Security Assertion Markup Language) 244
SAML Z|AaA

« Access -> Federation -> SAML Resources= 0|&3t04 O|T0]| 248t IdP AMH|A QL HAZAE
saml 2|AAE MAMEL|CH



Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop [ | Enable
Configuration
SSO Configuration L smart-86-idpservice ¢_)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

p
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« Access -> Webtops 0l A webtop2 EHELIC}H



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled

Show a warning message when

the webtop window close | eselice

Show URL Entry Field « Enabled

Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |

Update | Delete |

 O|Tol| et Mo 2 0|F st edit(+d) B3 E =T LICH



Access » Profiles / Policies : Ac

Access Profiles

2 - Per-Reques

Sears Create._| import..|
¥/ ~| Status |~ Access Profie Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | virtual Servers | < partion  Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
o L Name Al = Export... Copy.. default-log-setting Common

L Smart-86-AccessProfile LTM-APM Export.. Copy... default-log-setting Common
m Tost $50 default-log-setting Common
L access All (none) (none)  (none) Common
o L profile2 SSL-VPN D Edit... Export... Copy... default-log-setting Common
L profile3 LTM-APM B8 Edit... Export... Copy... default-log-setting Common
L profileLDAP Al o Edit.. Export.. Copy.. defaultlog-setting IdP Common
Idp_Test
Delete... | Apply |
- 7hA A TEY|7E QR

s
Access Policy: /Common/profileLDAP

Edit Endings| (Endings: Allow, Deny [default])

X
I:Sﬂrt] fallback+ |! on Page Fallback+_”_

¥
Successful +-n- AD Que fallback i

e |

fallback

fallback _
"

]
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ﬁ

]'Properties]_rBranch Rules\]

Name: |AD Auth |

Active Directory

Type ( Authentication 4 |
Server [ /Common/adfs % |
Cross Domain Support Disabled %
Complexity check for Password - a

Reset Disabled %

Show Extended Error Disabled §

Max Logon Attempts Allowed

Max Password Reset Attempts

e (4

3CHAH. AD &l 2

k>
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X0}
ro
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>
oy

Q
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r
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|

| [[Properties | [ Branch Rules |

Name: [AD Query

Active Directory

Type Query v

Server fCommony/adfs 3

sAMAccountName=%{session.logon.|ast.username}
SearchFilter
p

Fetch Primary Group Disabled %

Cross Domain Support Disabled %

Fetch Nested Groups Disabled %

Complexity check for Password Disabled *

Max Password Reset Attempts 34

Allowed o

Prompt user to change password a

before expiration nore o]

Add new entry | Insert Before: | 1 4
Required Attributes (optional)

1 [en ] =
2 |displayName | [a] [ [x]
3 |distinguishedName | (] (=[xl
4 ldn | [ [=]1x]
i |Emplu'|.reeID ] ] [=] ]
6 [givenName | (] (=] [
7 [homeMDB | (] (=1 [l
8 [mail | &l [l

Cancel | save | Help|

- saml| 2|A A2} 0|70 X A48t webtopS @12

L|C.



Inst

meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment

Add new entry |

Expressmn Empty hang
SAML: [Common/ids_pipeline, /Common/smart-86- samlresource

Webtop: /Common/Smart-86-Webtop

Add/Delete
MH|A S ZAHSP) HIEHH O|E{ &t
« System -> Certificate Management -> Traffic ManagementZ £3f Id2| 2|5 ME Big-IPZ &
=X &l

SEoz 7tXSLCt.
215 A7} BEGIN CERTIFICATE 2! END CERTIFICATE Ef2 F4E|0] @

S

gnk
FLCH.

ok >k



General Properties

Name
Partition / Path
Certificate Subject(s)

Certificate Properties
Public Key Type
Public Key Size
Expires
Version

Serial Number

Subject

|ssuer
Email

Subject Alternative Name

Import... | Export... | Delete |

 Access -> Federation -> SAML
spxmioiA A 22 ot

o 12 L-H-

* Access -> Federation -> SAML

smart88crt.crt
Common

smart-88.cisco.com

RSA

2048 bits

Nov 17 2019 21:10:10 GMT
3

915349505

Common Name: smart-88.cisco.com
Organization:

Division:

Locality:

State Or Province:

Country:
Self

Identity Provider -> External SP Connectors Of2H 01| A
L|C}.

Identity Provider -> Local IdP Services2| IdP AH|A0f SP 74

HE{E diQIEErLCE
Ct=2 = elehct.
XY o] ™ol AHE 7tsE &l "Rl elgLt
=X siZ
CAC(Common Access Card) 2!5 Almj
CAC A& X0l CHalf SSO @15 0| A B2 UCCX ids.logE 2 2l5

[0 SAML Attributes(SAML



A7 M2 MM E|Qi= x| & olgtict,

2R SAML @R 7t L MgfLICH of & S0{ 0] 23 A0l A
2 1dPoll T4 EIx| eeLict,

AL|ago|lM EX7F Q=
user_principal SAML §
YYYY-MM-DD hh:mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59] 25

com.cisco.ccbu.ids [dSSAMLAsyncServiet.java465 - E4 WO A AME &~ &L|Ct AL XL _AIH
YYYY-MM-DD hh:mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59] 2 &

com.cisco.ccbu.ids IdSSAMLAsyncServlet.java: 298 - com.sun.identity.saml.common.SAM L Exception 0| 2| 2 I3}
SAML 8% M2|7} A ELCt saml SEOIM user_principal& AME = 1S L CL
com.cisco.ccbu.ids.auth.api.|dSSAM L AsyncServlet.getAttributeFromAttributesM ap(l ASSAM L AsyncServiet.java:466) O
M

com.cisco.ccbu.ids.auth.api.|dSSAML AsyncServl et. processSaml PostResponse(l dASSAM L AsyncServiet.java: 263) 04| A

com.cisco.ccbu.ids.auth.api.|dSSAM L AsyncServlet.processl dSEndPointRequest(IdSSAM L AsyncServlet.java: 176) 0| A
com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(ldSEndPoint.java: 269)

at java.util.concurrent. ThreadPool Executor.runWorker(ThreadPool Executor.java: 1145)

at java.util.concurrent. ThreadPool Executor$Worker.run(ThreadPool Executor.java:615)

at javalang.Thread.run(Thread.java: 745)
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http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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