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2] FRloll Chet KEMIEH LIS Cisco 712 &l B7| RIS HESHAIAIR.

etol X ! 4

e B2 97 Al Z0tet

rk

FAE 2XE LEHE & &L

. 20| d™HE F 2&2(120%)0tCH 87 Zo{EILICHO| @12 #7[= YEHXo = 120 9| 7|&
25 Alzt AMgt(idle-timeout)O| E4A3tE|n QoM E0|22 Ecf= Mol Mo|x|X| ek HLE
ClE{mo| A0 4B &|X| et &LICt.dialer in-band A2 QIE{H| O|AMM 7|2 | F Algh AE
120 £ &35} K| 0] ZE2 show running-configuration £230d| L}EFLFX| S &LICH 7| £
idle-timeout® EA|E|X| 2t O 2 120% 40| 2 TIEE|= A7t B&LCH

. 9440| - E F o x2otct 347t Zo{ &L 0| 914 &#7|= LA o= CHo|dH idle-
timeout BB E ALE501 R F AlZt MEtE #HSHX|E B0I22 EciE Moz HolE[X| i
7Lt QlE{m|O|A0f M E[X| et &LICEH

. 87t Bztof ZZLICHole ¥ 2 Cho|de] 7 Alzt Mgt 2t2 &t HLE Aol EefE
HolMEY &= JU&Lct

. S8lo| HZ0| BIIXK| &&LICHOlE =28 ECf= Mo|o &7 =2 Clo|de] §F Alzh AMgt

o2 Qlall ¢l +~ &L

& Alek Mgt

key idle timeout &2 async, group-async, ISDN & CtO|d2{ QIE{mo|A 0 CHEH RQIE{H O|A ZA
|y o] BRIQI Co|Ye idle-timeout JILICH (7HAF HMA QIE{H|O|AMM AFRElE EECHE &
Mo 2 A El= BHO| ppp timeout idle O] EA{2| L& 5d0{Hf LICt.ppp timeout idledd| CH
Bt XtMIEH LH2 2 PPP Per-User Timeouts 2AME & X5 AAIL.

Cto|de idle-timeout {x} B2 Cto|ded X|3H QAEHO|A0M 2 EE = U&LICLRF FIREE
40| SRE7| Mol 7 LEIZ US & U= AlZH(E)E Mo LICHIIRE = 2tRE{T "2
A= EciE"'ez HESE Ao et MHEEE[AHL 72 ECH2 ELUCH EfRE7H S0|Z22 EeiE
(dialer-listoll Ho|El CH2)S Y745t 77 EIO|IHE A HYstHLE RF EIOIHe| ZI2ET A%
SEELICHEO|H 7} ool =B 6t S&t 7t Zo{&iLCt

CHS2 o] BPol chall F2lshor & H 7HR| At Lt

. 0| BHE2 Cto|bEHE X|Hste QIEE O|AN B MEF = J&LCt7|BEMoE ZE ISDN ¢!
E{1| 0| A(BRI[Basic Rate Interface] 2! PRI[Primary Rate Interface])= C}O|UEHE X|HE =2
24 glo| o] BHEZ F7IE £ &Lt

. HIS 7| QIE{H| 0| A (0d: interface async x EE £ interface group-async x)= 7|28 2 Z C}0o|d2
E X|5tK| et&LICt.Cro|de] QIEHE (in-band) B 1245104 CHO|UHE XIS TS OHE
O{ofF BHLICH 7t EIZE3(L HEkA] 7HA HAM|A QIE{H| 0|A)E CHO|¥Eq 7|50| ot ZQRIE
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E ZQIE MBLIChIEtM | F Alzh MEt = o
Software Version 12.2(4)TE A&35tx| ofom o] H

. HIS 7| QIE{H| 0| A 01| M dialer in-band &S &4
= A&LCh

. Cto|deq x4 QIE{m|O|A(F, Cto| ] QIHH = (dialer in-band) AF& Al ISDN EE£ HIS 7])0i| A
7|18 |SF AZHAEH2 120X (28 )LICH CHE |7 AlZH A 2o 2 B Cho|d 2 idle-
timeout2 BA|IMo 2 7L H35IX| b= & 7220l AFSELICH & T 7|& idle-timeout2 7|24
o|22 ZAn|aao|Mol EAIZ|X| & LICHIEH O|AMAM R5F AlZt MEto| M8E|l=X| &2l
5t24™H show dialer HH S AL &rLIC}.

ALEXRVE HAE BES MENE K| @122 X[ = UL F 5t24™ dialer idle-timeout 0
H2S A ELIC}.Cisco I0S Software Release 12.1(3)Toll Clo|(d 3 f#F Algt Z=2toi| CHst
M2 SMo| T lx|o] ol AlZt Mgt M ELct.
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DDR(Dial-on-Demand Routing)2 At&35tH 2 & E2iZ 0| Z0|IEH 2 F /7Lt MoIiA 27 E
Lict.E2i=lo| E0|22 A< 2hRE{7t T/ojol dZELICH EBi=Z0| EO0IEX| o™ &5t
Z|X| ef&Lich.aBdLt o|0| HAAE ddol B2 E0|22 ECiEo| 87t CHELICL | & AlZH A
B2 CHA| 2ICHZt S 2 MM st= o AL ElLICHdialer idle-timeout HEO 2 T Ad). 947

™ 2 F EtO|H7t ZAFLICHEIRE7L BOI22 EciE Holot Ux|ste WIS £4I5tH {7 E
O|H7} CHA| ZICHZt o = KA ELICH,

0|2 7t 5= EPT2 dialer-list {n} W22 2Y Zim|aai|olM 2E)oi ofs HolELict. 047
M n}2(c) lE{H|0|A Zm|s|o|4d of2iel Cto|de] & {n} BB E 2| HE ot UXIEfLICE
20|22 EFTe Holste Yol £ 7hX[7}F Q& LIch ZHEFSE B (dialer-list EEH AFR)2
MM Z2EZ(04: IP E X)2 A UHL A e Do 2 XIHELICh L MEsHE &0
22 o)z o2 MEaot s B0l HTTP EiZe B0|2 S Xl 9y Egjmle 12kl o
2 7B 2) dialer-list H&E access-list} &7 ALl oF &rL|C}.
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ISDN AFSXHQIE{H| 0|A Clo|deq X SHE)

F7F Azt MEtE MB# K| 042 0f 2-H|gi0| CHo|d2{ RIE{m| 0| A0f A dialer-group 2! dialer-list &
Ho| Zegr|ctEest Mg U X|5t2d™ cto|deq RQUE{H 0| A M| M dialer-group 2! dialer-list &
0| ZHRELICE Ol QT AFE2 ISDN AFE X0 A2 MEE|H HIS 7| A8 A & 2 & HIS 7| QIF
Ho|Aol CHai M= MEE|X| pf&LCt.

LF A7t XMgtE MEste{H Cto|ded QleHE 4 C}o|Y D idle-timeout BEE S F7H&L|ct Lt
Ctolded ‘&lﬂiEﬂ c'>' AR CHold e %# - AlZH FEto| MHEIX| 2 % Z< ISDN ALEX}2
& Al AME2 Z7IBMoR 28202 AYELICH

ISDN AtEX}7t A4S BEE MEE K| A2 E | X|5tEH dialer idle-timeout 0 & 4% AS
gLIC}.Cisco 10S Software Release 12.1(3)T0i| CtO|2q /& AlZh Z3bof CHist M2 S M0l =&
Eierd Fetoiol Alzh AMBtE d™ELICEH

ISDN A XHQIE{H|0]A BRI x & QIE{H|0|A Serial x:2301 &)

£ Z2/M ISDN QIEHo|AE 7|EHO =R DDROI ggst|of &Lt &, Cho|de] eIfH= Tt
s °IE+u1I0|/\01IH o|0| & dstz|of U&LICHRF AlZH Mgte M&35te{™ CHo| 2 idle-
timeout €& F7IELICt 124Ut Clo|¥E] Q “_HC7P TFHE|AX|2H CHO| Y idle-timeoutO| 74
Z|X| et B2 ISDN ALSALL| 7% AlZt MEH2 7|2Mo 2 2802 MM ELCEH

idle-timeout2 M3 & X| 04—?‘—01| 4".;*74|8i0| S QE{H 0| A0 M= dialer-group %! dialer-list E230|
Legtichest AE U X|6t2{H QIE{H 0| A0 A dialer-group 2! dialer-list B 0| 2 &L
lZP.OI QLT MES2 HIST APQXP 2 O & HIS7| QIE{H O|A 7} OF=l ISDN AFS RHO| A2t M EL
Ct.

ISDN AFZ A7 A E BEE MElE 77 K| @122 = X|5tEd™ dialer idle-timeout 0 & 4% ALE

grLCt.Cisco 10S Software Release 12.1(3)T0ll CtO|¥2{ & AlZt Z3tol| Cist M2 S4M0| =&
EI%QEH Fetoiol AlZh MEtS - ELIc

HIS7| A-SXHQIE{H 0|A T &-H|&7| X i)

HIS 7| ALEXtol| CHEF R F AlZt MIEt2 A& 3t24™ group-async QIE{H O|ANM CHS BHEZ 7+
ot
= .

- Choldq Qe

. Cto|dE] /%% Algh =3t
Chold O &
g Mst A7 SE T ERELICH dialer-group ! dialer-list 22 group-async Q1E{H 0] A0 A

S0lz2 EciEE x|EELict

HISZ| MEXte| 22 SO|IZ22 EBfE2 /7 AlZt MEhe MdYsi= olet AEELICHLE0|IZR
Ez{=o ’SP-IEIXI E.IS a2, MEX7F B3 9| ERiEE I stEX| 0470 27[Q10| CHolYHE 7

7 A MEh (7122t 120X)0| B2 El & 40| Zo{ZLICH B0|22 EcfE HelE Sl
NAS(Network Access Server)= O|248t THZ! 2 2145101 R/ AlZt AMEt2 A ol'EE EIx4st
75 37 US WEF ALSRte| AZEE #E&LICH

o & E04 HTTP(-.‘-’;.) c=E E0/E7 st= SOI2R2 ECiEE =ded = U&LICLo|E{E B¢
AERE7H300x SOH(E= XIEE CHo|HE] 7% AlZH 1) HS HMSHX| oo™ 40| Zoid
LICHAFE R} 2] EEH‘E! ool et 022 ECiE S FEELUCH



HISZ| MEXI7F AZAES st =S M= S [77HX] 2
of ZAIE cHZ O & HIS7| QBH 0[A0AM CHE BHEE M7 L/C

. Cto|dE lE

. Cto|dE] /%% Algh =3t

. Clo|ed] O &
Cto|d2] idle-timeout 0 WHEE At&3to RF AlZt AMgt2 FECHE MY = U&LICHCisco
|OS Software Release 12.1(3)T0l| CtO|¥Eq § & Alzt Zotof CiEt M2 SMo| T EIien F5
CHO| AlZt AMIBtE M ELct

& Al M S E0|22 ECiE

Ol Mol BHLEIIM R5 AlZH AEH U S0|22 SRS TAIsHE Wol Tl AHErLIC
CHe3 22 2E DDR X|2 eIETolA0] Ol FAE MEBE + QIALICE

interface BRI

interface async x
interface dialer x
interface group-async x
interface serial x:23

AAA(Authentication, Authorization, and Accounting) ME{E AI&3510{ ALS X AlZt AM|etE NS E
= UESLICHAMIE LIS 2 PPP ALS A AlZt =0t BEME &

M Zdu|3ef ol

g #maBolM MEos 0|22 E24T ol ZHEHE Bo|7h T aE|of &LICHOl S ool
= 2E P EMNES S0IEH RIMELCH

interface BRI 0/0

ip address 10.1.1.1 255.255.255.0
no i p directed-broadcast
encapsul ati on ppp

dialer idle-timout 900!--- Idle-timeout is set at 900 seconds (15 minutes) dialer-group 1 !/---
Apply interesting traffic definition from dialer-list 1 isdn sw tch-type basic-5ess no cdp
enabl e ppp authentication chap ! dialer-list 1 protocol ip permt !--- Designate all IP traffic

as interesting. This definition was applied to BRIO/0 using dialer-group 1. Note that the
dialer-1list and dialer-group numbers match

o] Am|T20|M2 HZEE 900X (158) Oy #'d JEiZ RX|5tT IP ESfZ0| o= HF2=2E
(7I22hHE Sall R F Alzh MEHS 900X 2 ChAl RHMHE & I 5 ghLchitztd 1P E2{Z0] o
LYToRE 158 S U DIX| of2 2 /7 AlZ MEHo| B2 E|of Bt E{7H 2[Mo| HAS
BELt

#1: 0| DDR %'3% Sofl 2t Z2EES M5t GU| Egf=Eo| B3 8 FUIE RAIFLIC
MEtM 2lo] ZAIE S0|22 ECiE Hols 2t ZR2EZ(EE I ¥ol F71M EafH)o| A

e g3oes HEEX| e

HMA 22 A

Olo

CtZ o= 8388 41511 inbound 7| E 2 CHO|YE idle-timeout B2 & A3l 5 BRI(Basic
Rate Interface) QIE{H|O|AT} /U= BHREE E0o{ELICHO| BHE2 Clo|YH S |2 2= QHIR


http://www.cisco.com/warp/customer/131/8.html

E EZ{EE 5183504 Cto|UE R F EIO|HE MAE™ELICH0{7|M= ZE 802/ TCP E2{T
(HTTP ECHE)Dt S F AlZt MEH2 CHAl 102(600%)2 2 AHAHE = QU&LICH [MEtAM 2T AL
At7F 102 St WS 3otEX| fom™ 40| Zo{FLICH.

ISDN QIE{HO|A A

interface BRI 0/0

ip address 10.1.1.1 255.255.255.0

no i p directed-broadcast

encapsul ation ppp

dialer idle-timeout 600 inbound

!--- Idle timeout is 600 seconds. Only inbound interesting traffic will reset the idle timeout
dialer-group 1

!--- Apply the interesting traffic defintion from dialer-1ist 1 peer default ip address poo
dialin isdn switch-type basic-5ess no cdp enabl e ppp authentication chap ! access-list 101
permit tcp any any eq 80

!--- Permit tcp port 80 (http) from any host to any other host access-list 101 deny ip any any
!--- All other IP traffic is uninteresting dialer-list 1 protocol ip list 101

!--- Use list 101 for granular interesting traffic definition ip |ocal pool dialin 10.1.1.2
10.1.1.254

HIS7[ RIE{H O|A AHE

HIS 7| QIE{H|0|AE 7|2X o2 DDRO| &4d5t5|X| oto =2 Clo|Ye] CH LHE At25HH
DDRO| &/ d3sl&L|Ct.

Interface group-async 1

i p unnunbered ethernet 0O

no i p directed-broadcast

encapsul ati on ppp

dialer in-band

dialer idle-timeout 600

dialer-group 1

peer default ip address pool dialin

no cdp enabl e

ppp aut hentication chap

1

access-list 101 permit tcp any any eq 80
access-list 101 deny ip any any

I -—— Access-1ists have an implicit deny. However, we are explicitly denying IP here for clarity.
dialer-list 1 protocol ip list 101

ip local pool dialin 10.1.1.2 10.1.1.254

7 AlZk MBE 714

Cisco 10S Software Release 12. 2(4)T 0| Mo M= Cto|ded7t &3t &l QIE{H oA 0 SO
2 Ezf=lof EHOH)\‘I':'P CtO|HEd % EtOIHE MATE < QIA&GLICHO: Choldd Qe &

HE A28 BRI, PRI & group-async). 7H4 EIZ 2! QIE{H|[0|A 0| IZE AFEXIAH £ F A|7+ A
&f% M8 s ‘B;I'QL—IEF.

Cisco |0S Software Release 12.2(4)T2| Customer Profile Idle Timer Enhancements for Interest
Traffic 7|52 7Ha AMA(M ) QLEIHO|AE AHESt T PPP &7 EIO|H HIHLIES AHESt=
VPDN(VirtuaI Access Dialup Network) M0 CHsH | F EOIH EXME siEste ME2 BHE 2
7ls& MSELch.

£ Al |2t #ol



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t4/ftprfidl.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t4/ftprfidl.htm

75 Az ME S5 2 #elstn ERlE ot O S HHE LI

0jo

1. show user BHS A& 35101 S3t71 HEEIR=K| =QlghLct.

2. show caller timeout, show dialer 2! show caller AF& XIS AI&35l04 RF AlZH A|EtHO|
QIE{H O|A N SHIZ A Y E[}=X| 2 QIFLICHshow BHES o 1 A&5tH 44 27|
Alzto| EtEELICt

3. 23 E &S5l 24 e ECiZ(dialer-list x2 Ho|)2 AR EHLICH AR SOl ZAm|ago|lME &
Rl5to EO|22 EofZ Holg &elatoF #LiCt

4. show caller timeout, show dialer & show caller user® CIA| &&i5t0{ & AlZH AMIBto| RfA
HE|REX| EHIFLICHO| BA7t ¢ MEHX| fom E0|22 ECNEO| M2 Holx|X| &£
Lt(dialer-list AtE), IE{H O] A0 M E|X| &f 2 Z<(dialer-group AHE)

KF Mzt AHE SEE Elste o AH8 Ll B2 st Z&Lch

. show caller timeout - A x| MCH & FF AlZH M AlZH ATt 2 Q5] AFEAES| @4Z40|
7171 x| A2le AlZtE EAIELICEH

. show dialer [interface type number] - DDRE2 2 7 A El QIE{m| 0| Ao0f CHEt Lt ZIE HMEE
E AIEL|ct.cto|deq{7t Mo 2 2S5 Cho|ded & Ef7t HIo|H @3 AE up HA|IX[LICH
Zc™ Bo]o7t Y= EAIEH 22l Z2EZ 0| ME|R K2 NCP(Network Control
Protocol)7F L}EFLEX| E4k =2 o|O|FLICHClO| P RIS AIZHE T3l AA S CHA AT CH
0| O &0l EAIE/LICHES ol BHE2 EtO|HO| Zm[adi ol & A AlZh ZIkX|2f Al
2t EAIELICE,

- show caller user username detail - X|SE IP 4, PPP & PPP HE D7+ & §
of CHEt OH7HEH~E EAIRFLICHAIE Q1 HHT 2| Cisco 10S 2 Z EQ0{7t O] BHEE
ot= 732 show user HHEE AL EL|CH

e

ISDN E3}o| ZA2

Ct

=
=
L=

52 Cto|Y 2] rotary-group 1 B2 A& 504 QIE{H 0|A CHO|MEq 101 24Z2E BRI QIE{H|O|A
ArEste =4l & 2t E{Q] | o[ LI eIE{H0|A Co|Y¥dEd 12 B Ctoldeq gk
(dialer in-band)& At&35t04 DDRO| & &stEICHE Holl felstdlAlL.

interface BRIO
description 96665500
no i p address
encapsul ati on ppp
no i p route-cache
no i p nroute-cache
dialer rotary-group 1
dialer-group 1
i sdn switch-type basic-5ess
no cdp enabl e
ppp aut hentication pap
|
interface Dialerl
ip address 10.1.1.1 255.255.255.0
encapsul ati on ppp
no i p route-cache
no i p nroute-cache
dialer in-band
dialer idle-timeout 600
dialer-group 1
peer default ip address pool dialin



no cdp enabl e

ppp authentication chap callin
ppp chap hostname cisco

ppp chap password 7 <del et ed>

ip local pool dialin 10.1.1.2 10.1.1.255

dialer-1list 1 protocol list 101

access-list 101 permit icmp any any

access-list 101 permit tcp any any eq 80

access-list 101 deny ip any any

!-—- Only http traffic and icmp traffic are interesting !

o;
T

AlZt Mgt #fQlste{™ Chs HAHIE s>E L/t

1. 837t AZBEIU=X] ERIELICHshow user BEE AHE35H0{ ALE X7 (A E[0f JI=X] el

 —
g 4 &LIcholE EH Cha D Z AL
i sdn2- 4#show user
Li ne User Host(s) Idle Locati on
* 2 vty 0 idle 00: 00: 00 172.22.88.109
Interface User Mbde Idle Peer Address
BRO: 1 Preet Sync PPP 00:00:51 PPP: 10.1.1.2

7 AlZh A|EtHol 9_=|7E='01I MEEIRA=X| Z g LICt ot ool HE ALE Xt PreetO| 2IE{H O] A
Ctolded 104 T&HE Ho| S2 &l E CHO|HPEINAM IP F4 10.1.1.22 7HXZ & LICHO[X
AAMH 600E(102)2 F7F AlZh MEHE AAEstT JUEX| ZelgLct.

i sdn2- 4#show dialer interface dialerl

Dil - dialer type = | NNBAND SYNC NO PARI TY

Load threshold for dialing additional calls is 255

Idle timer (600 secs), Fast idle tiner (20 secs) !--- The idle timeout value configured on
int dialer 1. If the default is in use, this value will be 120. Wit for carrier (30 secs),
Re-enabl e (15 secs) Nunber of active calls = 1 Dial String Successes Failures Last DNI'S
Last status BRIO - dialer type = | SDN Rotary group 1, priority = 0 O inconing call(s) have
been screened. 0 incomng call(s) rejected for callback. BRIO:1 - dialer type = ISDN Idle
tinmer (600 secs), Fast idle timer (20 secs) !--- The user Preet obtained the idle timeout
of 600 seconds. Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data link
| ayer up Time until disconnect 557 secs

2301 EEHJ*'OI MY C|X| ot WAoo 2 FIRECIRELICER|LH43% S
IS5t E0|22 ESi= QiiaLichmet A AFE X7} 600 - 43 =
557% Z0f ¢1Z40| BZLICLAIE A7 AL |H 448 BY| ZHEJ| FI2ELCH_2E 7| AlEHSt D

24l 2l ERfZ o] +AIE m) 2|CHZto 2 R ELICH
Connected to 4086666700 (Preet)

BRIO:2 - dialer type = | SDN

Idle tiner (600 secs), Fast idle tiner (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is idle

L& A7t MBS &Ql5t= O AF2E £ Ql= I CHE WS show caller timeoutJLICH.
i sdn2- 4#show caller timeout

Li ne User Limt Renai ni ng Timer Type

vty 2 - 00: 10: 00 00:09: 59 Idle Exec

BRO: 1 Preet 00:10: 00 00:09: 13 Dialer idle
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3. To{of CHEt BO|22 EHT2 AISHELICHOIX Tojol CHE BOI22 ERHTS ARt sZ4
Lich Al# S01 7Am|a3 o4 selstod Watst S0l2 E2HT MOlE =HolstaAle



Access-list 1012 EZE 8001 CHEt ICMP(Internet Control Message Protocol) 2! TCP E2H =]
£ S0|EA Zelgfichmaet M o|A| 2R E{0 A 10.1.1.2(AFE Rt PreetO] &4 *EF P F=4)2

ping &f LICt.

i sdn2- 4#ping 10.1.1.2

Type escape sequence to abort.

Sending 5, 100-byte |ICVMP Echos to 10.1.1.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/ 37/40 s
i sdn2- 4#

4. 35 A7 AEto] RHEHE|IRA=X| & QlEL|CH.show caller timeout, show dialer 2! show caller
user BHE AFE35I0d R F AlZt MEHo| RHAHEEIRA= K| & lghL|ct.
i sdn2- 4#show caller timeout

Li ne User Limt Remai ning Timer Type
vty 2 - 00: 10: 00 00: 09: 59 I dl e Exec
BRO: 1 Pr eet 00: 10: 00 00:09:59 Dialer idle!/--- Idle-timout is reset back to

maximum i sdn2- 4#show dialer interface dialerl

Dil - dialer type = | NBAND SYNC NO PARI TY

Load threshold for dialing additional calls is 255
Idle timer (600 secs), Fast idle tiner (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Number of active calls =1

Dial String Successes Fai | ures Last DNIS Last status

BRIO - dialer type = | SDN

Rotary group 1, priority =

0 incom ng call(s) have been screened

0 incomng call(s) rejected for call back.

BRIO:1 - dialer type = | SDN

Idle tiner (600 secs), Fast idle tiner (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is data link |ayer up

Time until disconnect 599 secs

!I--- Idle timeout is reset back to maximum. Connected to 4086666700 (Preet) BRI 0:2 - dialer
type = ISDN Idle tiner (600 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs),
Re-enabl e (15 secs) Dialer state is idle isdn2-4#

MEXOIEE 7|Ho &2 AlZH XSt HEE &EQlSt= ol A8 = e =t
caller user 3 QlL|C}.

H2I2 show

rim
rot

o
28

i sdn2- 4#show caller user Preet

User: Preet, |line BRO:1, service PPP

Connected for 00:05:36, Idle for 00:02:37!/--- Shows the inactivity for the last two minutes and
37 seconds. This counter increments to ten minutes and then the call is disconnected. Ti meouts
Limt Remaining Tinmer Type

00: 10: 00 00:07:22 Dialer idle!--- Time until idle disconnect. PPP: LCP Open, PAP (<-

none), |PCP Dialer: Connected to 4086666700, inbound Type is ISDN, group Dil1 IP: Loca
10.1.1.1/24, renote 10.1.1.2 Counts: 215 packets input, 5392 bytes, 0 no buffer O input errors,
0 CRC, 0 frame, O overrun 230 packets output, 5603 bytes, 0 underruns O output errors, 0
collisions, 7 interface resets

T Azt =07t HMEHEEIR| o2 B2 Troubleshooting Idle Timeout Issues(f & AlZh =1t
siid) Moz ZTIishL|ct
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i nterface G oup-AsyncO

i p unnunber ed LoopbackO

encapsul ati on ppp

dialer in-band
!--- Make this interface dialer capable dialer idle-timeout 600
!--- Idle timeout of 600 seconds (10 minutes) dialer-group 1
!--- Interesting traffic definition from dialer-list 1 async node interactive peer default ip
address pool dialin ppp authentication pap chap callin group-range 1/3/00 1/3/71 ! ip |local pool
dialin 10.1.1.3 10.1. 1. 255 dialer-list 1 protocol list 101
!-—-- Interesting traffic definition is defined by access-1list 101 access-list 101 permit icmp
any any
l-—- Permit icmp from any host to any other host access-list 101 permit tcp any any eqg 80
l--- Permit tcp port 80 (http traffic) access-list 101 deny ip any any
!--- Deny all other IP traffic. This interesting traffic definition will allow icmp and http
traffic to reset the idle timeout. All other IP traffic will not affect the timeout.

ISDNZ} O}ZH7HX|2 show users, show dialer 2! show caller timeout2 Al2735l01 & AlZt MBS
EFoIgtLCt.

I|0{7} HAZGE QIEH O|A & P FAE &2 P2{™H show users BEE AFE EHLICE.

c5800#show users

Li ne User Host(s) Idle Locati on
* 0 con O idle 00: 00: 00
tty 1/3/01 Preet Async interface 00:00:09 PPP: 10.1.1.3/--- User Preet is connected to

async interface 1/3/01 and has IP address 10.1.1.3 Interface User Mdde |dl e Peer Address
EfO|H 2t BHEStE1T show dialer B (W Z & Qlet QIE{H|O|A X|H)E AFEFLICH

c5800#show dialer interface async 1/3/01

As1/3/01 - dialer type = I N-BAND ASYNC NO PARI TY

Idle timer (600 secs), Fast idle tiner (20 secs) !--- Idle timeout of 600 seconds is applied to
the interface if this value is 120 seconds. !--- Verify that dialer in-band is configured under
the group-async interface. Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data
link ayer up Time until disconnect 574 secs (Preet) !--- Call will be disconnected in 574
seconds unless it receives interesting traffic. Dial String Successes Failures Last DNI' S Last

st at us

show caller timeout WHE2 4 B 7| A|ZHE EAIE =& U&LICH

c5800#show caller timeout
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
con O - - - -
tty 1/3/01 Preet - -

As1/ 3/ 01 Pr eet 00: 10: 00 00: 09: 19
Ol E0|22 EEHES AX3H & LICHAccess-list 1012 ZE 80(HTTP E EH‘Z.) of CHEH ICMP &

TCP ECi=E E0|8H HolgrL|ct et RE{0AM 10.1.1.3(AF& X} PreetO| 4 8H IP F4)E pingdt
01 RF AlZt MEh2 R{AEHELICH.

c5800#ping 10.1.1.3
Type escape sequence to abort.
Sending 5, 100-byte I CVWP Echos to 10.1.1.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 108/113/124 s
AlZE Mghol RIEEEIRI= | & lgfLct



c5800#show caller timeout

Session ldle Di sconnect

Li ne User Ti meout Ti neout User in

con O - - - -

tty 1/3/01 Preet - - -

As1/3/01 Pr eet - 00: 10: 00 00:09:58!--- Time to disconnect is close to 10 minutes
Ol= SO/2E2 EciTo| SHIE A Yoz SHIEH ME LRSS LEEHZLICHEE= show dialer

TS AL stod AlZh M3t Zte Bl £ laLich

c5800#show dialer interface async 1/3/01
As1/3/01 - dialer type = I NNBAND ASYNC NO PARI TY
Idle tiner (600 secs), Fast idle timer (20 secs)
Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is data link layer up
Time until disconnect 594 secs (Preet)
Dial String Successes Fai |l ures Last DNI S Last status

E._%J show caller user {username} detailed BZ S AtE 5104 ALEAtof| CHE OH7HEH-E S Q1" =
. A&LICH
4 l\A = .

c5800#show caller user preet detailed
User: Preet, line tty 1/3/01, service Async
Active tine 00:01:14, Idle tine 00:00:18

Ti meout s: Absol ut e Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00

Di sconnect in: - - -

TTY: Line 1/3/01, running PPP on Asl/3/01
Location: PPP: 10.1.1.3

DSO: (slot/unit/channel)=1/4/0

Status: Ready, Active, No Exit Banner,

HW PPP Support Active

Capabilities: No Flush-at-Activation,
Har dwar e Fl owcontrol Qut,
Li ne usabl e as async interface,

Ready

Async Interface Active

Har dware Fl owcontrol 1In

Modem Cal | out, Mbdem Rl is CD
Tel net Fast stream
Modem St at e:

User: Preet, |line Asl1l/3/01, service PPP

Active tine 00:01:11, Idle tine 00:00:18
Absolute Idle
00:10:00
Disconnect in: - 00:09:41 !--- Idle timeout of 10 minutes. The call will be
disconnected in 9 minutes 41 secs unless it receives interesting traffic during that time. If
the absolute column has a value, then the call will be disconnected at that time regardless of
PPP: LCP Open, CHAP (<- local), IPCP LCP: -> peer, ACCM AuthProto,
Magi cNunber, PConpressi on, ACConpression <- peer, ACCM Magi cNunmber, PConpression, ACConpression
NCP: Open | PCP | PCP: <- peer, Address -> peer, Address Dialer: Connected, inbound Idle tiner 600
secs, idle 20 secs Type is | NBAND ASYNC, group As1/3/01 IP: Local 10.1.1.251, rempote 10.1.1.3
Counts: 12 packets input, 651 bytes, 0 no buffer O input errors, 0 CRC, O frane, O overrun 13
packets output, 666 bytes, O underruns O output errors, O collisions, O interface resets

& Azt Mgt 2X s
E4: 88 ¢1Zo| F7tol F7|HL S8 90| Ts HT

Timeouts:
Limits: -

the idle timeout.
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packet BHEZ AIE

ok

= UAELICLHE EH OIS0 Z &L

Apr 26 01:57:24.483: DIl DDR ip (s=192.168.1.1, d=224.0.0.5),
64 bytes, outgoing uninteresting (list 101)

Apr 26 01:57:26.225: Dil DDR ip (s=192.168.1.1, d=10.1.1.1),
100 bytes, outgoing interesting (list 101)

2|2| 0of|0| A OSPF hello= HMA =5 101 SOIEX| &L X|B F BHE{ IS HMA S5 101
EO0|§4&LICt st Zo| A& sZagrLIct

1. CtO|¥Eq QIE{m|O|A Am|ado[Moi M Cto|™dE] R F Alzt MEtE ZEELICH7|282
120 O|X|Bt Eofl et O] Zf2 =0|HLE *E &= /U&LICH
router(config-if)#dialer idle-timeout
& 1: S5t 40| BIIX| b= B2 Ctolde] |F AlZh MEtol Chgt M2 S M(Cisco 10S
Software Release 12.1(3)To|AH =)0 ™ E|X| et =X| &QIEHLICEH

2. 80|22 Eof= Mol wHZAgILICHdialer-ist BEo 2 7). 3l ¢Zo| S7tol Bo{& &
2 E0ZR ECHEE & O =25HH Holg &= JYELICHYE HE L 7|Et 2E §8). 85t
0| B7|X| e B2 E0IER ECi® Holg & H AMEtHo R HAFLICHYRE 58 &

7Bt RE %) BT 0 10| BUIX| g A Bt RES ERfE(EE T8 5
M EZfE)E SR6HK| a2 EB|E o= Holslof & LICHO|Z A stH F7|H 2l Hello7t |7
Al MetE MAdEstR| et&LICHOI S 2 S0|2R2 EiE Ho| ME Lot

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any!--- Mark OSPF as uninteresting. This will prevent OSPF
hellos from keeping the link up. access-list 101 deny udp any any eq ntp /--- Define ntp
traffic as NOT interesting. This will prevent periodic ntp traffic from keeping the 1ink up
indefinitely. access-list 101 permit ip any any !--- All other IP traffic is interesting.
Change this depending on your traffic needs. dialer-list 1 protocol ip list 101 /--- This

interesting traffic is applied to the dialer interface using dialer-group 1.

REMEH LIS 2 T3t H& 7212 3 dE

o

S % Fotc S5t HE #I|

I ChE EXe s&tot” ""(EH—'?'-E'— 120X)0iCH HEE BECE :
o| @3 & SustHEtz DDR2 ®F AlZt MgHE MAHsK| b &L|CHChS 1t *% ol® EEH-':.'_'-E'
= A&LICH

- olx|x| pf2 S0|22 EcfH
. °|E-|TH|0|*01I HE L] Bit 5 DIE—E— EciE Hel

o -.-_-IﬂE oi EoPE#.:'_:' EI‘E% —?—%*E*L—IEL

1. Clo|deq S 50| Heolzlo] /{1 Ctolde] =5
of &0 A=X| &gt zZHEHEE 0|2
router(confi g)#interface dialer 1
router(config-if)#dialer-group 1
router(config-if)#exit
router(confi g)#dialer-list 1 protocol ip permit

|= cto|de{ 2 20| QIE{H| 0| A o}y
4 Mo|E FMFLICH

HIHst 44 27| A7 sHZAZ|H 2ool U E0|22 ECi= Ho|E THE = &Lt
2. Cto|¥deq QY= 7} group-async & dialer QIE{TO]A 0| M E|o{ Q= X| & QIEHL|CH O] &

2 CIEHo|A BRI x 2 QIE{H|O|A Serial x:23(PRIS| <)t 22 Cto|¥eq x| IEH 0|
AO0|AM ER5HK| SE&LCt


http://www.cisco.com/warp/customer/112/chapter16.htm
http://www.cisco.com/warp/customer/112/chapter16.htm

3.Clo|de] &7 Alzt MghE Hote ez Z™HELICH
router(config-if)#dialer idle-timeout 900

#ed HE

. Cho|gd 7|& X|§ HO|X|
. Technical Support - Cisco Systems



http://www.cisco.com/cisco/web/psa/configure.html?mode=tech&level0=277907760&referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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