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Manage your Google Account

Add another account

Sign out

Privacy Policy « Terms of Service




Google Account Q ; : @
@ Home Security
(3 Personalinfo 3 Settings and recommendations to help you keep your account secure

& Data & privacy

You have security tips

Security
@ Security tips found in the Security Checkup

2 People & sharing

B Payments & subscriptions

Review security tips

() About

Recent security activity
Mew sign-in on Mac F55PM b

Rawview security activity

How you sign in to Google

4 Make sure you can always access your Google Account by keeping this information up to date
\ @ 2-Step Verification & Onsince Jul 20, b
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< 2-Step Verification

2-Step Verification is ON fince Jul 20,
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App passwords

App Passwords aren't recommended and are unnecessary in most cases. To help keep your account
secure, use “Sign in with Google” to connect apps to your Google Account,

App passwords

Mone

< App passwords

App pasawerds let wou aign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need 1o enter it once so you donl need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Bail v  Select device
iPhene
GENERATE
iPad
BlackBerry
Maeg
Windows Phone
‘Windows Computer

Other (Custom name)




< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need to enter it once 5o you don't need to remember it. Learn more
¥ou don't have any app passwords.,

Select the app and device you want to generate the app password for.
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Generated app password

Your app pazsword for your device

>

Haow 1o wse it

Ga 1o the settings for your Google Account in

the application or device you are trying to set

up. Replace your password with the 16-
Faaywoed character password shown above
Just like your nermal password, this app
password granis complete access 1o your
Gasgle Account. You worl need 10 remenber
it, 0 don't writle it down ar share it with
anyana.

ol A3 BIko| 162Xt OHEE|AH 0| HIZHEZ = JHQl XML HH ASEH =3 etH X[HFILCE.

AR HY

0o
fo
N
30
|0
|O
Hu
®
3

2.
X
0
S
i |
A
oo
=
o
nQ
Fol
i
r>|

O|XM| Gmailof CHEH S8 T2 17



ol S E TR HIY MHE ALY & 2Lk MHE X Hale
"username:password@host" & L|Ct.

7|2 EEM Z1x|2840|M
HEE o7 gl U EEM 2T REE ASK XIHE 4 2l 02 Yol UXIT 0] ol &
o olHIY 7|s& Adsl7| &8t 7|2 EEM A3 & EQlL|C}.

(config)# event manager environment _email_from <username@gmail.com>
(config)# event manager environment _email_to <EMAIL@domain.com>
(config)# event manager environment _email_server <username>:<password>@smtp.gmail.com

(config)# event manager applet SendSecureEmailEEM
(config-applet)# event none

(config-applet)# action 0010 mail server "$_email_server" to "$_email_to" from "$_email_from" cc

ZAo|a | o|Mol ME HX] _email_from, _email_to & _email_server?| M| 7} X| EEM &2 ‘f'_"—’r— Y-
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debug event manager action mail
debug crypto pki API

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki scep

debug crypto pki server

||$_‘



debug
debug
debug
debug
debug
debug

crypto pki transactions
crypto pki validation

openss]
openss]
openss]]
openss]]

ss1
ss1
ss1
ss1

errors
ext
msg
states

EEMO| E2|HE 1 2t RE{0ll M EPC(Embedded Packet Capture)E A|Xt3t0{ O|HY MHE 27}
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! Trigger the EEM:
# event manager run SendSecureEmailEEM

<SNIP>

*Mar 15 21:51:32.798:
*Mar 15 21:51:32.798:

CRYPTO_PKI: (A0693) Check for identical certs
CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

*Mar 15 21:51:32.798:
94 40 D1 90 AO A3 5D

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
47 E5 B5 31 F6 63 AD 1B 0OA

15
15
15
15
15
15

21:
21:
21:
21:
21:
21:

51:
51:
51:
51:
51:
51:

32.
32.
32.
32.
32.
32.

799:
799:
799:
799:
799:
799:

Cert record not found for issuer serial.
(A0693) Validating non-trusted cert
(A0693) Create a 1list of suitable trustpoints
crypto_pki_get_cert_record_by_issuer()
Unable to Tocate cert record by issuername
No trust point for cert issuer, Tooking up cert chain

CRYPTO_PKT:
CRYPTO_PKT :
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

15
15
15

21:
21:
21:

51:
51:
51:

32.
32.
32.

799:
799:
799:

CRYPTO_PKT:
CRYPTO_PKT:
CRYPTO_PKT:

*Mar
*Mar
*Mar

crypto_pki_get_cert_record_by_subject()
(A0693) No suitable trustpoints found
(A0693) Removing verify context

15
15
15
15
15
15
15
15
15
15
15
15
15
15
15

21:
21:
21:
21:
21:
21:
21:
21:
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21:
21:

51:
51:
51:
51:
51:
51:
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51:
51:

32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.

799:
799:
799:
799:
799:
800:
800:
800:
800:
800:
800:
800:
801:
801:
801:

*Mar ref
*Mar
*Mar
*Mar
*Mar
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*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

CRYPTO_PKI: destroying ca_reqg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 32,
CRYPTO_PKI: ca_reg_context released

CRYPTO_OPSSL: Certificate verification has failed

CRYPTO_PKI: Rcvd request to end PKI session A0693.

CRYPTO_PKI: PKI session A0693 has ended. Freeing all resources.

>>> 7?77 [length 0005]

15 03 03 00 02

>>> TLS 1.2 Alert [Tength 0002], fatal bad_certificate
02 2A

SSL3 alert write:fatal:bad certificate

P11:C_OpenSession slot 1 flags 6

SSL_connect:error in error

O:error:1416F086:SSL routines:tls_process_server_certificate:certificate verify f
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*Mar 15 21:51:32.801: %HA_EM-3-FMPD_SMTP: Error occurred when sending mail to SMTP server: username:pas
*Mar 15 21:51:32.802: %HA_EM-3-FMPD_ERROR: Error executing applet SendSecureEmailEEM statement 0010
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Frame 33: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

Ethernet II, Src: Cisco_a3:c5:f0 (74:86:0b:a3:c5:f0), Dst: Cisco_f0:44:45 (00:08:30:10:44:45)
Internet Protocol Version 4, Src: 10.122.xx.xx, Dst: 142.251.163.xx

Transmission Control Protocol, Src Port: 13306, Dst Port: 587, Seq: 189, Ack: 4516, Len: 7
Transport Layer Security

TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (0x0303)

Length: 2

Alert Message

Level: Fatal (2)

Description: Bad Certificate (42)
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CRYPTO_PKI(Cert Lookup) issuer="cn=GTS CA 1C3,0=Google Trust Services LLC,c=US" serial number= 52 87 EO
CRYPTO_PKI(Cert Lookup) issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US" serial number= 02 03 B
CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o=GlobalSign nv-sa,c=BE" serial number
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crypto pki trustpoint CA-GTS-1C3
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GTS-Root-R1
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GlobalSign-Root
enrollment terminal
revocation-check none
chain-validation stop



crypto pki trustpoint CA-gmail-SMTP
enrollment terminal
revocation-check none
chain-validation stop

O|ld| A& Zt &= Atol cHet A2 X|7H0] UKRIB ob 2| AZAEl A ABS M7 l&LICH 7[EXe
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# show run | sec crypto pki certificate chain CA-
crypto pki certificate chain CA-GTS-1C3

crypto pki certificate chain CA-GTS-Root-R1
crypto pki certificate chain CA-GlobalSign-Root
crypto pki certificate chain CA-gmail-SMTP

Ol2{8r elB Mol fIXIE FX¢et CtZ Clnto|&0f AXIsHoF B LICH

22210 M "Google Trust Services 1C3"& A5t Google Trust Services Repository of
certificatesS #2712 £ &LiCt

https://pki.gooqg/repository/

SHE HoIXIolM R E QIFAE 2 s £ "1C3"E ZAMs T "Action” EECI2E B21% Ch3 PEM
QIS ME HRREE £ AsLICH

23:ec:b0:3ecec:17:33:8c:de:33:a6:b4:8a:41:de:3c:da: 12:28: 1b:be: 3f-f
GTS CANCS R&A 2027-00-30 Action ~
8:13.c0:58:9d:6c:c2:38:75:22

64:62:86:b7:60:63:60:22:37-2¢-fd:60:cd:e8:db:26:56:a4:9e:e1:5e:8 | o Certificate
GTS CA 1D4 RS54

25:4b:3d:6e:b5:fe:38:f4:28:8b 2 View Certificate Details
clh:e8:b1:¢1:05:cd:-7b:51:37-b9:ad:35:13:a6: 12:0b: 1d:bF-14:0e:5¢: 0 /nloads

GTS CA 1D8 RSA _ . _
Beiead2: TibeBd: 7618 TT & Certificate (PEM)
97-04:20:03:01:32:55:29:46:09:7F:20-ef-95:51:5b: 1c:d5: T0:aa-43:72  — Certificate (DER)

GTS CA 1PS RSA

T:80:03:32:65:ef.be:69:75.8d & Partitioned CRLs (JSON)

11:c6:97.87:87.32:05.:6d:21:7c:1d:a1:34.e9:d2 bb:d2: 3c:f1.de:95:b

CHE 2 S 3 PEM THUS HAE HEY|2 WX 00 448t 12| XIE ot2hel Cisco 10S XE T
HHOIAZ 7HHS 4 2l B MY eIt

MIIF1jCCA36gAwWIBAgINAgO8ULT rNMcY9QFQZjANBgkghkiGIwOBAQs FADBHMQsw
CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2xTIFRYdXNOIFNTcnZpY2VzIEXMQzEU
<snip>
AJ2xDx8hcFH1mt0G/FX0Kw4zd8NLQsLxdxP8c4CU6x+7Nz/0AipmsHMdMqUybDKw
JubDEI/9bfU1l1cKwrmz302+BtjjKAvpafkm0817tdufThcV4q508DIrGKZTqPwINT
1IXNDw9bglkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDBTHz4n/FsRC6UfTd


https://pki.goog/repository/

"CA-GTS-1C3" &2 x| ool M Hm| 180l HHEE ALE5tod 7t M2 &

(config)# crypto pki authenticate CA-GTS-1C3

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIF1jCCA36gAWIBAGINAGO8UL1rNMcY9QFQZjANBgkghkiGOwOBAQs FADBHMQsw
CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2xTIFRYdXNOIFNTcnZpY2VzIEXMQzEU
<snip>
JuDEI/9bfU11cKwrmz302+BtjjKAvpafkm0817tdufThcV4q508DIrGKZTgPwINT
1IXNDWIbglkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDBTHz4n/FsRC6UfTd

Certificate has the following attributes:

Fingerprint MD5: 178EF183 43CCC9EO0 ECBOE38D 9DEA03D8

Fingerprint SHALl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

O OE AS M7 HRIZIREX] e = AU&LICH

# show run | sec crypto pki certificate chain CA-GTS-1C3
crypto pki certificate chain CA-GTS-1C3
certificate ca 0203BC53596B34C718F5015066
30820596 3082037E A0030201 02020D02 03BC5359 6B34C718 F5015066 300D0609
2A864886 F70D0101 0OB050030 47310B30 09060355 04061302 55533122 30200603
55040A13 19476F6F 676C6520 54727573 74205365 72766963 6573204C 4C433114
<snip>
E1715E2A E4EF0322 B18A653A 8FC09365 D485CDOF OF5B8359 1647162D 9C243AC8
80A62614 859BF637 9BAC6FF9 C5C30651 F3E27FC5 B110BA51 F4DD
quit

#show crypto pki certificates verbose CA-GTS-1C3
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0203BC53596B34C718F5015066
Certificate Usage: Signature
Issuer:
cn=CTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS CA 1C3

AN



o=Google Trust Services LLC
c=US
CRL Distribution Points:
http://crl.pki.goog/gtsrl/gtsrl.cri
Validity Date:
start date: 00:00:42 UTC Aug 13 2020
end date: 00:00:42 UTC Sep 30 2027
Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 178EF183 43CCC9EQ0 ECBOE38D 9DEA03DS8
Fingerprint SHAl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: E4AF2B26 711A2B48 27852F52 662CEFF0 8913713E
Authority Info Access:
OCSP URL: http://ocsp.pki.goog/gtsrl
CA ISSUERS: http://pki.goog/repo/certs/gtsrl.der
X509v3 CertificatePolicies:
Policy: 2.23.140.1.2.2
Policy: 2.23.140.1.2.1
Policy: 1.3.6.1.4.1.11129.2.5.3
Qualifier ID: 1.3.6.1.5.5.7.2.1
Qualifier Info: https://pki.goog/repository/
Extended Key Usage:
Client Auth
Server Auth
Cert install time: 02:31:20 UTC Mar 16 2023
Cert install time in nsec: 1678933880873946880
Associated Trustpoints: CA-GTS-1C3

OSez ChE F Y20 CHet AIBME HRIE + A&LICH

CA-GTS-Root-R1:

A
AT U] (902 ZE EA))

(config)# crypto pki authenticate CA-GTS-Root-R1

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIFVzCCAz+gAwIBAgINAgPTk28xsBNJiGuiFzANBgkghkiGO9wOBAQwFADBHMQsw
CQYDVQQGEwIVUzEiMCAGALIUEChMZR29vZ2x1IFRydXNOIFNTcnZpY2VzIExMQzEU
<snip>
2tIMPNuzjsmhDYAPexZ3FL//2wmUspO8IFgV6dtxQ/PeEMMA3KgqlbbClj+Qa3bb
bP6MvPJIwNQzcmRk13NfIRMPVNnGuV/u3gm3c

Certificate has the following attributes:



Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EQ D852DC40
Fingerprint SHALl: E58C1CC4 913B3863 4BE9106E E3ADS8E6B 9DD9814A

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)# end

(config)# crypto pki authenticate CA-GTS-Root-R1Base 64 encoded CA QIEME |248tL|C} Bl

£ T = "quit"O|2lE o8 AAR E2 FRELIC
.MIIFVzCCAz+gAwIBAgINAgPIk28xsBNJiGuiFzANBgkghkiGOwWOBAQwWFADBHMQswCQYDVQGEwJVUz
29vZ2XLifr
ydXNOIFNIcnZpY2VzIExMQzEU<snip>2tIMPNuzjsmhDYAPexZ3FL//2wmUspO8IFgVedixQ/PeEMMA3K¢
has the attribute: Fingerprint MD5: O5FEDOFED OFED OMD OFED OFED OFEDFED 023 1A8A376
63DA01EO0 D852DC40 X|& SHA1: E58C1CC4 913B3863 4BE9106E3ADSEGB 9DD9814A% O
RUBME &5t &ILIH? [yes/no]: yesTrustpoint CA 1B M7 =2 E|RELICE Y AUBMHE H3 X

O 2 7K & LICH(config)# 2

# show run | sec crypto pki certificate chain CA-GTS-Root-R1

crypto pki certificate chain CA-GTS-Root-R1
certificate ca 0203E5936F31B01349886BA217
30820557 3082033F A0030201 02020D02 03E5936F 31B01349 886BA217 300D0609
2A864886 F70D0101 0C050030 47310B30 09060355 04061302 55533122 30200603
<snip>
6775C119 3A2B474E D3428EFD 31C81666 DAD20C3C DBB38EC9 A10OD80OF 7B167714
BFFFDB09 94B293BC 205815E9 DB7143F3 DE10C300 DCA82A95 B6C2D63F 906B76DB
6CFE8CBC F270350C DC991935 DCD7C846 63D53671 AE57FBB7 826DDC

quit

# show run(&& E A|) | sec crypto pki 215 M &2 CA-GTS-Root-R1crypto pki @15 A %21 CA-
GTS-Root-R1 215 A ca 0203E5936F31B01349886BA217 30820557 3082033F A0030201
02020D02 03E5936F 31B01349 886BA217 300D0609 2A864886 F70D0101C05003047310B30
09060355 <snip> 6755 c119 3A2B474E D3428EFD 31C04061302 DAD20C3C DBB38EC9
A10D800F 7B55533122 BFDB09 94B293BC 30200603E9 DB7143F3 DE10C300 DCA82A95
B6C2D63F 906B76DB 6CFE8S8CBC 81666C DC167714 DCD7C846 63D205815 270350 991935
53671 AE57FBB7 826DDC & =&

# show crypto pki certificates verbose CA-GTS-Root-R1
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0203E5936F31B01349886BA217



Certificate Usage: Signature
Issuer:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Validity Date:
start date: 00:00:00 UTC Jun 22 2016
end date: 00:00:00 UTC Jun 22 2036
Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA384 with RSA Encryption
Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EQ D852DC40
Fingerprint SHAl: E58C1CC4 913B3863 4BE9106E E3ADS8E6B 9DD9814A
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: E4AF2B26 711A2B48 27852F52 662CEFFO 8913713E
X509v3 Basic Constraints:
CA: TRUE
Authority Info Access:
Cert install time: 14:39:38 UTC Mar 13 2023
Cert install time in nsec: 1678718378546968064
Associated Trustpoints: CA-GTS-Root-R1 Trustpool

# show crypto pki certificates verbose CA-GTS-Root-R1CA Certificate Status: Available Version: 3
Certificate Serial Number (hex): 0203E5936F31B01349886BA217 Certificate Usage: Signature
Issuer: cn=GTS Root R1 0=Google Trust Services LLC c=US Subject: cn=GTS Root R1 0=Google
Trust Services LLC c=US Validity Date: start date:
0000:000:000:000:00:00:00:0:0:00:0:0:00:0:0:0:0:0:00:0:0:00:0:0:00:0:0:00:0:000:0:0:00 UTC
2036'H 63 222 =4 7| HE: S 7| & 1 2|&: RSAENCRYPTION RSA 37l 7|: (4096HI|E) M
H & 71 2|&: SHA384 with RSA Encryption Fingerprint MD5: 05FEDOBF 71A8A376 63DA01EOQ
D852DC40 Fingerprint SHA1: E58C1CC4 913B3863 4BE9106E3ADSEGB 9DD99841 X509v3 &
&1 X509v3 7| ALE: 86000000 C|X|EH ME 7| 2IF M MHE CRL ME X509v3 F#| 7| ID:
E4AF2B26 711A2B48 27852F52 662CEFF0 8913713E X509v3 7|& A|2f Z=74: CA: TRUE
Authority Info Access: Cert A %| A|Z}: 14:39:38 UTC Mar 132023 nsec®| Q1& M M x| Alzt:
1678718378546968064 &t Al=| X[&: CA-GTS root-Root R1 & E| &

CA-GlobalSign-Root:
O| 1B M7} Lt RIM L AZ[R&LICH

https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates

A4 KA.
=o.


https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates

(config)# crypto pki authenticate CA-GlobalSign-Root

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

MIIDdTCCA12gAwIBAgILBAAAAAABFUtaw5QwDQYJKoZIhvcNAQEFBQAWVZELMAKG
ALUEBhMCQkUxGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2EXEDAOBgNVBASTB1Iv
<snip>
DKgC5J1R3XC321Y9YeRq4VzWIv493kHMB65jUr9TU/Qroct9tveCX4XSQRjbgbME
HMUfpIBVvFSDI3gyICh3WZ1Xi/EjIKSZp4A==

Certificate has the following attributes:
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHAl: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

(config)# end

T
i

455215 (config)# crypto pki authenticate CA-GlobalSign-RootBase 64 2122 CA QIS AMHE /=
LICHEl & & "quit"O|2HE BHo{E 242 E2 BHLICH
.MIIDdTCCAI2gAwIBAgILBAAAAAAAAAFUtaw5QwDQY JKoZIhveNAQEFBQAwWVzELMAKGA1UEBhMCC
dsb2JhbpZ24gbnYtc2Ytc
EDAOBgNVBAsTB1Jv<snip>DKqC5JIR3XC321Y9YeRq4VzW9v493kHMB65jUr9TU/Qr6cfotve CX4XSQF
= CHE §40| /&LIC} Fingerprint MD5: 3E095192E1 E1 5B7 D379F B187298A X|E SHA1:
B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C% O| QIZ ME =5t &L7t? [yes/nol:
yesTrustpoint CA QIE M7t £ EIRELICE% QIBME H3 MR 7HX{R&LICH config)# £

Running-config & Q!

# show run | sec crypto pki certificate chain CA-GlobalSign-Root
crypto pki certificate chain CA-GlobalSign-Root
certificate ca 040000000001154B5AC394
30820375 3082025D A0030201 02020B04 00000000 01154B5A C394300D 06092A86
<snip>
2AC45631 95D06789 852BF96C A65D469D OCAA82E4 9951DD70 B7DB563D 61E46AElL
5CD6F6FE 3DDE41CC 07AE6352 BF5353F4 2BE9C7FD B6F7825F 85D24118 DB81B304
1CC51FA4 806F1520 C9DEOC88 0A1DD666 55E2FC48 (9292669 EO
quit

# show run(&& EAl) | sec crypto pki 215 A #| 2] CA-GlobalSign-Rootcrypto pki 215 A X2l CA-
GlobalSign-Root 21& A ca 040000000001154B5AC394 30820375 3082025D A0030201
02020B04 00000000 01154B5A C394300D 06092A86 <snip> 2AC45631 95D06789 852BF96C
A65D469D 0CAA82E4 9951DD70 B7DB563D 61E46AE1 5CD1 6F6FE 3DDE41CC 07AE6352
BF5353F4 2BE9C7FD B6F7825F 85D24118 DB81B304 1CC51FA4 806F1520 CO9DEOC88
O0A1DD6655E2FC48 C9292669 EO quit

FOI E Al

o2
fol
o
ok



AZ P (oM ZE EA))

#show crypto pki certificates verbose CA-GlobalSign-Root
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 040000000001154B5AC394
Certificate Usage: Signature

Issuer:

cn=GlobalSign Root CA

ou=Root CA

o=GlobalSign nv-sa

c=BE

Subject:

cn=GlobalSign Root CA

ou=Root CA

o=GlobalSign nv-sa

c=BE

Validity Date:

start date: 12:00:00 UTC Sep 1 1998

end date: 12:00:00 UTC Jan 28 2028

Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHAl: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C
X509v3 extensions:

X509v3 Key Usage: 6000000

Key Cert Sign

CRL Signature

X509v3 Subject Key ID: 607B661A 450D97CA 89502F7D 04CD34A8 FFFCFD4B
X509v3 Basic Constraints:

CA: TRUE

Authority Info Access:

Cert install time: 03:03:01 UTC Mar 16 2023

Cert install time in nsec: 1678935781942944000
Associated Trustpoints: CA-GlobalSign-Root

#show crypto pki 215 A verbose CA-GlobalSign-RootCA CertificateStatus: AvailableVersion: 32!
M L7 HE(16TI4): 040000000001154B5AC394 21 E A AFE ' Signaturelssuer:
cn=GlobalSign Root CAou=Root CAo=GlobalSign nv-sac=BESobject: cn=GlobalSign Root
CAou=Root CAo=GlobalSign-sac=BEValidity '&*: start date: 12:00:00 UTC Sep 1998end date:
12:00:00:0 UTC 8 2028A|= 7| HE: S7H 7| ¥ 2[&: RSAENCRYPTIONRSA S 7K 7|: (2048H|
E)ME g1 2|EF: SHA1 with RSA EncryptionFingerprint MD5: 3E455215 095192E1 B75D379F
B187298A X|Z SHA1: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C X509v3 = %t
X509v3 7| AF& 6000000: 7| 21&5 A MBECRL MEX509v3 Fi| 7| ID: 607B661A 450D97CA
89502F7D 04CD34A8 FFFCFD4B X509v3 7|& A|ef Z74:CA: TRUEAuthority Info Access: /& M
A x| AlZt: 03:03:01 UTC Mar 16 2023 Cert install time in nsec: 1678935781942944000Associated
Trustpoints: CA-GlobalSign-Root

CA-gmail-SMTP:

Gmail ME(CA-gmail-SMTP)& TLS Q& A7t Ch EHAof et WA Q& LICH EoF M&0f TLS
OIZEM A


https://support.google.com/a/answer/6180220?hl=en
https://support.google.com/a/answer/6180220?hl=en
https://support.google.com/a/answer/6180220?hl=en

AZUR (geBH X

FH

Al

(ca-trustpoint)# crypto pki authenticate CA-gmail-SMTP

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIEhjCCA269gAWIBAgIQUoTgQKT+9wcSaLBP3d3wIDANBgkghkiGI9w0OBAQsFADBG
MQswCQYDVQQGEwIVUzEiMCAGALIUEChMZR29vZ2xTIFRydXNOIFNTcnZpY2VzIExM
<snip>
b1J29gZAyjyd4nfFRG1ljelL5KrsfURIhIXufqySv1PUoPuKSi3fvsIS21BYEXEe8uZ
gBxJaeTUjncvow==

Trustpoint 'CA-gmail-SMTP' 1is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:

Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

(ca-trustpoint)# crypto pki authenticate CA-gmail-SMTPEbase 64 encoded CA certificate.End with

a blank line or the word "quit" on a line by
selfMIIEhjCCA26gAwIBAgIQUofgQKT+9wcSalLBP3d3d3w9DANBgkghkiGOWOBAQsFADBGMQswCQYD
'CA-gmail-SMTP'= 52| CAO|X|Bt QIZE M= CA Q1B M7t ot HLct =& &QIE S QIS ME CHS

EME Z&LICH Fingerprint MD5: 19651FFEE 906A414D 6D57B783 946F30A2 X|& SHAT:

AEF392CB EEB46D5E 47433953 AAEF313F 4C6D2825% O| Q15 ME £2+5 ALI7H? [yes/no:
yesTrustpoint CA QIE M7t £ EIRX&LICE% QIS ME 7t & & LICH config)#.

Running-config & Q!

AZAUY (Slet{H TE

FH

Al

# show run | sec crypto pki certificate chain CA-gmail-SMTP
crypto pki certificate chain CA-gmail-SMTP
certificate ca 5287E040A4FEF7071268B04FDDDDFOF4
30820486 3082036E A0030201 02021052 87E040A4 FEF70712 68B04FDD DDFOF430
0D06092A 864886F7 0D01010B 05003046 310B3009 06035504 06130255 53312230
<snip>
92ABB1F5 11F61217 B9FAB24A F94F5283 EE2928B7 7EFB084B 6D416045 C47BCB99
801C4969 E4D48E77 2FA3
quit

# show run(&& E A|) | sec crypto pki 215 M &2 CA-gmail-SMTP crypto pki !5 A 2l CA-
gmail-SMTP certificate chain CA 5287E040A4FEF7071268B04FDDFOF4 30820486 3082036E
A0030201 02021052 87E040A4 FEF70712 68B04FDD DDFOF430 0D06092A 864886F7



0D01010B 05003046 310B3009 06035504 06130255<snip> 92ABB1F5 11F53312230B9B F24A
FO4F5283 EE2928B7 7TEFB084B 6D61217 416045 C47BCB99 801C4969 E4D48E77 2FA3 quit

53t el EAL
A Xl (gloEiH ZE EA)

# show crypto pki certificates verbose CA-gmail-SMTP
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 5287E040A4FEF7071268B04FDDDDFOF4
Certificate Usage: Signature

Issuer:

cn=GTS CA 1C3

o=Google Trust Services LLC

c=US

Subject:

cn=smtp.gmail.com

CRL Distribution Points:
http://crls.pki.goog/gtslc3/moVDfISia2k.crl

Validity Date:

start date: 09:15:03 UTC Feb 20 2023

end date: 09:15:02 UTC May 15 2023

Subject Key Info:

Public Key Algorithm: ecEncryption

EC PubTlic Key: (256 bit)

Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825
X509v3 extensions:

X509v3 Key Usage: 80000000

Digital Signature

X509v3 Subject Key ID: 5CC36972 DO7FE997 510E1A67 8A8ECC23 E40CFB68
X509v3 Basic Constraints:

CA: FALSE

X509v3 Subject Alternative Name:

smtp.gmail.com

IP Address :

OtherNames :

X509v3 Authority Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
Authority Info Access:

OCSP URL: http://ocsp.pki.goog/gtslc3

CA ISSUERS: http://pki.goog/repo/certs/gtslc3.der
X509v3 CertificatePolicies:

Policy: 2.23.140.1.2.1

Extended Key Usage:

Server Auth

Cert install time: 03:10:41 UTC Mar 16 2023

Cert install time in nsec: 1678936241822955008
Associated Trustpoints: CA-gmail-SMTP

# show crypto pki certificates verbose CA-gmail-SMTPCA CertificateStatus: AvailableVersion:
3Certificate Serial Number (hex): 5287E040A4FEF7071268B04FDDDFOF4Certificate Usage:
Signaturelssuer: cn=GTS CA 1C30=Google Trust Services LLCc=USSubject:
cn=smtp.gmail.comCRL H{Z X|H: http://crls.pki.goog/gts1c3/moVDfISia2k.criValidity <&t A|Ef
= 09:15:03 UTC 12 May 1 5 2023X|5 7| HE: 37l 7| &I 2|&: ecEncryptionEC S7H 7|
(256H|E)ME 1 2|F: SHA256 with RSA EncryptionFingerprint MD5: 19651FBE 906A414D



6D57B783 946F30A2 X|Z SHA1: 4EF392CB EIB46D5E 47433953 AAEF313F 4C6D2825
X509v3:X50 9v3 7| A&: 80000000C|X|E ABEX509v3 | 7| ID: 5CC36972 DO7FE997
510E1A67 8ABECC23 E40CFB68 X509v3 7|2 A|2f Z74:CA: FALSEX509v3 FA| CHA| O|&
:smtp.gmail.com IP F4: 7|E} O|F: X509v3 ™3t 7| ID: 8A747FAF 85CDEE95 CD3D9CDO0 E
24614F3 71351D27 Authority Info Access:OCSP URL: http://ocsp.pki.goog/gts1c3CA ISSUERS:
http://pki.goog/repo/certs/gts1c3.derX509v3 CertificatePolicies:Policy: 2.23.140.1.2.1Extended
Key Usage:Server AuthCert A x| A|Zt: 03:10:41 UTC Mar 16 2023 Cert A x| AlZH(nsec):
1678936241822955008Associated Trustpoints: CA-gmail-SMTP

=2 MHE A= AlS HIH

CIBEME &&= #[2 &Y

EE CIHIE M85t1 GoogleE Aot FHHX| L SMTP AMHHOIM QIS ME 7HKMHE
o 42 2o 2 M/ E2| openssl EE2 A8 £ A &LICH

openss1 s_client -showcerts -verify 5 -connect gmail-smtp-in.1l.google.com:25 -starttls smtp
use smtp.gmail.comO M & QIE = JU&LICEH

openss1 s_client -showcerts -verify 5 -connect smtp.gmail.com:25 -starttls smtp

& 20fl= "crypto pki authenticate <trustpoint>" ZAIL| 12| 0|M0i| AL & £ U= AA|
EJLJE}
= .

oM o
x
Pal
Pl
52
Hl
nok

Secure SMTPEZ EEM CtA| HIAE

O|A| 215 M7} Cisco I0S XE C|HFO|AO MEEIURSEE EEM AJEE = 22 SMTP HAIXIE
o ACHZ ™M&EhLCt

# event manager run SendSecureEmailEEM

AZE 0| M =3t S ssl CIH £332 &It

AFAUR] (H2BH A X EA)

# event manager run SendSecureEmailEEM

*Mar 16 03:28:50.673: CRYPTO_OPSSL: Allocated the memory for OPSSLContext

*Mar 16 03:28:50.673: CRYPTO_OPSSL: Set cipher specs to mask 0x02FC0000 for version 128

*Mar 16 03:28:50.674: Set the Default EC Curve Tist: 0x70Set the EC curve list: secp521rl:secp384rl:pri
*Mar 16 03:28:50.674: opss1_SetPKIInfo entry

*Mar 16 03:28:50.674: CRYPTO_PKI: (A069B) Session started - identity selected (TP-self-signed-486541296



*Mar 16 03:28:50.674:
*Mar 16 03:28:50.674:

*Mar 16 03:28:50.674:

1C 7F 3D 52 67 66 D5

*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16

16
16
16
16
16
16
16
16

<snip>

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar

*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16
16
16
16
16
16
16

16
16

16
16

16
16
16
16
16
16
16

<snip>

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16
16
16
16
16
16

03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
TLS server

03:
03:

03:
03:

03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

extension

28:
28:

28:
28:

28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

50
50

50.
50.

50.
50.
50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

.693:
.693:

675:
675:
675:
675:
675:

675:
676:
676:
676:
676:
676:
676:
676:

679:
679:
679:
692:
692:
692:
692:
692:
692:
692:
692:
693:
693:

693:
693:

693:
693:
694:
702:
702:
702:
702:

763:
763:
763:
765:
765:
765:
767:
767:
768:
768:
770:
770:

CRYPTO_PKI:

Begin local cert chain retrieval.

CRYPTO_PKI(Cert Lookup) 1issuer="cn=I0S-Self-Signed-Certificate-486541296" serial

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

Tooking for cert in handle=7F41EE523CEO, digest=

59 E2 66 58 E7 8B E7 9B 8E

Done with Tocal cert chain fetch 0.
Rcvd request to end PKI session AQ069B.
PKI session A0O69B has ended. Freeing all resources.TP-self-signed-486

opss1_SetPKIInfo done.
CRYPTO_OPSSL: Common Criteria is disabled on this session.Disabling Common Criter

CRYPTO_OPSSL: ciphersuites ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES256-GCM-SHA
Handshake start: before SSL initialization

SSL_connect:

before SSL initialization

>>> 77?7 [length 0005]

16 03 01 00

>>> TLS 1.2
01 00 00 91

03 03 01 02

SSL_connect:

95

Handshake [length 0095], ClientHello
03 03 26 4B 9F B3 44 94 FD 5F FD Al

01

SSLv3/TLS write client hello

<<< 7?77 [length 0005]

16 03 03 00

SSL_connect:

<<< TLS 1.2
02 00 00 3B
58 83 12 7F
57 4E 47 52
FF 01 00 01

3F

SSLv3/TLS write client hello
Handshake [length 003F], ServerHello
03 03 64 12 7E 05 25 F6 7A BD A0 2E
90 CD F4 AB E2 69 53 A8 C7 FC 44 4F
44 01 00 CO 2B 00 00 13 00 17 00 00
00 00 OB 00 02 01 00 00 23 00 00

TLS server extension "unknown" (id=23), len=0

00

"renegotiate" (id=65281), len=1

TLS server extension "EC point formats" (id=11), len=2

01 00

TLS server extension "session ticket" (id=35), len=0

<<< 77?7 [length 0005]

16 03 03 OF

SSL_connect:

<<< TLS 1.2
0B 00 OF 96
03 6E A0 03

82 35 CF 62
BF 52 CF FC

9A

SSLv3/TLS read server hello
Handshake [length OF9A], Certificate
00 OF 93 00 04 8A 30 82 04 86 30 82
02 01 02 02 10 52 87 EO 40 A4 FE F7

8B C9 24 8B A5 B7 39 0C BB 7E 2A 41
A2 96 B6 C2 82 3F

CC_DEBUG: Entering shim Tayer app callback function

CRYPTO_PKI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

(A069C) Session started - identity not specified
(A069C) Adding peer certificate

Added x509 peer certificate - (1162) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1434) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1382) bytes

CRYPTO_OPSSL: Validate Certificate Chain Callback



*Mar 16 03:28:50.770:

*Mar 16 03:28:50.770:

A7 CC 4B OF 36 C3 AC

*Mar 16 03:28:50.770:

*Mar 16 03:28:50.771:

03 9F CF 59 82 EE 09

*Mar 16 03:28:50.771:

*Mar 16 03:28:50.771:

94 40 D1 90 A0 A3 5D

*Mar
*Mar
*Mar
*Mar 16 03:
#28:50.772:
*Mar 16 03:
*Mar 16 03:

*Mar 16 03:
*Mar 16 03:

*Mar 16 03:
94 40 D1 90 AO A3 5D
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16
16
16
16
16
16
16
16
16
16
16
16
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03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
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28:
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28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
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50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar 16 03:28:50.
*Mar 16 03:28:50.
DA OE E6 99 8D CE A3
6B EA 48 1F F1 2A BO
<snip>
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50.

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar 16 03:28:50.
*Mar 16 03:28:50.
30 82 01 22 30 OD 06
01 05 00 03 82 01 OF

16 03:28:50.771:
16 03:28:50.772:
16 03:28:50.772:

28:50.773:
28:50.773:

28:50.774:

774:
774:
774:
774:
774:
774:
775:
775:
775:
775:
775:
776:
776:
776:
776:

780:
780:
780:
781:
781:
781:
781:
781:
781:
781:
781:
781:

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS CA 1C3,0=Google Trust Services LLC,c=US" s

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
D1 2F 77 DD 1D 9A 37 DC FC

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US"

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
CC 4F 53 AE D8 02 7E 4B AF

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
47 E5 B5 31 F6 63 AD 1B 0OA

CRYPTO_PKI: Cert record not found for issuer serial.
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()
CRYPTO_PKI: Found a subject match

CRYPTO_PKI: ip-ext-val: IP extension validation not required:Incrementing refcount for cont
28:50.773:
28:50.773:

CRYPTO_PKI: create new ca_reg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35
CRYPTO_PKI: (A069C)validation path has 1 certs

CRYPTO_PKI: (A069C) Check for identical certs
CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
47 E5 B5 31 F6 63 AD 1B 0OA

Cert record not found for issuer serial.

(A069C) Validating non-trusted cert

(A069C) Create a Tist of suitable trustpoints
crypto_pki_get_cert_record_by_issuer()

Found a issuer match

(A069C) Suitable trustpoints are: CA-GlobalSign-Root,
CRYPTO_PKI: (A069C) Attempting to validate certificate using CA-GlobalSign-Root p
CRYPTO_PKI: (A069C) Using CA-GlobalSign-Root to validate certificate
CRYPTO_PKI(make trusted certs chain)

CRYPTO_PKI: Added 1 certs to trusted chain.

CRYPTO_PKI: Prepare session revocation service providers
P11:C_CreateObject:

CKA_CLASS: PUBLIC KEY

CKA_KEY_TYPE: RSA

CKA_MODULUS:
E3 4F 8A 7E FB F1 8B 83 25
B9 95 11 04 BD FO 63 D1 E2

CRYPTO_PKTI:
CRYPTO_PKIT :
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

CKA_PUBLIC_EXPONENT: 01 00 01

CKA_VERIFY_RECOVER: 01

CRYPTO_PKI: Deleting cached key having key id 45

CRYPTO_PKI: Attempting to insert the peer's public key into cache
CRYPTO_PKI:Peer's public inserted successfully with key id 46
P11:C_CreateObject: 131118

P11:C_GetMechanismInfo slot 1 type 3 (invalid mechanism)
P11:C_GetMechanismInfo slot 1 type 1

P11:C_VerifyRecoverInit - 131118

P11:C_VerifyRecover - 131118

P11:found pubkey in cache using index = 46

P11l:public key found 1is :
09 2A 86 48 86 F7 OD 01 01
00 30 82 01 OA 02 82 01 01
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P11:CEAL:CRYPTO_NO_ERR
P11:C_DestroyObject 2:2002E

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

Expiring peer's cached key with key id 46

(A069C) Certificate is verified

Remove session revocation service providers

Remove session revocation service providersCA-GlobalSign-Root:validat
(A069C) Certificate validated without revocation check:cert refcount
Populate AAA auth data

Unable to get configured attribute for primary AAA 1ist authorization

PKI: Cert key-usage: Digital-Signature , Certificate-Signing , CRL-Signing

CRYPTO_PKTI:
CRYPTO_PKTI:

CRYPTO_PKTI:

(A069C)chain cert was anchored to trustpoint CA-GlobalSign-Root, and
(A069C) Removing verify context

destroying ca_reqg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35, ref

CRYPTO_PKI: ca_reg_context released

CRYPTO_PKI: (A069C) Validation TP is CA-GlobalSign-Root

CRYPTO_PKI: (A069C) Certificate validation succeeded
CRYPTO_OPSSL: Certificate verification is successful
CRYPTO_PKI: Rcvd request to end PKI session A069C.

CRYPTO_PKI: PKI session A069C has ended. Freeing all resources.:cert refcount aft

<<< 7?77 [length 0005]
16 03 03 00 93

SSL_connect:SSLv3/TLS read server certificate

<<< TLS 1.2 Handshake [Tength 0093], ServerKeyExchange

0C 00 00 8F 03 00 17 41 04 3D 49 34 A3 52 D4 EB
DE A2 9E CC BO 91 AA CB 1B 39 DO 26 1B 7D FF 31
EO D7 D5 9C 75 CO 7D 5B D6 B2 OA B5 CC EA E1 4B
4E E5 72 7B 54 5D 9B B2 95 91 EO CC D6 A5 8E CE
8D 36 C9 83 42 BO 4D AC 0C 04 03 00 46 30 44 02
20 67 B3 F1 DA D1 BF 13 72 DD B6 B2 11 3B 6E 6F
87 52 D9 00 F7 44 31 C3 C2 5E BE 2D FF 93 4E FO
A8 02 20 24 42 91 BE B7 10 1C D1 CO 12 28 FB 1F
E4 DE 81 OB AA 66 19 CD 28 5A A0 30 7D 3C 4A 56
0D 94 E2

P11:C_FindObjectsInit:
CKA_CLASS: PUBLIC KEY
CKA_KEY_TYPE: : 00 00 00 03

CKA_ECDSA_PARAMS:
86 48 CE 3D 02 01 06 08 2A
03 42 00 04 63 B6 D3 1A 28

P11:C_FindObjectsFinal
P11:C_VerifyInit - Session found
P11:C_VerifyInit - key id = 131073
P11:C_Verify
P11:CEAL:CRYPTO_NO_ERR

<<< 77?7 [length 0005]

16 03 03 00 04

SSL_connect:SSLv3/TLS read server key exchange
<<< TLS 1.2 Handshake [Tength 0004], ServerHelloDone
OE 00 00 00

SSL_connect:SSLv3/TLS read server done
>>> 77?7 [length 0005]



*Mar 16 03:28:50.810: 16 03 03 00 46

*Mar 16 03:28:50.811:

*Mar 16 03:28:50.811: >>> TLS 1.2 Handshake [Tength 0046], ClientKeyExchange
*Mar 16 03:28:50.811: 10 00 00 42 41 04 26 C3 EF 02 05 6C 82 D1 90 B3
*Mar 16 03:28:50.811: 17 31 9A CD DD 8C 81 91 BA E8 CO 86 40 7B 2C E4
*Mar 16 03:28:50.811: 9A 2C 18 9D D1 6A CO 56 A0 98 2E B7 3B AB B3 EB
*Mar 16 03:28:50.811: BB CD 5E 42 C5 76 CO C4 BF 15 F4 87 F2 7C AD 74
*Mar 16 03:28:50.812: 97 OA 97 2B 06 B5

*Mar 16 03:28:50.812:

*Mar 16 03:28:50.812: SSL_connect:SSLv3/TLS write client key exchange
*Mar 16 03:28:50.812: >>> 7?77 [length 0005]

*Mar 16 03:28:50.812: 14 03 03 00 01

*Mar 16 03:28:50.812:

*Mar 16 03:28:50.812: >>> TLS 1.2 ChangeCipherSpec [length 0001]

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 35

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 1A

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 30

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 1B

*Mar 16 03:28:51.117:

*Mar 16 03:28:51.713: <<< 7?77 [length 0005]

*Mar 16 03:28:51.713: 17 03 03 00 6D

*Mar 16 03:28:51.713:

*Mar 16 03:28:51.714: >>> 7?77 [length 0005]

*Mar 16 03:28:51.714: 17 03 03 00 1E

*Mar 16 03:28:51.714:

*Mar 16 03:28:51.732: <<< 7?77 [length 0005]

*Mar 16 03:28:51.732: 17 03 03 00 71

*Mar 16 03:28:51.732:

# O|HIE ZH2|X} A% SendSecureEmailEEM*32 16 03:28:50.673: CRYPTO_OPSSL:
OPSSLContext*3& 160l HIZZ|E Y& 03:28:50.673: CRYPTO_OPSSL: H{71 12801 CH5H
0x02FCO0002 OtAZSE S &5 AtY ME*32 16Y 03:28:50.674: 7|2 EC IM S8 &F:
Ox70EC =M 55 M secp521r1:secp348 r1:prime256v1*3& 16 03:28:50.674:
opssl_SetPKlInfo entry*3& 16 03:28:50.674: CRYPTO_PKI: (A069B) M| A|%FEl - ID MHELE
(TP-self-signed-486541296)xTP-self-signed-486541296:refcount after increment = 1*3& 16
03:28:50.674: CRYPTO_PKI: Begin local chain cert retrieval.*3& 1003:28:50.60.674:
crypto_PKI(Cert Lookup) issuer="cn=I0S-Self-Signed-Certificate-486541296" serial number=
01*Mar 16 03:28:50.674: CRYPTO_PKI: handle=7F41EE523CEDO, digest=1C 7D 52 67 6 D5 59
E2 66 58 E7 8B E7 9B 8E*Mar 16 03:28:50.675: CRYPTO_PKI: Done with local cert chain Fetch.
16 03:28:50.675: CRYPTO_PKI: PKI M| A069B.*3& 16 03:28:50.675: CRYPTO_PKI: PKI Al
M A069B7 BEREIRELICH 2 E ElAA H|R7|.TP-self-signed-486541296:unlocked trustpoint
TP-self-signed-486541296, refcount= 0*3& 16 03:28:50.675: opssl_SetPKlInfo done.*3¥ 16
03:28:50.675: CRYPTO_OPSSL: 0| M40l S & 7|&E0| HIZ &&HELICHSSL CTX
Ox7F41F28EAFF8*3& 1603:28:50.675: CRYPTO_OPSSL ciphersuitesOiM 38 7|& 2E 7|5
H| & 43} ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-
RSA-AES256-SHA384:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:AES256-
GCM-SHA384:AES256 ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-RSA-AES128-SHA256:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-



SHA256:AES128-GCM-SHA256:AES 128-SHA256*3& 162 03:28:50.676: HEM|0|3 A|%}: SSL
=713t H*3% 16 03:28:50.676: SSL_connect:SSL =718t Z*3& 16 03:28:50.676: >> 2?7
[length 0005]*Mar 16 03:28:50.676: 16 03:01 00 95*Mar 16 03:28:50.676: *Mar 16 03:28:50.676:
>> TLS 1.2 $HEM|O| 3 [length 0095], ClientHello*Mar 16 03:28:50.676: 01 000 91 03 026 4B 9B3
4494 FD 5F FD A1<snip1>*3& 162 03:28:50.679: 03 03 01 02 01*3& 16€ 03:28:50.679: *3&
16 03:28:50.679: SSL_connect:SSLv3/TLS write client hello*3& 162 03:28:50.692: << ???
[length 0005]*3& 16 03:28:50.692: 16 03:03 00 3F*3& 16 03:28:50.692: *3& 16 03:28:50.692:
SSL_connect:SSLv3/TLS A2 7| ZEI0|E hello*3& 16 03:28:50.692: <<< TLS 1.2 SHEAM|0|2
[length 003F], ServerHello*3& 1603:28:50.692: 00 3B 03 03 03 64 12 7E 05 25 F6 7A BD A0
2E*32 16 03:28:50.692: 58 83 12 7F 90 CD F4 AB E2 69 53 A8 C7 FC 44 4F*3& 16
03:28:50.692: 57 4E 47 52 4 01 00 CO 2B 000 10 1000*3& 1603:28:5 .693: FF 01 00 01 00 00 00
0B 00 02 01 00 00 23 00 00*3& 16 03:28:50.693: TLS Mt =& " &= 213" (id=23), len=0TLS A
B =& "AH & 4(id=65281), len=1*3& 16 03:28:50.693: 00*3& 16 03:28:50.693: TLS A{t{ =&
"EC point formats"(id=11), len=2*3& 1603:82:50.693: 01 00*3& 162 03:28:50.693: TLS A{tH{ &f
& "M E|Z"(id=35), len=0*3& 16 03:28:50.693: << ??? [length 0005]*3& 16 03:28:50.693:
16 03:03 OF 9A*3& 16 03:28:50.694: *3& 16 03:28:50.702: SSL_connect:SSLv3/TLS 87| AMH
hello*3& 16 03:28:50.702: << TLS 1.2 HE=M|O|= [length OF9A], Certificate*3& 16 03:28:50.702:
OBOOF 90 0 OF 93 00 04 8A 30 82 04 86 30 82*3& 16 03:28:50.702: 03 6E A0 03 02 01 02 02 10
52 87 E0 40 A4 FE F7<snip>*3& 16 03:28:50.763: 82 35 CF 62 8B C9 24 8B A5 B7 39 0C BB 7E
2A 41*3& 1603:28:05 7.763: BF 52 CF FC A2 96 B6 C2 82 3F*3& 162 03:28:50.763: *3& 16
03:28:50.765: CC_DEBUG: shim layer app callback function /23*3& 16! 03:28:50.765:
CRYPTO_PKI: (A069C) MM A[ZHE - identity not specified*32& 16 03:28:50.765: CRYPTO_PKI:
(A0B9C) 1) I|o] RIBM F7H38 16 03:28:50.767: CRYPTO_PKI: F7}El x509 I|0{ Q1B A -
(1162) HIO|E*3¥ 162 03:28:50.767: CRYPTO_PKI: (A069C) I|0{ QIZE M F7138 16
03:28:50.768: CRYPTO_PKI: F7}El x509 I|0o{ Q1&E A - (1434 HIO|E)*3& 16 03:28:50.768:
CRYPTO PKI: (A069C) I|0{ 2IE M F7H*3& 16 03:28:50.770: CRYPTO_PKI: F7tEl x509 I|
01 @1Z M - (1382) HIO|E*3& 162 03:28:50.770: CRYPTO_OPSSL: 21E M |2l S =rol*3&
16 03:28:50.770: CRYPTO_PKI(Cert Lookup) issuer="cn=GTS CA 1C3,0=Google Trust
Services LLC,c=US=US serial number=5 2 87 E0 40 A4 FE F7 07 12 68 BO 4F DD FO F4*Mar 16
03:28:50.770: CRYPTO_PKI: handle=7F41EE523CEOQ, digest=A7 CC 4B OF 36 C3 AC D1 2F 77
DD 1D 9A 37 DC FC*Mar 16 03:28:50.770: CRYPTO_PKI(Cert lookup=) "cn=GTS Root
R1,0=Google Trust Services LLC,c=US" serial number= 02 03 BC 53 59 6B 34 C7 18 F5 01 50
66*Mar 16 03:28:50.771: CRYPTO_PKI: handle=7F41EE523CEDO, digest=03 9F CF 59 82 EE 09
CC 4F 53 AE D8 02 7E 4B AF*Mar 1603:28:5 0.771: CRYPTO_PKI(Cert Lookup)
issuer="cn=GlobalSign Root CA,ou=Root CA,0=GlobalSign nv-sa,c=BE" serial number= 77 BD 0D
6C DB 36 F9 1A EA 21 OF C4 F0O 58 D3 0D*3& 16 03:28:50.771: CRYPTO_PKI:
handle=7F41EE523CEO, digest=940 D1 90 A0 A3 d 47 E5 B5 31 F6 63 AD 1B 0A*3& 16
03:28:50.771: CRYPTO_PKI: &2 A Z/Zof CiEt CIB M BIZEE & E = olgLIch 33 16Y
03:28:50.772: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()*3& 16L& 03:28:50.772:
CRYPTO_PKI: & x| & 74*3& 1603:#28:50.772: CRYPTO_PKI-PIP: ext-val: IP =& 4S5 0|
ZIQ3tX| b g: HHAE id-3501 CHE! refcountE 1*32 162 03:28:50.7732 2 &7+
CRYPTO_PKI: A ca_req_context 88 PKI_VERIFY_CHAIN_CONTEXT 44d ident 35*3& 16
03:28:50.773: CRYPTO_PKI: (A069C)HE B=20i 17H2| certs*3& 162 03:28:50.773:
CRYPTO_PKI: (A069C) & &t certs*0oil CHEF ZHAF 16 03:28:50.773: CRYPTO_PKI(Cert Lookup)
issuer="cn=GlobalSign Root CA,ou=Root CA,0=GlobalSign nv-sa,c=BE" serial number= 77 BD 0D
6C DB 36 F9 1A EA 21 OF C4 F0O 58 D3 OD*3& 16 03:28:50.774: CRYPTO_PKI: SHE M 1B M
& 7|=7F41EE523CEO, digest=940 d1 90 A0 A3 5D 47 E5 B5 31 F6 63 AD 1B 0A*3& 16



03:28:50.774: CRYPTO_PKI: &= A X&=of| CiE AIEM BIZ=E &2 + &LICh*3E 16Y
03:28:50.774: CRYPTO_PKI : (A069C) AIZ|E £ gix= I8 AM AS5*3& 16 03:28:50.774:
CRYPTO_PKI: (A069C) Mt et &lZ| x| S5 BHE7|*62 1 03:28:50.774: CRYPTO_PKI:
crypto_pki_get_cert_record_by_issuer()*3& 162 03:28:50.774: CRYPTO_PKI: &2 A} X[ Z2M
*38 16 03:28:50.774: CRYPTO_PKI: (A069C) g8t £l=| X[Z: CA-GlobalSign-Root,*3& 16
03:28:50.775: CRYPTO_PKI: (A069C) 1) CA-GlobalSign-Root &2 At&30{ QIB MO REHES
AAtsted ghLch*32 16 03:28:50.775: CRYPTO_PKI: (A069C) CA-GlobalSign-RootE A&
5tod QB MO R E S AARLICH*3E 16Y 03:28:50.775: CRYPTO_PKI(AMZEE = = 2B M
QI BHE7()*3e 162 03:28:50.775: CRYPTO_PKI: AI2[& 4= Q= A Qlol| QIZAM 171 FIHE
*3¢ 1603:28:50.70.75: CRYPTO_CRYPTO PKI: MM &iX| AH|A 324 £H*3 16
03:28:50.776: P11:C_CreateObject:*3% 162 03:28:50.776: CKA_CLASS: PUBLIC KEY*3& 16
03:28:50.776: CKA_KEY_TYPE: RSA*3¥ 16¥ 03:28:50.776: CKA_MODULUS: DA 0E6 99 8D
CEE34F BA7EFB 1 8B 83 25 6B EA 48 1F1 2A B0 B9 95 11 04 BD FO 63 D1 E2 <snip>*Mar 16
03:28:50.780: CKA_PUBLIC_EXPONENT: 01 00 01*Mar 16 03:28:50.780:
CKA_VERIFY_RECOVER: 01*Mar 16 03:28:50.780: CRYPTO_PKI: Deleting Cached key has key
id 45*Mar 1 6 03:28:50.781: CRYPTO_PKI: IZ|0{2] 7l 7|& FHAlo]l & l5tEdT A|=*3& 162
03:28:50.781: CRYPTO_PKI:Peer's inserted successfully with key id 46*3& 16 03:28:50.781:
P11:C_CreateObject: 131118*3& 16 03:28:50.781: P11:C_GetMechanisminfo slot 1 type 3
(invalid mechanism)*32 1603:28:70.50 181: P11:C_GetMechanisminfo &% 1 & 1*3% 16
03:28:50.781: P11:C_VerifyRecoverlnit - 131118*3& 16 03:28:50.781: P11:C_VerifyRecover -
131118*3& 162 03:28:50.781: P11:found pubkey in cache using index = 46*3& 16
03:28:50.781: P1:public key found : 08220 2 30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00 03
82 01 OF 00 30 82 01 0OA 02 82 01 01 <snip>CF 02 03 01 00 01*3& 16 03:28:50.788:
P11:CEAL:CRYPTO_NO_ERR*3& 16 03:28:50.788: P1:C_DestroyObject 2 002E*3& 16
03:28:50.788: CRYPTO_PKI: Bt2 Z|&= T|o{2| FHAIE! Z|(7] ID: 46*3& 16 03:28:50.788:
CRYPTO_PKI: (A069C) QI& A &1*3& 162 03:28:50.788: CRYPTO_PKI: M| S x| MH[A 3
=Xt M7*32& 162 03:28:50.788: CRYPTO_PKI: MM 3{X| MH|A 2 At AM|7{CA-GlobalSign
Root:validation status - CRYPTO_VALID_CERT_WITH_WARNING*3& 162 03:28:50.788:
CRYPTO_PKI: (A069C) Certificate validated without revocation check:cert refcount after
increment = 1*38 162 03:28:50.790: CRYPTO_PKI: Populate AAA auth data*3& 16
03:28:50.790: CRYPTO_PKI: Unable to get configured attribute for primary AAA list
authorization.*Mar 163:28:59:50.7 0: PKI: Cert key-usage: Digital-Signature , Certificate-Signing ,
CRL-Signing*Mar 16 03:28:50.790: CRYPTO_PKI: (A069C)chain certZ} &!Z| X|& CA-GlobalSign-
Rootoll THEIIoH, XQl 54 ZHA Z: CRYPTO_VALID_CERT _WITH_WARNING*Mar 16
03:28:50.790: CRYPTO_PKI: (A069C) Verify context*Mar 163:28:50.79 0: CRYPTO_PKI:
destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35, ref count
1:Decrementing refcount for context id-35& 0*3& 162 03:28:50.790: CRYPTO_PKI:
ca_req_context released*3& 162 03:28:50.790: CRYPTO_PKI: (A069C) Validation TP is CA-
GlobalSign-Root*3& 1603:28:50.790.790: CRYPTO_PKI (A069C) Q1B A RE A HAto| H4EFM&
LICH*32% 162 03:28:50.790: CRYPTO_OPSSL: Q1E A R 54 ZHAto| 43 &&LIct 33 16Y
03:28:50.790: CRYPTO_PKI: PKI M|44 A0BICE S=5t7| I8t 28 =433 16 03:28:50.790:
CRYPTO_PKI: PKI Ml A069C S & 2 E 2|4 A H|[R7|.:cert refcount after decrement = 0*Mar
16 03:28:50.791: << ??7? [length 0005]*3& 16 03:28:50.791: 16 03:03 00 93*3& 16 03:28:50.791:
*32 16 03:28:50.791: SSL_connect:SSLv3/TLS &47| Mt Q1B A{*3& 16 03:28:50.791: <<< TLS
1.2 HEM|0| 2 [length 0093], ServerKeyExchange*3& 1603:28:50.791: 0C0 00 8F 03 00 17 41
04 3D 49 34 A3 52 D4 EB*3& 16 03:28:50.791: DE A2 9E CC B0 91 AA CB 1B 39 D0 26 1B 7D
FF 31*3& 16 03:28:50.792: E0 D5 9C 75 C0 7D 5B6 B2 0A B5 CC EA E1 4B*3& 1603:2 50.792:



4E572 7B 54 5D 9B2 95 91 E0 CC D6 A5 8E CE*32& 162! 03:28:50.792: 8D 36 C9 83 42 B0 4D
AC 0C 04 03 00 46 30 44 02*3& 16 03:28:50.792: 20 67 B3 F1 DA D1 BF 1372 DD B6 B2 111
3B 6E F*3& 16 03:28:50.793: 87 52 D9 00 F7 44 31 C3 C2 5E BE 2D FF 93 4E FO*3& 16
03:28:50.793: A8 02 20 24 42 91 BE B7 10 1C D1 C0 12 28 FB 1F*3& 16 03:28:50.793: E4 DE
81 0B AA 6619 CD 25A A0 30 7D 3C 4A 56*Mar 16 03:28:50.793: 0D 94 E2*Mar 16
03:28:50.793: *Mar 16 03:28:50.794: P11:C_FindObjectsInit:*Mar 16 03:28:50.794: CKA_CLASS:
PUBLIC KEY*Mar 16 03:28:50.794: CKA_KEY_TYPE: 0 0 00 03*Mar 16 03:28:50.794:
CKA_ECDSA_PARAMS: 30 59 30 13 06 07 2A 86 48 CE 3D 02 01 06 08 2A 86 48 CE 3D 03 01
07 03 42 004 63 B6 D3 1A 28 <snip>*Mar 16 03:28:50.796: P11:C_FindObjectsFinal*Mar 1603:2
8:50.796: P11:C_Verifylnit - MM 3 S*38 16 03:28:50.796: P11:C_Verifylnit - 7| id =
131073*3& 16 03:28:50.796: P11:C_Verify*3& 162 03:28:50.800:
P11:CEAL:CRYPTO_NO_ERR*3& 1603:28:50.800: << ??? [length 0005]*Mar 16 03:28:50.800:
16 03:03 00 00 04*Mar 16 03:28:50.800: *Mar 16 03:28:50.800: SSL_connect:SSLv3/TLS €17] A
B 7| E*Mar 16 03:28:50.800: <<< TLS 1.2 BHE M| 0|3 [length 004], ServerHelloDone*Mar
160:28:50 0 00 00*Mar 16 03:28:50.801: *Mar 16 03:28:50.801: SSL_connect:SSLv3/TLS €17] A
H & 2*Mar 16 03:28:50.810: >> ??? [length 0005]*3& 16 03:28:50.810: 16 03 03 00 46*3 &
16 03:28:50.811: *3& 162 03:28:50.811: >>> TLS 1.2 HEM|O|=3 [length 0046],
ClientKeyExchange*3& 162 03:28:50.811: 10000 42 4 426 C3 EF 0205 6C 82 D1 90 B3 3&
162 03:28:50.811: 17 31 9A CD DD 8C 81 91 BA E8 C0 86 40 7B 2C E4*3¥ 16¥ 03:28:50.811:
9A 2C 18 9D D1 6A CO0 56 A0 98 2E B7 3B AB3 EB*3Mar 16 03:28:50.811: BB CD 5E 42 C5 76
C0 C4 BF4 1587 F2 7C AD 74*Mar 16 03:28:50.812: 97 0A 97 2B 06 B5*Mar 16 03:28:50.812:
*Mar 16 03:28:50.812: SSL_connect:SSLv3/TLS A2 7| ZEI0|HE 7| W EH*Mar 16 03:28:50.812:
>> 7?7 [length 0005]*Mar 16 03:28:50.812: 14 03 03 00 00 01*Mar 16 03:28:50.812: *Mar 16
03:28:50.812: >> TLS 1.2 ChangeCipherSpec [length 0001]*Mar 16 03:28:51.116: >> ??7? [length
0005]*3& 16 03:28:51.116: 17 03 03 00 35*3& 16 03:28:51.116: *3& 16 03:28:51.116: >>
??7? [length 0005]*3 & 162 03:28:51.116: 17 03 03 00 1A*3 & 16 03:28:51.116: *3& 16
03:28:51.116: >> ??? [length 0005]*3& 16 03:28:51.116: 17 03 03 00 30*3& 16
03:28:51.116: *3& 162 03:28:51.116: >> ??? [length 0005]*3& 16 03:28:51.116: 17 03 03 00
1B*32& 16 03:28:51.117: *3& 16 03:28:51.713: << ??? [length 0005]*3& 16 03:28:51.713: 17
03 03 00 6D*3& 16 03:28:51.713: *3& 16 03:28:51.714: >> ?2?? [length 0005]*3& 16
03:28:51.714: 17 03 03 00 1E*3& 16 03:28:51.714: *3& 162 03:28:51.732: << ??? [length
0005]*32 16 03:28:51.732: 17 03 03 00 71*3& 16 03:28:51.732:
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Source Destination
11 2023-83-16 @3:28:50. 18.122.144.158 142,251.163.109 TLSv1.2 208 @x8798 (34704) Client Hello
12 2023-83-16 @3:28:58_ 142.251.163.189 18.122.144.158 TLSv1.2 598 @x7641 (38273) Server Hello
32 2023-03-16 ©3:28:50. 142.251.163.189 18,122.144.159 TLSv1.2 439 ex7649 (30281) Certificate, Server Key Exchange, Server Hello Done
33 2023-83-16 B3:28:50_- 18.122.144.158 142.251.163.189 TLSv1.2 180 8x879d (34717) Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
34 2023-93-16 B3:28:50_ 142.251.163.1089 18.122,144.158 TLSv1.2 349 @x764a (38282) New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
36 2023-03-16 ©3:28:50.. 10.122.144,150 142.251.163.199 TLSv1.2 187 exa879f (34719) Application Data
38 20623-03-16 @3:28:50- 142.251.163.189 18.122.144.158 TLSv1.2 386 @x764c (38284) Application Data
39 2023-83-16 B3:28:50. 10.122.144.158 142,251.163.189 TLSv1.2 116 @x87a@ (34728) Application Data
41 2023-83-16 B3:28:50_ 142.251.163.109 18.122.144.158 TLSv1.2 181 ex764e (38286) Application Data
42 2023-93-16 83:28:50. 10.122.144.158 142,251.163.109 TLSv1.2 189 8x87al (34721) Application Data
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https://tools.cisco.com/bugsearch/bug/CSCwe75439

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



