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#role name <name_of_role>

#rule 1 permit read feature snmp
#rule 2 deny {read/ read-write} oid <oid_you_want_to_exclude>
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#exit
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#snmp-server community <name_of_community_you_want_to_map> group <name_of_role>

SNMPv32e| B3¢

#snmp-server user <user_to_map_with> <name_of_role> auth {sha/md5} <authentication_password> priv {aes/
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switch#
switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# role name deny_oid
switch(config-role)# rule 1 permit read feature snmp
switch(config-role)# rule 2 deny read oid 1.3.6.1.2.1.2.2.1.3
switch(config-role)# exit
switch(config)# exit
switch# sh role name deny_oid
Role: deny_oid
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity
2 deny read oid 1.3.6.1.2.1.2.2.1.3
1 permit read feature snmp

switch#

A 2 SNMPv2 4T LIE| deny oid A44d:

switch(config)# snmp-server community snmpv2user group deny_oid switch(config)# exit switch# sh snmp co

deny_oid 238 2| SNMPv3 AF2 X} A Ad:

switch# config t Enter configuration commands, one per 1line. End with CNTL/Z. switch(config)# snmp-serv
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[root@user ~]# snmpwalk -v2c -c trial a.b.c.d 1.3.6.1.2.1.2.2.1.3 IF-MIB::ifType.83886080 = INTEGER: et

OID7} M2 SNMPv20d CHEH SNMPwalk:

[root@user ~]# snmpwalk -v2c -c snmpv2user a.b.c.d 1.3.6.1.2.1.2.2.1.3 IF-MIB::ifType = No Such Object
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OIDE A|2|8F SNMPwalk:

[root@user ~]# snmpwalk -v3 -u trialv3 -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123' a.

OID7} A2 E SNMPv3 AFE AFo| CHEF SNMPwalk:



[root@user ~]# snmpwalk -v3 -u snmpv3user -1 authPriv -a sha -A 'password!123' -x aes -X 'password!123'
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