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. 22 E{11

. EI2E12

. Router14(I1SP-A)
. 22 E{21

. EIE{22

- PIX1

- PIX2

2 E{11

hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
!-—- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !/--- A
default route is advertised into OSPF conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active), with a metric of 5. router bgp 64496 no
synchronization bgp log-neighbor-changes network
192.168.10.0 neighbor 172.16.12.2 remote-as 64496 !--—-
Configures Routerl2 as an 1BGP peer . distance bgp 20
105 200 !--- Administrative distance of iBGP learned
routes 1is changed from default 200 to 105. no auto-
summary ! ip route 172.16.12.0 255.255.255.0
172.16.11.10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-1list 30 permit
0.0.0.0 access-1list 31 permit 172.16.12.2 route-map
check-default permit 10 match ip address 30 match ip
next-hop 31

cHE12

hostname Routerl?2

!
interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

! --- Connected to Routerl4 (ISP-A). ! interface
FastEthernet0/1 ip address 172.16.12.2 255.255.255.0 !/--
- Connected to PIX1. ! router bgp 64496 no
synchronization neighbor 172.16.11.1 remote-as 64496
neighbor 172.16.11.1 next-hop-self neighbor 172.16.11.1
default-originate route-map check-ispa-route !--- A
default route is advertised to Routerll conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active). neighbor 172.16.11.1 distribute-list 1 out
neighbor 172.16.13.4 remote-as 64500 !/--- Configures
Routerl4 (ISP-A) as an eBGP peer. neighbor 172.16.13.4
route-map adv-to-ispa out no auto-summary ! ip route
172.16.11.0 255.255.255.0 172.16.12.10 !--- Static route
to iBGP peer, because it 1is not directly connected. !
access-list 1 permit 0.0.0.0 access-list 10 permit
192.168.10.0 access-1list 20 permit 10.10.20.0 0.0.0.255
access-list 21 permit 172.16.13.4 ! route-map check-
ispa-route permit 10 match ip address 20 match ip next-
hop 21 ! route-map adv-to-ispa permit 10 match ip
address 10




Router14(ISP-A)

hostname Routerl4d

!

interface Ethernet0/0

ip address 172.16.13.4 255.255.255.0
!

interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

!
router bgp 64500

network 10.10.20.0 mask 255.255.255.0
neighbor 172.16.13.2 remote-as 64496
!--- Configures Routerl2 as an eBGP peer. !

Bl E21

hostname Router2l

!

interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0

!-—- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 !--- Connected to
P1Xx2. ! router ospf 1 network 192.168.10.0 0.0.0.255
area 0 default-information originate metric 30 route-map
check-default !--- A default route is advertised into
OSPF conditionally (based on whether the link !--- from
Router22 to ISP-B is active), with a metric of 30. !
router bgp 64496 no synchronization network 192.168.10.0
neighbor 172.16.22.2 remote-as 64496 !--- Configures
Router22 as an 1BGP peer. ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 !--- Static route to 1iBGP
peer, because it is not directly connected. ! access-
list 30 permit 0.0.0.0 access-list 31 permit 172.16.22.2
route-map check-default permit 10 match ip address 30
match ip next-hop 31 !

BFE22

hostname Router22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!--- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !/--
- Connected to PIX2. ! router bgp 64496 no
synchronization bgp log-neighbor-changes neighbor
172.16.21.1 remote-as 64496 !--- Configure Router2l as
an 1BGP peer. neighbor 172.16.21.1 next-hop-self
neighbor 172.16.21.1 default-originate route-map check-
ispb-route !--- A default route is advertised to
Router2l conditionally (based on whether the link !---
from Router22 to ISP-B is active). ! neighbor
172.16.21.1 distribute-list 1 out neighbor 172.16.23.4
remote-as 64503 neighbor 172.16.23.4 route-map adv-to-
ispb out ! ip route 172.16.21.0 255.255.255.0
172.16.22.10 !--- Static route to 1iBGP peer, because it
is not directly connected. ! access-list 1 permit
0.0.0.0 access-list 10 permit 192.168.10.0 access-list
20 permit 10.10.30.0 0.0.0.255 access-list 21 permit
172.16.23.4 ! route-map check-ispb-route permit 10 match
ip address 20 match ip next-hop 21 ! route-map adv-to-




ispb permit 10 match ip address 10 set as-path prepend
10 10 10 !--- Route map used to change the AS path
attribute of outgoing updates.

2t S E{24(ISP-B)

hostname Router24

!

interface Loopback0

ip address 10.10.30.1 255.255.255.0

!

interface FastEthernet0/0

ip address 172.16.23.4 255.255.255.0
!
router bgp 64503

bgp log-neighbor-changes

network 10.10.30.0 mask 255.255.255.0
neighbor 172.16.23.2 remote-as 64496
!--- Configures Router22 as an eBGP peer. !

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

!--- No NAT translation, to allow Routerll on the inside
to initiate a BGP session !--- to Routerl2 on the
outside of PIX. static (inside,outside) 172.16.11.1
172.16.11.1 netmask 255.255.255.255 !--- Static NAT
translation, to allow Routerl2 on the outside to
initiate a BGP session !--- to Routerll on the inside of
PIX. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1 route
inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.22.2 host 172.16.21.1 eq bgp

!--- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

!--- No NAT translation, to allow Router2l on the inside
to initiate a BGP session !--- to Router22 on the




outside of PIX. static (inside,outside) 172.16.21.1
172.16.21.1 netmask 255.255.255.255 ! -- Static NAT
translation, to allow Router22 on the outside to
initiate a BGP session !--- to Router2l on the inside of
PIX.
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Routerll# show ip bgp

BGP table version is 14, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best, 1 -

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 172.16.12.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768 i
BGPE &3l &&= 0.0.0.0/0 7|2 ZE= Router112| show ip route Z2301| Lt /= RAH 2t

L& Eo|20 Ax|E/LIC}.

Routerll# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.16.12.2 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 2 subnets

S 172.16.12.0 [1/0] via 172.16.11.10

C 172.16.11.0 is directly connected, FastEthernet0/1

B* 0.0.0.0/0 [105/0] via 172.16.12.2, 00:27:24

O|X| Router210iA BGP Ell0|&& T Ed=fLICt EBF Router22& Sall 7|2 B2 & Sr&&LICH

Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2
Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Network Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 172.16.22.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768

O|X| Ol BGP && 7|2 Z27} Router212| 2t & H|O|E0i| M&|Z[A}=X| & QlgfLC.

Router2l1l# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

c 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 2 subnets

c 172.16.21.0 is directly connected, FastEthernet0/1

S 172.16.22.0 [1/0] via 172.16.21.10

O*E2 0.0.0.0/0 [110/5] via 192.168.10.1, 00:27:06, FastEthernet0/0

Router212| 7|&# Z2= OSPFE &3 & ELICH0.0.0.0/0 B22| o HFAF & 11). Router2204 A
BGPE S3ll & El 7|8 BE7F U K| show ip route E230 = OSPFE S3all & E 7|2 F27}
E AIELCH

Router210| & AA0M 7|2 BEE QAISIEE OSPF 7|2 ZBE7} Router210fl X[ EIR&LICEH

.OSPFE S¢t |BGP 2l Router112 S5t ot RE{22. 42 MEl T2 HA = BIRE EH 0B O LIS
el HelE 7HE 7='§E M=%|gHL|CHOSPFo| 2| @i 1100|1 iBGPL| & 2| 7HEl= 200QL

Ct. 2k A 1100| ZOOEEP oo 2 OSPFOIAM &4 8t 7I% d27t et E Hol2o Mx|EL|Ct.

Z2 MEebo] cHEt RFMIBH LHZ 2 Cisco B RE{2] ZE MEIZ R X SHAAIL.

2X &

o| MMoME HI|ado|M 2XE HZ2E 4 A&LIct

Router122t ISP-A 7F2| BGP MM & S= & LICH

Routerl2 (config)# interface fas 0/0
Routerl2 (config-if)# shut

1lw0d: $LINK-5-CHANGED: Interface FastEthernet0/0,
changed state to administratively down

1w0d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to down

Router110{= Router120 A BGPE Sall & &E! 7|18 A= 7} Qi&LCh

Routerll# show ip bgp

BGP table version is 16, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete


/c/ko_kr/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html

Network Next Hop Metric LocPrf Weight Path
*> 192.168.10.0 0.0.0.0 0

Router112] EPOE' Eloj2g &elgftLct. 7|2 B2 = OSPF(# 2| 721 110)2 S35l &4 Ll
Router212| C}& &0| AFZ EILICH

Routerll# show ip route

I-—— Output suppressed. Gateway of last resort is 192.168.10.2 to network 0.0.0.0 C
192.168.10.0/24 is directly connected, FastEthernet0/0 172.16.0.0/24 is subnetted, 2 subnets S
172.16.12.0 [1/0] via 172.16.11.10 C 172.16.11.0 is directly connected, FastEthernet0/1l O*E2
0.0.0.0/0 [110/30] via 192.168.10.2, 00:00:09, FastEthernet0/0

ol £242 O|2| HolE Ao et B Lchasq Lt o] A|IHoiMH= Router110 A distance bgp
20 105 200 Z1Z|22f|0|Ad - Ol3H5t 2, Router110i M B2 MEHof O|x|l= Q&S olshste R
Ol ZL&fLct.

O] B ol 7|27t distance bgp 200 200 202!/LICt. 047|M eBGP & & AZ& &2l 27t 200|
1,iBGP &t& F2= 2| Ha2l7t 2000|1, 2Z BGP B2 = & 2| 2|7} 200 LCt.

Router122} ISP-A 7+2| @37} CHA| AJEF |4 Router112 Router120i M iBGPE S35l 7|12 B2 E
st&eLICH ae{Lt O iBGP && ZAZ29| 7|2 2| 7{El= 2000|2 2 OSPF && A2 E CHAlst
x| t&LICH1100] 200 C} 57| ). 0|2 H| 5% Router1201 A ISP-AZ Q| 37} CHA| X S5}
2T Router210 A Router222 ¢14%|= 2 E OIRHIR2E EEiE 0| ISP-BE ¢AZE/LICE O] &
N & siZstti™ iBGP & 29| 2| H2l& A& E! IGP(Interior Gateway Protocol) 2CH & 2
Zro 2 wZ3stL|Ct. 0] ool A IGP= OSPFO|E 2 1055 1102CtH 2o 2 1052| HE|7t MEHE!L
Ct.

distance bgp B&0| CHEt RtMIEH LIS 2 BGP B S X 5tAA2 BGPE AFS S HEIE
(multihoming)ofl CHE XEMIEH LI 2 EFO' O HE|E EZHM BGPE S5t 2= SR ME 714,

AUzl 2

0| AlLt2[2 0| M Router112 ISP-A(Router 14)& &8t 1% eBGP I|0{2]0|1 Router212 ISP-
B(Router24)E& S8t Z|% eBGP 1|01/ ILICH Router12 & g Router22= BGP I|0{&oi & 045tX|
ot X[k ISPO IP 2422 XS & LICHeBGP I|o{e &Y °d7='EI 2174 C|HtOo|A T} otL|= & neighbor
ebgp-multihop H& 2 %04 2t RE{0{| M A& ElLICt.neighbor ebgp-multinop BE S ALS 5t
eBGP IZ! 2| TTL(Time to Live)2 7|22t 10| B1E3St 22 BGP7} 7|2 one hop eBGP M|EHE
Hol|gh = &Lct O] AlLtE[20 M= eBGP U|O|H{7t 35 0|2 2 L|0|H-BE|[Z2 X 30| £H0{X}of|
T TTL 2/ S 322 HAFLICH 8t 1 2t REQ PIXE T HE BIREM 1Y ZEE +
MtLIC} Router112 Router14(ISP-A) F4 172.16.13.42 pingE & /204 Router210]| ISP-
B(Router24) &4 172.16.23.401 ping& = UL & £ U&LICH.

7|§"—19§ PIX._ ping B & AE i M& El= ICMP(Internet Control Message Protocol) ZHZ!
2 St = 3185 X| A&LICEICMP i E 51835t24™ CH=S PIX Ax|ago|Mol ZAIE CHE

access-list BE 2 AI& & LICt.access-list 204 CHEF AEMIEF LHE 2 PIX Firewall AMIMH B HHEE
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hostname Routerll
!
interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0

!-—-- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router bgp 64496 no synchronization bgp log-

neighbor-changes network 192.168.10.0 neighbor
172.16.13.4 remote-as 64500 neighbor 172.16.13.4 ebgp-




multihop 3 !--- To accept and attempt BGP connections to
external peers that reside on networks that !--- are not
directly connected. neighbor 172.16.13.4 route-map set-
pref in !--- Sets higher local-preference for learned
routes. neighbor 172.16.13.4 route-map adv_to_ispa out
neighbor 192.168.10.2 remote-as 64496 neighbor
192.168.10.2 next-hop-self no auto-summary ! ip route
172.16.12.0 255.255.255.0 172.16.11.10 ip
routel72.16.13.4 255.255.255.255 172.16.11.10 !---
Static route to eBGP peer, because it is not directly
connected. ! access-1list 20 permit 192.168.10.0 ! route-
map set-pref permit 10 set local-preference 200 ! route-
map adv_to_ispa permit 10 match ip address 20 !

cHE{12

hostname Routerl2

!

interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!-—- Connected to ISP-A. ! interface FastEthernet0/1 ip
address 172.16.12.2 255.255.255.0 !--- Connected to
PIXI1. ! ip route 172.16.11.0 255.255.255.0 172.16.12.10
ip route 192.168.10.0 255.255.255.0 172.16.12.10

Router14(ISP-A)

hostname Routerl4

!

interface Ethernet0/0

ip address 172.16.13.4 255.255.255.0

!

interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

!

router bgp 64500
no synchronization
network 10.10.20.0 mask 255.255.255.0

neighbor 172.16.11.1 remote-as 64496

neighbor 172.16.11.1 ebgp-multihop 3

!--- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.11.1 default-originate !/---
Advertises a default route to Routerll. no auto-summary
! ip route 172.16.11.1 255.255.255.255 172.16.13.2 [---
Static route to eBGP peers, because it is not directly
connected.

2t E{21

hostname Router2l

!

interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0
!-—-- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 !--- Connected to
PIX2. ! router bgp 64496 no synchronization network
192.168.10.0 neighbor 172.16.23.4 remote-as 64503
neighbor 172.16.23.4 ebgp-multihop 3 !/--- To accept and
attempt BGP connections to external peers that reside on
networks that !--- are not directly connected. neighbor
172.16.23.4 route-map adv_to_ispb out neighbor
192.168.10.1 remote-as 64496 neighbor 192.168.10.1 next-




hop-self no auto-summary ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 ip routel72.16.23.4
255.255.255.255 172.16.21.10 !--- Static routes
configured to reach BGP peer. ! access-1list 20 permit
192.168.10.0 ! route-map adv_to_ispb permit 10 match ip
address 20 set as-path prepend 10 10 10

chE{22

hostname Router22
!
interface FastEthernet0/0
ip address 172.16.23.2 255.255.255.0

!-—-- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !/--
- Connected to PIX2. ! ip route 172.16.21.0

255.255.255.0 172.16.22.10 ip route 192.168.10.0
255.255.255.0 172.16.22.10

Bt E{24(ISP-B)

hostname Router24

!

interface Loopback0

ip address 10.10.30.1 255.255.255.0

!

interface FastEthernet0/0

ip address 172.16.23.4 255.255.255.0

! --—- Connected to Router22. ! router bgp 64503 no
synchronization bgp log-neighbor-changes network
10.10.30.0 mask 255.255.255.0 neighbor 172.16.21.1
remote-as 64496 neighbor 172.16.21.1 ebgp-multihop 3 !--
- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.21.1 default-originate !---
Advertises a default route to Router2l. no auto-summary
! ip route 172.16.21.1 255.255.255.255 172.16.23.2 [---
Static route for BGP peer Routerll, because 1t 1is not
directly connected.

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!-- Access list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside securityO
nameif ethernetl inside securityl100




ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.23.4 host
172.16.21.1 eq bgp

!-- Access 1list allows BGP traffic to pass from outside
to inside. access-1list acl-1 permit icmp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.21.1 172.16.21.1 netmask
255.255.255.255

Ct&& &elgfuch

Z+8tL|Ct.Router11 2! Router212| show ip
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Routerll# show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 10

BGP table version is 13, main routing table version 13

network entries and 5 paths using 568 bytes of memory
BGP path attribute entries using 420 bytes of memory
BGP AS-PATH entries using 48 bytes of memory

BGP route-map cache entries using 0 bytes of memory

O O N I b

BGP filter-list cache entries using 0 bytes of memory
BGP activity 43/264 prefixes, 75/70 paths, scan interval 15 secs

Neighbor \Y AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
172.16.13.4 4 64500 1627 1623 13 0 0 02:13:36 2
192.168.10.2 4 64496 1596 1601 13 0 0 02:08:47 2

Router21# show ip bgp summary
!-—- Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.23.4 4 64503 1610 1606 8 0 0 02:06:22 2 192.168.10.1 4 64496 1603 1598 8 0 0 02:10:16 3

Router112| BGP Ef|0|£0{= CHS &2 ISP-A 172.16.13.401 CHE! 7|2 Z2(0.0.0.0/0)0] EA|EIL
Ct.

Routerll# show ip bgp

BGP table version is 13, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.13.4 200 0 20 i
*> 10.10.20.0/24 172.16.13.4 0 200 0 64500 1
*>110.10.30.0/24 192.168.10.2 0 100 0 64503 1
* 1192.168.10.0 192.168.10.2 0 100 0 i
*> 0.0.0.0 0 32768 1
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Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

* 0.0.0.0 172.16.23.4 0 64503 1
*>3 192.168.10.1 200 0 64500 i
*>110.10.20.0/24 192.168.10.1 0 200 0 64500 1
*> 10.10.30.0/24 172.16.23.4 0 0 64503 1
*> 192.168.10.0 0.0.0.0 0 32768 i

* i 192.168.10.1 0 100 0 i

2X &

Router11 ! ISP-A BGP M|Mg S = &LCt.

Routerll (config)# interface fas 0/1
Routerll (config-if)# shut

4dw2d: SLINK-5-CHANGED: Interface FastEthernet0/1,
changed state to administratively down
4w2d: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down
4w2d: %$BGP-5-ADJCHANGE: neighbor 172.16.13.4 Down BGP Notification sent
4w2d: %BGP-3-NOTIFICATION: sent to neighbor 172.16.13.4 4/0 (hold time expired)0 bytes

ISP-A0]| CHEt eBGP Ml442 257 EFO|H(180%) 7t B2 =|M SEELICEH

Routerll# show ip bgp summary

! --- Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.13.4 4 64500 1633 1632 0 0 0 00:00:58 Active 192.168.10.2 4 64496 1609 1615 21 0 O
02:18:09
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Routerll# show ip bgp

BGP table version is 21, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 192.168.10.2 100 0 64503 i
*>110.10.30.0/24 192.168.10.2 0 100 0 64503 i
* 1192.168.10.0 192.168.10.2 0 100 0 1
*> 0.0.0.0 0 32768 1

Router21# show ip bgp

BGP table version is 14, local router ID is 192.168.10.2
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Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.23.4 0 64503 i
*> 10.10.30.0/24 172.16.23.4 0 0 64503 1
*> 192.168.10.0 0.0.0.0 0 32768 1
* 1 192.168.10.1 0 100 0 i
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$TCP-6-BADAUTH: Invalid MD5 digest from 172.16.11.1:1778 to 172.16.12.2:179

norandomseq 7|2/ =& static(inside,outside)172.16.11.1 netmask 255.255.255.0 norandomseq &
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hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
!-—- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !--- A
default route is originated conditionally, with a metric
of 5. ! router bgp 64496 no synchronization bgp log-
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neighbor-changes network 192.168.10.0 neighbor
172.16.12.2 remote-as 64496 neighbor 172.16.12.2
password 7 08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. distance bgp
20 105 200 !--- Administrative distance of 1BGP-learned
routes is changed from default 200 to 105. !--- MD5
authentication is configured for BGP. no auto-summary !
ip route 172.16.12.0 255.255.255.0 172.16.11.10 !/---
Static route to i1BGP peer, because it is not directly
connected. ! access-1list 30 permit 0.0.0.0 access-1list
31 permit 172.16.12.2 route-map check-default permit 10
match ip address 30 match ip next-hop 31

cHE{12

hostname Routerl2
!
interface FastEthernet0/0
ip address 172.16.13.2 255.255.255.0

!-—- Connected to ISP-A. ! interface FastEthernet0/1 ip
address 172.16.12.2 255.255.255.0 !/--- Connected to
PIX1. ! router bgp 64496 no synchronization neighbor

172.16.11.1 remote-as 64496 neighbor 172.16.11.1 next-
hop-self neighbor 172.16.11.1 default-originate route-
map neighbor 172.16.11.1 password 7
08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. check-ispa-
route !--- Originate default to Routerll conditionally
if check-ispa-route is a success. !--- MD5
authentication is configured for BGP.

neighbor 172.16.11.1 distribute-list 1 out

neighbor 172.16.13.4 remote-as 64500

neighbor 172.16.13.4 route-map adv-to-ispa out

no auto-summary

!

ip route 172.16.11.0 255.255.255.0 172.16.12.10

!--—- Static route to iBGP peer, because it 1s not
directly connected. ! access-list 1 permit 0.0.0.0
access-list 10 permit 192.168.10.0 access-1list 20 permit
10.10.20.0 0.0.0.255 access-1list 21 permit 172.16.13.4 !
route-map check-ispa-route permit 10 match ip address 20
match ip next-hop 21 ! route-map adv-to-ispa permit 10
match ip address 10

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eqg bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255 norandomseq




!--- Stops the PIX from offsetting the TCP sequence
number. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1
route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX/ASA 7.x O|A

10.10.20.0/24

AS 64500

1TZ216.13.4 g

Router 14
ISP-A

PIX/IASA HHE 7.x O 40l M= MD5 215 AHZ 3104 BGP T|0{2 MIMS X5t AT e mf =

7bsiQ1 2R|7H WABHLICE YR HOE PIX/ASA B 7.x O &0l A= TCP HlO|E{ 120 Z8El 2
E TCP MD5 SM2 Tt 4J5t0d CIHHO|AE STH8tT S4 57, 27| 2 22 NOP M Hlo|ER
CHA B LICHO|Zi7 317 BGP MD5 2150 252 SEE|D 2 mlofa BtRE{olM CHS 2 22
7 HIAIXIZ} wraystLict

000296:2010 4 7 15:13:22.221 EDT:%$TCP-6-BADMAUTH:172.16.11.1(28894) 172.16.12.2(179) MD5

MD5 Q150| U= BGP MMe 3o 2 MHstE{dH CHE Ml 7HR| EXMIE S8 ok &hLCt.

. TCP AIRA HS o] M HIEAS
. TCP MD5 &M A=t HI|gMd3)
. I|]0o{ Z} NAT H|&t A5}

class-map & access-list= TCP A|ZHA S o] M 7|50 25 XM lx|ofok 5t RHEHA ¢f
O| MD5 SME T™EE = U= I[of 7to| EBHElE MESt= O AF& E LICHtcp-map2 S El=
=M f82 xIdst= d A ELICHo| B2 M & 19(TCP MD5 =M). class-mapt tcp-
map2 25 Modular Policy Framework @IZ2}2] 22 QI policy-map=2 Sl AZELICt. O CHS
service-policy BHE S At&5t04 Z4I|12i|0[M 0] & M8 ELICH.

&rm: ;o] ZF NATE HIEH35H8H0F 5t AFE 2 no nat-control B30 2|3l & 2[& LIC}.

7% 7.0 o400l ME ASAL| 7|2 E440| no nat-control0|H, ASAE S8t ZE Q40| 7|EXo =z
NAT E|AEE S8l x| kot ElCt T 8fL|CASAO no nat-control2| 7|2 A%0| YUE Hez 7
HErLIch REMI B LI2 2 nat-control S &% 514 A|2.nat-controlO| 2 E|= 73 BGP I/o{oi| CH3H
NATE HA|IMOZ H|gHdstslof & LICHOlE LHE & Q|F IE{H|0|A ZHo] static HHEES A& 5t
of =& &= &LLCt.

static (inside, outside) 172.16.11.1 172.16.11.1 netmask 255.255.255.255

PIX/ASA 7.x/8.x
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ciscoasa# sh run
Saved

ASA Version 8.2(1)

!

hostname ciscoasa

domain-name example.com

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIJI.2KYOU encrypted

names
1

!--- Configure the outside interface. interface
Ethernet0/0 nameif outside security-level 0 ip address
172.16.12.10 255.255.255.0 ! !--- Configure the inside
interface. interface Ethernet0/1 nameif inside security-
level 100 ip address 172.16.11.10 255.255.255.0 ! !/--
Output suppressed. !--- Access list to allow incoming
BGP sessions !--- from the outside peer to the inside
peer access-list OUTSIDE-ACL-IN extended permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!-—-- Access list to match BGP traffic. !--- The next
line matches traffic from the inside peer to the outside
peer access-list BGP-MD5-ACL extended permit tcp host
172.16.11.1 host 172.16.12.2 eq bgp

!--- The next line matches traffic from the outside peer
to the inside peer access-list BGP-MD5-ACL extended
permit tcp host 172.16.12.2 host 172.16.11.1 eq bgp

1
!--- TCP-MAP to allow MD5 Authentication. tcp-map BGP-
MD5-OPTION-ALLOW
tcp-options range 19 19 allow
1
!--- Apply the ACL that allows traffic !--- from the
outside peer to the inside peer access-group OUTSIDE-
ACL-IN in interface outside
!
asdm image diskO:/asdm-621.bin
no asdm history enable
arp timeout 14400

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1
http server enable

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kilobytes
4608000

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-1list

no threat-detection statistics tcp-intercept




1
class-map inspection_default
match default-inspection-traffic
class-map BGP-MD5-CLASSMAP
match access-list BGP-MD5-ACL
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
class BGP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options BGP-MD5-OPTION-ALLOW

1

service-policy global_policy global

prompt hostname context

Cryptochecksum: 64ea55d7271el9eea87c8603ab3768a2
end

cHE{11

Routerll#sh run

hostname Routerll

!

ip subnet-zero

!

interface Loopback0
no ip address
shutdown

!

interface Loopbackl
ip address 192.168.10.1 255.255.255.0
!

interface Ethernet0
ip address 172.16.11.1 255.255.255.0
!

interface Serial0
no ip address
shutdown

no fair-queue

!

interface Seriall
no ip address
shutdown

1

interface BRIO




no ip address

encapsulation hdlc

shutdown

!
router bgp 64496

no synchronization

bgp log-neighbor-changes

network 192.168.10.0

neighbor 172.16.12.2 remote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.12.2 password 7 123456789987654321

!--- Administrative distance of i1BGP-learned routes is
changed from default 200 to 105. !--- MD5 authentication
is configured for BGP. distance bgp 20 105 200

no auto-summary

!

ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.12.0 255.255.255.0
172.16.11.10

ip http server

1

I --- Output suppressed

cHE{12

Routerl2#sh run
hostname Routerl2

!

aaa new-model

!

ip subnet-zero

!

interface Ethernet0

ip address 172.16.13.2 255.255.255.0
!

interface Ethernetl

ip address 172.16.12.2 255.255.255.0
!

interface Serial0

no ip address

no fair-queue

!
interface Seriall

no ip address

shutdown

!
router bgp 64496

no synchronization

bgp log-neighbor-changes

neighbor 172.16.11.1 remote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.11.1 password 7 123456789987654321
neighbor 172.16.11.1 next-hop-self

!--- Originate default to Routerll conditionally if
check-ispa-route is a success

neighbor 172.16.11.1 default-originate route-map check-
ispa-route




neighbor 172.16.11.1 distribute-list 1 out
neighbor 172.16.13.4 remote-as 64500

no auto-summary

1

ip classless

!--—- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.11.0 255.255.255.0
172.16.12.10 ip http server ! access-1list 1 permit
0.0.0.0 access-1list 10 permit 192.168.10.0 access-1list
20 permit 10.10.20.0 0.0.0.255 access-list 21 permit
172.16.13.4 route-map check-ispa-route permit 10 match
ip address 20 match ip next-hop 21 ! route-map adv-to-
ispa permit 10 match ip address 10 ! !--- Output
suppressed

Router14(ISP-A)

Routerld#sh run
hostname Routerl4d
1
!
ip subnet-zero
!
interface Ethernet0
ip address 172.16.13.4 255.255.255.0
!
interface Ethernetl
ip address 10.10.20.1 255.255.255.0
!
interface Serial0
no ip address
shutdown
no fair-queue
!
interface Seriall
no ip address
shutdown
!
router bgp 64500
bgp log-neighbor-changes
network 10.10.20.0 mask 255.255.255.0

!--- Configures Routerl2 as an eBGP peer. neighbor
172.16.13.2 remote-as 64496 ! !--- Output suppressed ip
classless

CtE= SelIgfLct,

rlo

show ip bgp summary 39| £24
=i

Routerll#show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 64496

BGP table version is 8, main routing table version 8

3 network entries using 360 bytes of memory

3 path entries using 156 bytes of memory

2/2 BGP path/bestpath attribute entries using 248 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

Cl1z0| MZ235l1 BGP M|410] Router110] MM E|Qi2 2 LIE}



BGP using 764 total bytes of memory
BGP activity 25/22 prefixes, 26/23 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.13.2 4 64496 137 138 8 0 0 02:01:16 1
Routerll#
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//www.cisco.com/en/US/tech/tk365/tk80/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/13753-25.html?referring_site=bodynav
/c/ko_kr/support/docs/ip/border-gateway-protocol-bgp/13762-40.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
/content/en/us/support/docs/security/pix-500-series-security-appliances/5119-pix-command-ref.html
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