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i guana#
show ip cef vrf custA 88.1.88.8
88.1.88.8/32, version 47, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, O dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}

i guana# show ip cef vrf custB 88.1.88.8
88.1.88.8/32, version 77, epoch 0, cached adjacency 88.1.3.2
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0 packets, 0 bytes
tag i nformation set
l ocal tag: VPN route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {28}
via 88.1.11.5, O dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewrite with Et1/0, 88.1.3.2, tags inposed: {28}
i guana#
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gi |l a#
show tag-switching forwarding-table
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
16 Pop tag 88.1.1.0/24 0 Et1/1 88.1.2.2
Pop tag 88.1.1.0/24 0 Et1/0 88.1.3.2
17 Pop tag 88.1.4.0/24 0 Et1/1 88.1.2.2
18 Pop tag 88.1.10.0/ 24 0 Et1/1 88.1.2.2
19 Pop tag 88.1.11.1/32 0 Et1/1 88.1.2.2
20 Pop tag 88.1.5.0/24 0 Et1/0 88.1.3.2
21 19 88.1.11.10/ 32 0 Et1/1 88.1.2.2
22 88.1.11.10/ 32 0 Et1/0 88.1.3.2
22 20 172.18.60.176/32 O Et1/1 88.1.2.2
23 172.18.60.176/32 O Et1/0 88.1.3.2
23 Unt agged 172.31.1.0/24[V] 4980 Fa0/ 0 10. 88. 162.6
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggregat e 10. 88.162. 8/ 30[ V] 137104
26 Unt agged 172.31.1.0/24[V] 570 Et1/2 10. 88. 162. 14
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \
273480
30 Pop tag 88.1.11.5/32 0 Et1/0 88.1.3.2
31 Pop tag 88.1.88.0/24 0 Etl1l/0 88.1.3.2
32 16 88.1.97.0/ 24 0 Et1/0 88.1.3.2
33 Pop tag 88.1.99.0/24 0 Et1/0 88.1.3.2
gi |l a#
gi | a# show tag-switching forwarding-table 88.1.88.0 detail
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
31 Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2

MAC/ Encaps=14/ 14, NMRU=1504, Tag Stack{}
005054D92A250090BF9C6C1C8847
No out put feature configured
Per - packet | oad-sharing
gi |l a#
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From CustA:

DLC  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 16:21:34.8415; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
DLC. Ethertype = 8847 (MPLS)
DLC:

MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00018
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS

P ----- | P Header -----
| P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00
| P 000. .... = routine
I P: .0 .... = normal del ay
I P: 0... = normal throughput
I P: .0.. = normal reliability
I P: .0. = ECT bit - transport protocol will ignore the CE

bi t

I P: .... ...0 = CEDbit - no congestion
IP: Total length = 100 bytes
IP: ldentification = 175
I P: Fl ags = 0X
I P: .0.. = may fragnent
I P: ..0. .... = last fragnent
I P: Fragment offset = 0 bytes
IP: Time to live = 254 seconds/ hops
I P: Protocol =1 (law)
| P: Header checksum = 5ECO (correct)
IP: Source address = [172.31.1.1]
I P: Destination address = [88.1.88. 8]
I P: No options
| P:

ICWP: - ---- | CMP header -----
| CVP:
| CVMP: Type = 8 (Echo)
I CWP: Code = 0
| CMP: Checksum = 4AF1 (correct)
ICVWP: Identifier = 4713
| CMP: Sequence nunber = 6957
ICVMP: [72 bytes of data]
| CVP:
I CVP: [ Normal end of "I1CMP header".]

From CustB:

DLC:

DLC:
DLC:

DLC:
DLC:
DLC:

DLC Header -----

Frame 11 arrived at 16:21:37.1558;

byt es.
Destination
Sour ce
Et hertype

Station 005054D92A25
Station 0090BF9C6CLC
8847 (MPLS)

frame size is 118 (0076 hex)



MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001C
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
P ----- | P Header -----
| P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00
| P 000. .... = routine
I P: ...0 .... = normal del ay
I P: ... 0... = normal throughput
I P: ... .0.. =normal reliability
I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t
I P: .... ...0 = CEDbit - no congestion
IP: Total length = 100 bytes
IP: ldentification = 165
I P: Fl ags = 0X
I P: .0.. .... = may fragnent
I P: ..0. .... = last fragnent
I P: Fragment offset = 0 bytes
IP: Time to live = 254 seconds/ hops
I P: Protocol =1 (law)
| P: Header checksum = 5ECA (correct)
IP: Source address = [172.31.1.1]
I P: Destination address = [88.1.88. 8]
I P: No options
| P:
ICWP: - ---- | CMP header -----
| CWP
| CVP: Type = 8 (Echo)
I CVWP: Code = 0
| CMP: Checksum = AD5E (correct)
ICVWP: Identifier = 3365
| CMP: Sequence nunber = 7935
ICVMP: [72 bytes of data]
| CWP
I CVP: [Normal end of "ICMP header".]

1

O|248t ping2 &t 0|22l& PE 2t E O|FOILIS| NAT EO|20] CtE1 242 &
LICE 2ol ZEAIE miZ!od ChHalf & 5._| EY =2 ICMP AlERtet AR & A&LICH

i guana#

show ip nat translations

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
icmp 192.168.1.3:3365 172.31.1.1:3365 88.1.88.8:3365 88.1.88.8:3365
icnp 192.168.1.3:3366 172.31.1.1:3366 88. 1. 88. 8: 3366 88. 1. 88. 8: 3366
icnp 192.168.1.3:3367 172.31.1.1:3367 88. 1. 88. 8: 3367 88. 1. 88. 8: 3367
icnp 192.168.1.3:3368 172.31.1.1:3368 88. 1. 88. 8: 3368 88. 1. 88. 8: 3368
icnp 192.168.1.3:3369 172.31.1.1:3369 88. 1. 88. 8: 3369 88. 1. 88. 8: 3369
icmp 192.168.1.1:4713 172.31.1.1:4713 88.1.88.8:4713 88.1.88.8:4713
icnp 192.168.1.1:4714 172.31.1.1:4714 88.1.88.8:4714 88.1.88.8:4714
icnp 192.168.1.1:4715 172.31.1.1:4715 88.1.88.8:4715 88.1.88.8:4715
icnp 192.168.1.1:4716 172.31.1.1:4716 88.1.88.8:4716 88.1.88.8:4716

icnp

192.168. 1. 1: 4717

172.31.1.1: 4717

88. 1. 88.8:4717

88.1.88.8:4717
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i guana#
show ip nat translations verbose

Pro I nside gl obal I nsi de | ocal Qut si de

icnmp 192.168.1.3:3365 172.31.1.1:3365 88. 1. 88
create 00:00: 34, use 00:00:34, |eft 00:00: 25,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3366 172.31.1.1:3366 88. 1. 88
create 00:00: 34, use 00:00:34, |eft 00:00: 25,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168.1.3:3367 172.31.1.1:3367 88. 1. 88
create 00:00: 34, use 00:00:34, |eft 00:00: 25,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3368 172.31.1.1:3368 88. 1. 88
create 00:00: 34, use 00:00:34, |eft 00:00: 25,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3369 172.31.1.1:3369 88. 1. 88
create 00:00: 34, use 00:00:34, |eft 00:00: 25,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.1:4713 172.31.1.1:4713 88. 1. 88
create 00:00: 37, use 00:00:37, left 00:00: 22,

Pro I nside gl obal I nsi de | ocal Qut si de
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4714 172.31.1.1:4714 88. 1. 88
create 00:00: 37, use 00:00:37, left 00:00:22,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:4715 172.31.1.1:4715 88. 1. 88
create 00:00: 37, use 00:00:37, left 00:00:22,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4716 172.31.1.1:4716 88. 1. 88
create 00:00: 37, use 00:00:37, left 00:00: 22,
fl ags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4717 172.31.1.1:4717 88. 1. 88
create 00:00: 37, use 00:00:37, left 00:00: 22,
fl ags:

extended, use_count: 0, VRF : custA

i guana#

| ocal
8: 3365

Map-1d(In):

8: 3366

Map-1d(In):

8: 3367

Map-1d(In):

8: 3368

Map-1d(In):

8: 3369

Map-1d(In):

8:4713

Map-1d(In):

| ocal

8:4714

Map-1d(In):

8: 4715

Map-1d(In):

8:4716

Map-1d(In):

8:4717

Map-1d(In):

Cut si de

88. 1. 88.

2,

88. 1. 88.

1,

88. 1. 88.

gl obal
8: 3365

. 8: 3366

. 8: 3367

. 8: 3368

. 8: 3369

.8:4713

gl obal

.8:4714

.8:4715

8:4716

8:4717

3% MH|A0M 22ITI VPN 2o Il &

THZ0| SR AHIA 3 AEO| HAAE CIHHOIA S CHA| S| 2HPE 0| NAT El01ES ZA
SILICHNAT "1 QIEIH Ol A0 M "LiE" QIEHOIA 2 0|B 5t 12)). 2t 1R E F=Rol= 8T
&+ ULt
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Shared Sendce

—— To 182 16811
| 7| Ta192.168.1.3

nutsidap . H’i
MNAT-PE

_ . PE Inside global |nside local el Oubside glabal
inside 162 168,11 [ 17239 1.1 |custa | 881800

192 168.1.3 | 172.31.1.1 |cusi® | B&.1.868
L MPLS
NETWORK

el
By e
-

Nc

From 172.91.1.1 Customer C

Customer A

Fram 1723111
Customer B

28 70 Lok U= WA, Bt EcfE2 M NAT01IA‘| HAeto] x[st= H2t AER|IE HaL
Choil &€ S04 mZ!o| CHef 192.168.1.12= MSELICE NAT E| 0|2 0| AMELICH UR|7F H AL
LR 2H F4(172.31.1.1)2 2 MHE Hd%% =™ CHS NAT § 59| #t& VRF IDE M E
stod QI =37 & ELICH

i guana# show ip cef vrf custA 172.31.1.0
172.31.1.0/ 24, version 12, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
I ocal tag: VPN-route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}

i guana# show ip cef vrf custB 172.31.1.0
172.31.1.0/ 24, version 18, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
i guana#

Label 23(0x17)2 VRF custAOl A 172.31.1.0242 2 &35t EfZ ol A& £/ 2l|0I& 26(0x1A)2
VRF custBO|A 172.31.1.0/242 2 &5t= 7ol AF2 =/ L|Ct.



2t 2E{ o|FtofLtoll A ELH o = & ol A

To custA:

DLC:

MPLS:

| CMP:

7! 0|

----- DLC Header -----

DLC:

DLC. Frame 2 arrived at 16:21: 34. 8436;

byt es.

DLC. Destination = Station 0090BF9C6CLC
DLC. Source = Station 005054D92A25
DLC. Ethertype = 8847 (MPLS)

DLC:

----- MPLS Label Stack -----

MPLS

MPLS: Label Value = 00017
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue =
MPLS: Tine to Live =
MPLS
---- | P Header -----

| P

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

I P 000. .... = routine

1 P: ...0 .... = normal delay

1 P: 0 = normal throughput

1 P: 0 = normal reliability
1 P: 0. = ECT bit - transport protoco

bi t

1 P: .... ...0 = CE bit - no congestion
IP: Total length = 100 bytes

IP: lIdentification = 56893

I P: Flags = 4X

1 P: 1. = don't fragment

1 P: ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 254 seconds/ hops

I P: Protocol =1 (Iaw)

| P: Header checksum = 4131 (correct)

I P: Source address = [88.1.88. 8]

IP: Destination address = [172.31.1.1]

I P: No options

| P

----- | CVP header -----

| CIVP.

ICVMP: Type = 0 (Echo reply)

| CWP: Code = 0

| CMP: Checksum = 52F1 (correct)

ICWP: Identifier = 4713

| CMP: Sequence nunber = 6957

ICVP: [72 bytes of data]

| CIVP.

ICVP: [Normal end of "ICMP header".]

CH&f PE 2t E{0| =EotH Bl|lo|lE 2 A8 stod IS

g ZYELch

gil a#

show mpls forwarding-table

Local

Qut goi ng Prefix

Bytes tag Qutgoing

wil |

Next

1 (Bottom of Stack)
254 (hops)

frame size is 118 (0076 hex)

i gnore the CE

Hop
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tag tag or VC or Tunnel Id swi t ched
16 Pop tag 88.1.1.0/24 0
Pop tag 88.1.1.0/24 0
17 Pop tag 88.1.4.0/24 0
18 Pop tag 88.1.10.0/ 24 0
19 Pop tag 88.1.11.1/32 0
20 Pop tag 88.1.5.0/24 0
21 19 88.1.11.10/32 0
22 88.1.11.10/32 0
22 20 172.18.60.176/32 0
23 172.18.60.176/32 0
23 Untagged 172.31.1.0/24[V] 6306
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggr egat e 10. 88.162.8/30[ V] 487120
26 Untagged 172.31.1.0/24[V] 1896
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \
972200
30 Pop tag 88.1.11.5/32 0
31 Pop tag 88.1.88.0/24 0
32 16 88.1.97.0/ 24 0
33 Pop tag 88.1.99.0/ 24 0
gi |l a#
T
o B gl HETL NS 95
| GUANA:
|
ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target inport 65002: 100
|
ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target inport 65002: 200
|
ip cef
npl s | abel protocol |dp

tag-switching tdp router-id LoopbackO
!

nterface LoopbackO
ip address 88.1.11.5 255. 255. 255. 255
no i p route-cache
no i p nroute-cache

nterface Loopbackll
ip vrf forwardi ng custA
ip address 172.16. 1.1 255. 255. 255. 255

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache

nterface Ethernetl/0/4
ip address 88.1.1.1 255.255.255.0
i p nat inside

interface

Et1l/1
Et1/0
Et1l/1
Et1l/1
Et1l/1
Et1/0
Et1l/1
Et1/0
Et1l/1
Et1/0
Fa0/0

Etl/2

Et1/0
Et1/0
Et1/0
Et1/0

H 7oA MHE

o4 A
AAHE

88.1.2.2
88.1.3.2
88.1.2.2
88.1.2.2
88.1.2.2
88.1.3.2
88.1.2.2
88.1.3.2
88.1.2.2
88.1.3.2
10.88.162.6

10.88.162.14

88.1.3.2
88.1.3.2
88.1.3.2
88.1.3.2

LICE.



no i p nroute-cache

tag-switching ip

1
interface Ethernet1/0/5

i p address 88.1.3.2 255.255.255.0
i p nat inside

no i p nroute-cache

tag-switching ip

1

!
interface FastEthernetl1l/1/0

i p address 88.1.88.1 255.255.255.0
i p nat outside

full-dupl ex

1

interface FastEthernet5/0/0

ip address 88.1.99.1 255.255.255.0
speed 100

full-dupl ex

1

router ospf 881

| og- adj acency- changes

redistribute static subnets
network 88.1.0.0 0.0.255.255 area 0
1

router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.9 renote-as 65002
nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002
nei ghbor 88.1.11. 10 updat e-source LoopbackO

no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.9 send-community extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zati on
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly



!
address-famly ipv4 vrf custA
redistribute static
no aut o- sunmary
no synchroni zation
exit-address-famly
1
ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad
ip nat inside source list 181 pool SSPOOL1 vrf custB overl oad
ip classless
ip route 88.1.88.0 255.255.255.0 FastEthernet1/1/0
ip route 88.1.97.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 88.1.99.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 192.168.1.0 255.255.255.0 NullO
ip route vrf custA 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal
ip route vrf custB 10.88.208.0 255.255.240.0 10.88.163.6
ip route vrf custB 64.102.0.0 255.255.0.0 10.88.163.6
ip route vrf custB 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal
ip route vrf custB 128.0.0.0 255.0.0.0 10.88.163.6
no ip http server
1

access-list 181 pernmit ip any host 88.1.88.8
!

G LA

1
ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target inport 65002: 100
1
ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target inport 65002: 200
1
ip cef
npl s | abel protocol |dp
tag-switching tdp router-id LoopbackO
1
interface LoopbackO
ip address 88.1.11.9 255. 255. 255. 255
1
i nterface FastEthernet0/0
ip vrf forwardi ng custA
i p address 10.88.162.5 255. 255. 255. 252
dupl ex ful
1
interface Ethernetl/0
i p address 88.1.3.1 255.255.255.0
no i p nroute-cache
dupl ex hal f
tag-switching ip
1
interface Ethernetl/1
i p address 88.1.2.1 255.255.255.0
no i p nroute-cache
dupl ex hal f
tag-switching ip
1



interface Ethernetl/2
ip vrf forwarding custB
i p address 10.88.162. 13 255. 255. 255. 252
i p ospf cost 100
dupl ex hal f
1
i nterface FastEthernet2/0
ip vrf forwardi ng custA
i p address 10.88.162.9 255. 255. 255. 252
dupl ex ful
1
router ospf 881
| og- adj acency- changes
redistribute static subnets
network 88.1.0.0 0.0.255.255 area 0
default-nmetric 30
1
router bgp 65002
no synchroni zation
no bgp default ipv4-unicast
bgp | og- nei ghbor - changes
nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renpte-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-famly ipv4d vrf custA
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.5 activate
nei ghbor 88.1.11.5 send-community extended
no aut o- sunmary
exit-address-famly

1
ip classless

ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88. 162.6
ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14

cheE Eci2e| Hu|aeo|M2 dEtet 0 fFAHE &+ A&LICH
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OF 47| 2 L.

FI:OF EAs RESHX| gf2 F4o| AUE A7 «I8 ZALICH.
-<'_'>--|‘?r MH|A HES{F 7t VRF JIAEA(VRF O|F = sserver) 2 HO|E|E & ME HELI I F-K
RA&LICH o|A| elaeA PEX CEF EIOI=' | EAIZ|H CtS0F Z&Lch
gi | a# show ip cef vrf custA 88.1.88.0
88. 1.88.0/ 24, version 45, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
gil a#
gi |l a# show ip cef vrf custB 88.1.88.0
88.1.88.0/24, version 71, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
gil a#
i guana#
show tag-switching forwarding vrftags 24
Local Qutgoing Prefi x Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
24 Aggr egat e 88. 1. 88. 0/ 24[ V] 10988
i guana#

& 3: el 7t 247} VRF custA 2! VRF custBOi| CH8H 0| M |=X| &QlgL|ct.

Ol EAl=

0|-.I

£ MH|A VRF QUAEA "sserver"ol| CHs 2R & E|O|E2 Eoi&FLILC}.

i guana#
show ip route vrf sserver 172.31.1.1
Routing entry for 172.31.1.0/24
Known via "bgp 65002", distance 200, metric 0, type interna
Last update from 88.1.11.9 1d01h ago
Routi ng Descriptor Bl ocks:
* 88.1.11.9 (Default-1P-Routing-Table), from88.1.11.9, 1d0lh ago
Route netric is 0, traffic share count is 1
AS Hops O

& 1: o|2el4 PE 2t E{2|(iguana) 2t &0l M CHE HELZ o CiE F2& shLbRF QJ&LICH

[2tA 048] 124 VPNe| ERfElg FEE 4 glor et ERfZlo| XA et VPNO| T2E 4= 9is


//www.cisco.com/en/US/docs/ios/12_2/switch/command/reference/xrfscmd8.html#wp1047983
//www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_s2.html#wp1057479

LICt 3% AMHIAE VRF QIAEAZ HOl5Hof 3t B NAT 7|52 ¢ladlA PER o|S3sHofk &
LICt.

P13 A PE NAT

O| odlof M= gila2 EA|E 3= At ol X| 2t REQF EBIE 0| NATES —TL JEILICENAT E2 &)
MH|A0f M ASHOF 5= HAZAEl ZF 1 ZH vPNoO| CH8H Zo|ElL|ch T Z22 NATed?! ZF T ZH 1|
E2|F FA0 AFREILICINATE 88.1.88.801IA-| 2L MHIA SAERZ gstE TiZlo| I:HoHHDF =
ELICEH

ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspoonLl vrf custA overl oad
ip nat inside source |ist 181 pool sspoonL2 vrf custB overl oad
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NAT &=2 ddeLich

et ME:

gil a#

show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

icmp 192.168.1.1:2139 172.31.1.1:2139 88.1.88.8:2139 88.1.88.8:2139
icmp 192.168.1.1:2140 172.31.1.1:2140 88.1.88.8:2140 88.1.88.8:2140
icmp 192.168.1.1:2141 172.31.1.1:2141 88.1.88.8:2141 88.1.88.8:2141
icmp 192.168.1.1:2142 172.31.1.1:2142 88.1.88.8:2142 88.1.88.8:2142
icmp 192.168.1.1:2143 172.31.1.1:2143 88.1.88.8:2143 88.1.88.8:2143
icmp 192.168.2.2:676 172.31.1.1:676 88.1.88.8:676 88.1.88.8:676

icmp 192.168.2.2:677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677

icmp 192.168.2.2:678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678

icmp 192.168.2.2:679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679

icmp 192.168.2.2:680 172.31.1.1:680 88.1.88.8:680 88.1.88.8:680

I SLE LR 24 F4(172.31.1. )8 A4 VRFO ek HolEl 2t 22 #HEHELICLVRFE
show ip nat translation verbose W&o & 4= U&LICEH

gi | a# show ip nat translations verbose

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

icnp 192.168.1.1:2139 172.31.1.1:2139 88. 1. 88.8:2139 88. 1. 88.8:2139
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2140 172.31.1.1:2140 88. 1. 88.8: 2140 88. 1. 88.8: 2140
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2141 172.31.1.1:2141 88.1.88. 8:2141 88. 1. 88. 8: 2141
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA
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icnmp 192.168.1.1:2142 172.31.1.1:2142 88. 1. 88
create 00:00: 08, use 00:00:08, |eft 00:00:51,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:2143 172.31.1.1:2143 88. 1. 88
create 00:00: 08, use 00:00:08, |eft 00:00:51,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.2.2: 676 172.31.1.1:676 88. 1. 88
create 00:00: 10, use 00:00:10, left 00:00: 49,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168. 2. 2: 677 172.31.1.1:677 88. 1. 88
create 00:00: 10, use 00:00:10, left 00:00: 49,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168.2.2: 678 172.31.1.1:678 88. 1. 88
create 00:00: 10, use 00:00:10, left 00:00: 49,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.2.2: 679 172.31.1.1:679 88. 1. 88
create 00:00: 10, use 00:00:10, left 00:00: 49,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168. 2. 2: 680 172.31.1.1:680 88. 1. 88
create 00:00: 10, use 00:00:10, left 00:00: 49,
flags:

ext ended, use_count: 0, VRF : custB

Ol EAlE T2 A 2 17 Boj| CHH 222 AT

gi | a# show ip route vrf custA

.8:2142

Map-1d(In):

8:2143

Map-1d(In):

8: 676

Map-1d(In):

8:677

Map-1d(In):

8:678

Map-1d(In):

8: 679

Map-1d(In):

8: 680

Map-1d(In):

Zf VPNOI| CHEr 2t S HE & 2o{ELICH

88. 1.

88.

. 88.

. 88.

. 88.

. 88.

. 88.

. 88.

8: 2142

8: 2143

8:676

8:677

8:678

8: 679

8: 680

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia - IS ISinter
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route
Gateway of last resort is 88.1.11.1 to network 0.0.0.0

172.18.0.0/32 is subnetted, 2 subnets

172.31.0.0/24 is subnetted,

)

10.0.0.0/8 is variably subnetted, 5 subnets,

OO W

88.0.0.0/24 is subnetted, 2 subnets
88.1.88.0 [200/0] via 88.1.11.5,
88.1.99.0 [200/0] via 88.1.11.5,

nn U

B*

192.168.1.0/24 is directly connected,
0.0.0.0/0 [200/0] via 88.1.11.1, 00:04:00

00: 04: 00
00: 04: 00
Nullo

172.18.60.179 [200/0] via 88.1.11.1, 00:03:59
172.18.60.176 [200/0] via 88.1.11.1, 00:03:59
1 subnets
172.31.1.0 [1/0] via 10.88.162.6, FastEthernet0/0

2 masks

10.88.0.0/20 [200/0] via 88.1.11.1, 00:03:59
10.88.32.0/20 [200/0] via 88.1.11.1, 00:03:59
10. 88.162.4/30 is directly connected, FastEthernet0/0
10.88.162.8/30 is directly connected, FastEthernet2/0
10.88.161.8/30 [200/0] via 88.1.11.1, 00:04:00



gi | a# show ip route vrf custB
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS IS level-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

64.0.0.0/16 is subnetted, 1 subnets

B 64.102.0.0 [200/0] via 88.1.11.5, 1d21h
172.18.0.0/32 is subnetted, 2 subnets

B 172.18.60.179 [200/0] via 88.1.11.1, 1d21h

B 172.18.60.176 [200/0] via 88.1.11.1, 1d21h

172.31.0.0/24 is subnetted, 1 subnets

172.31.1.0 [1/0] via 10.88.162.14, Ethernetl/2
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks

10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h

10.88.208.0/20 [200/0] via 88.1.11.5, 1d21h

10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h

10.88.163.4/30 [200/0] via 88.1.11.5, 1d21h

10.88.161.4/30 [200/0] via 88.1.11.1, 1d21h

10. 88.162.12/30 is directly connected, Ethernetl/2
11.0.0.0/24 is subnetted, 1 subnets

11.1.1.0 [200/100] via 88.1.11.1, 1d20h
88.0.0.0/24 is subnetted, 2 subnets

88.1.88.0 [200/0] via 88.1.11.5, 1d21h

88.1.99.0 [200/0] via 88.1.11.5, 1d21h
192.168.2.0/24 is directly connected, NulloO
128.0.0.0/8 [200/0] via 88.1.11.5, 1d21h

[o9) Ol T W wm® 0]

T T

O|12|A PE 2H2E{ O|7-OFLFO1| A g—% ME VRFE 7} SLc}.

i guana# show ip route vrf sserver

Routi ng Tabl e: sserver
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

64.0.0.0/16 is subnetted, 1 subnets

B 64.102.0.0 [20/0] via 10.88.163.6 (custB), 1d20h
172.18.0.0/32 is subnetted, 2 subnets

B 172.18.60.179 [200/0] via 88.1.11.1, 1d20h

B 172.18.60.176 [200/0] via 88.1.11.1, 1d20h
172.31.0.0/24 is subnetted, 1 subnets

B 172.31.1.0 [200/0] via 88.1.11.9, 1dO5h

10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks

3 ZE NAT 20l Oig F27F 1™ Au|as oMo M FIHER&LICH o2 E ME
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10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h
10.88.208.0/20 [20/0] via 10.88.163.6 (custB), 1d20h

10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h
10.88.162.4/30 [200/0] via 88.1.11.9, 1d20h

10.88.163.4/30 is directly connected, 1d20h, Ethernet1/0/0
10.88.161.4/30 [200/0] via 88.1.11.1, 1d20h

10.88.162.8/30 [200/0] via 88.1.11.9, 1d20h
10.88.162.12/30 [200/0] via 88.1.11.9, 1d20h

11.0.0.0/24 is subnetted, 1 subnets

11.1.1.0 [200/100] via 88.1.11.1,

12.0.0.0/24 is subnetted, 1 subnets
12.12.12.0 [1/0] via 88.1.99.10

88.0.0.0/24 is subnetted, 3 subnets
88.1.88.0 is directly connected,
88.1.97.0 [1/0] via 88.1.99.10

1d20h

Fast Et hernet 1/ 1/ 0

Fast Et hernet 5/ 0/ 0

192.168.1.0/24 [200/0] via 88.1.11.9, 1d20h
192.168.2.0/24 [200/0] via 88.1.11.9, 01:59:23

C
S
C 88.1.99.0 is directly connected
B
B
B

128.0.0.0/8 [20/0] via 10.88.163.6 (custB), 1d20h

e g

rr

p vrf custA
rd 65002: 100
route-target export 65002: 100
route-target export 65002: 1001
route-target inport 65002: 100

p vrf custB

rd 65002: 200

route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002: 10

p cef

npl s | abel protocol |dp

nterface LoopbackO
ip address 88.1.11.9 255. 255. 255. 255

nterface FastEthernet0/0

ip vrf forwarding custA

i p address 10.88.162.5 255. 255. 255. 252
ip nat inside

dupl ex ful

nterface Ethernetl/0

i p address 88.1.3.1 255.255.255.0
ip nat outside

no i p nroute-cache

dupl ex hal f

tag-switching ip

nterface Ethernetl/1

ip address 88.1.2.1 255.255.255.0
ip nat outside

no i p nroute-cache

ME7L ZtZAME QI FAIA MHEIQR LS LICH.



dupl ex hal f

tag-switching ip
1

nterface Ethernetl/2

ip vrf forwarding custB

i p address 10.88.162. 13 255. 255. 255. 252
ip nat inside
dupl ex hal f
1
router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
default-nmetric 30

1
router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renote-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-famly ipv4d vrf custA

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended

nei ghbor 88.1.11.5 activate

nei ghbor 88.1.11.5 send-community extended

no aut o- sunmary

exit-address-famly

1
ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspooLl vrf custA overl oad
ip nat inside source |ist 181 pool sspooL2 vrf custB overl oad
ip classless

ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88. 162.6
ip route vrf custA 192.168.1.0 255.255.255.0 NulloO

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14
ip route vrf custB 192.168.2.0 255.255.255.0 NulloO

1

access-list 181 pernit ip any host 88.1.88.8
!

I 1 HERIE Yot= QUHHO|AE NAT "LHE" QIE{H|O|AE X[HE|T MPLS QIE{H 0|A

£ NAT "2|f" QlE{m|o|A 2 X|FELI|CH



i guana:

ip vrf custB

rd 65002: 200

route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002:10

1

ip vrf sserver

rd 65002: 10

route-target export 65002:10
route-target inport 65002: 2001
route-target inport 65002: 1001
1

ip cef distributed

npl s | abel protocol |dp
|

nt erface LoopbackO
ip address 88.1.11.5 255. 255. 255. 255
no i p route-cache
no i p nroute-cache

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache

nterface Ethernetl/0/4

ip address 88.1.1.1 255.255.255.0
no i p route-cache

no i p nroute-cache

tag-switching ip

1

nterface Ethernetl/0/5

i p address 88.1.3.2 255.255.255.0
no i p route-cache

no i p nroute-cache

tag-switching ip

1

nterface FastEthernetl/1/0

ip vrf forwarding sserver

ip address 88.1.88.1 255.255.255.0
no ip route-cache

no i p nroute-cache

full-dupl ex
1

router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
1
router bgp 65002

no synchroni zati on

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.9 renpte-as 65002
nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002



nei ghbor 88.1.11. 10 updat e- source LoopbackO
no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate

nei ghbor 88.1.11.9 send-community extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4d

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.9 activate

nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf sserver
redi stribute connected

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

et E 222l Hu|ad oM dEtet i RALE = U&LICH
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ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad

DLC  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 09:15:29.8157; frame size is 118 (0076 hex)
byt es.



MPLS:

| CVP:

Destination St ati on 005054D92A25

DLC. Source = Station 0090BF9C6C1C
DLC. Ethertype = 8847 (MPLS)
DLC:
----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
----- | P Header -----
| P:
IP: Version = 4, header length = 20 bytes
I P: Type of service = 00
| P 000. .... = routine
I P: .0 .... = normal del ay
I P: 0... = normal throughput
I P: .0.. = normal reliability
I P: .0. = ECT bit - transport protocol will ignore the CE
bi t
I P: .... ...0 = CEDbit - no congestion
IP: Total length = 100 bytes
IP: lIdentification =20
I P: Fl ags = 0X
I P: .0.. = may fragnent
I P: ..0. .... = last fragnent
I P: Fragment offset = 0 bytes
IP: Time to live = 254 seconds/ hops
I P: Protocol =1 (law)
| P: Header checksum = 4AE6 (correct)
IP: Source address = [192.168.1.1]
I P: Destination address = [88.1.88. 8]
I P: No options
| P:
----- | CMP header -----
| CWP
| CVP: Type = 8 (Echo)
I CVWP: Code = 0
| CMP: Checksum = 932D (correct)
I CVP: Identifier = 3046
| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]
| CWP
I CVMP: [ Normal end of "ICMP header".]
| CWP

174 B VPNOIlAM o2

047|0 M= VRF custBe| AA IP A 172.31.1.101M o2 &S £ AIgHL|C}
ZAm|ag|o|Moll A R|Z 8t CHE 192.168.2.12 2 HEH A& LICtH

ip nat
ip nat

pool

i nside source |ist

DLC:
DLC:

SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
181 pool SSPOOL2 vrf custB overl oad

DLC Header

Frane 11 arrived at
byt es.

09: 15:49.6623; franme size is 118 (0076 hex)

i~

>



DLC: Destination = Station 005054D92A25
DLC. Source St ati on 0090BF9C6C1C
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

00019

0

1 (Bottom of Stack)
254 (hops)

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 15

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 49D6 (correct)

IP: Source address = [192.168.2.2]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = AB9A (correct)
ICVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]
£1: MPLS Zllol& Zt2 flofl EAIE F THZ! 2F0M 0079 LICt

T ZH AVPNO| o2 8F

© 2, VRF custAd|M SXX| IP T4 192.168.1.12 2 E|S0}7t= of 2 3|Al0| EA|ELICHS
E ClaB|A PE NAT 7|50 2|8 172.31.1.12 2 HetEL|C}.

To VRF custA:

pDLC.  ----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 09:15:29.8198; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 0090BF9C6CI1C



DLC. Source
DLC. Ethertype

Station 005054D92A25
8847 (MPLS)

MPLS: ----- MPLS Label Stack -----

0001A

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

1P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 18075

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = C44A (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.1.1]
I P: No options

I P:
WP - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = 9B2D (correct)
I CVP: Identifier = 3046

| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

JZ4 BVPNOl o2 &

047|0| M= VRF custB2| CHAF IP A 192.168.1.12 2 E|=0}7tE= of| 2 3|4l
M FE=AE QOB A PENAT ZIs0 23l 172.31.1.12 2 BHEEL|CT

To VRF custB:
DLC. ----- DLC Header -----

ffo

DLC. Franme 12 arrived at 09:15:49.6635; franme size is 118 (0076 hex) bytes.

DLC. Destination = Station 0090BF9C6C1C
DLC. Source St ati on 005054D92A25
DLC. Ethertype 8847 (PLS)



MPLS: ----- MPLS Label Stack -----

MPLS: Label Value = 0001D
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS:
P ----- | P Header -----
| P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: .... ...0 = CEDbit - no congestion
IP: Total length = 100 bytes

IP: ldentification = 37925

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 75BF (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.2.2]
I P: No options

ICVP: - ---- | CMP header -----

I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = B39A (correct)
ICVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

I CVP: [Normal end of "ICMP header".]

£t 3wkt miZlof A MPLS 20l Zto| Z & E|T1 ChELICH001A(VRF custA) & 001D(VRF
custB%)

174 A VPNOIA o3 - Ciefo] B PIE{m0|A @ILICE.

CHE TH2 EEE B8 A& LANO| CHEF BIELHOIA T} VRF @laiaol et ofcl glet oleim
0122l Z2 XH0I8 oiSUch oi|ME B2 1P F47 2l 2 VPNOI Chefl 28 B2 A2
stz = Zima2olMo| HZEIUALICH

ip nat pool sspoorLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool sspoorLl vrf custA overl oad
ip nat inside source list 181 pool sspoorLl vrf custB overl oad

DLC  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 09:39:19.6580; frame size is 118 (0076 hex)
byt es.



DLC: Destination = Station 005054D92A25
DLC. Source St ati on 0090BF9C6C1C
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

00019

0

1 (Bottom of Stack)
254 (hops)

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 55

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 4AAF (correct)

IP: Source address = [192.168.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 0905 (correct)
ICVP: ldentifier = 874

| CMP: Sequence nunber = 3727
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

174 B VPNOIIX] 0|3 - Ci4f o SHF QIE{H O] A Y

o{7|0l|ME VRF custB°| AANIP FA T2

31.1.10|H ol =2 ™S AR LICHNAT Z4x|ae o]
Ofl M X|&8t CHE AA FAT}192.168.1.3(2E

A
T =
SSPOOL 10 A)2 BBt |4 LICt.

IIHI=I

ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool sspoonLl vrf custA overl oad
ip nat inside source list 181 pool sspoonLl vrf custB overl oad

DLC.  ----- DLC Header -----
DLC:
DLC. Franme 11 arrived at 09:39:26.4971; frame size is 118 (0076 hex)
byt es.



DLC: Destination = Station 005054D92A25
DLC. Source St ati on 0090BF9C6C1C
DLC. Ethertype 8847 (PLS)

MPLS: ----- MPLS Label Stack -----

MPLS: Label Value
MPLS: Reserved For Experinental Use
MPLS: Stack Val ue
MPLS: Tinme to Live

0001F

0

1 (Bottom of Stack)
254 (hops)

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 75

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

I P: Header checksum = 4A99 (correct)

IP: Source address = [192.168.1.3]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 5783 (correct)
I CVP: Identifier = 4237

| CMP: Sequence nunber = 977
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

#1: o|adlA PEQ| QIE{H|O|A7F LR QIE{H| O|A QI BR(VRF QUAEATL ofH), MEE 0|
2 CHELICH 0| B2 0x19 & 0x1F.

DZHo{[H ol SE A VPN - Cli#f 0] et IE{m oA LT

CI2 22, VRF custAXlAM EXX| IP T4 192.168.1.12 2 E|=0}7t= ol 2 3|Al0] EAIELICH S
Al FAE= Q01T A PENAT 70l o5l 172.31.1.12 2 H&HElL|C},

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 09:39:19.6621; frame size is 114 (0072 hex)
byt es.
DLC: Destination = Station 0090BF9C6C1C
DLC. Source Stati on 005054D92A25



DLC. Ethertype =0

P ----- | P Header -----
| P:
| P: Version = 4, head
I P: Type of service =
I P: 000. ....
I P: ...0 ..., =
I P: 0 =
I P: 0 =
I P: 0. =

bi t

I P: ... ...0=
IP: Total length =
IP: Identification =
I P: Fl ags =
I P: 1., ... =
I P: .00 L. =
I P: Fragnment offset =
IP. Time to live =
I P: Protocol =
| P. Header checksum =
I P: Source address
IP: Destination addre
I P: No options
| P:

ICOWP; ----- | CVMP header ---
| CMP:

| CVP: Type = 0 (Echo

I CVWP: Code = 0

| CWP:  Checksum = 1105
ICWP: Identifier = 87
| CMP: Sequence nunber
ICVMP: [72 bytes of da

I CVMP: [ Normal end of

800 (1P)

er length = 20 bytes

00

= routine

nor mal del ay

nor mal t hr oughput

normal reliability

ECT bit - transport protoco

CE bit - no congestion
100 bytes

54387

4X

don't fragment

| ast fragnent

0 bytes

254 seconds/ hops
1 (1Ccw)

3672 (correct)

= [88.1.88. 8]

ss = [192.168.1.1]

reply)

(correct)
4

= 3727
t a)

"I CMP header".]

174 B VPNO| 0|3 S& - CH 2 elHF QIE{H 0| AQ[L|C.

will ignore the CE

047|0 M= VRF custB2| CHAF IP A 192.168.1.32 2 E|=0l7tE of| 2 3|42
M FE=AE QOB A PENAT ZIs0 23l 172.31.1.12 2 BHEEL|CT

----- DLC Header -----
DLC:
DLC. Franme 12 arrive
byt es.

d at 09:39:26.4978; frane size is 114 (0072 hex)

DLC. Destination = Station 0090BF9C6C1C

DLC. Source

DLC. Ethertype =0
DLC:

----- | P Header -----
| P

IP: Version = 4, head
I P: Type of service =
1 P: 000. ....
I P: ...0 L
I P: ... 0., =
I P: ... .0.. =
I P: P
bi t

St ati on 005054D92A25

800 (IP)

er length = 20 bytes

00

= routine

nor mal del ay

nor mal t hr oughput

normal reliability

ECT bit - transport protoco

will ignore the CE



| P: .0 = CE bit -

I P: Total length = 100 bytes

no congestion

IP: ldentification = 61227

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops
I P: Protocol =1 (law)

| P: Header checksum = 1BB8 (correct)

| P. Source address

= [88. 1. 88. 8]

IP: Destination address = [192.168.1.3]

I P: No options

| P:
ICWP: - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = 5F83 (correct)
I CVP: Identifier = 4237

| CMP: Sequence nunber = 977
ICVMP: [72 bytes of data]

ICVP: [Normal end of "I1CMP header".]

&3 302 MY A2 HIHX|IEE VRF 8|0[Z0] FIHE|X| et &LCH.

O1H} OIE{T|O|A R ZOo|=l 28 MH|A LAN MIHEO| CHEt SE QIE{HO|AE A}

o
O| 3{& ElLICt.ping2 2R E{ ZEtol| CHS NAT &S5 2 M EHLICE

gi | a# show ip nat translations

Pro I nside gl obal I nsi de | ocal
icmp 192.168.1.3:4237 172.31.1.1:4237
icmp 192.168.1.3:4238 172.31.1.1:4238
icmp 192.168.1.3:4239 172.31.1.1:4239
icmp 192.168.1.3:4240 172.31.1.1:4240
icmp 192.168.1.3:4241 172.31.1.1:4241

icmp 192.168.1.1:874 172.31.1.1:874
icmp 192.168.1.1:875 172.31.1.1:875
icmp 192.168.1.1:876 172.31.1.1:876
icmp 192.168.1.1:877 172.31.1.1:877
icmp 192.168.1.1:878 172.31.1.1:878
gil a#

gila# showip nat tr ver

Pro I nside gl obal I nside | oca

icnp 192.168.1.3:4237 172.31.1.1:4237
create 00: 00: 08, use 00:00:08, left
flags:

extended, use_count: 0, VRF : custB

icnp 192.168.1.3:4238 172.31.1.1:4238
create 00: 00: 08, use 00:00:08, left
flags:

extended, use_count: 0, VRF : custB

icnp 192.168.1.3:4239 172.31.1.1:4239
create 00: 00: 08, use 00:00:08, left
flags:

extended, use_count: 0, VRF : custB

icnp 192.168.1.3:4240 172.31.1.1:4240
create 00: 00: 08, use 00:00:08, left
flags:

00: 00: 51,

00: 00: 51,

00: 00: 51,

Qut si de | ocal
88.1.88.8:4237
88.1.88.8:4238
88.1.88.8:4239
88.1.88.8:4240
88.1.88.8:4241
88.1.88.8:874
88.1.88.8:875
88.1.88.8:876
88.1.88.8:877
88.1.88.8:878

Qut si de | ocal
88. 1. 88. 8: 4237

88. 1. 88.8:4238

88. 1. 88.8:4239

88. 1. 88.8:4240

00: 00: 51, Map-1ld(In):

Map-1d(In):

Map-1d(In):

Map-1d(In):

CQut si de gl obal
88.1.88.8:4237
88.1.88.8:4238
88.1.88.8:4239
88.1.88.8:4240
88.1.88.8:4241
88.1.88.8:874
88.1.88.8:875
88.1.88.8:876
88.1.88.8:877
88.1.88.8:878

CQut si de gl obal
88. 1. 88. 8: 4237
2,

88. 1. 88. 8: 4238
2,

88. 1. 88. 8: 4239
2,

88. 1. 88. 8: 4240
2,

el



ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:4241 172.31.1.1:4241 88. 1. 88. 8: 4241 88. 1. 88.8:4241
create 00: 00: 08, use 00:00:08, left 00:00:51, Map-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.1:874 172.31.1.1:874 88.1.88.8:874 88.1.88.8:874
create 00:00: 16, use 00:00: 16, left 00:00:43, Map-ld(ln): 3,

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1: 875 172.31.1.1:875 88.1.88.8:875 88. 1. 88.8:875
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:876 172.31.1.1:876 88.1.88.8:876 88. 1. 88.8:876
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1: 877 172.31.1.1:877 88.1.88.8:877 88. 1. 88.8:877
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:878 172.31.1.1:878 88.1.88.8:878 88. 1. 88.8:878
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

gi |l a#
debug ip nat vrf
I P NAT VRF debugging is on

gi |l a#

.Jan 2 09: 34:54 EST: NAT-TAGSWp) : Tag Pkt s=172.18.60.179, d=10.88.162.9, vrf=custA
.Jan 2 09:35:02 EST: NAT-TAGSWp) : Tag Pkt s=172.18.60.179, d=10.88.162.13, vrf=custB
.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

gi |l a#

MH|A of

12 80l 37 7He IP PBX MH|AQ| 04| 7F LEet Q& LICH oM dFEE 21ae A I o|zel4 of
Mol #HE 2 2oiELc.


//www.cisco.com/en/US/docs/ios/12_3/debug/command/reference/dbg_i2g.html#wp1069195

ol MAIIMHE NAT 7|sE &5t EP%H Elgtol ol 2] VolP MH|A 7 MEHEo 2 S 2 E|L

Ct.olzq8t ar Eol= VRF-Lite2t= 7|52 AFE5t= 048] VRF QIE{H|O|A 7t /&LICH OB E
EiZ 0| & Cisco CallManager %E—I/\E-IE O|sS&tL|ct. eated MH|AE ZAMEE AMBELIC 3

A ZH BB W2 Basob of0f SIAL LIS B2 SIAS| 42 54 AIE HAE AB ] 1
ZH VPNO{ A i%EIE!LIEL

O3 8:#2lklE 7HA PBX MH|A of
10.1.1.x 10.1.1.x

v
VREF-Lite Fer Eustnn'ier
10.1.1.x CEs Firewalls

A8 7tsA

MPLS VPNO{| CH$t Cisco I0S NAT K| Cisco IO

S| H
MPLSE x|t o| X7| 75 EE|lA RS e = = ZE EAHEN AISE &+ U&LICH

a8

Cisco I0S NATO|=

| &

Zoi|AH et ZTEEZof CHEt NAT ALG(AppIication Level Gateway) X| &2 I—’_-\.—&.'OE Il
LICH 8 7|58 Qe s &4 X StER0] 7H53E S8l NAT X ALGE &F 2™ 7|zt s¢t
MMst £FME MSE = U&LICHCiscoe ZE M EZ 5 U HRLE| 282 EL_IE-IE'o}
D AUELICHOHE EFO| VLM Do 2 F A, F ALE 2 of Z2(Ao|Mof| (2t T AFS
Gotghct

2 He

. Cisco 10S NAT o Z2|7|0]44 &lojo{ HO|ESO]
. MPLS &! VPN O} 7| &l %]

37 MH|22| & 758 52 {83t 7IS50| U&LICHCiscos= I
| X
=3



//www.cisco.com/en/US/technologies/tk648/tk361/tk438/technologies_white_paper09186a00801af2b9.html?referring_site=bodynav
http://www.amazon.com/MPLS-VPN-Architectures-Ivan-Pepelnjak/dp/1587050021/ref=sr_1_1?ie=UTF8&s=books&qid=1280347613&sr=1-1&referring_site=bodynav
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